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(57) Abstract: An encoding method for steganography is disclosed. A plurality of partner pixel values are selected so that the
ranges of adjacent pixel values, located in the encoding processing direction, for the partner pixel values do not overlap each other.
Next pixel values areread until apixel value has one or more adjacent pixel values located in the encoding processing direction and
corresponds to one of the partner pixel values. The found pixel value, corresponding to one of the partner pixel values, isreplaced
by the corresponding partner pixel value or the corresponding pixel value isleft unchanged, depending on the bit value of a hidden
message to be concealed. The found pixel value isreplaced with the corresponding partner pixel value or the corresponding pixel

O value isleft unchanged. Information about the location of apixel in which the last bit isconcealed is stored in decoding information.
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[ DESCRI PTI ON]

[Invention Title]

METHOD FOR ENCCDI NG AND DECCDI NG FOR STEGANOGRAPHY

[ Techni cal Field]

The present invention relates to an encoding nethod
for concealing a hidden nessage in original data and a
decoding nethod for restoring the resulting data and

extracting the hidden nessage and the original data.

[ Background Art]

Reversi bl e st eganogr aphy t echnol ogy, call ed
reversible data hiding, is technology that is used when
specific information is concealed in original data.

FIG 1 is a block diagram showing the configuration
of a general reversibl e st eganogr aphy system The
reversi bl e steganography system includes an encoder 11 and
a decoder 12 The encoder 11 perforns the encoding of
concealing a hidden nessage in original data, and then
outputs the resulting data as output data. The decoder 12
receives the output data in which the hidden nessage is
conceal ed, and then perforns the decoding of restoring the
original data and the hidden nessage.

Meanwhi | e, si nce conventi onal reversibl e

st eganography technology has laid stress only on hidden
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messages to be concealed, a nethod of integrally changing
the values of Least Significant Bits (LSBs) into a nessage
to be concealed has been used. At present, the restoration
of original data is considered inportant, an exanple of
5 which is the case in which the integrity of original data

or an electrical signature is concealed in original data.

For exanple, in the case of the transmission of an inmage,
if a watermark is inserted into an original inmge and then
the conbination image is transnmtted, a receiving side
restores both the original imge and the watermark, thereby

proving the integrity using the information.

Recent |y, reversi ble steganography or wat ermar ki ng
technol ogy has been wi dely researched. In the steganography
technology, wth regard to the conceal ment of infornation,
a difference expansion nmethod of concealing information by
expanding the difference between adjacent pixel values, a
conmpandi ng method of previously reducing the size of input
data, ~concealing information while expanding the reduced
data, and concealing errors generated at this nmonent, and a
shifting histogram nmethod of concealing information by
shifting a histogram have been proposed.

The difference expansion nmethod is a method of, wth
an eye on the fact that there is a high correlation between
adj acent pi xel s, obtaining the difference between the
adj acent pixels, and multiplying the difference by 2 so as

to nmake an even nunber, thereby generating a space for
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concealing one bit. Since there may be the case in which
the expansion is inpossible, an expanded pixel pair and an
unexpanded pixel pair can be distinguished from each other
by concealing a |location map. Recently, not only the
technique wusing the difference between pixels but also
various types of predictive coding techniques have been
used. The technique using the difference between two pixels
is used as one of the predictive coding nethods .

Further, the conmpanding technique uses a nethod of
arbitrarily reducing a pixel value and then expanding the
reduced pixel value. In the neantinme, when a pixel value is
reduced and then expanded, an error occurs due to the
di fference from an original val ue. This error is
appropriately coded and then conceal ed. Further, a space
capable of concealing information is generated during the
expansion, and then one bit is concealed in the space.

The shifting histogram nmethod is a method of naking
an enmpty color by shifting part of the histogram of an
origi nal imge by one, and then conceal i ng secret
information using the enpty color. If there is a color that
has not been used at all, this color is referred to as a
"zero point". The color having the highest frequency in the
histogram is referred to as a "peak point". When a zero
point is shifted from a color adjacent to a peak point by
one, the color that is immediately adjacent to the peak

poi nt becones a new zero point. In this nethod, when a bit
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is concealed in a peak point, there is no change if a bit
value is ‘0', and the color of the peak point is changed to
the color of the zero point that is inmediately adjacent to
the peak point if a bit value is ‘1'.

However , the conventi onal met hods of concealing a
specific message in original data have a problem in that
they require a large anmount of <coding information to
perform encodi ng and decodi ng. Further, there is a problem
in that the size of the nessage that can be concealed in
specific original data is restricted. That is, in the
di fference expansi on  net hod, a location nmap nust be
concealed, and, in the conpanding technique, a conpanding
error nust be conceal ed. Further, in the shifting histogram
nmet hod, information which perforns a function simlar to
that of a location nap nust be concealed in the case in

which a zero point does not exist.

[ Di scl osure]

[ Techni cal Probl en

The present invention has been nmade to solve the above
probl ens, and proposes a schenme capable of reducing the
anount of coding information required for the encoding of
concealing a specific hidden nessage in original data and for
the decoding of restoring the resulting data. Further, the
present invention proposes a schenme capable of increasing the

size of a hidden nessage that can be concealed in linmted
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original data.

[ Techni cal Sol ution]

In order to acconplish the above object, the present
invention provides an encoding mnethod for steganography,
including a first step of selecting a plurality of partner
pi xel values so that the ranges of adjacent pixel values,
|located in the encoding processing direction, for the
partner pixel values do not overlap each other; a second
step of reading next pixel values until a pixel value, read
in the encoding processing direction, has one or nore
adj acent pixel values located in the encoding processing
direction and corresponds to one of +the partner pixel
values; a third step of replacing the found pixel value,
corresponding to one of the partner pixel values, wth the
correspondi ng part ner pi xel val ue or | eavi ng t he
correspondi ng pixel value unchanged, depending on the bit
val ue of a hidden nessage to be concealed; a fourth step of
replacing the found pixel value wth the corresponding
partner pixel value or leaving the corresponding pixel
val ue unchanged by repeating the second step and the third
step until the Jlast bit of the hidden nessage to be
conceal ed is reached; and a fifth step of storing
i nformati on about the location of a pixel in which the | ast
bit is concealed in decoding information. Furt her, t he

third step includes replacing the found pixel value wth
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the corresponding partner pixel value when the bit of the
hi dden nessage to be concealed is A, and leaving the
corresponding pixel value unchanged when the bit of the
hi dden nessage is "o'. Further, the encoding processing
di rection i ncl udes | at er al ri ghtward and | eftward
directions, vertical upward and downward directions, and
di agonal directions.

Furt her, a decoding net hod for st eganogr aphy,
includes: a first step of receiving decoding information

including information about a plurality of partner pixel

values so that the ranges of adjacent pixel values, |ocated
in the -encoding processing direction, for the partner
respective pixel values do not overlap each other,

information about the encoding processing direction, the

ranges of adjacent pixel values, located in the encoding
processing direction, for the respective partner pixe
values, and the location of a pixel in which the last bit

of a hidden nessage is concealed; a second step of noving a
decoding start point to the location of the pixel in which
the last bit is conceal ed based on the decoding infornation
when encoding is perfornmed;, a third step of, when the
encoding is perforned, reading pixel values from the
| ocation of the pixel in which the last bit is concealed in
the direction opposite the encoding processing direction
until a pixel value corresponding to one of the partner

pi xel values is found; a fourth step of, based on whether
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an adjacent pixel value, located in the encoding processing
direction related to the found pixel value, is included in
the range of adjacent pi xel values of the decoding
i nf ormati on, determining the bit value of the hidden
nessage concealed in a found pixel, and determ ning whether
to replace the found pixel value with the corresponding
partner pixel value; and a fifth step of extracting a bit
‘o' or YI', included in the hidden nessage, by repeating
the third step and the fourth step until a last pixel value
is reached, and l|eaving the found pixel value correspondi ng
to one of the partner pixel values unchanged or replacing
the found pixel value with the corresponding partner pixel
val ue. Further, the fourth step includes extracting a bit
‘or and then leaving the found pixel value unchanged when
the adjacent pi xel val ue, | ocat ed in the encoding
processing direction related to the found pixel value, is
included in the range of adjacent pixel values of the
decoding information; and extracting a bit ‘i1* and then
replacing the found pixel value wth the corresponding
partner pixel value when the adjacent pixel value is out of

the range of adjacent pixel values.

[ Advant ageous Effect s]

As descri bed above, the present i nventi on can
effectively reduce <coding information required for the

encodi ng of concealing a specific hidden nessage in original
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Further, the size of a hidden nmessage that can be conceal ed

inthe limted original data can be effectively increased.

[ Description of Draw ngs]

FIG 1 is a block diagram showing the configuration
of a general reversible steganography system

FIG 2 is a view showing part of an expanded i nage;

FIG 3 is a view showing a spatial rel ationship
bet ween pi xel s;

FIG 4 is a view showing the encoding for concealing
a hidden nessage in an original 8*8 inmage block and the
decoding for restoring the resulting block to the original
i mmge block and detecting the hidden nessage according to
an enbodi nent of the present invention;

FIG 5 is a flowhart showing an encoding process of
concealing a hidden nessage in an original inage according
to an enbodi nent of the present invention; and

FIG 6 is a flowhart showing a decoding process of
restoring an original image and then extracting a hidden
nmessage by decoding the image, encoded through the process
of FIG 5, according to an enbodinent of the present

i nvention.

[ Mode for Invention]

Enbodi nment s of t he present i nvention will be
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described in detail below with reference to the attached
dr awi ngs. In the following description, when reference
nunerals are given to the respective elenents of the
dr awi ngs, it should be noted that the same reference
nunerals are wused throughout the different drawings to
designate the sane conponents as far as possible.

FIG 2 is a view showing part of an expanded inage
and FIG 3 is a view showing a spatial relationship between
pi xel s.

In the case of an imge of a picture existing in the
natural world, there is little difference between a pixel
and a pixel adjacent thereto. For exanple, as shown in FIG
2, even when the black pupil of an eye neets the white
eyeball area, the color at the boundary therebetween does
not rapidly change from a black color to a white color, but

there is gradual transition therebetween. When this fact is

general i zed, a pixel adjacent to a given pixel has a
specific upper Ilimt or lower |imt rather than a random
val ue .

There is a spatial relationship between pixels, in

which, when it is assumed that the pixel value of a pixel
(i,j) is X(i,j), as shown in FIG 3, X(i,j) has a separate
spatial relationship wth each of X(i,j+1), X(i+l,j), X(i-
1,j),  X(i,j-1), X(i-1, j-1), X(i+l,j+), X@i+l,j-1), and
X(i-1,j+). For exanpl e, t here exi sts a spatial

relationship between a pixel (i,j) and a pixel (i,j+),
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which are located to the right of the pixel (i,j) .

The present invention provides a nethod of concealing
data wusing the spatial relationship between respective
pi xel s. For exanple, it is assuned that P is a specific
pi xel value, that R(P) is a set of the pixel values of
pixels at the right of the pixel having the pixel value P,
and that P" is the pixel value of an elenent of R(P) . Here,
P" exists between P'min and P'max, that is, P'mn < P'" <
P" max .

The P'min neans the mnimm value of elenents of
R(P), and P'max nmeans the nmaximum value of elenments of
R(P).

If two pixel values are P and Q (P # Q) and there is
no intersection between sets of pixel values at the right
of the respective pixel values P and Q (that is, R(P) D
R(Q = 0, pr edet er m ned data can be conceal ed by
exchanging the pixel values P and Q. That is, when it is
apparent that P', which is an element of R(P), is not an
element of R(Q, and Q, which is an elenent of R(Q, is
not an elenment of R(P), data ‘b' which consists of one bit

can be concealed as the following Equation 1.

[ Equation 1]

(p, Py = {( P) if b=o0, (@ P) if b =1}

U Q) ifb (P, @) if b = 1)

(@ Q)

1
(=}

10
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That is, it is assuned that a pixel value is P and a
pi xel value to the right of the pixel value Pis P'. |If the
bit ‘vb' to be concealed is o, the pixel value P is left
unchanged, and if the bit ‘' to be concealed is 1, the
pixel value P is replaced by the corresponding partner
pi xel value Q. In the same manner, it is assuned that a
pi xel value is Q and that the pixel value to the right of
the pixel value Qis Q. If the bit ‘' to be concealed is
0, the pixel value Q is left unchanged; and if the bit ‘b’
to be concealed is 1, the pixel value Q is replaced by the
correspondi ng partner pixel value P.

As described above, a bit is concealed by replacing
pi xel  val ues, and then the concealed bit is found by
perform ng decoding. That is, with the use of the decoding
information of the provided (P'nin, P, P'max) and (Qmn,
Q, Qmx) , when the fact that P and Q are not replaced is
detected, it is determined that bit O is concealed, and
when the fact that P and Q are replaced is detected, the
repl aced pixel values are restored to original pixel values
and it is determined that bit 1 is conceal ed.

An enbodi mrent of the encoding of concealing one bit
of a hidden nessage in original data and the decoding the
resulting data wll be described below with reference to
FIG 4, showing an image block having 8 * 8 pixels as an
exanpl e.

FIG 4 is a view showing the encoding of concealing a

11
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hidden nmessage in an original 8*8 image block and the
decoding of restoring the resulting block to the original
imge block and detecting the hidden nessage according to

the enbodinent of the present invention.

FI G 4(a) is an original i mpage before the hidden
message i s conceal ed. Values nean 0 to 255 colors included
in grayscale. Of course, this nmethod can be applied to a

colored inage as well as a grayscale inmage.

In the case in which pixel values are 48 and 71 in
the image of FIG 4(a), when pixels to the right of a pixel
having the pixel value 48 are considered (since the |ast
pi xel value 48 has no pixel to the right thereof, it is not
considered) , it can be seen that the values thereof are 49,
70, 61, 48, and 40. That is, when it is assumed that the
pixel value 48 is P, it can be seen that a set R(P), which
is a set of pixels to the right of the pixel value P, is a

set having elenments {40, 48, 49, 61, 70}.

For an elenent P" of R(P), it can be seen that P'rnin
is 40 and P'max is 70. Therefore, in the case of the pixel
having the pixel value 48 the elenent P', located to the
right of the corresponding pixel, is in the range of 40 <
P" < 70.

In the sanme manner, when pixels to the right of a
pi xel having a pixel value 171 are considered, it can be
seen that the values thereof are 170 and 180. As a result,

when it is assuned that a pixel value 171 is Q, it can be

12
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seen that a set R(Q, which is a set of pixels to the right

of the pixel value Q, is {170, 180}. For an element Q' of
R(Q, it can be seen that Qinin is 170 and Qnmax 1is 180.
Ther ef ore, in the case of a pixel having the pixel value
171, the el enent Q, | ocat ed to the right of t he
corresponding pixel, is in the range of 170 £ Q" < 180.

As a result, when it is assume that P" indicates

pi xel value elenments to the right of the pixel value 48 and
Q" indicates pixel value elenments to the right of the pixel
value 171, the followi ng values are obtained.

40 < P" < 70 (therefore, P'max = 70 and P'min = 40)

170 < Q" < 180 (therefore, Qmax = 180 and Q'nin =
170)

Ther ef ore, it can be seen that Qmn ) P'max. The
pi xel values 48 and 171 have no part in which the range of
pi xel values to the right of the pixel value 48 and the
range of pixel values to the right of the pixel value 171,
that is, P" and @, overlap each other. In the present
invention, two colors, the ranges of which do not overlap
each other, are set to a pair 48 and 171 and referred to as
partner pixel values .

The case of concealing a hidden nessage whi ch
consists of the bit string '0110101' in an original nessage
will be described as an exanple wusing the partner pair 48
and 171 in which the ranges of pixel values to the right

thereof do not overlap each other. First, a search is

13
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started from a first pixel and conducted toward the right.

If the pixel value is 48 or 171, a bit value is conceal ed.

If the bit value to be concealed is ‘o', the pixel value is
| eft unchanged. If the bit value is YI', the pixel value is
replaced by its partner val ue.

For exanple, the case of concealing a hidden nessage,
which consists of the bit string *0110101', in an original
nmessage is shown in FIG 4(b . In the case of a pixel
having a first pixel value 48, the pixel value 48 is left

unchanged so that 7o', which is the first bit of the given

bit string /0110101' , can be detected when decoding is
per f or ned. In the case of a pixel having a second pixel
val ue 48, it can be seen that the pixel wvalue 48 is

replaced by a pixel value 171, which is the partner pixel
value thereof, so as to show the fact that the second bit
N+ of the bit string 70110101' is conceal ed. For
reference, since a pixel having the pixel value 48, which
has a black border, has no pixel to the right thereof, it
dose not conceal any bit information.

Meanwhi | e, in order to perform the decoding of
restoring the original nessage, in which the hidden nessage
which consists of the bit string is concealed, as shown in
FIG 4(), the decoding is performed in the direction
opposite the encoding processing direction of FIG 4(b .
That is, bits are found from a pixel that conceals the |ast

bit to the first pixel in a backward direction, and then

14
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the original imge is restored.

In the case in which a pixel value, read in the
direction opposite the encoding processing direction, is
48, which corresponds to one of the partner pixel values,
and the pixel value to the right thereof is larger than 70,
it can be seen that the concealed bit is ‘I' and the pixel
value 48 is restored to the corresponding partner pixel
value 171. |If the pixel value to the right thereof is equal
to or smaller than 70, it can be seen that the hidden bit
is ' and the corresponding pixel value 48 is left
unchanged. In the sane manner, in the case in which the
pi xel value is 171 and the pixel value to the right thereof
is Jlarger than 70, the hidden  bit is ‘o and the
corresponding pixel value 171 is |left wunchanged. If the
pi xel value to the right thereof is equal to or snaller
than 70, the hidden bit is /' and the pixel value 171 is
restored to the corresponding partner pixel value 48 As a
result, pixel values are read in the direction opposite the
encodi ng processing direction and decoding is perfornmed, so
that the hidden nmessage ~0110101' is finally restored, as
shown in FIG 4() , and the decoded imge can be restored
to be the sanme as the original inage.

Meanwhi | e, al t hough pi xel s to the right of a
predeterm ned pixel have been described as an exanple until
now, | eft di rection, upwar d/ downwar d di rection, and

downward diagonal right/left directions can also be used as

15



WO 2008/105569 PCT/KR2007/001037

10

15

20

25

exanples, and the directions can be mxed and then used, so
as to increase size. If pixels to the left of a specific
pi xel are selected, the reading direction, when encoding is

perfornmed, starts from the right to left direction, and a

decoding is performed from the left to right direction. In
order to conceal bits in an original imge and then restore
them only information values, such as i, j, processing
direction, and boundary values, are required. If only one
processing direction is used, the processing direction

information is not required.

FIG 5 is a flowhart showing an encoding process of
concealing a hidden nmessage in an original imge according
to an enbodi nrent of the present invention.

Al t hough an encoding process of concealing a hidden
message in an original imge wll be described below, a
process of concealing a hidden nessage in original data
which has a data type other than an image type wll be
perfornmed in the same manner.

First, partner pixel values are selected at step S50,
and a plurality of partner pixel values, in which the
ranges of adjacent pixel values located in the encoding
processing direction of respective specific pixel values do
not overlap each other, are selected at step S51. Although
an exanple in which the encoding processing direction is to
the right will be described bel ow, vari ous encodi ng

processing directions, such as left, diagonal, upward, and

16
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downward directions, can be used as other enbodi nments.

The partner pixel values are selected such a way that
the ranges of the adjacent pixel values Ilocated to the
right of the corresponding pixels do not overlap each
other. For exanple, pixel values 48 and 171 are selected as
partner pixel values in FIG 4. Since adjacent pixel values
located to the right of a pixel having the pixel value 48

are {40, 48, 49, 61, 70}, it can be seen that the range of

the adjacent pixel values ranges from 40 to 70, and since

the adjacent pixel values located to the right of a pixel
having the pixel value 171 are {170, 180}, it can be seen
that the range of the adjacent pixel values ranges from 170
to 180. Therefore, because the range of the adjacent pixel
values of the pixel value 48 and the range of the adjacent
pi xel values of the pixel value 171 do not overlap each
other, the pixel wvalues 48 and 171 can be selected as
partner pixel values. As a result, as long as the ranges of
adj acent pixel values located to the right of specific
pi xel s do not overlap each other, it will be apparent that
vari ous partner pixel values can be selected.

After the partner pixel values are selected, the
first bit of a hidden nessage to be concealed is read at
step S51.

After partner pixel values are selected and the first
bit of the hidden nessage is read, pi xel values are

sequentially read wuntil a pixel value read in the right

17
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direction (in the encoding processing direction) has one or
nore adjacent pixel values located to the right thereof
and, simultaneously, the read pixel value corresponds to
one of the selected partner pixel values. Thereafter, the
corresponding pixel value is replaced by the corresponding
partner pixel value or is left unchanged, depending on the
bit value of a hidden nessage to be conceal ed.

To be nore particular, after the partner pixel values
are selected at step S50 and the first bit of ‘the hidden
nessage is read at step S51, the first pixel value of the
original imge is read when reading is conducted toward the
right, and whether the read pixel value has one or nore
adj acent pixel values located to the right thereof, that
is, in the encoding processing direction, is determned at
step S52. Wien there is no adjacent pixel value located to
the right of the read pixel value, that s, in the
processing direction, pixel values in the next line are
read at step S53.

Meanwhile, for the read pixel value, when one or nore
adj acent pixel values located to the right thereof exist,
whether the read pixel value corresponds to one of the
sel ected partner pixel values is determned at step Sbt4. |If
the read pixel value does not correspond to one of the
sel ected partner pixel values, the next pixel value is read
at step S55, and the above processes are repeated at steps

S52, S53, and S54.

18



WO 2008/105569 PCT/KR2007/001037

10

15

20

25

In contrast, when the read pixel value corresponds to
one of the selected partner pixel values (for exanple, a
pi xel value 48 or 171, which is selected as the partner
pi xel value) , whether the first bit of the read hidden
message is N is determined at step S56. If the first bit
is not N but %', the corresponding pixel value is left
unchanged and the next pixel value is read at step S55, and
the above steps S52, S53, S54, and S56 are repeated.

Meanwhil e, when the bit of the read hidden nessage is
‘', the «corresponding pixel value is replaced by the
corresponding partner pixel value at step S57. Thereafter,
if it is found that the bit is not the last bit of the
hi dden message at step S58, the next bit of the hidden
nessage is read at step S59, and the above steps S55, S52,
S53, Sb54, S56, S57, and S8 are repeated, thereby finally
generating an encoded inmage, as shown in FIG 4 (b) .

On the other hand, if the read bit is the last bit of

the hidden nessage, the location of a corresponding pixel,

in which the last bit is concealed, is stored in decoding
i nformati on. The reason for this is, when decoding is
perforned, to perform the decoding from the pixel in which

the last bit is concealed in a backward direction rather
than to perform a search from the last pixel. After all of
the desired bits are concealed, renmining partner colors
are ignored. The reason for this is that, if pixels, in

each of which a desired bit is not concealed, are searched,
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a problem nmay occur in that erroneous decoding may be

performed in which it is determned that each of the
pi xels, in each of which the desired bit is not conceal ed,
conceals a bit ‘o', Therefore, since pixels that were
ignored when encoding is performed nust be ignored,

decoding is perforned from the pixel that conceals the |ast
bit.

FIG 6 is a flowhart showing a decoding process of
restoring an original inmge and then extracting a hidden
nessage by decoding an inmage encoded through the process of

FIG 5 according to an enbodi nent of the present invention.

First, bef ore decodi ng is perforned, decodi ng
information nmust be received at step S61. The decoding
information can be received from the encoder, and the

decoding information includes information about a plurality

of partner pixel values, information about an encoding
direction, information about the range of adjacent pixel
values in the encoding processing directions for the

respective partner pixel values, and the location of the

pi xel in which the last bit of a hidden nessage is
conceal ed. Hereinafter, it is assunmed that partner pixel
values ‘i and AN are 48 and 171, as described in the

exanples of the encoding of FIG 4 and FIG 5, that the
encoding processing direction is the direction toward the
right, that for the pixel value 48, the range of adjacent

pi xel values |located to the right of the pixel value 48
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ranges from 40 to 70, and, that for the pixel value 171,
the range of adjacent pixel values located to the right of
the pixel value 171 ranges from 170 to 180.

Decodi ng is per f or ned based on t he decodi ng
i nformation. The decoding start point is noved to the pixel
that conceals the last bit of a hidden nessage at step S62.
The reason for this is to read pixel values from the pixel
that conceals the last bit in a direction reverse to the
encodi ng processing direction. The reason for this is that,
although all of the remaining partner colors are ignored
when all of the desired bits are concealed during the
encodi ng, erroneous decoding may be perfornmed, so that it
is determned that each of the pixels conceals a bit 70
when the pixels, in each of which the desired bit is not
conceal ed, are searched. Therefore, since pixels which have
been ignored during the encoding nust be ignored during the
decodi ng, decoding starts from the pixel that conceals the
last bit.

After the decoding start point is noved, the encoded

i mge, including the hidden nmessage which consists of a bit
string, is read from the pixel value corresponding to the
| ocation of the pixel that conceals the last bit, in the

direction opposite the encoding processing direction, that
is, to the left direction, at step S63. For exanple, wth
reference to FIG 4(b), the pixel value 48, located in a

pi xel (8,3) which conceals the last bit, is read.
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Whether the read pixel value is consistent with one
of the partner pixel values 48 and 171 is determ ned at
step S64. \When the read pixel value is not consistent wth
one of the partner pixel values, the next pixel value is
read at step Se65. For exanple, when the pixel values are
read in the direction opposite the encoding processing
direction in FIG 4(b), the pixel values are read in the
order of 48 - 170 —» 143 - 150 - 160 — - - -.

As the result of the reading, when the read pixel
value is consistent with one of the partner pixel values,
it is determned whether the read pixel value is out of the
range of the pixel value read before the corresponding
pi xel value is read, that is, the range of adjacent pixel
values located in the encoding processing direction (in the
right direction) at step S66.

In the case in which the pixel value read before the
corresponding pixel value is out of the range of adjacent
pi xel values, the corresponding pixel value is replaced by
the corresponding part ner pi xel val ue at step  S67.
Fur t her nor e, since the pixel value is replaced, the bit
value is determined to be ‘I' at step Se69. For exanpl e,
when the pixel values are read in the left direction, that
is, in the direction opposite the encoding processing
direction, in FIG 4() , the pixel values are read in the

order of 48 - 170 - 143 - 150 - 160 — - - .. \Wen the pixel

value 48, which is one of the partner pixel values, is
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read, a pixel value 180, located to the right of the pixel
value 48, exceeds the maxinmum value 70 of the adjacent
pi xel values of the pixel value 48 and is out of the range
of the adjacent pixel values. Therefore, the corresponding
pi xel value 48 is replaced by the corresponding partner
pi xel value 171 and a hidden bit ‘' is extracted.

Meanwhi | e, when the adjacent pixel value, adjacent to
the read pixel value, is not out of the range thereof and
is included in the corresponding range, the corresponding
pi xel value is left unchanged and the bit value is

determned to be ‘o' at step S67, the next pixel value is

read at step S65, and then the above steps S64, S66, S67,

S68, S69, S70, and S65 are repeated. The above steps are

repeated until the pixel value of the first pixel, which is
the [last pixel in the direction opposite the encoding
processing direction, is read at step S70.

Al though the enbodinments of the present invention have
been disclosed, various nodifications are possible wthout
departing from the scope of the invention. Therefore, it
will be apparent that the scope of the patent rights of the
present invention is not determned by the above-described
enbodi nents, but enconpasses all equivalent scope as well

as the clains.

[industrial Applicability]

The present invention proposes a method of reducing
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the amount of coding information required for the encoding
of concealing a specific hidden nessage in original data
and for the decoding of restoring the resulting data.

Furthernore, the present invention proposes a nethod of
increasing the size of a hidden nessage that can be

concealed in linmted original data.
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[ CLAI MB]
[Caiml]
An encodi ng nethod for steganography, conprising:
a first step of selecting a plurality of partner
5 pi xel values so that ranges of adjacent pixel values,
located in an encoding processing direction, for the
partner pixel values do not overlap each other;
a second step of reading next pixel values until a
pi xel value, read in the encoding processing direction, has
10 one or nore adjacent pixel values located in the encoding
processing direction and corresponds to one of the partner
pi xel val ues;
a third step of replacing the found pixel value,
corresponding to one of the partner pixel values, wth the
15 correspondi ng part ner pi xel val ue or | eavi ng t he
corresponding pixel value wunchanged, depending on a bit
val ue of a hidden nessage to be conceal ed;

a fourth step of replacing the found pixel value wth

the corresponding partner pixel value or leaving the
20 correspondi ng pixel value unchanged by repeating the second
step and the third step until a last bit of the hidden

nessage to be concealed is reached; and
a fifth step of storing information about a |ocation
of a pixel in which the last bit is concealed in decoding

25 i nf ormati on.
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[Caim2]

The encoding method according to claim 1, wherein the
third step conprises replacing the found pixel value wth
the corresponding partner pixel value when the bit of the
hi dden message to be concealed is ', and leaving the
corresponding pixel value wunchanged when the bit of the

hi dden nessage is "o .

[Caim 3]
The encoding nethod according to claim 1, wherein the
encodi ng processing direction conprises lateral rightward

and leftward directions, verti cal upward and downward

directions, and diagonal directions.

[Claim 4]

A decodi ng nethod for steganography, conprising:

a first step of receiving decoding information,
including information about a plurality of partner pixel
values so that ranges of adjacent pixel values, located in
an encodi ng processi ng direction, for t he part ner
respective pixel values do not overlap each other,
informati on about the encoding processing direction, the
ranges of adjacent pixel values, located in the encoding
processing direction, for the respective partner pixe
values, and a location of a pixel in which a last bit of a

hi dden nessage is conceal ed
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a second step of noving a decoding start point to the

| ocation of the pixel in which the last bit is conceal ed
based on the decoding information when encoding is
per f or med;

a third step of, when the encoding is perforned,
reading pixel values from the location of the pixel in
which the last bit is concealed in a direction opposite the
encodi ng processi ng di rection unti | a pixel val ue
corresponding to one of the partner pixel values is found;

a fourth step of, based on whether an adjacent pixel
value, located in the encoding processing direction related
to the found pixel value, is included in the range of
adj acent pi xel val ues of the decoding i nformation
deternmining a bit value of the hidden nmessage concealed in
a found pixel, and determ ning whether to replace the found
pi xel value with the corresponding partner pixel value; and

a fifth step of extracting a bit "’ or AN, included
in the hidden nessage, by repeating the third step and the
fourth step until a last pixel value is reached, and
|l eaving the found pixel value corresponding to one of the
partner pixel values unchanged or replacing the found pixe

value with the corresponding partner pixel value

[Caims5]
The encoding nmethod according to claim 4, wherein the

fourth step conprises extracting a bit ‘0f and then | eaving
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the found pixel value unchanged when the adjacent pixel
value, located in the encoding processing direction related
to the found pixel value, is included in the range of
adj acent pixel values of the decoding information; and
5 extracting a bit ' and then replacing the found pixel
value with the corresponding partner pixel value when the
adj acent pixel value is out of the range of adjacent pixel

val ues .
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FIG. 5
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