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(57) Abstract: Examples include a system for data tamper
detection including an encrypted storage volume and an un-
encrypted storage volume, a digest calculation engine to cal-
culate a digest for a file, an encryption engine to encrypt the
calculated digest for the file, and a storage engine to store the
encrypted calculated digest in the encrypted storage volume
and to store a data component for the file in the unencrypted
storage volume. In some examples, the file is read into a
memory space, a digest calculation is performed on the file, a
saved digest calculation is loaded from an encrypted disk
volume, and the digest calculation performed on the file is
compared with the saved digest calculation.
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DATA TAMPER DETECYION

BACKGROUND
[6001]  Computing systems, devicas, and electronic components may utifize content in
the form of digital files. A compuier system may creale files, store files, or receive files on,
for example, a disk drive. Such files may contain data designated at various levels of

sensitivity, and may be subject to tampering.

Brier DESCRIPTION OF THE DRAWINGS
{60021  The following detailed description references the drawings, wherein
{60031 FiG. 1 is a block diagram of a system for data tamper delsction, according o
an example;
[6004] FIG. 2 is a flowchart of writing a file fo support data tamper detection upon
reading the file, according to an example;
[0005] FIG. 3 is a flowchart of detecting data tampering of a file; and
[0008] FIG. 4 is a block diagram of a computing device to detect data tampering,

according to an example.

DETAILED DESCRIPTION
[GG0T]  Various examples described below provide a system for data famper
detection including an encrypted storage volume and an unencrypled storage volume.
To write a file, & digest calculstion engine may calculate g digest for the file, an
snoryplion engine may encrypt the calculated digest for the file, and a storage engine
may store the encrypted calculated digest in the encrypled storage volume and store a
data component for ths file in the unencrypted storage volums.

{0008] In some examples, 1o read the file and detect data tampering, the file is read
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info a memory space, & digest calculation is performed (or “recalculated”™) on the file, a
saved digest calcuiation is loaded from an encrypted disk volume, and the digest
calculation performed on the file is compared with the saved digest calculation. If the
digest calculation performed on the file maiches the saved digest calculation, accass to
a memory space containing the file may be granted.

[6008] The adoption of technology has increased ths imporiance of security in
computing systems, with such systemns routinely storing personal and sensilive daia in the
consumer, commercial, and industrial sectors, as wsll as by governmenis. Data
encryption may be used as a technique 1o prevent access o sensitive data, as well as o
prevent modification of the data or "tampering” with the data. For example, if an encrypted
file is altered, the file may no longer decrypt back o its original form.

{00181  Although data encryption may provide a mechanism to secure data, itmay be g
compuiationally expensive operation that can greatly reduce the throughput of a
computing system, and may require additional capital upgrades or hardware encryption
offtoad o service the larger workloads of such a system. For example, snorypting a file
and writing the encrypted file may require substantially more resources such as CPU,
mamory, and disk access than wiiting an unencrypted file. In some systems, such as a
network boot target where storage of a large number of fraquently accessed files of very
large size may be common, such an impact may be particularly troubling.

(6011 in some cases, users of data may not require a level of data security that
requires full encryplion of a file, and thus encryption of files would unnecessarily impact
system performance. However, such users may desire to delerming or detect whether a
file has been modified or tampered with after it was wrilten, while minimizing any
parformancs impact.

{00121 Referring now o the drawings, FIG. 1 is a block diagram of a system for dala

tamper detection, according to an example.
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[6013]) in the example of FIG. 1, a data tamper detection systern 100 may run or
execute on a computing system, device, and/or elechronic component (hereinafls
‘computing device”). As used hersin, a computing device may be a server, blade
enclosure, desktop computer, laptop (or notebook) computer, workstation, tablet
computer, mobile phone, smart device, or any cther processing device or equipmant
including a processing resource.

[0014] A computing device may siore or create files, run an operaling system, andfor
run applications such as file storage tools, word processing tools, spreadshest {ools,
presentation tools, programming fools, communications tools, ulilitiss, games, or other
applications. For example, the applications running on a computing device or dala tamper
detection system 100 may include engines, controllers, circuitry, or modules o write or
read files 1o unencrypled and/or encrypled disk volumes, and o detect data tampering of
such files.

[0015] A computing device may also include a machine-readable storage medium or
storage device 102 and/or a processing resource 128, and may comprise or be sncoded
with instructions stored on a machine-readable storage medium and sxecuiable by the
processing resource, as discussed below in more detall with respect to FIGS. 24, In
some examples, the instructions may be implemented as engines comprising any
combination of hardware, e.g., circuilry, and programming to implement the functionalities
of the engines, as described below.

[6016] in examples described herein, such combinations of hardware and
programming may be implemented in a number of different ways. For example, the
programiming for engines, such as an encryplion engine or digest calculation engine, may
be pracessor executable instructions siored on & non-transitory machine-readabile storage
medium and the hardware for the engines may include a processing resource andfor

circuiiry o execute those instructions.
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00177 Datla tlamper deteclion system 100 may include slorage device 102, which may
be a hard disk drive, a solid state disk drive, flash memory, or any other type of machine-
readable siorage or memory, Slorage device 102 may include an encrypted storage
volunme 104 and an unencrypled storage volume 112, or any combination of encrypted
and unencrypted storage volumes, o split encrypled data from unsncrypted data.
Storage device may store files, as described herein, and may also store the machine-
raadable instructions to implement the data tamper detection system 100, such as slorage
of instructions for encryption, digsst calcuigtion, or other data tamper detection functions
described herein. Volumes 104 and 112 and may reside on the same slorage device, or
across separate storage devices or platforms.

[6618] Encrypled storage volume 104 may be a volume, partition, or other area of
storage device 102 dedicatad or accessible to data tamper deteclion system 100 for
purposes of storing files or file parts intended o be encrypted. In an example, files siored
on the storage device 102 as part of data tamper detection system 100 are stored with an
encrypled digest calculation, as described below in more delail with respect {o FIGS. 2-4.
In some examples, the encrypted digsst calculation is stored in parts, such as saved
digest calcuiations 106, 108, and 110.

(001981  Slorage volume 112, which may be unencrypled, may be a volume, partition, or
other arsa of storage device 102 dedicated or accessible o data tamper detection system
100 for purposes of storing files or file parts that are not intended o be encrypted. in an
example, files stored on the slorage device 102 as part of dafa tamper detection system
110 are stored with an enciypted digest calculation, as desoribed above, with the
remainder of the file, e.q., the dala component or payload, stored unencrypled, as
dascribed bslow in more detail with respect to FIGS. 2-4. I soms esamples, the
unencrypted data components are stored in parts, such as data components 114, 116,

and 118.
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[00207  Datla tamper deleclion system 100 may also include a digest calculation engine
130 to calculate a digest for a file stored on slorage device 102, such as digssis 106-110
discussed above, or digests 120-124 discussed below. It some examples, a digest may
be a cryptographicaily derived value or a short summary of a file created when the file is
written, and that can be used at a later stage such as when reading the file & determine if
the file has been tampered with since it was last written. A digest may be calculated
using, for example, the Secure Hash Algorithm ("SHA”) at various sirengths, block sizes,
or hash lengths, such as SHA-2 or SHA-3.

[0021] in other examples, other cryptographic hash functions may be used to calculaie
the digest or as part of calculating the digest. The calculated digests may be stored in a
small, fixed size, regardiess of the file size of the overall file, e.g., regardiess of the size of
the data components associated with the digest.

[0022] Dala tamper detection system 100 may also include an encryption engine 132
to encrypt parts of storage device 102, such as storage volume 104 or digest calculations
106, 108, and 110. Data, such as calculated digssts, may be encrypted with any disk-
level or file system-level encryption technigue. As described hsrein, soms data
associated with a file may be stored in unencrypled form.

[0023] Data tamper detection system 100 may also include a storage engine 134 to
stors data or files o, e.g., slorage device 102. Storage engine 134 may be, in examples,
part of a disk controlier or file system.

[0024] Data tamper detection system 100 may also include, store, read, or feich
currant or new digest calculations, e.g., digest calculations 120, 122, and 124, which may
be calculated (or “recakeulated™) when a file is read or when a file read attempt is
axecutad, as discussed below in more detail with respect to FIGS. 3 and 4.

[06025] In some examples, data fampsr delection system 100 may also include an

encryption key or keys, which may be stored on a storage device, or may be stored

1
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remote fo the storage device. In the case of a key stored remotely, if a slorage device
were physically removed from data lamper detection system 100 or a computing device,
the encrypted data could not be accessed.

[06026] FiG. 2 is a flowchart of writing a file to support dala tamper detection upon
reading the file, according to an examyple.

[0027] In block 202, a fils is opened, accessad, or created 1o wrile data (o the file or file
wrapper. The file may be opened with, for example, a file system or a disk controller, and
may be stored on, for example, storage device 102

[B028] in block 204, a digest or digests are calculated for the file. As described above,
a digest may be calculated using, for example, the Secure Hash Algorithm at various
strengths, block sizes, or hash lengths, such as SHA-2 or SHA-3, or other cryptographic
hash functions.

{00281 In block 206, the calculated digest or digests are encrypled. As discussed
above, the digests may be encrypted with any disk-level or file system-level encryption
taschnique.

{00307  In block 208, the calculated digest or digests may be stored in an encrypted
volume on a disk, such as encrypted volume 104, as a single digest or multiple digests,
e.4., as digesis 106-110 or any other combination.

[0031] i block 210, a data component or components associated with the digest may
be stored in an unencrypted disk volume, such as unencrypled storage volume 112, A
data component may be defined as the entire file to be stored without the digest, which
may be sltored separately in encrypted form as discussed above. The data component
may be broken into parts, such as data components 114-118, or may be stored in a single
part.

[06032] Fiz. 3 is a flowchart of delecting data tampering of a file,

[0033] in block 302, a file is opened with a file system driver. As discussed in the

[
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example of FIG. 4, the file may also be opened with a disk controlier or other tool for
opening, accessing, or reading files.

[06034] in block 304, the file is read info memary. In some examples, block 304 may
comprise reading the unencrypted part of the file into memory, eg., by accessing
unencrypted volums 112

[0035]  In block 306, a digest caleulation or calculations on the file read into memory
are performed. The digest calculation may be performed as discussed above, e.g., using
SHA or another cryplographic hash rouline.  In an example, the digest calculation or
racalculation of block 306 would run the same cryptographic routine as used o calculate
the last or saved digest calculation when the file was written, e.g., in block 204,

[06038] The digest calculation of block 306 may be represented by, for example, the
‘current” or "new” digest calculations 120-124 as shown in FIG. 1, such that the digests
are current or new as of the time the data tamper detection system 100 is reading the file.
The current or new digest calculations may aiso be referred 1o as “recalculated” digests as
discussed above. The digsst calculations 120-124 may be stored, s.g., on slorage device
102, or may he stored temporarily, e.g., in memary, until data tamper detection system
100 can verify that the file has not be tampered with prior io reading.

[0037] In block 308, the saved digest calculation or calculations stored in the file are
loaded or fetched. The saved digest calculations may be represented by digest
calculations 106-110.

[6038]) In decision block 310, a determination is made as o whether the current or new
digest calculations, e.g., calculations 120-124, match the saved digest calculations, e.g.,
calculations 106-110. W the curent digest calculation does maich the stored digest
calculation, the file has not been tamperad with and the flow procsads to block 312, In
biock 312, the memory space containing the file, e.g., the file or unencrypted data

component read info memory in block 304, is made available (o the file system and/or disk
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controlier,

f003087 i the current diges! calculation does not malch the slored digest calculation, the
file has been tampered with, corrupted, or altered and the flow proceeds to block 314, In
block 314, the file or unencrypled data component read into memaory in block 304 is not
mads available to the file system and/or disk controller. In some examples, an glert to a
user, process, or other oulput may bs generated. In some examplss, the unencrypled
data component may also be clearad from, for example, memory.

[0040] FiG. 4 is a block diagram of a computing device o detect data tampering,
according to an example.

{6041]  The compuling system 402 including data tamper detection system 400 of FIG.
4 may comprise a powsr sourcs 404, & memory or storage medium 406, a processing
resource or processor 408, and a disk controller 410, Files and/or data 412 may be read
or written by disk controfler 410, which may communicate or interface with a file system.
[6042] As used herein, a processing resource may be al least one of a central
processing unit {CPU), a semiconductor-based microprocessor, a graphics processing
unit (GPLY, a field-programmable gate array (FPGA) configured fo retrisve and execute
instructions, other electronic circuitry suitable for the retrieval and execution of instructions
stored on 8 machine-readable storage medium, or a combination thereof. Procassing
resource 402 may felch, dscode, and executs instructions, e.g., instructions 416-426,
stored on memory or storage medium 406 o perform the funclionalities described herein.
in other examples, the functionalilies of any of the instructions of memory or storage
medium 408 may be implemenied in the form of electronic circullry, in the form of
executable instructions encoded on a machine-readable storage medium, or a
combination thereof.

[0043]  As used herein, a "machine-readable storage medium” may be any electronic,

magnstic, optical, or other physical storage apparalus to contain or store information such
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as executable instructions, data, and the like. For example, any machine-readable storage
medium described herein may be any of Random Access Memory (RAM), wvolatile
memory, non-volatile memary, flash memory, a storage drive {e.g., a hard drive}, a solid
state drive, any type of storage disc (e.g., a compact disc, a DVD, efe.}, and the like, or a
combination thersof. Further, any machine-readable storage medium described herein
may be non-dransitory. In examples described herein, a machine-readable storage
medium or media is part of an arlicle {or article of manufacture). An article or article of
manufacture may refer to any manufactured single component or mulliple components.
The storage medium may be located either in the computing device executing the
machine~-readable instructions, or remaote from bul accessible o the computing device
{e.g., via a compuler network) for execution.

[0044] It some exampies, instructions 414-426 may be part of an installation package
that, when installed. may be executed by processing resource 408 to implement the
functionalities described herein in relation o instructions 416-426. In such examples,
memory or storage medium 406 may be a portable medium, such as a8 CD, DVD, or flash
drive, or a memoty maintained by a server from which the installation package can be
downloaded and installed. In other examples, instructions 416-426 may be part of an
application, applications, or componeni(s) already installed on a computing device 402
including a processing resource.

[6045] in some examples, memory 406 may be separale from a machine-readable
storage medium, as descoribed herein, and may be volatile storage ulllized by system 400
for performing the processes as described herein, for example. In some examples, a
memory may temporarily store data portions while performing procassing operations on
them, such as calculating a digest.

[0046] The instructions in the memory or machine-readable storage of system 400

may comprise g dala tamper engine 414, In block 4186 of data tfamper engine 414, the
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instructions may access a file slored in an encryplted volume and in an unencrypled
volume. The instructions may perform a new digest caloulation on the file in block 418,
and fetch a saved digest calculation from the encrypted volume in block 420,

[0047] in an example, the instructions may compare the new digest calcuiation with
the saved digast in block 422, If the new digest calculation matches the saved digest
calculation, the instructions of black 424 may permit access to the data components
associated with the file stored in the encrypted volume via, for example, disk controller
410. The instructions in block 426 may then instruct the disk controller 410 to oulput the
file to the file system, or io make the memory or slorage device space containing the file
accessible to the file system.

[6048] In some examples, the sysiem of FiG. 4 may be or may communicate with a
network hoot target. If tampering is detected, e.q., i the digesis do not match, the system
of FIG. 4 may halt delivery of a boot image to protect a network boot target. In such
exampies, any performance impact is minimized as such systems typically use large
files that change infrequently, and thus only a secure digest calculation is executed at
ths time the file is read without significant computational overhead that would be
incurred with decryption.

[0048]  Although the instructions of FIGS. 2-4 show a specific order of performance
of certain functionalities, the instructions of FIGS. 2-4 are not limited to that order. For
exampie, the functionalities shown in succession may be performed in a different order,
may be executed concurrently or with partial concurrence, or a combination thereof.
{00507 Al of the features disclosed in this specification {including any accompanying
claims, abstract and drawings), and/or all of the elements of any method or process so
disclosed, may be combined in any combination, except cambinations where at lsast

some of such featurss and/or elements are mutually exclusive.
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CLAIMS

What is claimed is:

1. A system for data tamper detection, comprising:
a procassing resource to write to a file;
a storage device comprising an encrypled storage volume and an unencrypted
storage volums;
a digest calculation engine to calculats a digest for the file;
an encryption engine to encrypt the calculated digest for the file; and
a storage engine o store the encrypled calculated digest in the encrypled
storage volume and to store a data component for the file in the unencrypted storage
volume.
2. The system of claim 1, wherein the digest calculation engine comprises a
secure hash routine.
3. The system of claim 1, wherein the storage device is a network boot target.
4. The system of claim 1, wherein an encryption key (o encrypt the calculated
digest for ths file is stored remote o the slorage device.
5. The system of claim 1, wherein the storage engine is a file system.
6. The system of claim 1, wherein the slorage engine is a disk controller.
7. A method for detecting data tampering of a file, comprising:
apening a file with a file system driver;
reading the file into a memary space;
performing, with a processor, a digest calculation on the filg;
loading a saved digest calculation from an encrypted disk volume;
comparing the digsst calculation performed on the file with the saved digest

calculation loaded from the encrypled disk volume; and

11
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in the event that the digest calculation performed on the file does not match the
saved digest calculation loaded from the encrypted disk volume, denying access to the
memory space containing the file.

8. The method of claim 7, further comprising halting delivery of a boot image.

9. The method of claim 7, further comprising transmission of a tamper alert.

10. The method of claim 7, wherein performing the digest calculation comprises
aexecuting a sscure hash routine.

11. An article comprising at least one non-lransitory machine-readable storags
medium comprising instructions executable by a processing resource of a dala tamper
detection system to:

access, with a disk controlier, a file stored in an encrypted volume and an
unencrypted volume on a storage devics;

perform a new digest calculation on the file;

feich a saved digest calculation from the encrypted volums;

compare the new digest calculation with the saved digest calculation fram the
encrypted volums; and

permit acesss (o a data componeant associated with the file stored in the
unencrypted volums.

12. The article of claim 11, further comprising instructions o decrypt the saved
digest calculation from the encrypled volume.

13. The article of claim 11, further comprising a decryption key stored independent
of the storage device to decrypt the saved digest caloulation.

14. The article of claim 11, further comprising instructions to output the data
component associated with the file to a file system.

18. The atticle of claim 11, whearein the new digest calculation comprises a8 securs

hash routine.

12
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