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Description

BACKGROUND

[0001] Industrial manufacturing environments gener-
ate huge quantities of data at very fast speeds making
the extraction of enterprise-level insights challenging. In
industrial automation environments, control systems are
used to drive various operations along an industrial line.
Control code is used by industrial drives or programma-
ble logic controllers to drive industrial assets, devices,
and sensors in an industrial process. Operational data
produced during runtime contains important information
about inputs, outputs, operations, status, performance,
or quality of the industrial process, but can be difficult to
leverage in control code programming given the enor-
mous amount of computing power and time that goes
into data science and data analytics. Moreover, control
programs are typically developed by programmers with-
out access to or with limited access to runtime data, sta-
tistics, or the like. Important integrations, dependencies,
variables, inputs, or outputs can be easily overlooked by
control programmers because of the lack of accessibility
to useful operational information. Moreover, an industrial
process may have thousands of relevant variables, mak-
ing it difficult for programmers to adequately provide con-
nections and logic for every important variable, tag, or
device. Manually editing control programs in response
to various information in operational data can be an ex-
tremely difficult and time-consuming process that re-
quires intimate knowledge of data science, data analyt-
ics, and process control. Data scientists face similar chal-
lenges in that they may be provided enormous amounts
of operational data from one or more industrial automa-
tion environments with which they may wish to perform
data mining, data processing, predictive modeling, or vis-
ualization, but the data scientist likely has no insight into
the control logic or the industrial automation environment
itself.
[0002] Machine learning algorithms are designed to
recognize patterns and automatically improve through
training and the use of data. Many different types of ma-
chine learning models exist including classification mod-
els, regression models, clustering models, dimensional-
ity reduction models, and deep learning models. Exam-
ples of machine learning algorithms include artificial neu-
ral networks, nearest neighbor methods, decision trees,
ensemble random forests, support vector machines
(SVMs). naive Bayes methods, regressions, and more.
A machine learning algorithm comprises an input layer
and an output layer, wherein complex analyzation takes
places between the two layers. Various training methods
are used to train machine learning algorithms wherein
an algorithm is continually updated and optimized until a
satisfactory model is achieved. One advantage of ma-
chine learning algorithms is their ability to learn by ex-
ample, rather than needing to be manually programmed
to perform a task, especially when the tasks would require

a near-impossible amount of programming to perform
the operations in which they are used.
[0003] It is with respect to this general technical envi-
ronment that aspects of the present disclosure have been
contemplated. Furthermore, although a general environ-
ment is discussed, it should be understood that the de-
scribed examples should not be limited to the general
environment identified in the background.
SUN RUTMTN ET AL: "SoK: Attacks on Industrial Control
Logic and Formal Verification-Based Defenses", 2021
IEEE EUROPEAN SYMPOSIUM ON SECURITY AND
PRIVACY 6 September 2021 relates to an analysis of
Common Vulnerabilities and Exposures related to control
logic. A systemization on a number of studies is per-
formed that investigates control logic modification at-
tacks and formal verification-based defenses. The sys-
temization considered studies presenting control logic
modification attacks through modifying program payload
(i.e. program code), or feeding special input data to trig-
ger program design flaws. Additionally, studies have
been considered that present formal verification tech-
niques to protect the affected programs, including behav-
ior modeling, state reduction, specification generation,
and verification.

OVERVIEW

[0004] It is therefore the object of the present invention
to enhance the resource efficiency of control logic for
controlling an industrial automation environment.
This object is solved by the subject matter of the inde-
pendent claims.
Preferred embodiments are defined by the dependent
claims.
[0005] This Overview is provided to introduce a selec-
tion of concepts in a simplified form that are further de-
scribed below in the Detailed Description. This summary
is not intended to identify key features or essential fea-
tures of the claimed subject matter, nor is it intended to
be used as an aid in determining the scope of the claimed
subject matter.
[0006] Various embodiments of the present technolo-
gy generally relate to solutions for improving industrial
automation programming and data science capabilities
with machine learning. More specifically, embodiments
of the present technology include systems and methods
for implementing machine learning engines within indus-
trial programming and data science environments to im-
prove performance, increase productivity, and add func-
tionality. In an embodiment of the present technology, a
system comprises a memory that stores executable com-
ponents and a processor, operatively coupled to the
memory, that executes the executable components. The
executable components comprise a machine learning-
based analysis engine configured to perform an analysis
of operational data from an industrial automation envi-
ronment. The machine learning-based analysis engine
is further configured to perform an analysis of control
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logic for controlling the industrial automation environ-
ment. The machine learning-based analysis engine is
further configured to identify, based on the analysis of
the operational data and the analysis of the control logic,
a variable that is in the control logic but is not used in the
operational data. The executable components further
comprise a notification component configured to surface
a notification that the variable is in the control logic but
is not used in the operational data.
[0007] According to the invention, the notification com-
prises a recommendation to remove the variable from
the control logic. The executable components further
comprises a programming component configured to, in
response to an input accepting the recommendation to
remove the variable from the control logic, remove the
variable from the control logic. The executable compo-
nents may further comprise a determination component
configured to determine that the notification should be
surfaced based on a frequency of utilization of the vari-
able in control logic for controlling industrial automation
environments of the same type as the industrial automa-
tion environment. In some examples, the frequency of
utilization of the variable is determined based on infor-
mation derived from one or more control code repositor-
ies to which the system is communicatively coupled.
Identifying the variable may comprise providing the op-
erational data and the control logic as input to one or
more machine learning models of the machine learning-
based analysis engine. Identifying the variable may fur-
ther comprise receiving an output from the one or more
machine learning models identifying the variable.
[0008] In another embodiment, a non-transitory com-
puter-readable medium has stored thereon instructions
that, in response to execution, cause a system compris-
ing a processor to perform operations. The operations
comprise, performing in a machine learning-based anal-
ysis engine, an analysis of operational data from an in-
dustrial automation environment. The operations further
comprise: performing, in the machine learning-based
analysis engine, an analysis of control logic for controlling
the industrial automation environment; identifying, in the
machine learning-based analysis engine and based on
the analysis of the operational data and the analysis of
the control logic, a variable that is in the control logic but
is not used in the operational data; and surfacing a noti-
fication that the variable is in the control logic but is not
used in the operational data.
[0009] According to the invention, a method of recom-
mending the removal of variables in an industrial auto-
mation programming environment is defined in claim 6.
The method further comprises identifying, by the system
and based on the analysis of the operational data and
the analysis of the control logic, a variable that is in the
control logic but is not used in the operational data and
surfacing, by the system, a notification that the variable
is in the control logic but is not used in the operational data

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] Many aspects of the disclosure can be better
understood with reference to the following drawings. The
components in the drawings are not necessarily drawn
to scale. Moreover, in the drawings, like reference nu-
merals designate corresponding parts throughout the
several views.

Figure 1 illustrates an overview of an industrial au-
tomation environment in which aspects of the
present technology are implemented;
Figure 2 illustrates a user interface environment for
programming control logic in accordance with some
embodiments of the present technology;
Figure 3 illustrates an example of an industrial auto-
mation environment in which some embodiments of
the present technology may be implemented;
Figure 4 illustrates a user interface environment for
programming control logic in accordance with some
embodiments of the present technology;
Figure 5 illustrates a user interface environment for
programming control logic in accordance with some
embodiments of the present technology;
Figure 6 illustrates a user interface environment for
programming control logic in accordance with some
embodiments of the present technology;
Figure 7 illustrates a user interface environment for
programming control logic in accordance with some
embodiments of the present technology;
Figure 8 illustrates a series of steps for utilizing ma-
chine learning in industrial automation programming
environments in accordance with some embodi-
ments of the present technology;
Figure 9 illustrates a series of steps for utilizing ma-
chine learning in industrial automation programming
environments in accordance with some embodi-
ments of the present technology;
Figure 10 illustrates a series of steps for utilizing ma-
chine learning in industrial automation programming
environments in accordance with some embodi-
ments of the present technology;
Figure 11 illustrates a series of steps for utilizing ma-
chine learning in industrial automation programming
environments in accordance with some embodi-
ments of the present technology;
Figure 12 illustrates a series of steps for utilizing ma-
chine learning in industrial automation data science
environments in accordance with some embodi-
ments of the present technology; and
Figure 13 illustrates an example of a computing de-
vice that may be used in accordance with some em-
bodiments of the present technology.

[0011] The drawings have not necessarily been drawn
to scale. Similarly, some components or operations may
not be separated into different blocks or combined into
a single block for the purposes of discussion of some of
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the embodiments of the present technology. Moreover,
while the technology is amendable to various modifica-
tions and alternative forms, specific embodiments have
been shown by way of example in the drawings and are
described in detail below. The intention, however, is not
to limit the technology to the particular embodiments de-
scribed. On the contrary, the technology is intended to
cover all modifications, equivalents, and alternatives fall-
ing within the scope of the technology as defined by the
appended claims.

DETAILED DESCRIPTION

[0012] The following description and associated fig-
ures teach the best mode of the invention. For the pur-
pose of teaching inventive principles, some conventional
aspects of the best mode may be simplified or omitted.
The following claims specify the scope of the invention.
Note that some aspects of the best mode may not fall
within the scope of the invention as specified by the
claims. Thus, those skilled in the art will appreciate var-
iations from the best mode that fall within the scope of
the invention. Those skilled in the art will appreciate that
the features described below can be combined in various
ways to form multiple variations of the invention. As a
result, the invention is not limited to the specific examples
described below, but only by the claims and their equiv-
alents.
[0013] Various embodiments of the present technolo-
gy generally relate to solutions for improving industrial
automation programming and data science capabilities
with machine learning. More specifically, embodiments
of the present technology include systems and methods
for implementing machine learning engines within indus-
trial programming and data science environments to im-
prove performance, increase productivity, and add func-
tionality. Generally, industrial control logic provides in-
structions for controlling and performing certain opera-
tions within an industrial environment via controllers (e.g.,
programmable logic controllers or "PLCs"), wherein the
controllers execute the control code to control down-
stream devices and machinery. Engineers and/or pro-
grammers are generally responsible for generating the
control logic used to drive industrial processes. Data sci-
entists are generally responsible for analyzing and
processing operational data produced by the industrial
automation environment to find important correlations,
build models, create visualizations, and generally pro-
duce information that may be useful at the enterprise
level, control level, or the field level. The present tech-
nology serves to bring these environments together such
that engineers may utilize operational data in a useful
manner to improve control logic programming and data
scientists may utilize control logic and modeling data to
improve their analytic capabilities.
[0014] Thus, the present technology serves to greatly
enhance engineering and data science in industrial au-
tomation contexts by integrating their environments

along with machine learning-based tools for assisted pro-
gramming and assisted data analytics. In some embod-
iments, a machine learning-assisted programming envi-
ronment is provided such that an engineer or program-
mer may be presented with recommended components,
connections, and the like as they create code. In some
examples, a machine learning-based engine (i.e., a "wiz-
ard") may suggest automatic completions ("auto-comple-
tions") of code, wherein a suggested auto-completion
may include one or more components and connections.
Suggested auto-completions may also include configu-
rations or settings for components of the control code. A
machine learning model, in an embodiment, consumes
data from existing control code in the programming en-
vironment, or the integrated development environment
(IDE), to create suggestions or automatic completions.
As an engineer writes control logic, the auto-complete
program may suggest useful or relevant tags or surface
relevant data in the context of the controlled process.
The auto-complete program, in some embodiments, us-
es historical operational data to inform suggestions it
makes in the programming environment.
[0015] In addition to suggestions and auto-comple-
tions, the programming environment, in an embodiment,
provides access to operational data as well as data sci-
ence tools (e.g., data analysis tools, data presentation
tools, data mining tools, modeling tools, etc.) for the user
and/or the machine learning engine to use during a pro-
gramming session. Operational data, in some examples,
includes data from the industrial automation environment
that the control code is used in. In other examples, the
operational data includes data from other environments
that may be similar to the environment in which the control
code will be implemented.
[0016] Moreover, in addition to operational data and
data science tools being accessible from within the au-
tomation engineering environment or IDE, the present
technology provides for automation engineering tools
and data to be accessible from within a data science en-
vironment. A data science environment, as described
herein. may include any computing environment in which
data scientist functions, data analyst functions, data ar-
chitect functions, statistician functions, database admin-
istrator functions, business analyst functions, or data and
analytics manager functions may be performed. Such
functions may include but are not limited to data mining,
data modeling, predictive modeling, visualization, statis-
tics, machine learning development, spreadsheet tools,
systems development, enterprise resource planning, and
business or enterprise-level intelligence. In an example,
a data scientist may be presented with operational data
collected from one or more industrial automation sites in
an analytics environment while trying to mine for corre-
lations and patterns. However, the data provides little to
no information or context about the control logic, models,
assets, or the like that produced the data. Thus, the data
scientist may, in an example, select a piece of data and
be presented with information, diagrams, or models rel-
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evant to the data. For example, a control diagram for a
region proximate or in connection with a component that
produced the particular chunk of data may be surfaced.
In another example, a pipeline of data feeding into or out
of the particular chunk of data may be surfaced. Other
contextual information relevant to data that is typically
available in a data science environment may be similarly
surfaced, either through selection of a piece of data, se-
lection of a menu that may provide contextual data, au-
tomatically surfaced, or the like. In an exemplary embod-
iment, surfacing relevant contextual data is performed in
part by a machine learning-based context engine that
identifies what contextual data is relevant to the particular
chunk of data.
[0017] In accordance with the present disclosure, an
industrial asset library and wizard are provided in an in-
dustrial programming and/or automation engineering en-
vironment. An industrial asset library, in an example, pro-
vides a list of industrial assets including but not limited
to models, controllers, sensors, actuators, and other de-
vices and allows a user to choose and configure an asset.
In some examples, the asset library presents for a user
a list of only relevant assets that may be useful based on
the control logic or target industrial environment, wherein
determining which assets to include in the asset library
is achieved via a machine learning engine trained to iden-
tify relevant assets based on the industrial environment
and/or control logic. In another example, the industrial
asset library is accessible to and used by a machine
learning-based recommendation engine (i.e., the "wiz-
ard") such that the recommendation engine can generate
recommendations or auto-completions for the control
logic.
[0018] In some examples, the industrial asset library
includes a library of machine learning models specific to
industrial automation applications, wherein the library of
machine learning models is accessible to automation en-
gineers and the wizard. The library, in an embodiment,
bucketizes inputs based on categories. As an example,
categories that may be used to bucketize inputs include
but are not limited to tag data, physical input devices,
environmental inputs, economic or other macro-environ-
ment inputs, and cyclical or seasonal inputs. To provide
relevant inputs, arrays of different assets and/or charac-
teristics may be utilized to assist automation engineers
in finding valuable inputs to include in their logic.
[0019] The wizard, in accordance with the present
technology, helps integrate models, variables, inputs,
tags, and the like into the control code. The wizard is a
machine learning-backed recommendation and configu-
ration engine that helps choose models, variables, in-
puts, tags, and the like as well as provides assistance
with tag linking and input/output (I/O) linking. The one or
more machine learning models of the wizard are
streamed data to generate its predications, wherein the
data may come from many different places including the
live industrial environment or network databases. In one
example, the wizard may provide a user with a "short list"

of variables that the engineer may want to control, where-
in the short list is a subset of a full list of available varia-
bles.
[0020] In an example, an engineer or programmer may
add an asset to the programming code in the program-
ming environment. The wizard may then provide a list of
tags that are related to the asset, available for linking to
the asset, or commonly linked to the asset. Similarly, the
engineer may choose to open a truncated list of tags from
the library without the use of the recommendation wizard.
The machine learning engine may, based on a starting
set of devices, provide the engineer with the standard
set of devices for a particular type of asset in the code.
In another example, an engineer may be building a pipe-
line for a machine learning model they are implementing
in the control code. In this example the wizard or asset
library may be used to pull together the assets that should
be used to make the machine learning model operable.
The library or wizard may also suggest environmental
factors. such as ambient air temperature, that are im-
pactful in the data pipeline. Moreover, the wizard may be
used to alert an engineer of any inconsistencies in the
control code that may prevent it from functioning properly.
[0021] In addition to the wizard and library, the present
disclosure contemplates the addition of other data sci-
ence tools into the IDE or programming environment. For
example, operational data and industrial environment da-
ta may be accessible from within the IDE. In an example,
an automation engineer using the IDE may be building
control logic for a production line. While the programming
environment provides information about the flow of the
process, it also provides access to the historical data
stream for the production line, such as the data for each
tag and process object in the line. The engineer may
select a tag, and a machine learning-based engine may
identify inputs and tags upstream of the selected tag that
likely have an influence on that tag. In this way, the en-
gineer can rapidly find relevant data in the context of the
process from within their IDE. The engineer can then
assess the relevance of data points to what they are trying
to improve.
[0022] The present disclosure also contemplates the
flip side of the previously discussed technology: the in-
clusion of contextual information from the programming
and/or industrial environments in the data science envi-
ronment. By integrating information from the program-
ming and/or industrial environments into the data science
environment, a data scientist may have far more contex-
tual information for the data they are working with than
they traditionally would. In this enhanced data science
environment, connections may exist between the data
science environment and the operational environment.
In an exemplary embodiment, the data science environ-
ment includes an application programming interface
(API) into the live environment, providing contextual in-
formation about a selected tag or column of data in some
examples.
[0023] A data scientist, in an example, may receive a
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dump of data from which they seek to find relationships,
correlations, patterns, and the like that can be used later
to design models. A data scientist may wish to determine
which tags, datapoints, sensors, and instrumentation are
relevant to solve a problem based on the statistical anal-
ysis of data. The lack of contextual information, however,
may severely limit the ability of a data scientist to find
important data and design effective models. Thus, inte-
grating the data scientist’s environment with the program-
ming environment, along with machine learning-based
programs, allows hints and other contextual information
to be surfaced for a data scientist. Contextualizing the
data with specific process steps, assets, equipment, I/O
nodes, and the like allows a data scientist to accelerate
the feature selection process and identify which da-
tapoints are relevant to a particular problem. This allows
for a more streamlined and targetted data science proc-
ess than mining for correlations in a non-contextualized
dataset. In another example, statistics from sensor data
may indicate that there is a heavy reliance one I/O node
versus another. Surfacing such information about the dif-
ferent nodes can improve understanding and awareness
of the automation process by the data scientist.
[0024] In some embodiments, the programming envi-
ronments and data science environments previously de-
scribed are integrated into a singular, multi-purposeful
environment such that the engineering and data science
disciplines can effectively collaborate. In this way, a proc-
ess engineer who is defining control logic for a line or
asset. can leverage data science capabilities or collab-
orate with a data scientist to program the control logic in
a more robust manner.
[0025] Embodiments of the described technology may
be implemented to perform variable relationship discov-
ery. Variable relationship discovery may include finding
correlations between variables, which is traditionally a
manual process in which engineers use their own judg-
ment to select variables that they think should be included
in the process. However, when shifting to big data, it be-
comes far more difficult to identify how variables are re-
lated or correlated. Thus, in accordance with the present
disclosure, machine learning models are used within the
programming environment to help find potentially useful
variables, models, or components for an industrial line.
[0026] A relationship discovery engine comprising one
or more machine learning models is used to analyze con-
trol code and consume data to identify which variables
have a large impact on the process and important vari-
able relationships. The data consumed may, in some em-
bodiments, include operational data. A machine learning-
based engine may be used to identify a variable that is
heavily used in a particular industrial process but is not
being used or is barely used in the control code. The
programming environment thus notifies a user that the
variable has been potentially overlooked and/or recom-
mends the addition of the variable.
[0027] In an example, a machine learning-based en-
gine is used to determine that humidity is predictive of

temperature increases in the industrial automation envi-
ronment, but that a humidity variable is not included in
the control code. Thus, a recommendation to add the
humidity variable to the control logic is surfaced. In re-
sponse to an acceptance of the recommendation, the
variable may be added to the control logic and configured.
In another example, variable relationship discovery is
performed with respect to big data mining and data re-
positories. In such an example, a machine learning-
based engine analyzes a code repository to determine
dominant variables in a codebase. In certain implemen-
tations, the engine may look at various types of data avail-
able in the code base, including, in some instances, a
comment section. Thus, when an engineer is program-
ming an industrial line with the assistance of a machine
learning engine, the engine may recognize that there are
100 tags available and three of them have not been used
anywhere in the code. The engine further recognizes that
those three missing tags are used in many other code
repositories and informs the user of how the tags are
typically used.
[0028] In some examples the machine learning-based
engine is used to recommend the insertion of a loop, a
function, a variable, or the like as well as input to the
component and assistance with configuring and/or con-
necting the component in the control code. Conversely,
a machine learning-based engine may identify that a var-
iable that is heavily used in the control code is absent or
under-used in the data pipeline, suggesting that its inclu-
sion in the pipeline and model may yield better predic-
tions.
[0029] Embodiments of the described technology may
be further implemented to perform variable reduction. If,
during runtime, extra variables are being output by the
control logic that are not needed, computing power and
storage are wasted. Data pipelines that are over-inclu-
sive waste storage space and processing power, and
extraneous data may reduce the predictive capability of
some models. Thus, a machine learning-based engine
may be used to inform. during a programming session,
that a variable that is in the control program is not com-
monly used, isn’t generally useful, or isn’t useful in the
particular industrial line based on historical process data.
The engine may therefore recommend removing the var-
iable from the control logic or automatically analyze da-
tasets for extraneous data and eliminate the data from
the pipeline.
[0030] In accordance with the present disclosure, a
machine learning model comprises one or more machine
learning algorithms that are trained based on historical
data and/or training data. A machine learning model may
employ one or more machine learning algorithms through
which data can be analyzed to identify patterns, make
decisions, make predictions, or similarly produce output
that can inform control code and/or parameters. Different
types of machine learning models may be used in ac-
cordance with the present technology including but not
limited to classification models, regression models, clus-
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tering models, dimensionality reduction models, and
deep learning models. Examples of machine learning al-
gorithms that may be employed solely or in conjunction
with one another include artificial neural networks, near-
est neighbor methods, decision trees, ensemble random
forests, support vector machines (SVMs), naïve Bayes
methods, regressions, or similar machine learning tech-
niques or combinations thereof capable of predicting out-
put based on input data. Determining which machine
learning methods to use may depend on the specific pur-
pose or functions required for a particular industrial set-
ting, the specific programming application used, or sim-
ilar requirements. A machine learning engine, in some
examples, outputs a prediction about what components
might be beneficial to add or remove from the control
logic. Similarly, a machine learning engine may output a
recommendation to add or remove one or more compo-
nents from the control logic, or a notification that a com-
ponent that should be used or is typically used is missing.
In other examples the machine learning engine outputs
the predicted components or settings directly for integra-
tion into the control code. In yet another example, a ma-
chine learning engine provides a model of the control
code or the industrial automation environment in such a
way that a data scientist may use the contextual infor-
mation to inform their analyses. Other outputs with a sim-
ilar purpose may exist and are contemplated herein.
[0031] Figure 1 illustrates an overview of an industrial
automation environment wherein engineering and data
science environments are integrated as described here-
in. Figure 1 includes automation environment 100. Auto-
mation environment 100 comprises physical system 101
including controlled process 102. Automation environ-
ment 100 further comprises digital twin 103 and modeling
environment 110. Modeling environment 110 comprises
historical observations 111, machine learning 112, in-
structions and first principles 113, and control logic 114.
Automation environment 100 further comprises data sci-
entist 121, engineer 122, model 130, controller 140, ac-
tuators 150, and sensors 160.
[0032] In the example of Figure 1, digital twin 103 of
physical system 101 is provided to modeling environment
110. wherein modeling environment 110 is used by both
data scientist 121 and engineer 122. In one embodiment,
data scientist 121 accessed modeling environment 110
through a different application than engineer 122. In an
alternative embodiment, data scientist 121 and engineer
122 use the same application for their data science and
engineering purposes. In either embodiment, information
from the data science portion of the modeling environ-
ment and the engineering portion of the modeling envi-
ronment is shared and accessible for both functions -
data scientist 121 can access contextual engineering da-
ta in performing data science tasks and engineer 122
can access operational data and data science tools. As
shown, a machine learning-based engine is provided in
both the engineering environment and the data science
environment. Functionality of the machine learning-

based engines may include generating recommenda-
tions, auto-completion functionality, providing contextual
information, and other functionalities described herein.
Instructions and first principles 113 is used to generate
control logic 114. Engineer 122 may utilize operational
data or similar from the data science environment in pro-
ducing both instructions and first principles 113 and con-
trol logic 114. In some examples, a machine learning-
based recommendation engine recommends adding
components or editing control logic based in part on his-
torical observations 111 and machine learning 112.
[0033] Model 130 is representative of one or more ma-
chine learning models implemented in control code for
controlling controlled process 102. The one or more ma-
chine learning models may include predictive models for
generating forward inferences and diagnostic models for
identifying causal relationships. Model 130 includes one
or more machine learning models that produces control
logic as output for controller 140. Controller 140 runs one
or more prescriptive models for optimizing controlled
process 102 or a portion of controlled process 102. Con-
troller 140 controls actuators 150 which actuate physical
system 101 to perform controlled process 102. Actuators
150 comprise one or more machine learning models for
autonomous driving of physical system 101. Sensors 160
collect data from physical system 101 running controlled
process 102. Sensors 160 comprise one or more ma-
chine learning models for describing output and current
state from controlled process 102. Output from controlled
process 102 is also provided to modeling environment
110 and may be used for data science and/or engineering
purposes.
[0034] Figure 2 illustrates a graphical user interface
(GUI) of an industrial automation programming environ-
ment in accordance with some embodiments of the
present technology. Figure 2 comprises GUI 20(), which
is representative of any user interface for writing and ed-
iting industrial control code. In some examples, GUI 200
is representative of modeling environment 110 from Fig-
ure 1. GUI 200 includes workspace 210 for writing and
editing control code. Workspace 210 includes control log-
ic 220, a current project for control code for an industrial
automation process. GUI 200 also includes wizard 230.
In the present example, wizard 230 has recommended
adding component 231, component 232, link 233, com-
ponent 234, link 235, and link 236 to control logic 220.
[0035] Wizard 230 comprises one or more machine
learning models for predicting and/or recommending
components for control logic. Wizard 230 may be config-
ured to auto-complete all or a portion of existing control
logic in workspace 210. Wizard 230 may alternatively be
configured to surface recommendations to add compo-
nents to existing control logic in workspace 210, wherein
the recommendations may be verbal or may display the
recommended additions themselves as is shown in the
example of Figure 2. In some examples a user of the
engineering environment shown in Figure 2 selects wiz-
ard 230 to trigger it to generate and show recommenda-
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tions. In other examples, wizard 230 is displayed just to
show that the wizard is operating and will automatically
surface recommendations as they are generated.
[0036] Figure 3 illustrates an example of an industrial
automation environment that may be representative of
industrial automation environments as discussed herein.
The industrial automation environment of Figure 3 com-
prises enterprise environment 310, control environment
320. and field environment 330. The industrial automa-
tion environment of Figure 3 may include fewer or addi-
tional sub environments than those shown. Likewise, the
sub-environments of the industrial automation environ-
ment of Figure 3 may include fewer or additional compo-
nents, assets, or connections than shown.
[0037] Enterprise environment 310 comprises engi-
neering and design environment 311. visualization envi-
ronment 312, and information environment 313. Control
environment 320 comprises database server 321, man-
agement servers 322, web server 323, scheduling server
324, and application server 325. Each of database server
321, management servers 322, web server 323, sched-
uling server 324, and application server 325 may be rep-
resentative of a single server or a plurality of servers.
Field environment 330 comprises PLC 331, which is cou-
pled to human-machine interface (HMI) 332 and machine
133. Field environment 330 also comprises PLC 334.
which is coupled to machine 335. Field environment 330
further comprises PLC 336, which is coupled to HMI 373
and machine 338. Field environment 330 also comprises
machine learning asset (MLA) 339, which is coupled to
HMI 340.
[0038] In some examples, engineering and design en-
vironment 311 is representative of any connected devic-
es or environments on which control logic is programmed
for operating devices in field environment 330. Visuali-
zation environment 312 is representative of any connect-
ed devices or environments on which operational data is
viewed and/or analyzed. Information environment 313 is
representative of any connected devices or environ-
ments on the enterprise level on which any other indus-
trial automation information relevant to field environment
330 can be viewed, processed, analyzed, generated, or
the like. Assets of control environment 320 are illustrative
in nature such that one, none, or any combination of
known server types may be in communication with the
industrial automation environment of Figure 3. Similarly,
field environment 330 is illustrative in nature such that
one, none, or any combination of assets may be present.
[0039] Each of PLC 331. PLC 334. and PLC 336 is
representative of one or more programmable logic con-
trollers, which may be coupled to one or more devices,
machines, sensors, actuators, interfaces, or other asset
types. Each of machine 333, machine 335, and machine
338 is representative of any industrial machine relevant
to the industrial automation environment of Figure 3.
Each of HMI 332, HMI 337, and HMI 340 is representative
of any form of human-machine interface on which a user
or operator in field environment 330 can view and/or in-

teract with connected assets.
[0040] Machine learning asset 339 is representative of
any machine learning model implemented within the in-
dustrial automation environment of Figure 3 as described
herein. As previously discussed, machine learning asset
339 may take input from field environment 330 or external
sources, such as any server in control environment 320,
to generate an output useful to controlling any processes
or assets in field environment 330. Machine learning as-
set 339 may be implemented in a fully closed-loop proc-
ess or may receive external data for use in generating
predictions and/or outputs.
[0041] Figure 4 illustrates an example of a program-
ming environment in which machine learning assets can
be programmed into an industrial process. Figure 4 in-
cludes user interface 400, which is representative of any
user interface for generating control code. In some ex-
amples, user interface 400 is representative of modeling
environment 110 from Figure 1. In some examples, user
interface 400 is running in engineering and design envi-
ronment 311 from Figure 3. User interface 400 includes
explorer 410. wherein explorer 410 comprises industrial
asset libraries, the industrial asset libraries including
model library 411, programmable assets library 412, and
tags library 413. User interface 400 includes workspace
440 comprising industrial line 420. Industrial line 420 in-
cludes database 4211, external variable 422, machine
learning asset 423, HMI 424, PLC 425, HMI 426, machine
427, temperature sensor 428, and speed sensor 429.
User interface 400 further includes wizard 430 and sug-
gestion 431.
[0042] In industrial line 420, database 421 and external
variable 422 provide input to machine learning asset 423.
Database 421 may comprise a model database that is
operatively coupled to the industrial line such that ma-
chine learning asset 423 can be swapped with other mod-
els stored in database 421. External variable 422 may
be representative of any external information that may
be used as input to machine learning asset 423. Machine
learning asset 423 is coupled to HMI 424, which displays
information relevant to the status or control of machine
learning asset 423. Machine learning asset 423 is cou-
pled to PLC 425, which is coupled to HMI 426. HMI 426
displays information relevant to the status or control of
PLC 425. Machine 427 is coupled to and driven by PLC
425. Temperature sensor 428 and speed sensor 429
measure temperature and speed associated with ma-
chine 427.
[0043] A programmer may develop or edit industrial
line 420 within user interface 400 in accordance with the
present disclosure. A programmer has access to model
library 411 comprising machine learning models that can
be used in industrial line 420. A programmer also has
access to programmable assets library 412 comprising
programmable assets that can be used in industrial line
420. A programmer also has access to tags library 413
comprising tags that can be used in industrial line 420.
In some examples, assets may be provided such that a
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programmer can "drag and drop" assets into their project
such as industrial line 420 and connect assets to the ex-
isting model in the same way that other assets are typi-
cally connected in the programming environment. In
some examples, the asset library presents for a user only
a list of relevant assets that may be useful based on the
control logic or target industrial environment, wherein de-
termining which assets to show in the asset library is
achieved via a machine learning engine trained to identify
relevant assets based on the industrial environment
and/or control logic. In another example, the industrial
asset library is accessible to and used by wizard 430
such that the recommendation engine can generate rec-
ommendations or auto-completions for the control logic.
[0044] Wizard 430 helps integrate models, variables,
inputs, tags, and the like into industrial line 420. Wizard
430 is a machine learning-based recommendation and
configuration engine that helps choose models, varia-
bles, inputs, tags, and the like as well as provides assist-
ance with tag linking and I/O linking. Wizard 430 com-
prises one or more machine learning models. The one
or more machine learning models of the wizard are
streamed data to generate predications, wherein the data
may come from many different places including the live
industrial environment or network databases. In one ex-
ample, the wizard may provide a user with a "short list"
of assets that the engineer may want to add, wherein the
short list is a subset of a full list of available assets.
[0045] In the present example, wizard 430 has pro-
duced suggestion 431, wherein suggestion 431 suggests
adding PLC_2 to industrial line 420. In an example, an
engineer or programmer may accept the recommenda-
tion to add an asset to industrial line 420 in the program-
ming environment. Wizard 430 may then provide a list of
tags that are related to the asset, available for linking to
the asset, or commonly linked to the asset. Similarly, the
engineer may choose to open a truncated list of tags from
the library without the use of wizard 430.
[0046] Figure 5 illustrates a user interface of an indus-
trial automation programming environment for perform-
ing variable relationship discovery in accordance with
some embodiments of the present technology. Figure 5
comprises GUI 500, which is representative of any user
interface for writing and editing industrial control code.
In some examples, GUI 500 is representative of modeling
environment 110 from Figure 1. In some examples, GUI
500 may be running in engineering and design environ-
ment 311 from Figure 3. GUI 500 includes workspace
520 for writing and editing control code. Workspace 520
includes control logic 510. GUI 500 also includes wizard
530 and recommendation 531. In the present example,
wizard 230 has surfaced recommendations to add com-
ponent 532, component 533, link 534. component 535,
and link 536 to control logic 510. Wizard 530 has also
surfaced a recommendation to add a tag in recommen-
dation 531.
[0047] Wizard 530 is representative of any machine
learning-based engine capable of recommending indus-

trial components for control code. In some examples wiz-
ard 230 consumes data from existing control code (i.e.,
control logic 510) in the IDE to create suggestions and
automatic completions as shown in the present example.
As an automation engineer writes control logic, the wiz-
ard 530 may suggest useful or relevant tags or surface
relevant data in the context of control logic 510. Wizard
530, in some embodiments, uses historical operational
data to inform suggestions it makes in the IDE.
[0048] Variable relationship discovery, in accordance
with the present example, includes the use of machine
learning models (i.e., those within wizard 530) for finding
correlations between variables to help discover poten-
tially useful variables, models, or components for an in-
dustrial line. Wizard 530 may serve as a relationship dis-
covery engine comprising one or more machine learning
models used to analyze control logic 510 and consume
data to identify which variables have a large impact on
the process and important variable relationships. The da-
ta consumed may, in some embodiments, include oper-
ational data. Wizard 530 may be used to identify a vari-
able that is heavily used in an associated industrial proc-
ess but is not being used in control logic 510. Wizard 530
thus surfaces recommendation 531 alerting the user that
the variable has been potentially overlooked and recom-
mends the inclusion of the variable.
[0049] In some examples, wizard 530 is used to rec-
ommend the insertion of a loop, a function, a variable, or
the like as well as input to the component and assist with
configuring and/or connecting the component in the con-
trol code. Conversely wizard 530 may identify that a var-
iable that is heavily used in the control code is absent or
under-used in the data pipeline, suggesting that its inclu-
sion in the pipeline and model may yield better predic-
tions.
[0050] Figure 6 illustrates a user interface of an indus-
trial automation programming environment for perform-
ing variable reduction in accordance with some embod-
iments of the present technology. Figure 6 comprises
GUI 600, which is representative of any user interface
for writing and editing industrial control code. In some
examples, GUI 600 is representative of modeling envi-
ronment 110 from Figure 1. In some examples. GUI 500
may be running in engineering and design environment
311 from Figure 3. GUI 600 includes workspace 610.
wherein workspace 610 comprises control logic 620 com-
prising tag 632. GUI 600 further comprises wizard 630
and recommendation 631. Wizard 630 is a machine
learning-based engine comprising one or more machine
learning models that may be used to inform, during a
programming session, that a variable in the control pro-
gram is not commonly used, is not generally useful, or is
not useful in the particular industrial line based on histor-
ical process data. Wizard 630 may therefore recommend
removing the variable from the control logic or automat-
ically analyze datasets for extraneous data and eliminate
the data from the pipeline.
[0051] In the example of Figure 6, wizard 630 has rec-
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ommended removing tag 632, wherein the recommen-
dation is expressed in a verbal format in recommendation
631 as well as with an indicator at tag 632 that it should
be removed. In an example, a user of the programming
environment may accept the recommendation to remove
tag 632. In some embodiments, acceptance of the rec-
ommendation may include manually removing tag 632.
In other embodiments, accepting the recommendation
may include selecting a button to select the recommen-
dation, at which time wizard 630 may remove tag 632
itself.
[0052] Figure 7 illustrates a user interface environment
of an industrial automation programming environment in-
tegrated with an industrial data science environment. Fig-
ure 7 includes GUI 700. GUI 700 includes workspace
710 comprising control logic 720, wherein control logic
720 comprises PLC 721. GUI 700 further includes wizard
730. GUI 700 further includes data table 740, wherein
data table 740 comprises operational data related to PLC
721 of control logic 720. A user of the programming en-
vironment shown in Figure 7 has used the "data access"
menu to access operational data from PLC 721. Howev-
er, in other embodiments, operational data may be sur-
faced in response to selection of PLC 721 in the GUI or
may be automatically surfaced in some circumstances.
The operational data related to PLC 721 is shown in a
tabular format in the present example. However, opera-
tional data may be presented in a variety of ways includ-
ing tables, charts, graphs, raw data format, data pipe-
lines, or similar.
[0053] In addition to the presentation of operational da-
ta, the technology herein provides for access to data sci-
ence tools, such that an automation engineer working in
GUI 700 may perform analyses or use the operational
data to extract information useful to their engineering
tasks.
[0054] In an exemplary embodiment, data table 740 is
surfaced as a result of actions taken by wizard 730. Wiz-
ard 730. in some examples, employs one or more ma-
chine learning models to find data relevant to control logic
720 and present the data in a way that may be useful or
provide context for the automation engineer. Moreover,
wizard 730 may, based on the operational data presented
in data table 740, make one or more recommendations
to add or remove inputs or outputs from PLC 721.
[0055] Figure 8 illustrates process 800 performed by
a computing system for using an industrial programming
wizard to assist writing or editing control logic for control-
ling industrial automation processes. Step 805 compris-
es, in a machine learning-based recommendation en-
gine, generating a recommendation to add a component
to the control logic based on an existing portion of the
control logic. In generating the recommendation, the ma-
chine learning-based recommendation engine may em-
ploy one or more machine learning models to find that
the component should be used or is typically used in sim-
ilar environments. In step 810, a notification component
surfaces the recommendation to add the component to

the control logic in a user interface of the programming
environment. In response to noticing the recommenda-
tion, a user may choose to accept or decline the recom-
mendation to add the component.
[0056] In step 815, in response to an acceptance of
the recommendation, a programming component adds
the component to the control logic. Once the component
has been added to the control logic, it may require con-
figuration in order to work properly in the intended envi-
ronment. In step 820, a configuration component config-
ures the component based at least in part on the existing
portion of the control logic. In some examples, configur-
ing the component may include the configuration com-
ponent and/or the machine learning-based recommen-
dation engine guiding the user through configuration of
the component.
[0057] Figure 9 illustrates process 900 performed by
a computing system for performing variable relationship
discovery to assist writing or editing control logic for con-
trolling an industrial automation process. In step 905, a
machine learning-based analysis engine identifies a var-
iable that is available to be utilized in the control logic for
controlling an industrial automation environment. In
some examples of step 905, identifying a variable that is
available to be utilized comprises finding that the variable
that is heavily used in an associated industrial process
but is not being used in the control logic. In other exam-
ples of step 905, identifying the variable comprises ac-
cessing a control code repository and concluding that the
variable is often used in the same or similar programs.
In step 910, the machine learning-based analysis engine
determines that the variable is not utilized in the control
logic. Alternatively, step 910 may comprise determining
that the variable is under-utilized in the control logic. In
step 915, a recommendation component surfaces a rec-
ommendation to add the variable to the control logic.
Process 900 may further include receiving an acceptance
or rejection of the recommendation and adding the var-
iable to the control logic.
[0058] Figure 10 illustrates process 1000 performed
by a computing system for performing variable reduction
to assist in editing control logic for controlling an industrial
automation process. In step 1005, a machine learning-
based analysis engine performs an analysis of opera-
tional data from an industrial automation environment. In
step 1010, the machine learning-based analysis engine
performs an analysis of the control logic for controlling
the industrial automation environment. In step 1015. the
machine learning-based analysis engine identifies,
based on the analysis of the operational data and the
analysis of the control logic, a variable that is in the control
logic but is not used in the operational data. In step 1020.
a notification component surfaces a notification that the
variable is in the control logic but is not used in the op-
erational data. In some examples, the notification that
the variable is in the control logic but is not used in the
operational data includes a recommendation to remove
the variable from the control logic. Process 1000 may
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further include receiving an acceptance or rejection of a
recommendation to remove the variable and removing
the variable from the control logic.
In various embodiments the process further comprises
determining that the notification should be surfaced
based on a frequency of utilization of the variable in con-
trol logic for controlling industrial automation environ-
ments of the same type as the industrial automation en-
vironment. The frequency of utilization of the variable
may be determined based on information derived from
one or more control code repositories to which the system
is communicatively coupled.
[0059] Figure 11 illustrates process 1100 performed
by a computing system for providing contextual data in
an industrial programming environment associated with
an industrial automation environment. In step 1105. a
user interface component displays the programming en-
vironment for editing control logic associated with an in-
dustrial automation environment, wherein the operation-
al data from the industrial automation environment is ac-
cessible from within the programming environment
through a data pipeline. In step 1110, a machine learning-
based data science engine processes the operational
data from the industrial automation environment to gen-
erate processed data for the industrial automation envi-
ronment, wherein processed data may include any data
that is formatted and presented in a useful way to a user
of the programming environment. In step 1115, the ma-
chine learning-based data science engine identifies a
portion of the processed data relevant to a component
of the control logic. In step 1120, the user interface sur-
faces the portion of the processed data in the program-
ming environment.
[0060] Figure 12 illustrates process 1200 performed
by a computing system for providing contextual data in
a data science environment associated with an industrial
automation environment. In step 1205, a user interface
component displays a data science environment for an-
alyzing operational data from an industrial automation
environment, wherein control data from a programming
environment associated with the industrial automation
environment is accessible from within the data science
environment through a data pipeline. in step 1210, a ma-
chine learning-based context engine processes the con-
trol data from the programming environment to generate
contextual data. In step 1215, the user interface compo-
nent surfaces a portion of the contextual data in the data
science environment. In some examples, the contextual
data comprises a model or similar rendering of the control
code or a portion of the control code as it may be dis-
played in the programming environment.
[0061] Figure 13 illustrates computing system 1301 to
perform machine learning assisted programming and da-
ta analytics according to an implementation of the
present technology. Computing system 1301 is repre-
sentative of any system or collection of systems with
which the various operational architectures, processes,
scenarios, and sequences disclosed herein for utilizing

machine learning models within industrial programming
and data science environments may be employed. Com-
puting system 1301 may be implemented as a single ap-
paratus, system, or device or may be implemented in a
distributed manner as multiple apparatuses, systems, or
devices. Computing system 1301 includes, but is not lim-
ited to, processing system 1302, storage system 1303,
software 1305, communication interface system 1307,
and user interface system 1309 (optional). Processing
system 1302 is operatively coupled with storage system
1303, communication interface system 1307, and user
interface system 1309.
[0062] Processing system 1302 loads and executes
software 1305 from storage system 1303. Software 1305
includes and implements machine learning assisted con-
trol programming 1306, which is representative of any of
the programming and analytic processes discussed with
respect to the preceding Figures, including but not limited
to industrial asset libraries, wizards, variable relationship
discovery, and variable reduction. When executed by
processing system 1302 to provide model implementa-
tion functions, software 1305 directs processing system
1302 to operate as described herein for at least the var-
ious processes, operational scenarios, and sequences
discussed in the foregoing implementations. Computing
system 1301 may optionally include additional devices,
features, or functionality not discussed for purposes of
brevity.
[0063] Referring still to Figure 13. processing system
1302 may comprise a microprocessor and other circuitry
that retrieves and executes software 1305 from storage
system 1303. Processing system 1302 may be imple-
mented within a single processing device but may also
be distributed across multiple processing devices or sub-
systems that cooperate in executing program instruc-
tions. Examples of processing system 1302 include gen-
eral purpose central processing units, graphical process-
ing units, application specific processors, and logic de-
vices, as well as any other type of processing device,
combinations, or variations thereof.
[0064] Storage system 1303 may comprise any com-
puter readable storage media readable by processing
system 1302 and capable of storing software 1305. Stor-
age system 1303 may include volatile and nonvolatile,
removable and non-removable media implemented in
any method or technology for storage of information,
such as computer readable instructions, data structures,
program modules, or other data. Examples of storage
media include random access memory, read only mem-
ory, magnetic disks, optical disks, optical media, flash
memory, virtual memory and non-virtual memory, mag-
netic cassettes, magnetic tape, magnetic disk storage or
other magnetic storage devices, or any other suitable
storage media. In no case is the computer readable stor-
age media a propagated signal.
[0065] In addition to computer readable storage media,
in some implementations storage system 1303 may also
include computer readable communication media over
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which at least some of software 1305 may be communi-
cated internally or externally. Storage system 1303 may
be implemented as a single storage device but may also
be implemented across multiple storage devices or sub-
systems co-located or distributed relative to each other.
Storage system 1303 may comprise additional elements,
such as a controller, capable of communicating with
processing system 1302 or possibly other systems.
[0066] Software 1305 (including machine learning as-
sisted control programming 1306) may be implemented
in program instructions and among other functions may,
when executed by processing system 1302. direct
processing system 1302 to operate as described with
respect to the various operational scenarios, sequences,
and processes illustrated herein. For example. software
1305 may include program instructions for performing
variable reduction in control logic for industrial automa-
tion environments as described herein.
[0067] In particular, the program instructions may in-
clude various components or modules that cooperate or
otherwise interact to carry out the various processes and
operational scenarios described herein. The various
components or modules may be embodied in compiled
or interpreted instructions, or in some other variation of
combination of instructions. The various components or
modules may be executed in a synchronous or asynchro-
nous manner, serially or in parallel, in a single threaded
environment or multi-threaded, or in accordance with any
other suitable execution paradigm, variation, or combi-
nation thereof. Software 1305 may include additional
processes, programs, or components, such as operating
system software, virtualization software, or other appli-
cation software. Software 1305 may also comprise
firmware or some other form of machine-readable
processing instructions executable by processing sys-
tem 1302.
[0068] In general, software 1305 may, when loaded
into processing system 1302 and executed, transform a
suitable apparatus, system, or device (of which comput-
ing system 1301 is representative) overall from a general-
purpose computing system into a special-purpose com-
puting system customized to provide machine learning
functionality to industrial programming and data science
environments as described herein. Indeed, encoding
software 1305 on storage system 1303 may transform
the physical structure of storage system 1303. The spe-
cific transformation of the physical structure may depend
on various factors in different implementations of this de-
scription. Examples of such factors may include, but are
not limited to. the technology used to implement the stor-
age media of storage system 1303 and whether the com-
puter-storage media are characterized as primary or sec-
ondary storage, as well as other factors.
[0069] For example, if the computer readable storage
media are implemented as semiconductor-based mem-
ory, software 1305 may transform the physical state of
the semiconductor memory when the program instruc-
tions are encoded therein, such as by transforming the

state of transistors, capacitors, or other discrete circuit
elements constituting the semiconductor memory. A sim-
ilar transformation may occur with respect to magnetic
or optical media. Other transformations of physical media
are possible without departing from the scope of the
present description, with the foregoing examples provid-
ed only to facilitate the present discussion.
[0070] Communication interface system 1307 may in-
clude communication connections and devices that allow
for communication with other computing systems (not
shown) over communication networks (not shown). Ex-
amples of connections and devices that together allow
for inter-system communication may include network in-
terface cards, antennas, power amplifiers, radiofrequen-
cy circuitry, transceivers, and other communication cir-
cuitry. The connections and devices may communicate
over communication media to exchange communica-
tions with other computing systems or networks of sys-
tems, such as metal, glass, air, or any other suitable com-
munication media. The aforementioned media, connec-
tions, and devices are well known and need not be dis-
cussed at length here.
[0071] Communication between computing system
1301 and other computing systems (not shown), may
occur over a communication network or networks and in
accordance with various communication protocols, com-
binations of protocols, or variations thereof. Examples
include intranets, internets, the Internet, local area net-
works, wide area networks, wireless networks, wired net-
works, virtual networks, software defined networks, data
center buses and backplanes, or any other type of net-
work, combination of networks, or variation thereof. The
aforementioned communication networks and protocols
are well known and need not be discussed at length here.
[0072] While some examples provided herein are de-
scribed in the context of a firmware extension develop-
ment or deployment device, it should be understood that
the condition systems and methods described herein are
not limited to such embodiments and may apply to a va-
riety of other extension implementation environments
and their associated systems. As will be appreciated by
one skilled in the art, aspects of the present invention
may be embodied as a system, method, computer pro-
gram product, and other configurable systems. Accord-
ingly, aspects of the present invention may take the form
of an entirely hardware embodiment, an entirely software
embodiment (including firmware, resident software, mi-
cro-code, etc.) or an embodiment combining software
and hardware aspects that may all generally be referred
to herein as a "circuit," "module" or "system." Further-
more, aspects of the present invention may take the form
of a computer program product embodied in one or more
computer readable medium(s) having computer reada-
ble program code embodied thereon.
[0073] Unless the context clearly requires otherwise,
throughout the description and the claims, the words
"comprise," "comprising." and the like are to be construed
in an inclusive sense, as opposed to an exclusive or ex-
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haustive sense; that is to say, in the sense of "including,
but not limited to." As used herein, the terms "connected,"
"coupled," or any variant thereof means any connection
or coupling, either direct or indirect, between two or more
elements; the coupling or connection between the ele-
ments can be physical, logical, or a combination thereof.
Additionally, the words "herein," "above," "below," and
words of similar import, when used in this application.
refer to this application as a whole and not to any partic-
ular portions of this application. Where the context per-
mits, words in the above Detailed Description using the
singular or plural number may also include the plural or
singular number respectively. The word "or," in reference
to a list of two or more items. covers all of the following
interpretations of the word: any of the items in the list. all
of the items in the list, and any combination of the items
in the list.
[0074] The phrases "in some embodiments," "accord-
ing to some embodiments," "in the embodiments shown,"
"in other embodiments," and the like generally mean the
particular feature, structure, or characteristic following
the phrase is included in at least one implementation of
the present technology, and may be included in more
than one implementation. In addition, such phrases do
not necessarily refer to the same embodiments or differ-
ent embodiments.
[0075] The above Detailed Description of examples of
the technology is not intended to be exhaustive or to limit
the technology to the precise form disclosed above.
While specific examples for the technology are described
above for illustrative purposes, various equivalent mod-
ifications are possible within the scope of the technology,
as those skilled in the relevant art will recognize. For ex-
ample, while processes or blocks are presented in a given
order, alternative implementations may perform routines
having steps, or employ systems having blocks, in a dif-
ferent order, and some processes or blocks may be de-
leted, moved, added, subdivided, combined, and/or mod-
ified to provide alternative or subcombinations. Each of
these processes or blocks may be implemented in a va-
riety of different ways. Also, while processes or blocks
are at times shown as being performed in series, these
processes or blocks may instead be performed or imple-
mented in parallel or may be performed at different times.
Further any specific numbers noted herein are only ex-
amples: alternative implementations may employ differ-
ing values or ranges.
[0076] The teachings of the technology provided here-
in can be applied to other systems, not necessarily the
system described above. The elements and acts of the
various examples described above can be combined to
provide further implementations of the technology. Some
alternative implementations of the technology may in-
clude not only additional elements to those implementa-
tions noted above, but also may include fewer elements.
[0077] These and other changes can be made to the
technology in light of the above Detailed Description.
While the above description describes certain examples

of the technology, and describes the best mode contem-
plated, no matter how detailed the above appears in text.
the technology can be practiced in many ways. Details
of the system may vary considerably in its specific im-
plementation, while still being encompassed by the tech-
nology disclosed herein. As noted above. particular ter-
minology used when describing certain features or as-
pects of the technology should not be taken to imply that
the terminology is being redefined herein to be restricted
to any specific characteristics, features, or aspects of the
technology with which that terminology is associated. In
general, the terms used in the following claims should
not be construed to limit the technology to the specific
examples disclosed in the specification, unless the above
Detailed Description section explicitly defines such
terms. Accordingly, the actual scope of the technology
encompasses not only the disclosed examples, but also
all equivalent ways of practicing or implementing the
technology under the claims.

Claims

1. A system comprising:

a memory (1303) configured to store executable
components; and
a processor (1302), operatively coupled to the
memory, configured to execute the executable
components, the executable components com-
prising:

a machine learning-based analysis engine
(630) configured to perform an analysis of
operational data from an industrial automa-
tion environment (100);
the machine learning-based analysis en-
gine configured to perform an analysis of
control logic (114, 220, 620) for controlling
the industrial automation environment;
the machine learning-based analysis en-
gine configured to identify, based on the
analysis of the operational data and the
analysis of the control logic, a variable that
is in the control logic but is not used in the
operational data;
a notification component configured to sur-
face a notification that the variable is in the
control logic but is not used in the opera-
tional data, wherein the notification com-
prises a recommendation to remove the
variable from the control logic; and
a programming component configured to,
in response to an input accepting the rec-
ommendation to remove the variable from
the control logic, remove the variable from
the control logic.
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2. The system of claim 1, wherein the executable com-
ponents further comprise a determination compo-
nent configured to determine that the notification
should be surfaced based on a frequency of utiliza-
tion of the variable in control logic for controlling in-
dustrial automation environments of the same type
as the industrial automation environment.

3. The system of claim 2, wherein the frequency of uti-
lization of the variable is determined based on infor-
mation derived from one or more control code repos-
itories to which the system is communicatively cou-
pled.

4. The system of one of claims 1 to 3, wherein identi-
fying the variable comprises providing the operation-
al data and the control logic as input to one or more
machine learning models of the machine learning-
based analysis engine.

5. The system of claim 4, wherein identifying the vari-
able further comprises receiving an output from the
one or more machine learning models identifying the
variable.

6. A method of recommending the removal of variables
in an industrial automation programming environ-
ment (100), the method comprising:

performing (1005), by a system comprising a
processor (1302), an analysis of operational da-
ta from an industrial automation environment;
performing (1010), by the system, an analysis
of control logic (114, 220, 620) for controlling the
industrial automation environment;
identifying (1015), by the system and based on
the analysis of the operational data and the anal-
ysis of the control logic, a variable that is in the
control logic but is not used in the operational
data; and
surfacing (1020), by the system, a notification
that the variable is in the control logic but is not
used in the operational data, wherein the notifi-
cation comprises a recommendation to remove
the variable from the control logic,
wherein the method further comprises, in re-
sponse to an input accepting the recommenda-
tion to remove the variable from the control logic,
removing the variable from the control logic.

7. The method of claim 6 further comprising determin-
ing that the notification should be surfaced based on
a frequency of utilization of the variable in control
logic for controlling industrial automation environ-
ment of the same type as the industrial automation
environment.

8. The method of claim 7 wherein the frequency of uti-

lization of the variable is determined based on infor-
mation derived from one or more control code repos-
itories to which the system is communicatively cou-
pled.

9. The method of one of claims 6 to 8 wherein identi-
fying the variable comprises providing the operation-
al data and the control logic as input to one or more
machine learning models of the machine learning-
based analysis engine.

10. The method of claim 9, wherein identifying the vari-
able further comprises receiving an output from the
machine learning model identifying the variable.

11. A non-transitory computer-readable medium having
stored thereon instructions that, in response to exe-
cution on a processor, cause a system comprising
the processor to perform a method according to one
of claims 6 to 10.

Patentansprüche

1. System bestehend aus:

einem Speicher (1303), der konfiguriert ist, um
ausführbare Komponenten zu speichern; und
einem Prozessor (1302), der operativ mit dem
Speicher gekoppelt ist und konfiguriert ist, um
die ausführbaren Komponenten auszuführen,
wobei die ausführbaren Komponenten Folgen-
des umfassen:

eine auf maschinellem Lernen basierende
Analyse-Engine (630), die konfiguriert ist,
um eine Analyse von Betriebsdaten von ei-
ner industriellen Automatisierungsumge-
bung (100) durchzuführen;
wobei die auf maschinellem Lernen basie-
rende Analyse-Engine konfiguriert ist, um
eine Analyse der Steuerlogik (114, 220,
620) zur Steuerung der industriellen Auto-
matisierungsumgebung durchzuführen;
wobei die auf maschinellem Lernen basie-
rende Analyse-Engine konfiguriert ist, um
basierend auf der Analyse der Betriebsda-
ten und der Analyse der Steuerlogik eine
Variable zu identifizieren, die in der Steuer-
logik enthalten ist, aber nicht in den Be-
triebsdaten verwendet wird;
eine Benachrichtigungskomponente, die
konfiguriert ist, um eine Benachrichtigung
anzuzeigen, dass die Variable in der Steu-
erlogik enthalten ist, aber nicht in den Be-
triebsdaten verwendet wird, wobei die Be-
nachrichtigung eine Empfehlung zum Ent-
fernen der Variablen aus der Steuerlogik
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enthält; und
eine Programmierkomponente, die konfigu-
riert ist, um als Reaktion auf eine Eingabe,
die die Empfehlung die Variable aus der
Steuerlogik zu entfernen akzeptiert, die Va-
riable aus der Steuerlogik zu entfernen.

2. System nach Anspruch 1, wobei die ausführbaren
Komponenten ferner eine Bestimmungskomponen-
te umfassen, die konfiguriert ist, um zu bestimmen,
dass die Benachrichtigung angezeigt werden sollte,
basierend auf einer Häufigkeit der Verwendung der
Variablen in Steuerlogik zum Steuern von industri-
ellen Automatisierungsumgebungen des gleichen
Typs wie die industrielle Automatisierungsumge-
bung.

3. System nach Anspruch 2, wobei die Häufigkeit der
Verwendung der Variablen basierend auf Informati-
onen bestimmt wird, die von einem oder mehreren
Steuercode-Repositorien abgeleitet werden, mit de-
nen das System kommunikativ verbunden ist.

4. System nach einem der Ansprüche 1 bis 3, wobei
das Identifizieren der Variablen das Bereitstellen der
Betriebsdaten und der Steuerlogik als Eingabe für
ein oder mehrere maschinelle Lernmodelle der auf
maschinellem Lernen basierenden Analyse-Engine
umfasst.

5. System nach Anspruch 4, wobei das Identifizieren
der Variablen ferner das Empfangen einer Ausgabe
von dem einen oder den mehreren maschinellen
Lernmodellen umfasst, die die Variable identifiziert.

6. Verfahren zur Empfehlung des Entfernens von Va-
riablen in einer Programmierumgebung für die in-
dustrielle Automatisierung (100), wobei das Verfah-
ren Folgendes umfasst:

Ausführen (1005) einer Analyse von Betriebs-
daten aus einer industriellen Automatisierungs-
umgebung durch ein System, das einen Prozes-
sor (1302) umfasst;
Ausführen (1010) einer Analyse von Steuerlogik
(114, 220, 620) zur Steuerung der industriellen
Automatisierungsumgebung durch das System;
Identifizieren (1015) einer Variablen, die in der
Steuerlogik enthalten ist, aber nicht in den Be-
triebsdaten verwendet wird, durch das System
und basierend auf der Analyse der Betriebsda-
ten und der Analyse der Steuerlogik; und
Anzeigen (1020) einer Benachrichtigung, dass
die Variable in der Steuerlogik enthalten ist, aber
nicht in den Betriebsdaten verwendet wird,
durch das System, wobei die Benachrichtigung
eine Empfehlung zum Entfernen der Variablen
aus der Steuerlogik enthält,

wobei das Verfahren ferner als Reaktion auf ei-
ne Eingabe, die die Empfehlung die Variable aus
der Steuerlogik zu entfernen akzeptiert, das Ent-
fernen der Variablen aus der Steuerlogik um-
fasst.

7. Verfahren nach Anspruch 6 ferner umfassend das
Bestimmen, dass die Benachrichtigung angezeigt
werden sollte, basierend auf einer Häufigkeit der
Verwendung der Variablen in der Steuerlogik zum
Steuern einer industriellen Automatisierungsumge-
bung des gleichen Typs wie die industrielle Automa-
tisierungsumgebung.

8. Verfahren nach Anspruch 7, wobei die Häufigkeit der
Verwendung der Variablen basierend auf Informati-
onen bestimmt wird, die von einem oder mehreren
Steuercode-Repositorien abgeleitet werden, mit de-
nen das System kommunikativ verbunden ist.

9. Verfahren nach einem der Ansprüche 6 bis 8, wobei
das Identifizieren der Variablen das Bereitstellen der
Betriebsdaten und der Steuerlogik als Eingabe für
ein oder mehrere maschinelle Lernmodelle der auf
maschinellem Lernen basierenden Analyse-Engine
umfasst.

10. Verfahren nach Anspruch 9, wobei das Identifizieren
der Variablen ferner das Empfangen einer Ausgabe
von dem maschinellen Lernmodell umfasst, die die
Variable identifiziert.

11. Nichtflüchtiges computerlesbares Medium, auf dem
Anweisungen gespeichert sind, die als Reaktion auf
die Ausführung auf einem Prozessor ein System,
den Prozessor, veranlassen, ein Verfahren gemäß
einem der Ansprüche 6 bis 10 auszuführen.

Revendications

1. Système comprenant :

une mémoire (1303) configurée pour stocker
des composants exécutables ; et
un processeur (1302), couplé de manière fonc-
tionnelle à la mémoire, configuré pour exécuter
les composants exécutables, les composants
exécutables comprenant :

un moteur d’analyse basé sur l’apprentis-
sage automatique (630) configuré pour ef-
fectuer une analyse de données opération-
nelles provenant d’un environnement
d’automatisation industrielle (100) ;
le moteur d’analyse basé sur l’apprentissa-
ge automatique étant configuré pour effec-
tuer une analyse de logique de commande
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(114, 220, 620) pour commander l’environ-
nement d’automatisation industrielle ;
le moteur d’analyse basé sur l’apprentissa-
ge automatique étant configuré pour iden-
tifier, sur la base de l’analyse des données
opérationnelles et de l’analyse de la logique
de commande, une variable qui se trouve
dans la logique de commande mais n’est
pas utilisée dans les données
opérationnelles ;
un composant de notification configuré pour
faire apparaître une notification indiquant
que la variable se trouve dans la logique de
commande mais n’est pas utilisée dans les
données opérationnelles, dans lequel la no-
tification comprend une recommandation
de supprimer la variable de la logique de
commande ; et
un composant de programmation configuré
pour, en réponse à une entrée acceptant la
recommandation de supprimer la variable
de la logique de commande, supprimer la
variable de la logique de commande.

2. Système de la revendication 1, dans lequel les com-
posants exécutables comprennent en outre un com-
posant de détermination configuré pour déterminer
que la notification doit apparaître sur la base d’une
fréquence d’utilisation de la variable dans une logi-
que de commande pour commander des environne-
ments d’automatisation industrielle du même type
que l’environnement d’automatisation industrielle.

3. Système de la revendication 2, dans lequel la fré-
quence d’utilisation de la variable est déterminée sur
la base d’informations dérivées d’un ou plusieurs ré-
férentiels de codes de commande auxquels le sys-
tème est couplé en communication.

4. Système de l’une des revendications 1 à 3, dans
lequel l’identification de la variable comprend la four-
niture des données opérationnelles et de la logique
de commande en tant qu’entrée à un ou plusieurs
modèles d’apprentissage automatique du moteur
d’analyse basé sur l’apprentissage automatique.

5. Système de la revendication 4, dans lequel l’identi-
fication de la variable comprend en outre la réception
d’une sortie provenant du ou des plusieurs modèles
d’apprentissage automatique identifiant la variable.

6. Procédé de recommandation de suppression de va-
riables dans un environnement de programmation
d’automatisation industrielle (100), le procédé
comprenant :

effectuer (1005), par un système comprenant
un processeur (1302), une analyse de données

opérationnelles provenant d’un environnement
d’automatisation industrielle ;
effectuer (1010), par le système, une analyse
de logique de commande (114, 220, 620) pour
commander l’environnement d’automatisation
industrielle ;
identifier (1015), par le système et sur la base
de l’analyse des données opérationnelles et de
l’analyse de la logique de commande, une va-
riable qui se trouve dans la logique de comman-
de mais n’est pas utilisée dans les données
opérationnelles ; et
faire apparaître (1020), par le système, une no-
tification indiquant que la variable se trouve dans
la logique de commande mais n’est pas utilisée
dans les données opérationnelles, dans lequel
la notification comprend une recommandation
de supprimer la variable de la logique de com-
mande,
dans lequel le procédé comprend en outre, en
réponse à une entrée acceptant la recomman-
dation de supprimer la variable de la logique de
commande, la suppression de la variable de la
logique de commande.

7. Procédé de la revendication 6, comprenant en outre
la détermination que la notification doit apparaître
sur la base d’une fréquence d’utilisation de la varia-
ble dans une logique de commande pour comman-
der un environnement d’automatisation industrielle
du même type que l’environnement d’automatisation
industrielle.

8. Procédé de la revendication 7, dans lequel la fré-
quence d’utilisation de la variable est déterminée sur
la base d’informations dérivées d’un ou plusieurs ré-
férentiels de codes de commande auxquels le sys-
tème est couplé en communication.

9. Procédé de l’une des revendications 6 à 8, dans le-
quel l’identification de la variable comprend la four-
niture des données opérationnelles et de la logique
de commande en tant qu’entrée à un ou plusieurs
modèles d’apprentissage automatique du moteur
d’analyse basé sur l’apprentissage automatique.

10. Procédé de la revendication 9, dans lequel l’identi-
fication de la variable comprend en outre la réception
d’une sortie provenant du modèle d’apprentissage
automatique identifiant la variable.

11. Support non transitoire lisible par ordinateur sur le-
quel sont stockées des instructions qui, en réponse
à une exécution sur un processeur, amènent un sys-
tème comprenant le processeur à effectuer un pro-
cédé selon l’une des revendications 6 à 10.
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