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(57) ABSTRACT

Providing services within a network of service providers
sharing an authentication service and a set of business rules.
A central server receives a first request from a first server to
provide a first service to a user via a client without forcing the
user to present credentials. In response to the received first
request, the central server stores data identifying the first
service on the client. The central server further receives a
second request from a second server to provide a second
service to the user via the client after the user presents the
credentials to the second service. After receiving the second
request and the presented credentials, the central server
allows the user access to the second service. In response to
allowing the user access to the second service, the central
server further allows the user access to the first service as a
result of the stored data.
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CROSS-DOMAIN AUTHENTICATION

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application is a continuation of U.S. Ser. No.
12/581,355 filed Oct. 19, 2009, which is a continuation of Ser.
No. 10/798,580 filed Mar. 10, 2004 (now U.S. Pat. No. 7,636,
941), the entire contents of which are incorporated herein by
reference.

TECHNICAL FIELD

[0002] Embodiments of the present invention relate to the
field of computer network environments. In particular,
embodiments of this invention relate to controlling access of
a user to sites or services across different domains.

BACKGROUND OF THE INVENTION

[0003] Web sites, or Internet sites, often provide informa-
tion, products, services, and the like to their users. Many web
sites require a user to “register” before their web servers will
grant access to the user. During registration, a user typically
supplies personal information such as username, account
number, address, telephone number, e-mail address, com-
puter platform, age, gender, and/or hobbies to the registering
web site. The registration information may be necessary to
complete transactions (e.g., commercial or financial transac-
tions). Typically, the information also permits the web site to
contact the user directly (e.g., via electronic mail) to
announce, for example, special promotions, new products, or
new web site features. Additionally, web sites often collect
user information so web site operators can better target future
marketing activities or adjust the content provided by the
sites.

[0004] When registering a user for the first time, a web site
may request that the user select a login identifier, or login 1D,
and an associated password. The login ID allows the web site
to identify the user and retrieve information about the user
during subsequent user visits to the web site. Generally, the
login ID is unique to the web site such that no two users have
the same login ID. The combination of the login ID and
password associated with the login ID allows the web site to
authenticate the user during subsequent visits to the web site.
The password also prevents others (who do not know the
password) from accessing the web site using the user’s login
ID. This password protection is particularly important if the
web site stores private or confidential information about the
user, such as financial information or medical records.
[0005] Using a presently available multi-site user authen-
tication system, a web user can maintain a single login 1D
(and associated password) for accessing multiple, affiliated
web servers or services. Such a system permits the user to
establish a unique account identified by, for example, an
e-mail address.

[0006] Large Internet service providers often have many
different web sites through which they offer services to con-
sumers. Moreover, a single web service can actually be made
up of many different content providers. Other sites may be
used to provide content related to children’s interests, e-shop-
ping, news, and so forth. Consumers usually perceive these
related sites as being essentially the same service. Further, as
Internet usage migrates to a subscription-based model that
includes content and services from a variety of different sites,
the need exists for automatically authenticating a user for
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related sites and accurately sharing common information
(e.g., billing and subscription information) between related
sites.

[0007] As described above, a web site often gathers per-
sonal information about its users for later use. A typical
privacy statement for a web site describes how the site pro-
tects and uses personal information. The policy will likely
specify first what information the site collects. For example,
the site may maintain a profile for the user including infor-
mation such as the user’s e-mail address, first and last name,
country or region, state or territory, ZIP code or postal code,
language preference, time zone, gender, birth date, occupa-
tion, telephone number(s), credit card information, billing
and shipping addresses, password, PIN, secret question and
secret answer, clothing sizes, music preferences, and the like.
Inasmuch as this profile information can be quite sensitive,
the typical policy also specifies how the information will or
will not be used. For example, a web site’s privacy policy may
forbid the site from selling or renting a user’s personal infor-
mation without prior consent. The same policy, however, may
detail a number of permitted uses (e.g., resolving customer
support inquiries, performing statistical analyses of the site’s
services, conforming to legal requirements, protecting the
personal safety of users or the public). A typical policy often
specifies certain circumstances under which disclosures or
uses of information are permitted and those other circum-
stances under which they are not.

[0008] Presently, there exist systems and methods for auto-
matically authenticating a user for access to a site or service if
the user has previously signed in to another site or service.
Such prior systems and methods automatically sign in the
user to the latter site or service by performing a “silent”
authentication, i.e., signing in the user to the latter site or
service without re-asking for user credentials (e.g., login ID
and password).

[0009] As one particular example of the prior systems and
methods, a user may navigate to a first selected service,
namely, Service A, by using a browser of a client computer. If
the user is not already signed in to Service A, Service A may
provide a link on the web page for the user to sign into Service
A. When the user clicks on this link, he or she is redirected to
a web page hosted by an authentication server, at which point
the authentication server prompts the user for his or her user
credentials. Since the user is forced to submit his or her user
credentials, such prompting for credentials is referred to as a
“hard authentication.” If the submitted user credentials have
been successfully authenticated, the authentication server
may issue a cookie in the domain of the authentication server,
which includes an encrypted authentication ticket that
authenticates the user. This encrypted authentication ticket
may contain a simple “access” token, which verifies that the
user is who he or she claims to be. It also may contain some of
the “profile” data. The authentication server then stores this
cookie, which is in the domain of the authentication server, on
the client computer and redirects the browser to a return
uniform resource locator (URL) in the domain of Service A.
This return URL includes several parameters on its query
string, including a parameter that specifies the authentication
ticket encrypted specifically to Service A as well as opera-
tional parameters specific to Service A. After the browser is
redirected to the return URL of Service A, Service A may use
the query string parameters to issue a cookie written in its own
domain and store this cookie on the client computer. Again,
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this cookie may contain both the simple access token and
some encrypted form of the profile data.

[0010] And in this example, the user may later use the
browser to navigate to Service B. If Service A and Service B
are in the same domain and if the user is still signed in to
Service A, then Service B can silently redirect the user to the
authentication server to sign in the user to itself. But if the user
is no longer signed in to Service A, then the user would be
forced by Service B to provide his or her user credentials (i.e.,
by performing a hard authentication), which may not be an
acceptable user experience from the perspective of Service B.
[0011] As can be seen in this example, even though the
prior systems and methods allow the user to be “silently”
signed in to Service B (i.e., signing in without resubmitting
the user credentials), such “silent” authentication is limited to
situations where Service A and Service B are within the same
domain and situations where performing a hard authentica-
tionto sign inthe user is acceptable to Service B when the user
is not already signed in to Service A). This is because cookies
are domain-specific, and accordingly, sites or services in one
domain may not access cookies issued by sites or services in
a different domain. For various reasons, many of the sites or
services owned by a service provider may be in different
domains, even though it is clear to the users that they are
affiliated. Some examples of such situations include sites or
services in international domains. Also, many sites or ser-
vices today may not desire to force a hard authentication on a
user if it is unnecessary but would prefer to obtain the user’s
credentials if they are already available from another authen-
tication transaction.

[0012] Currently, there are several approaches to authenti-
cate a user when Service A and Service B are in different
domains and when Service B does not wish to perform a hard
authentication on the user. In one approach, the return URL of
the destination site, namely, Service B, may include a special
parameter that indicates the sign-in status of the user at the
calling site, namely, Service A. Service B can then perform a
“silent” authentication for the user. This may involve some
logic on Service A to pass this special parameter to Service B
and some logic on Service B to respond to this special param-
eter. In addition, since most cross-site links direct users
through a central redirect server, this central redirect server
may detect the sign-in status of the user at Service A and
handle the necessary sign-in to Service B. Problems of this
approach, however, are that it is difficult to implement links
with special parameters and that it requires special coordina-
tion between Service A and Service B. And this approach
does not address cases where the user navigates to Service B
directly or through a link in a hotlist, bookmark list, or Favor-
ites folder (i.e., without clicking a link on a web page of
Service A that directs to Service B).

[0013] In another approach, after the user is signed in to
Service A, the post sign-in web page of Service A may include
some logic to determine an alternate domain, in this case
Service B, and get the user signed in to the alternate domain.
But this approach requires sites or services to implement extra
logic on their post sign-in web pages. It also requires services
to be aware of the alternate domains to perform this post-
processing and accordingly is error-prone. And there lacks a
consistent technique for determining whether a particular site
or service is the alternate domain of another site or service.
[0014] In yet another approach, if the user is signed in to
Service A, Service A can get the user signed in to Service B by
first redirecting the user to a web page of Service B, signing in
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the user for Service B via the authentication server, and then
redirecting the user back to Service A. A cookie is then issued
in the domain of Service A to indicate that the sign-in for
Service B was performed. In an alternative approach, after the
user navigates to Service B and after Service B determines
that the user is not signed in to Service B, Service B may
check if the user is signed in to an alternate domain, i.e.,
Service A. Specifically, Service B may check with Service A
to see if the user is signed in to Service A. Service A would
then check if the user is signed in to itself, and if so, get the
user signed in to Service B via the authentication server. The
problem of this approach is that if the user is not signed in to
Service A, it is difficult to avoid having the sign-in status
checked for most web pages of Service A. This may cause
significantly increased rendering time for the user. And the
services would need to implement extra logic in order to sign
in the user to an alternate domain. This may be prohibitive for
large service providers and may be error-prone. Such an
approach also does not perform well when there are multiple
domains in the same group because checking with each one of
the multiple domains is not practical.

[0015] As canbe seen in the described approaches, the user
is required to access the authentication server again when
attempting to sign in to an alternate domain even though he or
she has already been authenticated by the authentication
server. This generates an extra set of server redirects and, as a
result, decreases the response time of the authentication
server and increases the latency for the user to sign in. Prior
systems and methods further fail to allow sites to implement
cross-domain authentication that does not request available
user credentials without cumbersome coding and coordina-
tion between the sites. The failure of the prior systems and
methods to provide effective cross-domain authentication
thus impairs users’ expectations that a single login 1D auto-
matically provides access to multiple, affiliated sites and ser-
vices even if they are in different domains.

[0016] Accordingly, a solution is needed that effectively
provides a user access to sites or services across different
domains while complying with a set of business rules and
without requesting available user credentials.

SUMMARY OF THE INVENTION

[0017] Embodiments of the invention overcome one or
more deficiencies in the prior art by providing, among other
things, cross-domain, soft authentication for a user seeking
access to multiple, affiliated sites, services, or applications.
When a user of a client computer visits a first site, embodi-
ments of the invention advantageously allow the user to be
automatically signed in to the first site if the user has previ-
ously signed in to another site that implements a common set
of'business rules such as privacy statements with the first site.
If the user has not previously signed in to another site that
implements a common set of privacy statements, then an
authentication server advantageously stores a cookie on the
client computer to indicate that the user has visited the first
site. Thereafter, when the user signs in to another site that
implements a common set of business rules such as privacy
statements with the first site, one embodiment of the invention
effectively determines that the user has visited the first site
based on the cookie stored on the client computer. Accord-
ingly, one embodiment of the invention advantageously signs
in the user to the first site based on the user credentials
submitted to the other site for hard authentication. One or
more other embodiments of the invention also effectively
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avoid the need for the first site to authenticate the user again
if it has already requested to authenticate the user. As such,
when the user later visits the first site, he or she will appear to
have already been authenticated.

[0018] Inoneembodiment ofthe invention, the first site can
determine if the user has been authenticated for another site
that shares the same business rules (e.g., privacy statements)
with the first site without apparent interruption to the user’s
navigation experience. Further, one embodiment of the inven-
tion advantageously notifies the first site when the user has
been “hard” authenticated by another site that shares the same
business rules. Embodiments of the invention then allow the
first site to re-authenticate the user when the user revisits the
first site, thus preventing unnecessary and unwanted user
navigation across different sites. In addition, according to one
embodiment of the invention, the client computer communi-
cates with an authentication server via an image tag instead of
via a redirect to prevent the authentication server from
becoming a single point of failure for the services and to
eliminate security concerns that result from including a
source script to obtain the user’s authentication ticket. More-
over, the features of embodiments of the present invention
described herein are less laborious and easier to implement
than currently available techniques as well as being economi-
cally feasible and commercially practical.

[0019] Briefly described, a method employing aspects of
the invention provides a first service and a second service to a
user via a client coupled to a data communication network.
The first service is provided by a first network server also
coupled to the data communication network. The second
service is provided by a second network server also coupled
to the data communication network. The method includes
receiving a first request from the first network server to pro-
vide the first service to the user. The method also includes
storing first data on the client in response to the received first
request. The first data identifies the first service. The method
further includes receiving a second request from the second
network server to provide the second service to the user. The
method includes allowing the user access to the second ser-
vice in response to the received second request. In response to
allowing the user access to the second service, the method
includes allowing the user access to the first service as a result
of the stored first data.

[0020] In another embodiment of the invention, a method
employing aspects of the invention provides a first service and
a second service to a user via a client coupled to a data
communication network. The first service is provided by a
first network server also coupled to the data communication
network. The second service is provided by a second network
server also coupled to the data communication network. The
method includes receiving a first request from the first net-
work server to provide the first service to the user. The method
also includes allowing the user access to the first service in
response to the received first request. The method includes
storing first data on the client in response to allowing the user
access to the first service. The first data identifies a first policy
group associated with the first service. The method also
includes receiving a second request from the second network
server to provide the second service to the user. If the second
service is associated with the first policy group identified by
the stored first data, the method includes allowing the user
access to the second service in response to the received sec-
ond request. If the second service is not associated with the
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first policy group identified by the stored first data, the
method includes updating the stored first data to identify the
second service.

[0021] In yet another embodiment of the invention, a sys-
tem employing aspects of the invention is adapted to provide
services to the user. The system includes a first network server
coupled to a data communication network. The first network
server is configured to provide a first service to a user via a
client also coupled to the data communication network. The
system also includes a second network server coupled to the
data communication network. The second network server is
configured to provide a second service to the user via the
client. The system further includes a central server coupled to
the data communication network. The central server is con-
figured to receive a first request from the first network server
to provide the first service to the user and a second request
from the second network server to provide the second service
to the user. The first network server is configured to direct the
first request to the central server. The central server is further
configured to generate and store first data that identifies the
first service on the client in response to receiving the first
request. The second network server is configured to direct the
second request to the central server. In response to the
received second request, the central server is configured to
allow the user access to the second service. And in response to
allowing the user access to the second service, the central
server is configured to allow the user access to the first service
as a result of the stored first data.

[0022] Infurther yet another embodiment of the invention,
a system employing aspects of the invention is adapted to
provide services to a user. The system includes a first network
server coupled to a data communication network. The first
network server is configured to provide a first service to a user
via a client also coupled to the data communication network.
The system also includes a second network server coupled to
the data communication network. The second network server
is configured to provide a second service to the user via the
client. The system further includes a central server coupled to
the data communication network. The central server is con-
figured to receive a first request from the first network server
to provide the first service to the user and a second request
from the second network server to provide the second service
to the user. The system further includes a database associated
with the central server. The database is configured to store
information identifying a first policy group associated with
the first service and a second policy group associated with the
second service. In response to the received first request, the
central server is configured to allow the user access to the first
service and to generate and store first data on the client based
on the stored information. The first data identifies the first
policy group associated with the first service. If the second
policy group identified by the stored information is the same
as the first policy group identified by the stored first data, the
central server is configured to allow the user access to the
second service in response to the received second request. If
the second policy group identified by the stored information is
not the same as the first policy group identified by the stored
first data, the central server is configured to update the stored
first data to identify the second service in response to the
received second request.

[0023] Infurther yet another embodiment of the invention,
computer-readable media employing aspects of the invention
have computer-executable components for providing a first
service and a second service to a user via a client coupled to
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a data communication network. The first service is provided
by a first network server also coupled to the data communi-
cation network. The second service is provided by a second
network server also coupled to the data communication net-
work. The computer-readable media include a redirect com-
ponent for receiving a first request from the first network
server to provide the first service to the user and for receiving
a second request from the second network server to provide
the second service to the user. The computer-readable media
also include a response component for storing first data iden-
tifying the first service on the client in response to the received
first request. The computer-readable media further include an
authentication component for allowing the user access to the
second service in response to the received second request.
And in response to allowing the user access to the second
service, the authentication component is adapted to allow the
user access to the first service as a result of the stored first
data.

[0024] Computer-readable media having computer-execut-
able instructions for performing methods of providing ser-
vices to a user embody further aspects of the invention.
[0025] Alternatively, embodiments of the invention may
comprise various other methods and apparatuses.

[0026] Other features will be in part apparent and in part
pointed out hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0027] FIG. 11is a block diagram illustrating an exemplary
network environment in which one embodiment of the
present invention may be utilized.

[0028] FIG. 2 is a diagram illustrating an exemplary inter-
action between client computer systems, affiliate servers, and
central server of FIG. 1.

[0029] FIG. 3 is a diagram illustrating process flow accord-
ing to one embodiment of the invention for providing services
1o a user.

[0030] FIG. 4 is a diagram illustrating process flow accord-
ing to another embodiment of the invention for providing
services to a user.

[0031] FIG. 5 is an exemplary flow diagram illustrating
process flow according to one embodiment of the invention
for signing in a user to a site or service without forcing the
user to provide user credentials.

[0032] FIG. 6 is a block diagram illustrating an exemplary
embodiment of a suitable computing system environment in
which one embodiment of the invention may be implemented.
[0033] Corresponding reference characters indicate corre-
sponding parts throughout the drawings.

DETAILED DESCRIPTION OF THE INVENTION

[0034] Referring now to the drawings, FIG. 1 illustrates an
exemplary network environment in which embodiments of
the present invention may be utilized for authenticating a user
across different domains. Embodiments of the invention
relate to cross-internet collaboration between web sites as
part of, for example, a distributed, multi-site user authentica-
tion system. Such services provide a user with the ability to
access one or more participating web sites or resources with
a single sign-in. Although the participating sites (referred to
herein as “affiliates” or “affiliate sites’”) maintain control over
permissions, they use the authentication service rather than
hosting and maintaining their own proprietary authentication
systems. According to one embodiment of the invention, the
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affiliate sites are members of a “service group” or “shared
services group” because they represent a group of indepen-
dent site IDs thattogether provide a user with a set of services.
Shared services groups, however, need not employ the same
business rules (or business logic). As used herein, “policy
group” or “consent group” refers to a predefined group of
sites (or services/applications generally) that have a shared
set of business rules to restrict authentication of a user across
different domains. For example, this shared set of business
rules may identify a common set of permission standards
(e.g., a common privacy policy).

[0035] InFIG. 1, one or more client computer systems 162
are coupled to a data communication network 164. In this
exemplary embodiment of the invention, the network 164 is
the Internet (or the World Wide Web). But the teachings of the
present invention can be applied to any data communication
network. Multiple affiliate servers 166 are also coupled to
network 164. The affiliate servers 166 may be referred to as
“web servers” or “network servers” generally.

[0036] A central server 170 coupled to network 164 allows
communication between itself, client computer systems 162,
and web servers 166. In operation, one or more client com-
puter systems 162 can access affiliate servers 166 via network
164. Although sometimes referred to as an “authentication
server” or “login server” in connection with FIG. 1, the cen-
tral server 170 in the illustrated embodiment is also a web
server capable of interacting with web browsers and other
web servers. In this example, server 170, client computer
systems 162, and web servers 166 communicate data among
themselves using the hypertext transfer protocol (HTTP), a
protocol commonly used on the Internet to exchange infor-
mation.

[0037] FIG. 1 further illustrates a database 172 coupled to
server 170. In one embodiment, the database 172 includes
information (i.e., credentials) necessary to authenticate a reg-
istered user of one of the client computer systems 162 (as well
as other users on the network). The database 172 also main-
tains a profile store for registered users and identifies which
elements ofthe user profile information should be provided to
a particular affiliate server 166 when the user accesses its
service. In general, a credential is a means for generating an
authenticated reference to a single account identifier. For
example, an e-mail address sign-in name and password, a
mobile phone number and PIN, and a biometric signature are
credentials that can be associated with the same profile data.
Again, the sites/services of affiliated servers 166 may employ
a set of business rules, which may be one or more common
privacy statements of a hosting service or any other types of
rules enforced on the hosting service. Further, the authenti-
cation service provided by central server 170 regulates the
business rules across different and independent groups of
sites/services (e.g., policy groups). In another embodiment of
the invention, database 172 also stores records indicating
which site IDs match to which policy group 1D or service
group ID. That is, the records indicate which affiliate sites are
members of a particular policy group or service group.
[0038] Althoughdatabase 172 is shownin FIG. 1asasingle
storage unit separate from central server 170 for convenience,
it is to be understood that in other embodiments of the inven-
tion, database 172 may be one or more memories included
within or separate from server 170. In a federated environ-
ment, for example, a plurality of servers 170 may be used to
provide authentication, shared services management, policy
and permissions management, and the like.
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[0039] The server 170, as described herein, may be part of
an authentication system that authenticates a user of client
computer 162 seeking access to a particular one of the affiliate
servers 166. In this embodiment, server 170 first requests
authenticating login information from the user, such as the
user’s login ID and password. If the user is successfully
authenticated, the server 170 of FIG. 1 routes the user’s client
computer 162 to the appropriate affiliate server 166 for per-
forming a desired service for the user.

[0040] In one embodiment, an “affiliate server” is a web
server that has “registered” or otherwise established a rela-
tionship or affiliation with central server 170. A particular
affiliate server 166 includes a code sequence (not shown) that
allows the affiliate server to communicate with server 170
when a user (who is also registered with server 170) requests
access to affiliate server 166. Additional details regarding an
exemplary authentication process and the interaction
between client computer 162, affiliate servers 166, and server
170 are provided below.

[0041] Before executing the authentication process, both
the user of client computer system 162 and the operator(s) of
affiliate servers 166 “register” with server 170. This registra-
tionis a one-time process that provides necessary information
to the authentication system. According to one embodiment
of the invention, this registration also provides the user with
his or her first opportunity to grant consent for the sharing of
certain personal information or to learn about particular busi-
ness rules governing cross-domain authentication.

[0042] The user of client computer system 162 registers
with server 170 by providing information about the user
and/or client computer system 162, such as, the user’s name,
mailing address, and e-mail address. As part of the user reg-
istration process, the user is assigned (or selects) a login ID,
which is a common login ID, used to access an affiliate server
(e.g., server 166). The login ID may also be referred to herein
as a “username,” “member name,” or “login name.” In an
alternative embodiment of the invention, the user information
is provided to central server 170 and the login ID is assigned
to the user as part of the process of signing up with a first
affiliate site that uses the authentication service of central
server 170.

[0043] Additionally, the user selects a password associated
with the login ID that is used for authentication purposes.
After registering and logging into server 170, the user can
visit an affiliate server 166 (i.e., affiliate servers that are also
registered with the same authentication server) often without
reentering user information that is already included in the
associated user profile. An embodiment of the present inven-
tion sets forth identifying the user account, or profile, by a
unique account identifier.

[0044] The central server 170 of FIG. 1, i.e., the authenti-
cation server in this embodiment, validates the username/
password provided by the user. Server 170 handles the
authentication response by comparing the login data to the
entries in database 172. If the username and password match
an entry in the database 172, the user is authenticated. A
unique identifier (e.g., Passport Unique Identifier (PUID))
and a user profile corresponding to the authenticated user are
extracted from the database. In this embodiment, when a user
registers an account, the account is assigned a PUID that
becomes the unique identifier for the account. The PUID is,
for example, a 64-bit number that the authentication server
sends (e.g., encrypted) to affiliate servers 166 as the authen-
tication credential when the user signs in. This unique iden-
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tifier makes it possible for the sites to determine whether the
user is the same person from one sign-in session to the next.
[0045] FIG. 2 is a diagram illustrating an exemplary imple-
mentation of one embodiment of the present invention and the
interaction between central server 170, multiple client com-
puter systems 162, and affiliate servers 166. The illustrated
example of FIG. 2 describes the situation in which the user of
client computer system 162 has not yet logged into an affiliate
server 166 and has not yet been authenticated by central
server 170. Furthermore, in the illustrated example of FIG. 2,
Service A, Service B, and Service C may be in different
domains. The consecutively numbered lines with reference
characters of 202-238 in FIG. 2 illustrate the flow of infor-
mation or activities during one exemplary process.

[0046] In the exemplary process flow of FIG. 2, the user
navigates to a first selected service, namely, Service A, by
using a browser of client computer system 162 at 202. Within
Service A, there may be web pages that the service adminis-
trator would require the user to be authenticated in order to
grant the user access to these web pages. For example, such
web pages may provide personalized content or premium
content that the user has registered for and subscribed with
Service A. And these web pages may serve targeted adver-
tisements to the user based on the profile information stored in
database 172.

[0047] On the other hand, there may be web pages within
Service A that the service administrator would prefer but does
not require the user to be authenticated in order to grant the
user access to these web pages. For such web pages that
provide “free-reach” contents, having a unique identifier for
tracking the user or for serving targeted advertisements would
be useful, but requiring the user to be authenticated may
constitute a barrier for accessing Service A. In other words,
these web pages “desire” authentication from the perspective
of Service A but does not require it. Accordingly, Service A
implements “soft authentication” for these web pages. Soft
authentication allows these web pages of Service A to obtain
the user credentials if the user is already signed in to a site that
shares the same set of business rules with Service A but does
not request the credentials from the user if the user is not
already signed in to the site. That is, by implementing soft
authentication, Service A can obtain the user information
(e.g., authentication ticket and/or profile information) if it is
already submitted to another site that shares the same set of
business rules but would not force the user to provide this user
information if it is not already available.

[0048] Thus, after the user navigates to Service A, Service
A determines that the user has not been authenticated by
central server 170. But since Service A provides free-reach
contents and since the user has not decided to be authenticated
(e.g., by clicking a link to sign in), Service A does not redirect
the browser of client computer system 162 to a URL that
prompts the user for his or her credentials. Instead, Service A
includes an image tag in a web page rendered to the browser
of client compute system 162. The image tag points the
browser to a “Desire Authentication™ (or “Soft Authentica-
tion”) URL of central server 170 at 204 and 206. Alterna-
tively, Service A may redirect the browser to the Desire
Authentication URL of central server 170. But using the
image tag to communicate with central server 170 instead of
via a redirect prevents central server 170 from becoming a
single point of failure for the affiliate sites/services and elimi-
nates security concerns that result from including a source
script to obtain the user’s authentication ticket.
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[0049] While the Desire Authentication URL does not
prompt the user for his or her credentials, it nevertheless
indicates to central server 170 that Service A desires to
authenticate the user. In other words, by accessing the Desire
Authentication URL, Service A directs to central server 170 a
request to provide a service to the user. Accordingly, central
server 170 at 208 issues a Visited Sites cookie (e.g., named
MSPSoftVis) written in the domain of central server 170 and
stores the Visited Sites cookie on client computer system 162
to indicate that Service A desires to authenticate the user.
Furthermore, central server 170 at 209 would return access
denial HTTP status code 400 indicating that Service A has
expressed a desire to authenticate the user but presently is not
able to because the user has not yet decided to sign in. At 210,
the script code from Service A would then issue a Desire
Authentication cookie (e.g., named MSPSA) written in its
own domain and store this Desire Authentication cookie on
client computer system 162. And Service A may provide its
free-reach contents to the user.

[0050] On a subsequent visit to Service A or within subse-
quent web pages of Service A, Service A would also deter-
mine that the user has not been authenticated by central server
170. The code that includes the image tag pointing to the
Desire Authentication URL, however, would see the Desire
Authentication cookie previously issued by Service A, which
indicates that Service A has already expressed a desire to
authenticate the user and, accordingly, would not result in
using the image tag. This prevents Service A from conducting
multiple requests and avoids central server 170 from receiv-
ing multiple authentication requests when the user has not yet
decided to be authenticated.

[0051] Thereafter, the user uses the browser of client com-
puter system 162 to navigate to Service B at 211. Service B
requires the user to be authenticated because it provides per-
sonalized or premium content to the user. As a result, Service
B redirects the browser to an Authentication URL of central
server 170 at 212 and 214. The Authentication URL prompts
the user for his or her credentials at 216, and the user submits
his or her credentials to central server 170 at 218. At 220,
central server 170 then compares the submitted credentials
with an entry stored in database 172. If the submitted creden-
tials match an entry stored in database 172, then central server
170 obtains a profile associated with the submitted creden-
tials at 222. Central server 170 further issues a cookie written
in its own domain and stores this cookie on the browser of
client computer system 162 at 224. Central server 170 at 226
then redirects the browser to a return URL of Service B with
an encrypted authentication ticket and profile information
attached.

[0052] Inaddition, central server 170 also sees that another
site, namely, Service A, has expressed a desire to authenticate
the user. Accordingly, central server 170 may authenticate the
user for Service A as well. Since the user has already signed
in to the same policy group to which Service A belongs,
central server 170 may notify Service A that the user has
signed in to this policy group. Central server 170 thus con-
structs an array of image tags, which point to a URL provided
by Service A. This URL then clears the Desire Authentication
cookies issued by Service A so that when the user returns to
Service A thereafter, Service A will try to “soft authenticate”
the user.

[0053] In an alternative embodiment of the invention, such
a notification to Service A is accomplished via an extra set of
redirects to Service A. Specifically, if there are one or more
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sites that “desire” authentication, central server 170 would
one by one redirect the browser through scripts on these sites
and pass in the user credentials in order for the sites to issue
authentication cookies in their own domains.

[0054] It is also possible to copy the cookie issued by cen-
tral server 170 from the domain of Service B to the domain of
Service A. Specifically, when central server 170 redirects the
browser to the return URL of Service B, the query string
would indicate a list of site IDs that desire authentication,
including the site ID of Service A. Service B would then
render a web page to the browser of client computer system
162, which includes an image tag (e.g., a gif) for the site ID of
Service A. This image tag may direct to a script of Service A
that obtains the cookie values on the query string issued by
central server 170 (including the authentication ticket and
profile information) and that writes these values into a cookie
in the domain of Service A. In addition, Service B may store
a value on client computer system 162 indicating that the
issued cookie was copied to Service A, and thus a delete script
of Service B may redirect the client computer system 162 to
a delete script of Service A when the user decides to sign out
of both services.

[0055] Theissued cookie may be copied as part of the initial
sign-in to Service B. But if Service B fails to include the
image tag, the user would be left in a state where central
server 170 would have cleared the Visited Sites cookie issued
in its own domain to indicate Service A as desiring authenti-
cation. To address this problem, Service B includes one image
tag in the domain of central server 170 for the site ID of
Service A and one image tag to clear the Visited Sites cookie
issued by central server 170. Alternatively, instead of having
the image tag for the site ID of Service A to redirect and
perform the sign-in, this image tag could clear the Desire
Authentication cookie issued by Service A that indicates Ser-
vice A has already expressed a desire to authenticate the user.
This means that when the user revisits Service A, a call to the
Desire Authentication URL would result in a redirect to cen-
tral server 170, as the Desire Authentication cookie previ-
ously issued by Service A is no longer stored on client com-
puter system 162. Since the user now has already been
authenticated by central server 170, he or she will be auto-
matically authenticated for Service A.

[0056] In any case, the user may thereafter navigate to
Service A again at 228. This time, the Desire Authentication
cookie issued by Service A has already been cleared. Service
A thus can use an image tag on its web page to point to the
Desire Authentication URL, which will return OK to indicate
that the user can be soft authenticated by redirecting the
browser to the Desire Authentication URL. However, in cases
where a redirect with encrypted tickets is used, the user is
automatically signed in to Service A, and Service A is granted
access to the user’s profile information in order to provide
premium or personalized content to the user.

[0057] Later, when the user navigates to Service C for the
first time at 230, Service C, which may or may not require the
user to be authenticated, redirects the browser to central
server 170 for authentication at 232 and 234. Since client
computer system 162 already has a cookie written in the
domain of central server 170, central server 170 may deter-
mine that the user has already been authenticated and, accord-
ingly, does not prompt the user for his or her credentials.
Instead, central server 170 at 236 and 238 redirects the
browser to a return URL of Service C with an encrypted
authentication ticket and profile information attached.
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[0058] Again, when the user visits Service A for the first
time, Service A would redirect the browser to the Desire
Authentication URL of central server 170. According to one
embodiment of the invention, central server 170 at this point
would determine if the user has already signed in to a site
within a policy group to which Service A also belongs. If the
user has already signed in to such a site, then central server
170 would redirect the browser to the return URL of Service
A with an encrypted authentication ticket and profile infor-
mation attached to the query string. In other words, if the user
has already signed in to a site within the same policy group,
central server 170 would automatically authenticate the user
for Service A instead of delaying the authentication process.
[0059] According to one embodiment of the invention, the
cookies issued by central server 170, Service A, and Service
B are session cookies that may have encrypted time stamps.
These time stamps make these cookies expire after a pre-
defined period of time, and accordingly, the user will be
automatically signed out of these services after the predefined
period of time. In one embodiment of the invention, these
issued cookies are automatically refreshed on the client com-
puter system 162 within certain time intervals (e.g., updating
these cookies hourly). This prevents the user from being
signed out when he or she still wishes to access the services.
For example, if the cookies are not refreshed, a site that offers
personalized or premium content may not be able to identify
the user if the user stays within the current browser session
longer than the predefined period oftime. In another example,
unless the cookies are constantly refreshed, a service may
stop providing stock quotes because a server that responds to
extended markup language (XML) requests for stock infor-
mation may no longer know who the user is.

[0060] It is also noted that the above-described embodi-
ments of the invention are not limited to authenticating the
user for a particular site or service. The described embodi-
ments of the invention may also be utilized to provide services
to the user generally. For example, when central server 170
has determined that the user is signed in to a site within the
same policy group, instead of authenticating the user for
access to a “desire authentication” site, central server 170
may direct the site to provide data or services to the user when
the user revisits this site. In one example, such data or services
may be targeted advertisements directed to the user based on
the user’s profile information. In another example, such data
or services may be specifically designed for the demographic
profile of the user (e.g., age, geographic location). That is,
when the user revisits a “desire authentication” site, this site
may customize its content based on the user’s demographic
profile without first authenticating the user.

[0061] The following provides an exemplary code for
implementing the example illustrated in FIG. 2. A site or
service that “desires” to authenticate the user (e.g., Service A)
may include the following code in its web pages.

If mspsaCookie <> “* Then
bDoSoftAuth = false
End If
If bloggedIn Then
BDoSoftAuth = false
End If

As can be seen in this exemplary code, if the MSPSA cookie
(i.e., the Desire Authentication cookie) has already been
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issued by the service or if the user has already logged or
signed in to the service, then the service will not soft authen-
ticate the user. This allows the service to efficiently authenti-
cate the user without unnecessary roundtrips to central server
170.

[0062] FIG. 3 generally illustrates an exemplary process
flow of one method (indicated generally by reference charac-
ter 300) for providing services to a user according to one
embodiment of the invention. In the example illustrated in
FIG. 3, Service A, Service B, and Service C are members of
Policy Group P but are in different domains, while Service D
is a member of Policy Group Q. Furthermore, the illustrated
example of FIG. 3 describes the situation in which the user of
client computer system 162 has not yet logged into an affiliate
server 166 and has not yet been authenticated by central
server 170. The consecutively numbered lines with reference
characters of 302-332 in FIG. 3 illustrate the flow of infor-
mation or activities during one exemplary process.

[0063] At 302, the user uses a browser of client computer
system 162 to visit Service A via an HTTP GET request.
Because some of the web pages of Service A require the user
to be signed in, Service A at 304 may attempt to authenticate
the user, and accordingly, may respond to the HTTP GET
request with an HTTP 302 status code back to the browser
along with a return URL and a site ID of Service A in the
query string. The HTTP 302 response then redirects the
browser to a Desire Authentication URL maintained by cen-
tral server 170. At 306, the browser accesses central server
170 at the Desire Authentication URL via an HTTP GET
request and passes along the return URL and site ID of Ser-
vice A.

[0064] At 308, central server 170 checks a Visited Sites
cookie (which identifies the sites that the user has visited but
not yet been authenticated for) issued in the domain of central
server 170 and stored on client computer system 162. In this
example, the Visited Sites cookie would indicate that the user
has not yet signed in to a site within Policy Group P. Accord-
ingly, central server 170 responds to the HTTP GET request
withan HTTP 302 status code back to the browser. The HTTP
302 response then redirects the browser to the return URL of
Service A. Furthermore, central server 170 will issue or
update the Visited Sites cookie to include the site ID of Ser-
vice A in a list of site IDs that desire to authenticate the user.
Central server 170 will also access database 172 to obtain a
policy group ID associated with the site ID of Service A (i.e.,
the policy group ID of Policy Group P) and include this policy
group ID in the Visited Sites cookie along with the site ID of
Service A. This updated Visited Sites cookie is then stored on
client computer system 162. The following provides an exem-
plary format of the Visited Sites cookie according to one
embodiment of the invention.

Visited Sites cookie = [<logged__in_ groups>]:[<desire__auth_ sites>]
logged__in_ groups={@<policy__group__id>}
desire__auth_sites={@<policy__group__id>#<site_id>}

For  example, a  Visited Sites cookie of
@1 @3@5:@24$13@34%15 would indicate that the user has
signed in to sites within policy groups 1, 3, and 5, while site
13 of policy group 24 and site 15 of policy group 34 have
requested to provide services to the user and have expressed
a desire to authenticate the user.
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[0065] At 310, the browser again accesses Server A via an
HTTP GET request. Then, at 312, the browser of client com-
puter system 162 receives an HTTP 200 response from Ser-
vice A, which shows content of Service A that does not
require the user to be signed in (e.g. non-personalized con-
tent). Service A further issues a Desire Authentication cookie
in its own domain to indicate that Service A has already
requested central server 170 to authenticate the user for this
browser session. The Desire Authentication cookie is then
stored on client computer system 162. On a subsequent visit
to Service A or within subsequent web pages of Service A,
Service A will not again attempt to authenticate the user (e.g.,
by redirecting the browser to the Desire Authentication URL
of central server 170) if it sees the Desire Authentication
cookie issued in its domain stored on client computer system
162.

[0066] Thereafter, within the same browser session, the
user uses the browser of client computer system 162 to navi-
gate to Service B viaan HTTP GET request at 314. Service B
requires the user to be signed in (e.g., because Service B
provides personalized or premium content to the user).
Because the user has not been authenticated by central server
170, Service B responds to the HTTP GET request with an
HTTP 302 status code back to the browser and redirects the
browser to an Authentication URL of central server 170 at
316. Alternatively, Service B may render a link on its web
page that prompts the user to provide his or her credentials to
sign in to Service B. In any case, however, the browser is
directed to the Authentication URL of central server 170.
When directing or redirecting the browser to this Authentica-
tion URL, areturn URL and a site ID of Service B are attached
to the query string. At 318, the browser of client computer
system 162 accesses the Authentication URL of central server
170 via an HTTP GET request and passes along the return
URL and site ID of Service B to central server 170. The
Authentication URL then prompts the user for his or her user
credentials.

[0067] After central server 170 verifies the credentials sub-
mitted by the user and thus authenticates the user for Service
B (or otherwise has already signed in the user to a site within
the domain of Service B), central server 170 at 320 accesses
database 172 to obtain a policy group ID associated with the
site ID of Service B. Central server 170 then determines if this
obtained policy group ID is already recorded in the Visited
Sites cookie stored on client computer system 162. Since
Service A and Service B both belong to Policy Group P,
central service 170 will see that the policy group ID of Service
B is already recorded in the Visited Sites cookie and that the
site ID of Service A is also recorded in the Visited Sites cookie
as associated with this policy group ID. Accordingly, central
server 170 may conclude that Service A desires to authenti-
cate the user and may respond to the HTTP GET request by
rendering a web page with an HTTP 200 status code back to
the browser. According to one embodiment of the invention,
this web page includes transparent image tags (e.g., one-pixel
gif files) that direct to Expire Cookie URLs for the corre-
sponding site IDs listed in the Visited Sites cookie. These
Expire Cookie URLs may include an mspsa=1 parameter in
their query strings to indicate that the Expire Cookie URLs
are utilized to remove the corresponding Desire Authentica-
tion cookies.

[0068] At 322, as part of rendering the web page of central
server 170, the browser of client computer system 162 will
access the specified Expire Cookie URLs via HTTP GET
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requests. Upon accessing the Expire Cookie URLs (which
include the mspsa=1 query string parameter), the correspond-
ing sites (including Service A) will at 324 respond to the
HTTP GET requests with HTTP 200 status codes returning
transparent image tags. These transparent image tags include
scripts that are called to clear their corresponding Desire
Authentication cookies stored on client computer system
162. At 326, using JavaScript or other techniques, the browser
of client computer system 162 may access the return URL of
Service B via an HTTP GET request after the transparent
image tags have been set. This return URL of Service B will
pass along an encrypted authentication ticket issued by cen-
tral server 170 and profile information of the user to Service
B in order to sign in the user to Service B. At this point, central
server 170 will remove the site ID of Service A from the
Visited Sites cookie because the Desire Authentication
cookie of Service A is cleared from client computer system
162 (i.e., Service A is notified that the user has signed in to
another site within Policy Group P) and the user has effec-
tively been “soft” authenticated for Service A.

[0069] Thereafter, within the same browser session, if the
user navigates to Service A again at 328, Service A will
redirect the browser to central server 170 for authentication
because the Desire Authentication cookie issued in the
domain of Service A no longer exists on client computer
system 162. But this time, since the user has already signed in
to a site within Policy Group P, namely Service B, central
server 170 will automatically sign in the user to Service A,
and an encrypted authentication ticket and profile informa-
tion of the user will be communicated to Service A. If the user
now navigates to Service C at 330, which is also in Policy
Group P buthas not been previously visited by the user during
the current browser session, a redirect to the Desire Authen-
tication URL of central server 170 will similarly automati-
cally sign in the user to Service C.

[0070] According to one embodiment of the invention, if
Service C desires additional information from the user (e.g.,
acceptance of Terms of Usage, birthday, etc.), central server
170 would return an error code in the query string back to the
browser without an authentication ticket and user profile
information. On the other hand, if Service C does not desire
additional information from the user, central server 170
would redirect the browser to a return URL of Service C with
an authentication ticket and user profile information attached
to the query string.

[0071] Now, if the user visits Service D for the first time at
332 and has not previously signed in to a site within Policy
Group Q during the current session, then a redirect to the
Desire Authentication URL of central server 170 (which will
not prompt the user for credentials) will not automatically
sign in the user to Service D, until the user is later signed in to
a site within Policy Group Q. Accordingly, central server 170
would return an error code in the query string back to the
browser without an authentication ticket and user profile
information. It is noted that the user may still manually sign in
to Service D by, for example, clicking a link on Service D that
directs the user to the Authentication URL of central server
170 (which will prompt the user for his or her credentials).
[0072] When the user decides to sign out of a site (e.g., by
clicking a link to sign out), the browser of client computer
system 162 will similarly access a URL of central server 170
via an HTTP GET request. Central server 170 will respond to
the HTTP GET request by rendering a web page with an
HTTP 302 status code back to the browser. This web page
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also includes transparent image tags (e.g., gifs) that direct to
Expire Cookie URLs for the site IDs to which the user has
signed in. The browser will then access the specified Expire
Cookie URLs via HTTP GET requests. Upon accessing the
Expire Cookie URLs, the sites will respond to the HTTP GET
requests with HT'TP 302 status codes returning transparent
image tags. These transparent image tags include scripts that
may be called to delete the Desire Authentication cookies and
other cookies issued in their own domains. The scripts, how-
ever, will not delete the Visited Sites cookie issued by central
server 170. Instead, central server 170 will update the Visited
Sites cookie to remove the site IDs of these sign-out sites from
the Visited Sites cookie.

[0073] According to one embodiment of the invention, the
Desire Authentication URL provided by central server 170 is
the standard Authentication URL but with a special query
string parameter attached to it so that central server 170 may
recognize the “desire” authentication request. In this embodi-
ment of the invention, sites or services desiring to authenti-
cate the user via the Desire Authentication URL may include
an mspsa=1 query string parameter to the standard Authenti-
cation URL. And when the browser of client computer system
162 is redirected to the Desire Authentication URL, central
server 170 may compare the submitted site ID against the
submitted return URL. If they do not match, central server
170 may respond with a generic site-error web page back to
the browser.

[0074] According to another embodiment of the invention,
when a site or service redirects the browser to central server
170 for authentication, it may append a time window param-
eter to the query string that specifies a period of time within
which the user should be signed in to another site in order to
grant the user access to the current site or service. If the user
is not signed in to another site within this specified period of
time, then central server 170 will return an error code in the
query string back to the browser. For example, if a particular
site or service redirects the browser to the Desire Authentica-
tion URL of central server 170 with a parameter tw=600
(which indicates 600 seconds) attached to the query string,
then central server 170 will return an error code if the user’s
last sign-in to another site within the same policy group
occurred more than 600 seconds ago. In addition, the site or
service may include a force sign-in parameter in the query
string, which would force the user to resubmit his or her
credentials if the time period specified by the tw parameter
has already passed.

[0075] Inyetanother embodiment of the invention, in order
to protect the user’s privacy, the cookies such as the Visited
Sites cookie and the Desire Authentication cookie are session
cookies that do not include user specific information. Further-
more, in an alternative embodiment of the invention, instead
of allowing the user to be automatically signed in to a site
when he or she is already signed in to another site within the
same policy group, central server 170 may automatically sign
in the user when he or she is already signed in to another site
within the same service group or is already signed in to any
site.

[0076] FIG. 4 generally illustrates an exemplary process
flow of one method (indicated generally by reference charac-
ter 400) for providing services to a user according to one
alternative embodiment of the invention. Similar to FIG. 3, in
the example illustrated in FIG. 3, Service A, Service B, and
Service C are members of Policy Group P but are in different
domains, while Service D is a member of Policy Group Q.
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Furthermore, the illustrated example of FIG. 4 describes the
situation in which the user of client computer system 162 has
not yet logged into an affiliate server 166 and has not yet been
authenticated by central server 170. The consecutively num-
bered lines with reference characters of 402-428 in FIG. 4
illustrate the flow of information or activities during one
exemplary process.

[0077] At 402, the user uses a browser of client computer
system 162 to visit Service A via an HTTP GET request.
Because some of the web pages of Service A require the user
to be signed in, Service A at 404 may attempt to authenticate
the user, and accordingly, may respond to the HTTP GET
request with another HT'TP GET request to access a Desire
Authentication URL of central server 170. That is, as the
browser of client computer system downloads a web page of
Service A, a client-side HTTP GET request to access the
Desire Authentication URL of central server 170 will be
issued. This HTTP GET request will pass along a return URL
and a site ID of Service A to central server 170.

[0078] At 406, central server 170 checks a Visited Sites
cookie issued in the domain of central server 170 and stored
on client computer system 162. In this example, the Visited
Sites cookie would indicate that the user has not yet signed in
to a site within Policy Group P. Accordingly, central server
170 responds to the HTTP GET request with an HTTP 200
status code back to the browser. Specifically, central server
170 will return a script to the browser that communicates the
following parameters in the query string without an authen-
tication ticket and user profile information: mspru="";
mspsa#l. The parameter mspru="" indicates that there is no
return URL to redirect the browser. The parameter mspsa#1
indicates that the Desire Authentication URL of central server
170 is not available to sign in the user at this time.

[0079] Central server 170 will also issue or update the
Visited Sites cookie to include the site ID of Service A in a list
of site IDs that desire to authenticate the user. In addition,
central server 170 will also access database 172 to obtain a
policy group ID associated with the site ID of Service A (i.e.,
the policy group ID of Policy Group P) and include this policy
group ID in the Visited Sites cookie along with the site ID of
Service A. This updated Visited Sites cookie is then stored on
client computer system 162. At 408, the browser of client
computer system 162 receives an HTTP 200 response from
Service A, which shows content of Service A that does not
require the user to be signed in (e.g., non-personalized con-
tent). Service A further issues a Desire Authentication cookie
in its own domain to indicate that Service A has already
requested central server 170 to authenticate the user for this
browser session. The Desire Authentication cookie is then
stored on client computer system 162. On a subsequent visit
to Service A or within subsequent web pages of Service A,
Service A will not again attempt to authenticate the user (e.g.,
by redirecting the browser to the Desire Authentication URL
of central server 170) if it sees this Desire Authentication
cookie issued in its domain stored on client computer system
162.

[0080] Thereafter, within the same browser session, the
user uses the browser of client computer system 162 to navi-
gate to Service B viaan HTTP GET request at 410. Service B
requires the user to be signed in (e.g., because Service B
provides personalized or premium content to the user). Since
the user has not been authenticated by central server 170,
Service B responds to the HT'TP GET request with an HTTP
302 status code back to the browser and redirects the browser
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to an Authentication URL of central server 170 at 412. Along
with this redirect are a return URL and a site ID of Service B
attached to the query string. At 414, the browser of client
computer system 162 accesses the Authentication URL of
central server 170 via an HTTP GET request and passes along
the return URL and site ID of Service B to central server 170.
The Authentication URL then prompts the user for his or her
user credentials.

[0081] After central server 170 verifies the credentials sub-
mitted by the user and thus authenticates the user for Service
B (or otherwise has already signed in the user to a site within
the domain of Service B), central server 170 at 416 accesses
database 172 to obtain a policy group ID associated with the
site ID of Service B. Central server 170 then determines if this
obtained policy group ID is already recorded in the Visited
Sites cookie stored on client computer system 162. Since
Service A and Service B both belong to Policy Group P,
central service 170 will see that the policy group ID of Service
B is already recorded in the Visited Sites cookie and that the
site ID of Service A is also recorded in the Visited Sites cookie
as associated with this policy group ID. Accordingly, central
server 170 may conclude that Service A desires to authenti-
cate the user and may respond to the HTTP GET request by
rendering a web page with an HTTP 200 status code back to
the browser. According to one embodiment of the invention,
this web page includes transparent image tags (e.g., one-pixel
gif files) that direct to Expire Cookie URLs for the corre-
sponding site IDs listed in the Visited Sites cookie. These
Expire Cookie URLs may include an mspsa=1 parameter in
their query strings to indicate that the Expire Cookie URLs
are utilized to remove the corresponding Desire Authentica-
tion cookies.

[0082] At 418, as part of rendering the web page of central
server 170, the browser of client computer system 162 will
access the specified Expire Cookie URLs via HTTP GET
requests. Upon accessing the Expire Cookie URLs (which
include the mspsa=1 query string parameter), the correspond-
ing sites (including Service A) will at 420 respond to the
HTTP GET requests with HTTP 200 status codes returning
transparent image tags. These transparent image tags include
scripts that are called to clear their corresponding Desire
Authentication cookies stored on client computer system
162. At422, using JavaScript or other techniques, the browser
of client computer system 162 may access the return URL of
Service B via an HTTP GET request after the transparent
image tags have been set. This return URL of Service B
includes an encrypted authentication ticket issued by central
server 170 and profile information of the user attached to its
query string in order to sign in the user to Service B. At this
point, central server 170 will remove the site ID of Service A
from the Visited Sites cookie because the Desire Authentica-
tion cookie of Service A is cleared from client computer
system 162 (i.e., Service A is notified that the user has signed
in to another site within Policy Group P) and the user has
effectively been “soft” authenticated for Service A.

[0083] Thereafter, within the same browser session, if the
user navigates to Service A again at 424, Service A will
redirect the browser to central server 170 for authentication
because the Desire Authentication cookie issued in the
domain of Service A no longer exists on client computer
system 162. This time, however, since the user has already
signed in to a site within Policy Group P, namely Service B,
central server 170 will automatically sign in the user to Ser-
vice A, and an encrypted authentication ticket and profile
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information of the user will be communicated to Service A. If
the user now navigates to Service C at 426, which is also in
Policy Group P but has not been previously visited by the user
during the current browser session, a redirect to the Desire
Authentication URL of central server 170 will similarly auto-
matically sign in the user to Service C.

[0084] According to one exemplary embodiment of the
invention, if Service C desires additional information from
the user (e.g., acceptance of Terms of Usage, birthday, etc.),
central server 170 would return the following parameters in
the query string back to the browser without an authentication
ticket and user profile information: mspru=""; mspsa#1. On
the other hand, if Service C does not desire additional infor-
mation from the user, central server 170 would return the
following parameters in the query string back to the browser:
mspru="<ru>&t&p” and mspsa=1. In this scenario,
mspru="<ru>&t&p” indicates that after the user has provided
the additional information to central server 170, the browser
is redirected to the return URL “ru” of Service C with “t”
(authentication ticket) and “p” (profile information) attached
to the query string. Furthermore, mspsa=1 indicates that cen-
tral server 170 has been notified of the desire of Service C to
authenticate the user.

[0085] Now, if the user visits Service D for the first time at
428 and has not previously signed in to a site within Policy
Group Q during the current session, then a redirect to the
Desire Authentication URL of central server 170 (which will
not prompt the user for credentials) will not automatically
sign in the user to Service D, until the user is later signed in to
a site within Policy Group Q. Accordingly, central server 170
would return the following parameters in the query string
back to the browser: mspru=""; mspsa#1 (i.e., without an
authentication ticket and profile information attached). Nev-
ertheless, the user may still manually sign in to Service D by,
for example, clicking a link on Service D that directs the user
to the Authentication URL of central server 170 (which will
prompt the user for his or her credentials).

[0086] As canbe seen, in this alternative embodiment of the
invention illustrated in FIG. 4, a client-side HTTP GET
request instead of an HTTP 302 is used to access the Desire
Authentication URL of central server 170, and accordingly
does not impose dependency on the availability of central
server 170 for the user to navigate to a particular site or
service. In the example illustrated in FIG. 3, a user navigating
to a site or service will be redirected to a web page of central
server 170 via HTTP 302. The disadvantage of using HTTP
302 is that if central server 170 is unavailable (e.g., server is
down or in maintenance), the user would be rendered a “Cen-
tral Server 170 Not Found” web page with an HTTP 404
status code. On the other hand, a client-side HTTP GET as
illustrated in FIG. 4 will not direct the user to a URL of central
server 170 if central server 170 is not available. Another
advantage of the alternative embodiment of the invention
illustrated in FIG. 4 is that it reduces latency on web page
downloads. For example, in the case where a user navigates to
a site or service without having previously signed in to
another site or service within the same policy group, central
server 170 in this alternative embodiment of the invention
will set a null value for the mspru query string parameter and
a flag in the mspsa parameter to indicate that the user may not
be signed in at this time. Returning such query string param-
eters may result in decreased download latency as compared
to returning an error code as illustrated in FIG. 3. Tables 1-3
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highlight the differences between embodiments illustrated in
FIG. 3 and embodiments illustrated in FIG. 4.

TABLE 1

User Not Signed In
Scenario A: User Not Signed In

Method 300 Method 400

Client GET to site <—> 302 to
central server 170

Client GET to central server
170 <=> 302 to site

Client GET to site <—> 200 OK
Number of trips = 3

Client GET to site <—> 200 OK

Client GET to central server
170 <=> 200 OK

Number of trips = 2

TABLE 2

User Signed In
Scenario B: User Signed In

Method 300 Method 400

Client GET to site <—> 302 to
central server 170

Client GET to central server
170 <=> 302 to site

Client GET to site <—> 200 OK
Number of trips = 3

Client GET to site <—> 200 OK

Client GET to central server
170 <=> 200 OK

Number of trips = 2

TABLE 3

Central Server 170 Unavailable
Scenario C: Central Server 170 Unavailable

Method 300 Method 400

Client GET to site <—> 302 to
central server 170

Client GET to central server

170 <-> 404 Page Not Found
Net result - User is in a 404 page

Client GET to site <—> 200 OK

Client GET to central server
170 <-> 404 Page Not Found
Net result - User is in the site

[0087] According to one embodiment of the invention,
after the browser accesses the Desire Authentication URL of
central server 170 via an HTTP GET request, central server
170 will communicate a script to the site or service that
desires to authenticate the user. This site or service has a
client-side script that checks for the values of query string
parameters returned from central server 170. If the mspsa
parameter is not set to 1 and if the user is not authenticated for
the site or service by central server 170, then the site or service
may fetch the client-side script to client computer 162. In
contrast, if the mspsa parameter is set to 1 (which indicates
that central server 170 has been notified of the desire of the
site or service to authenticate the user) or if the user is authen-
ticated for the site or service, then the site or service will not
fetch the client-side script to client computer 162. APPEN-
DIX A provides an exemplary code for implementing this
process.

[0088] FIG. 5 generally illustrates an exemplary process
flow for central server 170 to sign in a user to a site or service
according to one embodiment of the invention. Beginning at
502, central server 170 determines if a browser of client
computer system 162 supports cookies. This may mean addi-
tional redirects to set a test cookie (e.g., a Visited Sites
cookie). If central server 170 determines that the browser
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does not support cookies, then central server 170 returns an
error code to the browser at 504. Conversely, if central server
170 determines that the browser supports cookies, then cen-
tral server 170 at 506 checks a Visited Sites cookie to deter-
mine ifthe site ID of the current site is associated with a policy
group of a site to which the user has already signed in. If the
site ID of the current site is not associated with such a policy
group, central server 170 returns the regular control back to
the browser of client computer system 162 at 508. But if the
site ID of the current site is associated with such a policy
group, central server 170 at 510 determines if it has already
set a Visited Sites cookie for the browser of client computer
system 162.

[0089] If central server 170 has not set a Visited Sites
cookie for the browser, central server 170 then returns the
regular control back to the browser of client computer system
162 at 508. In contrast, if central server 170 has already set a
Visited Sites cookie for the browser, central server 170 at 512
determines if the user’s last sign-in time is within a time
window specified in a query string parameter. [fthe user’s last
sign-in time is not within the specified time window, then
central server 170 returns the regular control back to the
browser of client computer system 162 at 508. On the other
hand, if the user’s last sign-in time is within the specified time
window, central server 514 builds a web page using Expire
Cookie URLs of the sites listed in the Visited Sites cookie
previously set by central server 170. At 516, central server
170 clears the Visited Sites cookie or updates the Visited Sites
cookie to remove the listed sites. At 518, central server 170
renders the built web page to the browser of client computer
system 162 and signs in the user to the current site (or authen-
ticates the user for the current site). Then, central server 170
returns the regular control back to the browser at 508.
[0090] FIG. 6 shows one example of a general purpose
computing device in the form of a computer 70. In one
embodiment of the invention, a computer such as the com-
puter 70 is suitable for use in client computer system 162,
central server 170, or an affiliate server 166.

[0091] Intheillustrated embodiments, computer 70 has one
or more processors or processing units 72 and a system
memory 74. In the illustrated embodiment, a system bus 76
couples various system components including the system
memory 74 to the processors 72. The bus 76 represents one or
more of any of several types of bus structures, including a
memory bus or memory controller, a peripheral bus, an accel-
erated graphics port, and a processor or local bus using any of
a variety of bus architectures. By way of example, and not
limitation, such architectures include Industry Standard
Architecture (ISA) bus, Micro Channel Architecture (MCA)
bus, Enhanced ISA (EISA) bus, Video Electronics Standards
Association (VESA) local bus, and Peripheral Component
Interconnect (PCI) bus also known as Mezzanine bus.
[0092] The computer 70 typically has at least some form of
computer readable media. Computer readable media, which
include both volatile and nonvolatile media, removable and
non-removable media, may be any available medium that can
be accessed by computer 70. By way of example and not
limitation, computer readable media comprise computer stor-
age media and communication media. Computer storage
media include volatile and nonvolatile, removable and non-
removable media implemented in any method or technology
for storage of information such as computer readable instruc-
tions, data structures, program modules or other data. For
example, computer storage media include RAM, ROM,
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EEPROM, flash memory or other memory technology, CD-
ROM, digital versatile disks (DVD) or other optical disk
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other
medium that can be used to store the desired information and
that can accessed by computer 70. Communication media
typically embody computer readable instructions, data struc-
tures, program modules, or other data in a modulated data
signal such as a carrier wave or other transport mechanism
and include any information delivery media. The modulated
data signal has one or more of its characteristics set or
changed in such a manner as to encode information in the
signal. Wired media, such as a wired network or direct-wired
connection, and wireless media, such as acoustic, RF, infra-
red, and other wireless media, are examples of communica-
tion media. Combinations of the any of the above are also
included within the scope of computer readable media.
[0093] The system memory 74 includes computer storage
media in the form of removable and/or non-removable, vola-
tile and/or nonvolatile memory. In the illustrated embodi-
ment, system memory 74 includes read only memory (ROM)
78 and random access memory (RAM) 80. A basic input/
output system 82 (BIOS), containing the basic routines that
help to transfer information between elements within com-
puter 70, such as during startup, is typically stored in ROM
78. The RAM 80 typically contains data and/or program
modules that are immediately accessible to and/or presently
being operated on by processing unit 72. By way of example,
and not limitation, FIG. 6 illustrates operating system 84,
application programs 86, other program modules 88, and
program data 90.

[0094] The computer 70 may also include other removable/
non-removable, volatile/nonvolatile computer storage media.
For example, FIG. 6 illustrates a hard disk drive 94 that reads
from or writes to non-removable, nonvolatile magnetic
media. FIG. 6 also shows a magnetic disk drive 96 that reads
from or writes to a removable, nonvolatile magnetic disk 98,
and an optical disk drive 100 that reads from or writes to a
removable, nonvolatile optical disk 102 such as a CD-ROM
or other optical media. Other removable/non-removable,
volatile/nonvolatile computer storage media that can be used
in the exemplary operating environment include, but are not
limited to, magnetic tape cassettes, flash memory cards, digi-
tal versatile disks, digital video tape, solid state RAM, solid
state ROM, and the like. The hard disk drive 84, and magnetic
disk drive 96 and optical disk drive 100 are typically con-
nected to the system bus 76 by a non-volatile memory inter-
face, such as interface 106.

[0095] The drives or other mass storage devices and their
associated computer storage media discussed above and illus-
trated in FIG. 6, provide storage of computer readable instruc-
tions, data structures, program modules and other data for the
computer 70. In FIG. 6, for example, hard disk drive 94 is
illustrated as storing operating system 110, application pro-
grams 112, other program modules 114, and program data
116. Note that these components can either be the same as or
different from operating system 84, application programs 86,
other program modules 88, and program data 90. Operating
system 110, application programs 112, other program mod-
ules 114, and program data 116 are given different numbers
here to illustrate that, at a minimum, they are different copies.
[0096] A user may enter commands and information into
computer 70 through input devices or user interface selection
devices such as a keyboard 120 and a pointing device 122
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(e.g., a mouse, trackball, pen, or touch pad). Other input
devices (not shown) may include a microphone, joystick,
game pad, satellite dish, scanner, or the like. These and other
input devices are connected to processing unit 72 through a
user input interface 124 that is coupled to system bus 76, but
may be connected by other interface and bus structures, such
as a parallel port, game port, or a universal serial bus (USB).
A monitor 128 or other type of display device is also con-
nected to system bus 76 via an interface, such as a video
interface 130. In addition to the monitor 128, computers often
include other peripheral output devices (not shown) such as a
printer and speakers, which may be connected through an
output peripheral interface (not shown).

[0097] The computer 70 may operate in a networked envi-
ronment using logical connections to one or more remote
computers, such as a remote computer 134. The remote com-
puter 134 may be a personal computer, a server, a router, a
network PC, a peer device or other common network node,
and typically includes many or all of the elements described
above relative to computer 70. The logical connections
depicted in FIG. 6 include a local area network (LAN) 136
and a wide area network (WAN) 138, but may also include
other networks. LAN 136 and/or WAN 138 can be a wired
network, a wireless network, a combination thereof, and so
on. Such networking environments are commonplace in
offices, enterprise-wide computer networks, intranets, and
global computer networks (e.g., the Internet).

[0098] When used in a local area networking environment,
computer 70 is connected to the LAN 136 through a network
interface or adapter 140. When used in a wide area network-
ing environment, computer 70 typically includes a modem
142 or other means for establishing communications over the
WAN 138, such as the Internet. The modem 142, which may
be internal or external, is connected to system bus 76 via the
user input interface 134, or other appropriate mechanism. In
anetworked environment, program modules depicted relative
to computer 70, or portions thereof, may be stored in a remote
memory storage device (not shown). By way of example, and
not limitation, FIG. 6 illustrates remote application programs
144 as residing on the memory device. It will be appreciated
that the network connections shown are exemplary and other
means of establishing a communications link between the
computers may be used.

[0099] Generally, the data processors of computer 70 are
programmed by means of instructions stored at different
times in the various computer-readable storage media of the
computer. Programs and operating systems are typically dis-
tributed, for example, on floppy disks or CD-ROMs. From
there, they are installed or loaded into the secondary memory
of'a computer. At execution, they are loaded at least partially
into the computer’s primary electronic memory. Embodi-
ments of the invention described herein include these and
other various types of computer-readable storage media when
such media contain instructions or programs for implement-
ing the steps described herein in conjunction with a micro-
processor or other data processor. One embodiment of the
invention also includes the computer itself when programmed
according to the methods and techniques described below.
[0100] For purposes of illustration, programs and other
executable program components, such as the operating sys-
tem, are illustrated herein as discrete blocks. It is recognized,
however, that such programs and components reside at vari-
ous times in different storage components of the computer,
and are executed by the data processor(s) of the computer.
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[0101] Although described in connection with an exem-
plary computing system environment, including computer
70, an embodiment of the invention is operational with
numerous other general purpose or special purpose comput-
ing system environments or configurations. The computing
system environment is not intended to suggest any limitation
as to the scope of use or functionality of embodiments of the
invention. Moreover, the computing system environment
should not be interpreted as having any dependency or
requirement relating to any one or combination of compo-
nents illustrated in the exemplary operating environment.
Examples of well known computing systems, environments,
and/or configurations that may be suitable for use with
embodiments of the invention include, but are not limited to,
personal computers, server computers, hand-held or laptop
devices, multiprocessor systems, microprocessor-based sys-
tems, set top boxes, programmable consumer electronics
including mobile phones, network PCs, minicomputers,
mainframe computers, distributed computing environments
that include any of the above systems or devices, and the like.

[0102] Embodiments of the invention may be described in
the general context of computer-executable instructions, such
as program modules, executed by one or more computers or
other devices. Generally, program modules include, but are
not limited to, routines, programs, objects, components, and
data structures that perform particular tasks or implement
particular abstract data types. Embodiments of the invention
may also be practiced in distributed computing environments
where tasks are performed by remote processing devices that
are linked through a communications network. In a distrib-
uted computing environment, program modules may be
located in both local and remote computer storage media
including memory storage devices.

[0103] In operation, computer 70 executes computer-ex-
ecutable instructions such as those described herein to pro-
vide services to a user via a client coupled to a data commu-
nication network. A first network server coupled to the data
communication network is configured to provide a first ser-
vice to the user via the client. A second network server
coupled to the data communication network is configured to
provide a second service to the user via the client. Computer-
executable instructions receive a first request from the first
network server to provide the first service to the user. Com-
puter-executable instructions store first data on the client in
response to the received first request. The first data identifies
the first service. Computer-executable instructions receive a
second request from the second network server to provide the
second service to the user. Computer-executable instructions
allow the user access to the second service in response to the
received second request. After the user is allowed access to
the second service, computer-executable instructions further
allow the user access to the first service as a result of the stored
first data.

[0104] The following provides one particular example of
user scenario according to one embodiment of the invention.
John lives in the United Kingdoms. He has foo.co.uk as his
home page, but chooses not to be automatically signed in
when his browser session opens. Accordingly, when John
opens his browser session and navigates to foo.co.uk, foo.co.
uk will determine that John is not signed in to a site within the
same policy group as foo.co.uk (e.g., foo.com). But foo.co.uk
decides not to prompt John for his credentials and thus pro-
vides John with non-personalized, free-reach content. Later,
John visits foo.com, which is in the same policy group as
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foo.co.uk and requires credentials from John in order to allow
John access to its contents. After John has been authenticated
for foo.com, he then navigates back to foo.co.uk. At this
point, John will be automatically authenticated for foo.co.uk
without resubmitting his credentials because he has already
been authenticated for foo.com. As a result, John may now
access personalized or premium content of foo.co.uk. When
John clicks a link to sign out, he will be signed out of foo.com,
foo.co.uk, and other sites within the same policy group as
foo.com and foo.co.uk.

[0105] Information in this document, including uniform
resource locator and other Internet web site references, is
subject to change without notice. Unless otherwise noted, the
example companies, organizations, products, domain names,
e-mail addresses, logos, people, places and events depicted
herein are fictitious, and no association with any real com-
pany, organization, product, domain name, e-mail address,
logo, person, place or event is intended or should be inferred.

[0106] The order of execution or performance of the meth-
ods illustrated and described herein is not essential, unless
otherwise specified. That is, it is contemplated by the inven-
tors that elements of the methods may be performed in any
order, unless otherwise specified, and that the methods may
include more or less elements than those disclosed herein.

[0107] When introducing elements of the present invention
or the embodiments thereof, the articles “a,” “an,” “the,” and
“said” are intended to mean that there are one or more of the
elements. The terms “comprising,” “including,” and “having”
are intended to be inclusive and mean that there may be

additional elements other than the listed elements.

[0108] Inview of the above, it will be seen that the several
objects of the invention are achieved and other advantageous
results attained.

[0109] As various changes could be made in the above
constructions and methods without departing from the scope
of embodiments of the invention, it is intended that all matter
contained in the above description and shown in the accom-
panying drawings shall be interpreted as illustrative and not in
a limiting sense.

APPENDIX A

The following provides an exemplary code for implementing soft
authentication according to embodiments of the invention.

<%
Function DoSoftAuth
If bDoSoftAuth Then
Dim AuthURL : AuthURL =
oMgr. AuthURL(Server. URLEncode(sThisPage), iTimeWindow,
bForceSignIn, bCobrandArgs, langld, TRUE,0,0)
Dim SoftAuthURL : SoftAuthURL = AuthUrl + “&mspsa=1~
Dim ticketpath:ticketpath =
oMgr.GetCurrentConfig(“TicketPath™)
Dim ticketdomain:ticketdomain =
oMgr.GetCurrentConfig(“TicketDomain™)
If (ticketpath <> “’) Then
ticketpath = “;path="+ticketpath
End If
If (ticketdomain <> “”*) Then
ticketdomain = “;domain="+ticketdomain
End If
softAuthImage = “<img onload="“DoSoftAuth(1)””
onerror="“DoSoftAuth(0)”” src=""““ + SoftAuthURL +"
border="0"">"
If (Left(AuthURL,5) = “http:”) then
AuthURL = Left(AuthURL 4) + “s” + Mid(AuthURL, 5)
End If
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APPENDIX A-continued

The following provides an exemplary code for implementing soft
authentication according to embodiments of the invention.

<%
<script language="javascript” type="text/javascript”>
function DoSoftAuth(doAuth)

If (doAuth) {
alert(“Logged in”);
location.replace(*<%=AuthURL%>");
} Else {
alert(*Not logged in”);
document.cookie =
“MSPSA=1<%-=ticketdomain%><%=ticketpath%>";

}

</script>

1-20. (canceled)

21. A method for providing a first service and a second
service to a user via a client being coupled to a data commu-
nication network, said first service being provided by a first
network server also being coupled to the data communication
network, said second service being provided by a second
network server also being coupled to the data communication
network, said method comprising:

receiving a first request from the first network server to

provide the first service in a first domain to the user, said
user not authenticated for the first service and not
authenticated for the second service when the first
request is received;

storing first data on the client in response to the received
first request, said first data identifying that the first ser-
vice desires to authenticate the user, said first data stored
on the client further identifying that the user is not
authenticated for the first service, and not authenticated
for the second service when the first data is stored;

allowing the user to access the first service without authen-
ticating the user during which the user continues to be
unauthenticated for the first service and unauthenticated
for the second service, said first service not receiving an
authentication information associated with the user and
said user not authenticated for the first service;

receiving a second request from the second network server
to provide the second service, which is in a second
domain which is different than the first domain, to the
user wherein the second service requires authentication
of the user, wherein the user is not authenticated for the
first service and wherein the first service does not have
an authentication information associated with the user;

authenticating the user for the second service in response to
the received second request;

allowing the user access to the second service in response
to authenticating the user for the second service wherein
the user is not authenticated for the first service and
wherein the first service does not have an authentication
information associated with the user;

generating, in response to authenticating the user for the
second service, an authentication information associ-
ated with the user, said generated authentication infor-
mation communicated to the second service, said user
not authenticated for the first service and said first ser-
vice not having an authentication information associated
with the user; and
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authenticating, in response to the authentication of the user
for the second request, the user for the first service
identified in the stored first data wherein, in response to
the authentication of the user for the first service, the
generated authentication information is communicated
to the first service.

22. The method of claim 21, wherein the stored first data
indicates a policy group associated with the first service, and
further comprising allowing, in response to allowing the user
access to the second service, the user access to the first service
prior to authenticating the user for the first service if the
second service is associated with the policy group indicated
by the stored first data.

23. The method of claim 22, further comprising sharing, by
members of the policy group, a set of business rules, said set
of business rules comprising a privacy policy.

24. The method of claim 21 wherein said receiving the first
request comprises receiving the first request from a first net-
work server via an image tag.

25. The method of claim 21, further comprising storing
second data on the client in response to the received first
request, said second data being issued by the first network
server to indicate that the first network server has requested to
provide the first service to the user.

26. The method of claim 25, further comprising storing the
first data and the second data as cookies on the client.

27. The method of claim 25, further comprising receiving
a subsequent visit at the first network server by the user, the
first network server being adapted not to request to provide
the first service to the user if the second data is stored on the
client.

28. The method of claim 25, wherein the stored first data
indicates a policy group associated with the first service, and
further comprising deleting the second data from the client in
response to allowing the user access to the second service if
the second service is associated with the policy group indi-
cated by the stored first data.

29. The method of claim 28, further comprising updating
the stored first data identifying that the user is authenticated
for the first service, and wherein the authentication informa-
tion comprises an authentication ticket and profile informa-
tion associated with the user, said deleting further comprising
rendering a web page to the client, said web page including an
image tag directing the client to a script of the second service,
said script adapted to delete the second data from the client.

30. A system for providing services to a user, said system
comprising:

a first network server coupled to a data communication
network, said first network server being configured to
provide to a user a first offering of a first service, which
does not require authentication of the user, and to pro-
vide to the user a second offering of the first service
which requires authentication of said user, said first ser-
vice being provided via a client coupled to the data
communications network;

a client storing first data in response to a first request from
the first service, said first data identifying the first ser-
vice desires to authenticate the user, said first data stored
on the client further identifying that the user is not
authenticated for the first service;

a second network server coupled to the data communica-
tion network, said second network server being config-
ured to provide a second service to the user via the client,
said second service requiring authentication of the user
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for the user is not authenticated for the second service
when the first data is stored on the client; and

a central server coupled to the data communication net-

work, said central server being configured to receive a
first request from the first network server to provide a
second request from the second network server to pro-
vide the second offering of the first service to the user
without authenticating the user when said first request is,
for at least a portion of the first, offering of the first
service, and to provide a service to the user after authen-
ticating the user;

said first network server being configured to direct the first

request to the central server, said central server further
being configured to generate and store first data on the
client in response to receiving the first request, said first
data identifying the first service, the user not authenti-
cated for the first offering of the first service and not
authenticated for the second service, said first service
allowing the user to access the first offering of the first
service without authenticating the user and forbidding
the user to access the second offering of the first service,
during which the user continues to be unauthenticated
for the first service and unauthenticated for the second
service,

said second network server being configured to direct the

second request to the central server, said second service
requiring authentication of the user,

wherein, in response to the received second request, the

central server is configured to allow the user access to
the second service wherein the user is authenticated by
the central server for the second service in response to
the received second request, wherein the central server
authenticates the user via a database having a unique
identifier corresponding to the user, and wherein the user
is allowed to use the second service for a predefined
period of time; and

wherein, in response to authentication of the user by the

second request, the central server is configured to
authenticate the user for the first service identified in the
stored first data.

31. The system of claim 30, wherein the first network
server and the second network server are configured to com-
municate the first request and the second request to the central
server via an image tag.

32. The system of claim 31, further comprising a database
associated with the central server, said database configured to
store an identification corresponding to the user to be authen-
ticated, said database providing said identification to the cen-
tral server to allow the central server to authenticate the user,
said database being further configured to store information
identifying a first policy group associated with the first ser-
vice and a second policy group associated with the second
service, the first policy group defining a shared set of business
rules to restrict authentication of a user across different
domains and the second policy group defines a shared set of
business rules to restrict authentication of a user across dif-
ferent domains,

the second network server being configured to generate and

store second data on the client if the second policy group
identified by the stored information identifying the sec-
ond policy group associated with the second service is
not the same as the first policy group identified by the
stored first data, said second data indicating that the
second network server has communicated the second
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request to the central server, said second request indi-
cating a desire of the second network server to provide
the second service to the user, and

the second network server being configured, on a subse-
quent visit to the second network server by the user, to
not direct a request to the central server to provide the
second service to the user if the second data is stored on
the client.

33. The system of claim 32, wherein the updated first data
further identifies the second policy group associated with the
second service.

34. The system of claim 33, wherein the authentication
information comprises an authentication ticket and profile
information associated with the user, and further comprising:

a third network server coupled to the data communication
network, said third network server being configured to
provide a third service to the user via the client, said
central server being further configured to receive a third
request from the third network server to provide the third
service to the user and to authenticate the user for access
to the third service in response to the received third
request,

the stored information identifying the third policy group
associated with the third service further identifying a
third policy group associated with the third service, the
third policy group defining a shared set of business rules
to restrict authentication of a user across different
domains, and

the central server being configured to allow the user access
to the second service on a subsequent visit to the second
network server if the user has been authenticated and if
the third policy group identified by the stored informa-
tion identifying the third policy group associated with
the third service is the same as the second policy group
identified by the updated first data.

35. A system for providing services to a user, said system

comprising:

a first network server coupled to a data communication
network, said first network server being configured to
provide a first service to a user via a client that is also
coupled to the data communication network, said first
service requiring authentication of the user;

a second network server coupled to the data communica-
tion network, said second network server being config-
ured to provide a second service to the user via the client;

a central server coupled to the data communication net-
work, said central server being configured to receive a
first request from the first network server to provide the
first service to the user, and a second request from the
second network server to provide the second service to
the user; and

a database associated with the central server, said database
configured to store an identification corresponding to the
user to be authenticated, said database providing said
identification to the central server to allow the central
server to authenticate the user, said database being fur-
ther configured to store information identifying a first
policy group associated with the first service and a sec-
ond policy group associated with the second service,
wherein the first policy group defines a shared set of
business rules to restrict authentication of a user across
different domains and the second policy group defines a
shared set of business rules to restrict authentication of a
user across different domains;
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wherein, in response to the received first request, the cen-
tral server is configured to allow the user access to the
first service and to generate and store first data on the
client based on the stored information identifying the
first policy group associated with the first service, said
first data identifying the first policy group associated
with the first service wherein the central server authen-
ticates the user for the first service in response to the
received first request, wherein the user is allowed to use
the first service for a predefined period of time;

wherein if the second policy group identified by the stored
information identifying the second policy group associ-
ated with the second service is the same as the first policy
group identified by the stored first data, the central server
is configured to allow the user access to the second
service in response to the received second request
wherein the user is authenticated by the central server for
the second service in response to the received second
request; and

wherein if the second policy group identified by the stored

information identifying the second policy group associ-
ated with the second service is not the same as the first
policy group identified by the stored first data, the cen-
tral server is configured to update the stored first data to
identify the second service in response to the received
second request and the central server is configured to
allow the unauthenticated user to access the second ser-
vice during which the user continues to be unauthenti-
cated for the second service.

36. The system of claim 35 wherein said database is con-
figured to store first data identifying that the first service
desires to authenticate the user and an identification corre-
sponding to the user to be authenticated wherein the first data
identifying said user is not authenticated for the first service
and not authenticated for the second service, said identifica-
tion comprising one or more of the following: an email
address and password, a login identifier (ID) and password, a
phone number and Personal Identification Number (PIN),
and a biometric signature of the user, said identification asso-
ciated with a user profile of the user, said user profile com-
prising one or more of the following: email-address, first
name, last name, country, region, state, territory, ZIP code,
postal code, language preference, time zone, gender, birth
date, occupation, one or more telephone numbers, credit card
information, billing addresses, shipping addresses, pass-
words, PINs, secret question-answer pairs, clothing sizes and
music preferences, said first policy group defining a shared
set of business rules to restrict authentication of a user across
different domains and said second policy group defining a
shared set of business rules to restrict authentication of a user
across different domains,

37. The system of claim 35, wherein the second network
server is configured to generate and store second data on the
client if the second policy group identified by the stored
information identifying the second policy group associated
with the second service is not the same as the first policy

16

Apr. 10, 2014

group identified by the stored first data, said second data
indicating that the second network server has communicated
the second request to the central server, said second request
indicating a desire of the second network server to provide the
second service to the user, and

the second network server being configured not to direct a
request to the central server to provide the second ser-
vice to the user on a subsequent visit to the second
network server by the user if the second data is stored on
the client.

38. The system of claim 37, further comprising:

a third network server coupled to the data communication
network, said third network server being configured to
provide a third service to the user via the client,

said central server being further configured to receive a
third request from the third network server to provide the
third service to the user and to authenticate the user for
access to the third service in response to the received
third request,

the stored information identifying the third policy group
associated with the third service further identifying a
third policy group associated with the third service, the
third policy group defining a shared set of business rules
to restrict authentication of a user across different
domains, and

the central server being configured to allow the user access
to the second service on a subsequent visit to the second
network server if the user has been authenticated and if
the third policy group identified by the stored informa-
tion identifying the third policy group associated with
the third service is the same as the second policy group
identified by the updated first data.

39. The system of claim 18, wherein the authentication
information comprises an authentication ticket and profile
information associated with the user, and wherein the second
network server is configured to generate and store second data
onthe client if the second policy group identified by the stored
information identifying the second policy group associated
with the second service is not the same as the first policy
group identified by the stored first data, said second data
indicating that the second network server has communicated
the second request to the central server, said second request
indicating a desire of the second network server to provide the
second service to the user, and the second network server
being configured not to direct a request to the central server to
provide the second service to the user on a subsequent visit to
the second network server by the user if the second data is
stored on the client.

40. The system of claim 35, wherein the updated first data
further identifies the second policy group associated with the
second service and wherein the first network server and the
second network server are configured to communicate the
first request and the second request to the central server via an
image tag.



