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DESCRIPTION
ELECTRONIC DOCUMENT CONTROL APPARATUS, METHOD, PROGRAM

AND SYSTEM

TECHNICAL FIELD

Field of the Invention

[0001]The present in&ention relates to an electronic
doéument control apparatus, method and program for~
editing an electronié document created by a preparer,

and to a system that includes this apparatus.

BACKGROUND ART

by a preparer is subjected to an operation such as
editing by another user. >For example, another user
subjects én original electronic document to editing so
as to change the layout to a "4-in-1" layout, etc.

Such editing is performed in accordance with a security
policy such as access privilege given to the electronic
document (i.e., the original) by the preparer. As a
result, unauthorized access to the electronic circuit
by an indefinite number of users can be prevented and
the originality of the electronic circuit can be
assured.

[0003]Various techniques have been developed in ordef
to change the data in an electronic document while the

originality of the data is assured. The specification
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of Japanese Patent Laid-Open No. 2004-180278 describes
an information processing apparatus having holding
means which, when original data is changed, holds
change data relating to this change, and change
assurance information creating means which creates
change assurance information for assuring'that the
change information is the original. In accordance with
this information processing apparatus, it is determined
whether the change of the original data is authorized.
It is described that if the change is found to be
authorized, then the original data can be changed by
the change informétion.
[0004]Conventionally, in a case where a user wishes to
~ edit only the layout of an electronic document without
changing the information that is the coﬁtent of the
document, it is required that the preparer visually
verify the content of the electronic document whose
content has been edited and give approval as by a
digital signature or the like.
[0005] There are many cases where the existence of
multiple preparers is taken into account, a server for
managing security policy and the like is set up and the
server is connected to multiple client terminals to
thereby construct an electronic document control system.
If the number of users increases and the system becomes
one of large scale, the nefwork may become increasingly

diversified and the environment may not be one in which
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users and preparers can communicate directly. However,
the necessity of the system is premised upon an
environment in which users and preparers can
communicate, although this is no£ necessarily realized
depending upon the particular electronic document
controlvsystenh Accordingly, it is necessary to
construct an environment which takes into account the
fact that approval of the preparer in regard to edited
content is obtained when a user edits the electronic

document created by the preparer.

DISCLOSURE OF INVENTION
t0006] The present invention provides an electronic
document control apparatus capable of enhancing
convenience when a user edits an electronic document.
[0007] The present invention in its first aspect
provides an electronic document control apparatus for
editing an electronic document, which has been imparted
with a policy for permitting page layout or for
permitting background rendering of content in addition
to page layout, and in which a digital signature has
been applied’to the content, the apparatus comprising:
first verification means configured to verify that the
content to which the digital signature has been applied
has not been altered; second verification means
configured to verify that a referential target of a new

page generated afresh in editing of the electronic
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document is a signature area to which a digital
signature has been applied; third verification means
configured to, if the electronic document has been
imparted with a policy for permitting page layout,
verify that the referential target of a new page
generated afresh in editing of the electronic document
does not includé anything other than the content to
which the digital signature has been applied, and if
the electronic document has been imparted with a.policy
for permitting page layout and background rendering of
content, verify that the referential target of a new
page generated afresh in editing of the electronic
document does not include anything other than the
content and a background object of the content; and
determination means configured to determine, by using
at least one of the first, second and third
verification means, whether the edited electronic
document has been altered.

[0008] Further, the present invention in its second
aspect provides an electronic document control method
executed in an electronic document control apparatus
for editing an electronic document, which has been
imparted with a policy for permitting page layout or
for permitting background rendering of content in
addition to page layout, and in which a digital
signature has been applied to the content, the method

comprising: a first verification step of verifying that
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“the content to which the digital signéture has been
applied has not been altered; a second vefification
step of verifying that a referential target of a new
page generated afresh’ in editing of the electronic
document is a signature area to which a digital
signature has been applied; a third verification step
of verifying that the referential target of a new page
generated afresh in editing of the electronic document
does not include anything other than the content to
which the digital signature has been applied if the
electronic document has been imparted wifh a policy for
permitting page layQut, and verifying that the
referential target of a new page generated afresh in
editing of the electronic document does not include
anything other than the content and a background object
of the content if the electronic document has been
imparted with a policy for permitting page layout and
background rendering of content; and a determination
step of determining, by using at least one of the first,
second and third verification steps, whether the edited
electronic document has been altered.

[0009] Further, the present invention in its third
aspect provides an electronic document control system
including a terminal device for creating an electronic
document, an electronic document control apparatus for
editing a created electronic document, and a server for

controlling a policy imparted to the electronic
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document, the terminal device and electronic document
confrol apparatus being connected via the server and a
network, wherein the terminal device and server
include: imparting means configured to impart the
electronic document with a policy for permitting page
layout or for permitting background rendering of
content in addition to page layout; and signature means
configured to apply a digital signature to content in
the electronic document to which the policy has been
imparted by the imparting means; and the electronic
document control apparatus includes: first verification
means for verifying thét the content to which the
digital signature has been applied has not been
altered; second verification means configured to verify
that a referential target of a new page generated
afresh in editiﬁg of the electronic document is a
signatu;e area to which a digital signature has been
applied; third verification means configured to, if the
electronic document has been imparted with a policy for
permitting page layout, verify that the referential
target of a new page generated afresh in editing of the
electronic document does not include anything other
than the content to which the digital signature has
been applied, and if the electronic document has been
imparted with a policy for permitting page layout and
background rendering of content, verify that the

referential target of a new page generated afresh in
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editing of the electronic document does not include
anything other than the content and a background object
of the content; and determination means for determining,
by using at least one of the first, second and third
verification means, whether the edited electronic
document has been altered.

[0010] Further, the present invention in its fourth
aspect provides an electronic document control
apparatus comprising: layout changing means configured
to change page layout of an electronic document;
detection means configured to detect a content change
in a content contained in the electronic document; and
determination means configured to judge whether the
detection means has detected a content change in the
content in a case where page layout has been changed by
the layout changing means; wherein a change in a page
layout by the layout changing means is permitted if
result .of the determination by the determination means
is that there has be no content change in the content:
and a change in page layout by the layout changing
means is not permitted if result of the determination
by the determination means is that there has been a
content change in the content.

[0011]Further, the present invention in its fifth
aspect provides a method of controlling an electronic
document, comprising a changing step of changing a page

layout of an electronic document; a detecting step of
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detecting a content change in a content contained in
the electronic document; and a judging step of judging
whether a content change in the content has been
detected in a case where page layout has been .changed;
wherein a change in page layout is permitted if result
of the determination is that there has be no content
change in fhe content; and a change in page layout is
not permitted if result of the determination is that
there has been a content change in the content.
[0012]In accordance with the present invention, it is
possible to enhance convenience when a user edits an
electronic document.

[0013]Further features of the present invéntion will
become apparent from the following description of
exemplary embodiments with reference to the attached

drawings.

BRIEF DESCRIPTION OF DRAWINGS
[0014]FIG. 1 is a flowchart illustrating an overview of
processing execufed by an electronic document control
system that includes an electronic document control
apparatus according to an embodiment of the present
invention;
[0015]FIG. 2 is a flowchart illustrating in greater
detail the processing exebuted by an electronic
document control system in this embodiment;

[0016]FIG. 3 is a diagram illustrating an overview of
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an electronic document control system in this
embodiment;

[0017]FIG. 4 is a diagram illustrating the composition
of an electronic document before and after application
of a partial signature to content information of the
electronic document by a preparer;

[0018]FIG. 5 is a flowchart illuStratihg processing
whereby a preparer applies a parfial signature solely
to content information of an electronic document; -
[0019]FIG. 6 is a diagram useful in describing the
- structure of an electronic document when a user has
performed layout editing;

[0020]FIG. 7 is a diagram illustrating an example of
the data structure of an electronic document (a PDF
file) before layout editing;

[0021]FIG. 8 is a diagram illustrating an example of
the data structure of an electronic document (a PDF
file) after layout editing;

[0022]FIG. 9 is a flowchart illustrating procéssing for
verifying whether only layout editing has been
performed correctly in this embodiment;

[0023]FIG. 10 is a diagram illustrating an example of
the data structure of an electronic document in a state
in which a partial signature has been applied;
[0024]FIG. 11 is a diagram illustrating an example of a
dictionary in which content information has been put

into the form of a FormXObject;
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[0025]FIG. 12 is a diagram illustrating an example of a
content dictionary that has been inserted into a new
page;

[0026]FIG. 13 is a diagram illustrating an example of
the data structure of a content dictionary in a case
where a user has added on background rendering data in
layout editing; and

[0027]1FIG. 14 is a diagram illustrating an example of
the configuration of an information processing
.apparatus applied to a terminal used by a preparer or

user and to the policy server shown in FIG. 3.

BEST MODE FOR CARRYING OUT THE INVENTION
[00281A préferred embodiment of the present invention
will now be described in detail with reference to the
drawings. It should be noted that identical structural
elements are identified by‘like reference characters.
[0029] <Overview>
FIG. 1 is a flowchart illustrating an overview of
processing executed by an electronic document control
system that includes an electronic document control
apparatus according to an embodiment of the present
_invention. The flowchart shown in FIG. 1 is executed
in an electronic document control system shown in FIG.
3 and including a terminal used by a preparer of an
electronic document, a terminal used by a user and a

policy server for controlling policy imparted to an



WO 2009/142096 PCT/JP2009/058218

- 11 -

electronic document. FIG. 3 will be described later.
[0030]First, at step S101 in FIG. 1, the preparer uses
his own‘terminal to impart an electronic document with
a policy for layout control (inclusive of control of
background rendering) while communicafing with the
policy server. The electronic document is a PDF
(Portable Document Format) fiie, by way of example. At
.step $102, the preparer, using the terminal, applies a
digital signature (referred to simply as a "signature"
below) solely to content information desired to be
protected. Such signature processing will be referred
to as a "partial signature" below.

[0031]Next, at step S103, the user uses his terminal to
edit an electronic décument created and provided with a
partial signature by the preparer. In this embodiment,
a created electronic document is subjected to a page
layout that includes a "2-in-1" page layout. Page
layout (layout processing) in this embodiment includes
not only the.allocation of pages but also imposition
and layout arrangement of content in PDF data created
by the preparer.

[0032]From step S104 onward, whether only a layout
change has been made with no alteration of content
information is verified, and it is determined based
upon the result of verification whether the electronic
document has or has not been altered. First, at step

S105, the content information to which the partial
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signature has been applied is verified (i.e., subjected
to partial verification). If it is determined at this
stage that the content information has not been altered,
control proceeds to step S106. If alteration is
determined, on the other hand, then this processing is
exited based upon this result.

[0033]At step S106, whether content information being
referred to in the layout editing portion coincides
with information in a partial signature area is
verified. If it is determined that the two coincide,
then it is determined that only layout editing has been
performed and not alteration of content information.
This processing is then exited based upon this result.
If it is determined that the two do not coincide, thenl
it is determined that content information has been
altered. This processing is then exited based upon
this result.

[0034]In the processing set fofth above, a PDF file is
described as the electronic document. However, as 1long
as the electronic document is one having a hierarchical
data structure and each of the structural elements is
joined by reference information, then any document
format will suffice. For example, use may be made of a
stru¢tured electronic document such as XPS (XML Paper
Specification) or SVG (Scaleable Vector Graphic).
[0035]<Overall flow>

The flowchart of FIG. 1 will now be described in
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greater detail with reference to FIG. 2. FIG. 2 is a
flowchart illustrating in greater detail the processing
executed by an electronic document control system in
this embodiment.

[0036]First, at step S$201, the preparer generates an
electronic document at his own terminal. The generated
electronic document is the original in the electronic
document control system. At step S$202, the terminal of
the preparer communicates with the policy server, etc.,
and imparts the electronic document with a layout-
control policy. At step S203, using his own terminal, -
the preparer applies a partial signature solely to the
content information.

[0037]Next, at step S204, the user acquires the
electronic document created by the preparer and, using
an electronic document editing application, etc., at
his own terminal, starts page-layout processing with
respect to the partially signatured electronic document.
Processing from this point onward is executed in the
terminal. of the user. By controlling peripheral blocks
using a CPU within the terminal, each processing step
is executed.

[0038]First, at step S205, the total number of pages of
the electronic document is acquired. At step S206,

what the final layout is to be is decided. For example,
an ordinary N-in-1 layout is decided. This decision

may be made by the user or it may be predetermined.
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Further, complicated layout processing that differs for
every page may also be executed.

[0039]At step S207, the final number of new pages after
layout editing is decided. 1In this embodiment, the
number of new pages is decided by "total number of
pages + N". For example,'if the total numbervof pages
is 100 and the "N" of "N in 1" is "4", then the number
of new pages in the layout generated anew will be 25.
[0040]At step S208, whether a page not yet processed at
sfep S209 exists or not is determined. If it is
determined that a page not yet processed at step 5209
exists, then control proceeds to step S209. On the
.other hand, if it is determined that all pages have
been processed, then control proceeds to step S210.
Content information to which each page refers to is
converted to an object at step S209. In general,
various methods are used in a structured document to
perform the object conVersion.» In a case where the
electronic document is a PDF file, for example, the
conversion to the object is performed by enclosure
within a container referred to as a "FormXObject". An
example of data structure put into the form of an
object by "FormXObject" is shown in FIG. 11.

[0041]At step S$S210, it is determined whether blank
pages, the number of which is the number of new pages
after layout editing, have'been inserted at the end of

the electronic document. If it is determined that



WO 2009/142096 PCT/JP2009/058218

- 15 -

blank pages the number of which is the number of new
pagesvhavg not yet been inserted into the electronic
document, then blank pages.are inserted intd“the
electronic document in a number equivalent to the
number of new pages at step S211. On the other hand,
if it is determined thaf blank pages the number of
which is the number of new pages have been inserted
into the electronic document, then control proceeds to
‘step S212.

[0042]At step S212, it is determined whether the
content of all inserted blank pages has been subjected
to the prdcessing of step S213. If it is determined
“that a page not yet subjected to this processing exists,
control proceeds to step S213. On the other hand, if
it is determined that the content of all blank pages
has been subjected to the processing of step S213, then
control proceeds to step S214. Layout editing of pages
is performed at step S213. Specifically, in the case |
of 2-in-1, a "FormXObject" is placed in the content of
an inserted blank page in such a manner that reference
will be made to the content information of the original
page 1 and page 2. At step S214, the borders of the
original pages are deleted but not the content
information of the original pages. For example, in the
case of PDF, the border of an original page is deleted
by deleting the reference information of the original

page from a "Pages" dictionary, which is the parent
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dictionary. Page layout editing of the electronic
document is egecuted in the manner set forth above.
[0043]Next, at step S215, whether only layout editing
has been performed correctly (i.e., whether there has
been no alteration of the content information of the
electronic document as a result of layout editing) is
verified. The details of the processing at step S215
will be described later. If is determined at step S216
as a result of the verification at step S215 that the
éontent information has been altered, then control
proceeds to step S219, the electronic document is not
saved, the policy server is notified of the fact that
alteration has occurred and this processing is then
exited. On the'other hand, if it is determined that
alteration has not taken place, then'coﬁtrol proceeds
to step S217, where the layout-edited electronic
document is saved. Then, at step S218, the policy
server is notified of the fact that there is no
alteration and of the content of layout éditing and
this processing is then exited.

[0044]<Flow from imparting of layout control policy to
display of electronic document by user>

The processing at step S202 of FIG. 2 will now be
described in detail with reference to FIG. 3. As shown
in FIG. 3, the electronic document control system of
this embodiment includes the terminal of the preparer

of an electronic document, the terminal employed by the



WO 2009/142096 PCT/JP2009/058218

user who edits the electronic document created by the
preparer, and the policy server for imparting the
electronic document with the securit§ policy. The
terminals shown in FIG. 3 are connected to the policy
server via a hetwork. The policy server is used to
control (manage) the privilege (policy such as the
access privilege) that has been set regarding an
electronic document such as a PDF file. For example,
assume that whether or not a certain electronic
document is allowed to be changed or printed has been
set on a per-user basis. If the preparer wishes to
change the privilege regarding this electronic document .
to whether a change or printing is allowed or not on a
per-group basis, the preparer can change the privilege
dynamically by communicating with the policy server.
Such a change can also be made after the electronic
document as already been distributed to the user.
Further, each terminal is equipped with an electronic
document editing application so that processing such as
editing can be applied to electronic documents.
[0045]FIG. 14 is a diagram illustrating an example of
the configuration of an information processing
apparatus applied to a terminal used by a preparer or
user and to the policy server shown in FIG. 3. As
shown in FIG. 14, the information processing apparatus
is equipped with a CPU 1401 which, based upon a program

and the like stored in a ROM or external memory,
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executes processing of a document that is a mixture of
figures, images, text and tables (inclusive of
spreadsheets, etc.), by way of example. The CPU
exercises overall control of various blocks connected
to a system bus.
[0046]An operating system program, which is the control
program of the CPU, has been stored in a ROM 1463 or
external memory 1410. Various data conforming to
processing has been stored in the ROM or external
memory.
[0047]A RAM 1402 functions as the main memory or work

_ area, etc., of the CPU 1401. An input interface 1404
controls inputs from an input unit 1408 such as a
keyboard and mouse. An output interface 1405 controls
a display presented on an output unit 1409 such as a
CRT display. A disk controller 1406 controls access to
an external memory 1410 storing a booting program,
various applications, user files and an edit file, etc.
The external memory 1410 employs a hard disk, etc. A
network interface 1407 is connected to a network such
as a LAN and can communicate with another apparatus.
The various components mentioned above are
interconnected by a system bus 1411.
[0048]1FIG. 3 is a diagram useful in describing flow
from imparting of layout control policy by the preparer
to display of an electronic document to the user.

First, at step S301, after the preparer has created an
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electronic document, the preparer uses the electronic
document editing application to set the fact that the
electronic document is to be imparted with a policy for
controlling layout. In this case, 1f necessary, the
preparer may also set a subsidiary policy to the effect
that background rendering is allowed. At step S302,
using thé electronic document editing application and
entering the preparer's own ID and password, the
preparer logs in to the policy server, which imparts
the policy, and requests the server to impart the
electronic document with the layout control policy. At
step S303, after receiving the request, the policy
server sends an encryption key and policy information
back to the electronic document editing application.
[0049]At step S304, the electronic document editing
application imparts the electronic document with the
policy by means of the policy information and encrypts
the electronic document by the encryption key. The
electronic document editing application then subjects
the electronic document to partial—signature processing
(described later) using a preparer certificate. At
step-S305, the electronic document imparted with tﬁe
layout control policy is distributed to the user.
Distribution may be performed by e-mail or by the Web
using a network or may be carried out by a medium such
as a USB memory, CD-ROM or DVD-ROM without relying upon

a network.
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[0050]At step S306, the user who has acquired the
electronic document imparted with the layout control
policy sends the policy server his own ID and password.
At step S307, after receiving the user's ID and
password, the policy server executes processing for
authenticating that the user is the user intended by
the preparer. If this can be authenticated, then the
policy server sends a decryption key and policy
information back to the electronic document editing
application. |

[0051]At step S308, the electronic document editing
application decrypts the encrypted electronic document
based upon the decryption key and policy information
and displays the electronic document. Further, the
user is capable of performing an operation that is
based upon the policy information.

[0052] <Method of applying partial signature solely to
content information>

The details of the processing (partial signaturé) at
step S203 in FIG. 2 will now be described while
referring to FIGS. 4 and 5. FIG. 4 is a diagram
illustrating the composition of an electronic document
before and after application of a partial signature to
content information of the electronic -document by a
preparer, and FIG. 5 is a flowchart illustrating
processing whereby a preparer applies a partial

signature solely to content information of the
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electronic document.

[0053]An electronic document 400 shown in FIG. 4
indicates the internal structure of an electronic
document before partial-signature processing is
executed. The electronic document will be described as
a PDF below. As shown in FIG. 4, the electronic
document 400 contains a page dictionary, a content
dictionary and a resource dictionary on a page-by-page
basis. The page dictionary refers to the content
dictionary, and the conteﬁt dictionary refers to the
resource dictionary. The content dictionary and
resource dictionary will also be referred to
collectively as "content information" below. Further,
if the resource dictionary refers to other information
as well, then it will be assumed that the information
referred to also is contained in the content
information.

[0054]In this embddiment, electronic—sigﬁature
information is generated by calculating hash values
with regard to the content information of all pages and
encrypting the hash values using a secret key that
forms a pair with a public key included in the
certificate of the content preparer. The generated
electronic-signature information, the certificéte and
the hash range are inserted at the end df the data of
the electronic document as a signature dictionary, as

indicated in an electronic document 401 (the electronic
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document that results after partial—signaturé
processing is executed). Here the hash range indicates,
in the form of an array, the offset values from the
uppermost portion of the electronic document file and
the numbers of bytes of the content dictionary and
resource dictionary in each page. An example of a
sighature dictionary is described in FIG. 10.

[0055] Partial-signature processing will be described
with reference to FIG. 5. First, at step S501, the
total number of pages of the electronic document is
acquired. At step S502, it is determined whether
offset values and numbers of bytes of the content
information referred to by the page dictionary have
been acquired for all pages. If it is determined that
these have been acquired for all pages, control
proceeds to step S509. On the other hand, if it is
determined that these have not been acquired for all
pages, then control proceeds to step S503.

[0056] At step 5503, reference is had to the content
dictionary from the page dictionary. Generally, if an
electronic document is a structured document in
particular, it has been separated into the framework of
pages corresponding to the page dictionary and the
content information indicating the content of the
document. Page framework, therefore, contains one or
more items of content information. At step S504, the

offset value and number of bytes from the beginning of
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the file of the electronic document are acquired with
regard to the content dictionary to which referehce is
made. The acquired offset value and number of bytes
are stored in memory temporarily.

[0057]At step S505, reference is made to the resource
dictionary from the page dictionary. At step S506, the
voffset value and numbervof bytes from the beginning of
the file of the electronic document are acquired with
regard to the resource dictionary to which reference is
made. The acquired offset value and number of bytes
are stored in memory temporarily.

[0058]At step S507, it is determined whether
information to which further reference ié being made
ffom-thg resource dictionary exists. If it is
determined that information to which further reference
is being made from the resource dictionary exists,
control proceeds to step SSOé. At step S508, the
offset value and number of bytes from the beginning of
the file of the electronic document are acquired with
regard to resource information such as images and fonts
to which further reference is being made from the
resource dictionary. The acquired offset value and
number of bytes are stored in memory temporarily.
Control returns to step S507 following the processing
of step S508. On the other hand, if it is determined
at step ‘S507 that information to which further

reference is being made from the resource dictionary
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does not exist, then control returné to step S502.
[0059]1At step S509, hash values are acquired based upon
the offset values and byte values of the content
dictionaries stored temporarily in the memory at step
S504. The acquired hash values are also stored in
memory temporarily. At step S510, hash values are
acquired based upon the offset values and byte values
of the resource dictionaries stored temporarily in the
memory at step S506. The‘acquired hash values are also
stored in memory temporarily.

[0060]At step S511, the hash values stored in memory
temporarily are encrypted by the secret key of the
preparer of the electronic document and the electronic-
signature information is generated.

[0061]At step S512, a signature dictionary is generated
and, at step S513, the electronic-signature information
and the certificate containing the public key of the
preparer of the electronic document are inserted into
the signature dictionary. At step S514, the offset
values and numbers of bytes that have been stored
temporarily in memory are inserted into the signature
dictionary as information of a signature target area.
The information of the signature target area indicates
the hash range described in FIG. 4.

[0062]Processing of a partial signature in an
electronic document by the preparer is performed as set

forth above. The processing indicated at steps S512 to
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S514 is executed in such a manner that the signature is
inserted at the end of the electronic document, as
illustrated in FIG. 4. Such processing is referred to
as "incremental save" in the case of a PDF file.
[0063]<Layout editing by user>

Described here will be the structure of an electronic
document when a user acquires an electronic document,
which has been imparted with a layout control policy
and partially éignatured, and has performed layout
editing. FIG. 6 is a diagram useful in describing the
structure of an electronic document when a user has
performed layout editing.

[0064]An electronic document 600 illustrates the
internal structure of electronic-document data after
application of a partial signature to content
information and execution of layout editing. As shown
in FIG. 6, all information that has undergone layout
editing has been incrementally saved at the end of the
electronic document, as indicated by data 601. 1In this
embodiment, what is described first as the layout
editing content shown at data 601 is that the content
information of electronic document 600 is wrapped using
"FormXObject". This corresponds to the processing at
step 5209 in FIG. 2. This is followed by é description
to the effect that a blank page is inserﬁed anew and
that "FormXObject" is reduced in size and pasted at

designated positions in a number equivalent to the
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number of impositions. Here insertion of a blank page
corresponds to step S211 of FIG. 2 and progessing for
performing pasting in a number equivalent to the number
of impositions corresponds-tp step S213 in FIG. 2.
Finally, it is deécribed that the reference information
of the page dictionaries is deleted. This corresponds
to step S214 in FIG. 2. In actuality, the data of the
page dictionaries is not deleted; rather, reference
information by which the pages dictionary refers to the
page information is deleted. Thé pages dictionary will
be described below in conjunction with FIG. 7. An
image 602 (FIG. 6) is an image diagram displayed to the
user as a result of execution of layout editing. This
indicates the display content of a new layout page in a
case where a "2-in-1" imposition has been performed.
[0065]FIG. 7 is a diagram illustrating an example of
the data structure of an electronic document (a PDF
file) before layout editing, and FIG. 8 is a diagram
illustrating an examplé of the data structure of an
electronic document (a PDF file) after layout editing.
Data 700 shown in FIG. 7 is a parent dictionary for
managing each of the page dictionaries in the PDF file;
it is referred to as the "pages dictionary". The
information of pages actually used (displayed) is
described in the pages dictionary. In FIG. 7, for
example, reference to a page dictionary is described in

an array format as the value of "/Kids".
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[0066]Data 701 indicates a page dictionary and makes
reference to content information and a resource
dictionary, as described earlier. Data 702 is a
resource dictionary to which reference is made from the
page dictionary and gathers resource information such
as images and fonts. The resource dictionary refers to
various resource information. Data 703 is a content
dictionary'to which reference is made from the page
dictionary. Here rendering content actually displayed
on tﬂe display monitor has been described. The
information in the content dictionary makes reference
to information such as images and fonts. Data 704 is
various dictionaries to which reference is had from a
resource dictionary of image and fonts, etc.

[0067] The content information described in FIG. 4
contains the resource dictionaries (data 702), content
dictioﬂaries (data 703) and various dictionaries (data
704). The portion enclosed by the black frame formed
by the bold line in FIG. 7 is the target area of the
partial signature.

[0068]FIG. 8 is a diagram illustrating an example of
the data structure of an electronic document (a PDF
file) after layout editing. Déta 800 in'FIG. 8 is a
pages dictionary in the data structure of the
electronic document (PDF file) after layout editing.
In FIG. 8, data 801 to 805 is inserted into a blank

page that has been inserted at step S211 of FIG. 2, and
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the structure is changed in such a manner that
reference is had to a page in which the Valﬁes of
"/Count" and "/Kids" of data 800 have been inserted.
The value of "/Kids" shown in data 800 indicates the
page dictionary that has been created anew. Further,
the page reference information (the value of "Kids" in
data 700 of FIG. 7) that existed before layout editing
has been detected,.as described in conjunction with FIG.
6. '
[0069]Data 801 is a page dictionary that has been added
on anew with execution of layout editing and is
referring to the resource dictionary indicated by data
802 and the content data indicated by data 803. The
data 802 is referring to data 804 and 805 obtained by
putting the content information into object form by
"FormXObject". The fact that this layout is "2-in-1"
is indicated by the description "Do/Pagel Do/Page2" of
data 803.

[0070]The items of data 804 and 805 are dictionaries
obtained by putting the content information into object
form by "FormXObject" before layout editing. The
essence of the content dictionaries and resource
dictionaries to which reference is made from both
exists in each page prior to layout editing and hés not
changed.

[0071]<Method of verifying whether only layout editing

has been performed correctly>
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Described next will be processing for verifying whether
only layout editing of an electronic document has been
performed correctly and that theré has been no
alteration.

[0072]FIG. 9 is a flowchart illustrating processing for
verifying whether only layout editing has been
performed correctly in this embodiment. The processing
shown in FIG. 9 is classified broadly into three
portions, namely a portion (fifst verification)
indicated at steps S901 to S905, a portion (second
verification) indicated at steps S906 to S910, and a
portion (third verification) indicated at steps S911 to
$914. The portion indicated at steps S901 to S905
performs partial verification with regard to a portion
related to coﬁtent information. The portion indicated
at steps S906 to S910 verifies whether the referential
target of a content dictionary of "FormXObject" created
as a new page coincides with a content dictionary to
which a partial signature has been applied by the
preparer. Further, the portion indicated at steps S911
to S914 verifies that a content dictionary of a new
page is referring solely to "FormXObject" created as a
new page and is not referring to any data other than
"FormXObject". FIG. 9 is described with regard to a
case where the electronicAdocument is a PDF file.
However, in a case where another structured document is

used, processing corresponding to the processing of FIG.
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9 is executed in such a manner that the objectives of
the three types of verification described above can be
achieved. 1In such cése the division of processing into
three portions need not be in accordance with the
flowchart shown in FIG. 9. For example, some of the
steps of the third verification may be performed at
steps indiéated by the second verification.

[0073] First, at step S901, a signature dictionary is
acquired from the electronic document and then, at step
S902, the area that has been signatured (the signature
area), i.e., the information that is the pair of offset
value and number of bytes, is acquired from the
acquired signatured dictionary. At step 5903, the hash
values are acquired based upon the signature area
acquired at step S902. At step S904, the electronic-
signature information and the public key, which is
contained in the certificate, are acquired. Further,
by using the acquired public key, the electronic-
signature information is decrypted and a message digest
is acquired. The message digestvis‘composed of the
hash values included in the electronic-signature
information. At step S905,‘the hash values acquired at
step S903 and the message digest acquired at step $904
are compared. If agreement is determined, control
proceeds to step S906. If there is no agreement, then
it is determined that an alteration has occurred and

this processing is exited.
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[0074]Next, at step S906, it is determined whether the
processing of steps S907 to S910 has been executed with
respect to all new pages. If it is determined here
that the processing has been execgted with respect to
all pages, control proceeds to step S911. On the other
hand, if it is determined that an unprocessed page
remains, then control proceeds to step S907.

[0075]At step S907, reference is had to "FormXObject"
in the content within the page dictionary. Here this
"FormXObject"™ indicates the data 804 or 805 shown in
FIG. 8. At step S908, reference is had to the content
in the stréam information in "FormXObject". For
example, this means making reference to the content
that has been described in "stream" of data 804 shown
in FIG. 8. At step S$909, the offset value and number
of bytes from the beginning of the file of the
electronic document of the content referred to at step
S908 are acquired. At step S910, it is determined
whether the pair formed by the offset value and number
of bytes acquired at step S909 is in the information
(i.e., hash range) of the signature area acquired from
the signature dictionary. If it is determined that the
information has the pair, then it can be construed that
content reference in ﬁFormXObject" in fhis new page has
been protected/by a signature. This is regarded as
indicating that there has been no alteration and

control therefore proceeds to step S911. On the other



WO 2009/142096 » v PCT/JP2009/058218

hand, if it is determined that the information does not
have the pair, then it can be construed that reference
is being made to content that is outside the signature
area acquired from the signature dictiohary.
Accordingly, it is determined that an alteration has
been made and this processing is then exited.
[0076]Next, at step S911, it is determined whether the
processing of steps S$912 to S914 has been executed with
respect to all new pages. If it is determined here
that an unprocessed pagé still exists, control proceeds
to step S912. At step S912, reference is made to
"FormXbbject" in the content within the page dictionary.
At step S913, it is determined whether "FormXObject" in
the content within the page dictionary is positively
the "FormXObject" that was created at the time the
layout was created.

[0Q77]Reference will now be had to FIG. 12, which is a
diagram illustrating an éxample of a content dictionary
1200 that has been inserted into a new page. As shown
in FIG. 12, no reference is being made to "FormXObject"
other than that of pages 1 and 2 (e.g., page 3), which
is cohtent that has been partially signatured, in
"stream" in which rendering information has been
described. Accordingly, it is determined positively
that "FormXObject" in the content within the page
dictionary is the "FormXObject" that was created at the

time the layout was created.
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[0078]If it is determined at step S913 that
"FormXObject" in the content within the page dictionary
is the "FormXObject" that was created at the time the
layout was created, control proceeds to step S5914.- On

" the other hand, if it is determined that FQrmXObject"
in the content within the page dictionary is not the
"FormXObject" that was created at the time the layout
was created, then it is construed that reference is
being made tovcontent that is outside the signature
area. Accordingly, it is determined that an alteration
has been made and this processing is exited.
[0079]Next, at step S914, it is determined whether data
exists at the end of the content dictionary.
[0080]With reference again to FIG. 12, no data

. whatsoever exists following "Do/Pagel/Page2" (the
portion indicated by the star symbol) in "stream", as
shown in FIG. 12. Accordingly, it is determined that
reference other than that to rendering data and
partially signatured content does not exist. If it is
determined at step S914 that such reference does not
exist, control returns to step S911. On the other hand,
if reference information such as images and fonts, for’
example, has been described at the location of the star
symbol in FIG. 12, then it is construed that content
outside the signature area is being referred to or has
been inserted. Accordingly, it is determined that an

alteration has been made and this processing is exited.
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If it is determined at step S911 that the processing of
steps S912 to 5914 has been executed with respect to
all pages, then it is determined that an alteration has
not been made as a result of the layout editing
performed by the user. This processing ié then exited.
[0081]FIG. 10 is a diagram illustrating an exampie of
‘the data structure of an electronic document in a state
in which a partial signature has been applied. As
illustrated in FIG. 10, the offset values and numbers
of bytes of the content dictionary and resource
dictionary of each page in electronic document 1000
have been inserted into the signature dictionary as the
hash range. The signature dictionary has been
incrementally saved at thé end, as already described.
Further,‘in a case where verification of the partiél
signature indicated at steps S901 to S905 in FIG. 9 is
performed, various information included in signature
dictionary 1001 shown in FIG. 10 is utilized.
"/ByteRange"'shown in the signature dictionary 1001
indicates the range over which hash values have been
calculated with respect to the content information.

The hash range is composed of pairs of offset values
and numbers of bytes from the beginning of the
electronic document, as illustrated in FIG. 10.
Verification of the partial signature is performed
using this hash range, the certificate included in

" /Contents" and the encrypted hash values.
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[0082]FIG. 11 is a diagram illustrating an example of a
dictionary in which content information has been put
into the form of a FormXObject. The dictionary in
which content information has been put into the form of
FormXObject is used in processing for verifying
agreemeﬁt with the partially signatured content
dictionary at steps S906 to S910 shown in FIG. 9. Data
1100 indicates a dictionary in which content
information has been put into.the form of FormXObject.
The offset value and number of bytes of the reference
information in "stream" in which the rendering
information of data 1100 has been described are
acquired. If the acquired pair of values exist in the
signature dictionary, it can be construed that the
content to which the data 1100 refers has been
protected by a signature and therefore it can be
determined that no alteration has been made. On the
other hand, if the.acquired pair of values do not exist
in the signature dictionary, then it can be construed
that the data 1100 is referring to content that is
outside the signature area and therefore it can be
determined that an alteration has been made. In FIG.
11, the data 1100 refers to data 1101 and the data 1101
is the partially signatured content dictionary. It can
be determined, therefore, that no alteration has been
made.

[0083]FIG. 13 is a diagram illustrating an example of
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the data structure of a content dictionary in a case
where a user has'added on background rendering data in
layout editing. In an electronic document control
system, the preparer sets a background-rendering
possible / not possible policy together with the layout
control policy with respect to an electronic document,
thereby making it possible to control background
rendering. Data 1300 shown in FIG. 13 indicates the
content of the content dictionary.of a page newly added
on for layout editing. The content dictionary is
exbressed in the PDF format. Here each "FormXObject”
puts the content information into the form of an object,
as already described.

[0084]In a case where an electronic document has been
imparted with a layout control policy and a policy that
permits background rendering, the electronic document
editing application makes background rendering possible
by adding the rendering information to the beéinning of
the stream data, as indicated at data 1300. As a
result, a qharaCter string is rendered with respect to
the designated position information, as indicated at
image 1301. FIG. 13 illustrates a "4-in-1" layout.
Here the rendered content (background object) may be an
image rather than a character string.

[0085]The first to third verifications described in FIG.
9 are carried out also in a case where the user

performs background rendering. In the third
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verification in particular, what is vérified is that
the content dictionary of a new page is referring
solely to "FormXObject" created in a new paée and 1is
not referring to any data other than that of
"FormXObject"” and a background object. Further, even
if rendering information is added solely to the
beginning of the stream data, as illustrated in the
data 1300 of FIG. 13, processing does not change
because it is determined at step S914 in FIG. 9 whether
data exists at the end of the content dictionary.
[0086]In this embodiment, as set forth in this
embodiment, in a case where the user has performed
layout editing based upon the layout control policy
imparted to an electronic document, whether content has
been altered»or not is. determined on the side of the
user. As a result, when the fact that only layout
editing has been performed correctly is verified, it is
unnecessary to query the preparer and obtain approval.
Accordingly, since it is unnecessary to obfain approval
upon taking into consideration who the preparer is and
the environment in which communication with the
preparer is performed, convenience on the side of the
user can be enhanced. Further, based upon a
background-rendering permission policy imparted to an
electronic document, rendering content such as variable
data can be added to the background without changing

the content.
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[0087]The present invention also includés a case where
an operating system or the like running on a computer
executes some or all of the actual processing based
upon instructions in program code (the code of the
electronic document control program), whereby the
functions of the above—described embodiment are
implemented by this processing. Furthermore, the
present invention is applied also with regard to a case
where program code read from a storage medium has been
written to a memory provided on a function expansion
card insefted into the computer or a memory provided in
a function expansion unit coﬁnected to the computer.
In this case, a CPU or the like provided on the
function expansion board or function expansion unit
performs some or all of the actual processing based
upon the instructions in the written program code and
the functions of the foregoing embodiments are
implemented by this processing.

[0088]While the present invention has been described
with reference to exemplary embodiments, it is to be
understood that the invention is not limited to the
disclosed exemplary embodiments. The scope of the
following claims is to be accorded the broadest
interpretation so as to encompass all such
modifications and equivalent structures and functions.
[0089]This application claims the benefit of Japanese

Patent Application No. 2008-114420, filed April 24,
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2008, which is hereby incorporated by reference herein

in its entirety.
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CLAIMS

1. An electronic document control apparatus for
editing an electronic document, which has been imparted
with a policy for permitting page layout or for
permitting background rendering of content in addition
to page layout, and in wﬁich a digital signature has
been applied to the content, the apparatus comprising:

first verification means configured to verify
that the content to which the digital signature has
been applied has not been altered;

second verification means configured to verify
that a referential target of a new page generated
afresh in editing of the electronic document is a
signature area to which a digital signature has been
applied;

third verification means configured to, if the
electronic document has been imparted with a policy for
permitting page layout, verify that the referential
target of a new page generated afresh in editing of_the
electronic document does not include anything other
than the content to which the digital sigﬁature has
been applied, and if the electronic document has been
imparted with a policy for permitting page layout and
background rendering of content, verify that the
referential target of a néw page generated afresh in
editing of the electronic document does not include

anything other than the content and a background object
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of the content; and

determination means configured to determine, by
using at least one of said first, second and third
verification means, whether the edited electronic
document has been altered.
2. The apparatus according to claim 1, wherein said
determination means:

determines that the edited electronic document
lhas not been altered if verification is achieved by
said first, second and third verification means; and

determines that the edited electronic document
has‘been altered if verification is not achieved by any
one of said first, second and third verification means.
3. The apparatus according to claim 1 or 2, further
comprising saving means for saving the edited
electronic document if result of the determination by
said determination means is that the edited electronic
document has not been altered, and refraining from
saving the edited electronic document if result of the
determination by said determination means is that the
edited electronic document has been altered.
4. The apparatus according to any one of claims 1 to 3,
wherein a background object of the content is a
character string or image.
5. The apparatus according to any one of claims 1 to 4,
wherein the page layout is imposition, page allocation

or layout arrangement of the content.
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6. An electronic document control method executed in
an electronic document control apparatus for editing an
electronic document, which has been imparted with a
policy for permitting page layout or for permitting
background rendering of content in addition to page
layout, and in which a digital signature has been
applied to the content, the method comprising:

a first verification étep of verifying that the
content to which the digital signature has been applied
has not been altered;

a second verification step of verifying that a
referential target of a new page generated afresh in
editing of the electronic document is a signature area
to which a digital signature has been applied;

a third verification step of verifying that the
referential targét of a new page generated afresh in
editing of the electronic document does not include
anything other than the content to which the digital
signature has been applied if the electronic document
has been imparted with a policy for permitting page
layout, and verifying that the referential target of a
new page generated afresh in editing of the electronic
document does not include anything other than the
content and a background object of the content if the
electronic document has been imparted with a policy for
permitting page layout and background rendering of

content; and



WO 2009/142096 PCT/JP2009/058218

- 43 -

a determination step of determining, by using at
least one of said first, second and third verification
steps, whether the edited electronic document has been
altered.

7. The method according to claim 6, in said
determination step,

it is determined that the edited electronic
document has not been altered if verification is
achieved by said first, second and third Verification
steps; and

it is deteimined that the edited electronic
document has been altered if verification is not
achieved by any one of said first, second and third
verification steps.

8. An electronic document control system inciuding a
terminal device for creating an electronic document, an
electronic document control apparatus for editing a
created electronic décument, and a server for
controlling a policy imparted to the electronic
document, said terminal device and said electronic
document control apparatus being connected via said
server and a network, wherein said terminal device and
said server include:

imparting means configured to impart the
electronic document with a policy for permitting page
layout or for permitting background rendering of

content in addition to page layout; and
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signature means configured to apply a digital
signature to content in the electronic document to
which the policy has been imparted by said imparting
means; and

said electronic document control apparatus
includes:

first verification means configured to verify
that the content to which the digital signature has
been applied has not been altered;

second verification means configured to verify
that a referential target of a new page generated
afresh in editing of the electronic document is a.
signature area to which a digital signature has been
applied;

third verification means configured to, if the
electronié document has been imparted with a policy for
pérmitting page layout, verify that the referential
target of a new page generated afresh in editing of the
electronic document does not include anything other
than the content to which the digital signature has
been applied, and if the electronic document has been
imparted with a policy for permitting page layout and
background rendering of content, verify that the
referential target of a new page generated afresh in
editing of the electronic document does not include
anything other than the contént and a background object

of the content; and
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determination means configured to determine, by
using at least one of said first, second and third
verification means, whether the edited electronic
document has been altered.
9. The system according to claim 8, wherein said
determination means:

determines that the edited electrénic document
has not been altered if verification is achieved by
said first, second and third verification means; and

determines that the edited electronic document
has been altered if verification is not achieved by any
one of said first, second and third verification means.
10. A program for causing the electronic document
control method set forth in claim 6 or 7 to be executed
by a computer.
11. A computer-readable storage medium storing the
program set forth in claim 10.
12. An electronic document control apparatus.
comprising:

layout changing means configured to change page
layout of an electronic document;

detection means configured to detect a content
change in a content contained in the electronic
document; and

determination means coﬁfigured to judge whether
or not said detection means has detected a content

change in the content in a case where page layout has
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been changed by said layout changing means;

wherein a change in a page layout by said layout
changing means is permitted if result of the
determination by said determination means is that there
has be no content change in the content; and

a change in page layout by said layout changing
means is not permitted if result of the determination
by said determination means ié that there has been a
content change in the content.
13. A method of controlling an electronic document,
comprising:

a changing step of changing a page layout of an
electronic document;

a detecting step of detecting a content change in
a content contained in the electronic document; and

a judging step of judging whether a content
change in the content has been detected in a case where
page layout has been changed;

whegein a change in page layout is permitted if
result of the determination is that there has be no
content change in the content; and

a change in page layout is<nof permitted if
result of the determination is that there has been a

content change in the content.
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