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TUNITED STATES INTERNATIONAL PATENT APPLICATION
FOR

PROVIDING CONSISTENT DATABASE RECOVERY AFTER DATABASE FAILURE FOR
DISTRIBUTED DATABASES WITH NON-DURABLE STORAGE LEVERAGING BACKGROUND
SYNCHRONIZATION POINT

CROSS-REFERENCE TO RELATED APPLICATIONS

[0601] This application is related to U.S. Application No. 16/232,860, filed December 26,
2018, entitled “Using Non-Volatile Memory to Improve the Availability of an In-Memory
Database”; U.S. Application No. 14/726,133, filed May 29, 2015, entitled “Elimination of
Log File Synchronization Delay at Transaction Commit Time”; and International Application
No. PCT/US2014/043259, filed June 19, 2014, entitled “System and Method for Cloud
Connection Pool”; the entire contents for each of which is hereby incorporated by reference
as if fully set forth herein.

TECHNICAL FIELD

[0602] Embodiments described herein relate generally to databases, and more
specifically, to techniques for increasing the efficiency of recovery operations for distributed
database systems with asynchronous flush.

BACKGROUND

{0003} The approaches described in this section are approaches that could be pursued, but
not necessarily approaches that have been previously conceived or pursued. Therefore, unless
otherwise indicated, it should not be assumed that any of the approaches described in this
section qualify as prior art merely by virtue of their inclusion in this section.

[0604] An in-memory database management system (IMDBMS) is a database
management system (DBMS) that primarily relies on random access memory (RAM) for
computer data storage. This is contrasted with block-based DBMSs that employ block-based
persistent storage (block-based storage) as primary storage. In a block-based DBMS,
database data is organized into data blocks. Database data in a block-based DBMS is
manipulated by first reading the data blocks from block-based storage into in-memory buffers
of the DBMS, modifying the data blocks in the buffers, and then rewriting the modified data

blocks to block-based persistent storage.
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{0005] IMDBMSs are faster than block-based DBMSs because access to block-based
storage is slower than main memory access. For an IMDBMS, non-durable commits are often
used for achieving even higher performance. For non-durable commits, applications do not
have to wait for a transaction to be synchronously recorded to a persistent storage before the
applications can perform another database operation. Non-durable commits can greatly
improve latency and throughput for workloads. However, a technical hurdle with non-durably
commits is the volatility of main memory, which comprises volatile random-access memory
(RAM). In a system failure, database data stored in main memory that was modified by non-
durably committed transactions and that has not been durably recorded may be lost.

{0006] One way to ensure transactions are durably recorded is to use durable commits.
Durable commits can be achieved by flushing transaction change records stored in in-
memory log buffers to persistent logs in persistent storage before acknowledging
commitment. Flushing transaction change records in this way is referred to as synchronous
flushing. No transaction is acknowledged as committed until all the modifications generated
by the transaction or depended on by the transaction are recorded on persistent storage.
Durable commits ensure the recording of committed transactions even if the server crashes or
loses power.

[0007] In comparison, non-durable commits acknowledge commitment without requiring
flushing transaction change records to the persistent storage. The transaction change records
may be flushed after acknowledging commit of the transaction for which the change records
were generated. Flushing change records in this way is referred to herein as asynchronous
flushing. For non-durable commits, data may be unrecoverable in the case of database system
failure.

{0008] For single-node database systems, persistent storage may be used to enable
recovery from system failures. This is done through flushing change records of a transaction
from RAM to persistent storage. A checkpoint image of the database is periodically generated
and is stored in persistent storage. A transaction log is used to store change records, each of
which may store a description of a change that a transaction makes to the database and/or a
description of action taking regarding the transaction (e.g., a commit). Recovery entails
loading the entire latest checkpoint image from persistent storage and applying the change
records (i.e., redo and undo change records) in change log to synchronize the database to a
state that existed just prior to the system failure.

{0009] For the multiple nodes in a distributed database system, flushing may happen on

all nodes either synchronously or asynchronously. In case of a database failure, the
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checkpoint images in the persistent storage on each node are used to reconstruct the database
by applying flushed change records to the checkpoint images.

{0010} Under synchronous flushing, database recovery in case of failure is relatively
straightforward: Recover each node from its checkpoint image and resolve all open
transactions at the time of failure. However, synchronous flushing requires flushing
transaction change records stored in in-memory log buffers to persistent logs in persistent
storage before acknowledging commitment, which causes synchronous flushing to have
lower performance than asynchronous flushing. Thus, requiring all transactions to perform
synchronous flushing is very costly and undermines the benefits of using fast, non-durable
storage.

[0011] Distributed databases with asynchronous flushing can achieve much better
performance in terms of latency and throughput. However, with asynchronous flushing,
change records stored in the persistent logs (i.e., logs stored in persistent storage) for
committed transactions can be inconsistent between each node before recovery.

[0012] One example of possible inconsistency after database recovery involves partially
durably committed transactions. For example, a distributed transaction T involves updating
data on two nodes, node 1 and node 2. After a database failure, the latest persistent logs on
one node 1 contains changes committed for T, but persistent logs for node 2 do not contain
changes committed for T.

[0013] Another example of possible inconsistency after database recovery involves
dependency violation. For example, transaction T2 has a dependency on transaction T1. The
dependency could be parent-child, unique constraint check, or any logical data dependency,
etc. T1 updates data only on node 1 while T2 updates data only on node 2. After database
failure, the persistent log on node 1 does not contain changes committed from T1. However,
the persistent log on node 2 contains changes committed from T2.

[0014] One approach to resolve inconsistency involves navigating through all nodes to
resolve the inconsistency between nodes. However, this approach is very time consuming.
[{0015] Thus, there is a need for providing consistent database recovery after database
failure for a distributed database system using asynchronous flushing.

[0016] Described herein are techniques that ensure consistency of recovery in a
distributed database system using asynchronous flushing.

BRIEF DESCRIPTION OF THE DRAWINGS

{0017} In the drawings:

[0018] FIG. 1 is a block diagram of an embodiment of a distributed database grid.
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{0019] FIG. 2 illustrates an example of an unsharded database and a distributed database
gird.

{0020} FIG. 3 shows a distributed database grid according to an embodiment of the
present invention.

[0021] FIG. 4A illustrates a flow diagram that depicts creating a synchronization point
for database recovery.

[0022] FIG. 4B illustrates a flow diagram that depicts using a synchronization point for
consistent database recovery after database failure for a distributed database system.

[0023] FIG. 5 is a diagram depicting a computer system that may be used to implement
an embodiment of the present invention.

[0024] FIG. 6 depicts a software system that may be employed for controlling the
operation of a computer system according to an embodiment of the present invention.
DETAILED DESCRIPTION

[0025] In the following description, for the purposes of explanation, numerous specific
details are set forth in order to provide a thorough understanding of the embodiments. It will
be apparent, however, that the embodiments may be practiced without these specific details.
In other instances, well-known structures and devices are shown in block diagram form in
order to avoid unnecessarily obscuring embodiments.

GENERAL OVERVIEW

[0026] Described herein are approaches for consistent database recovery for distributed
database systems using “synchronization points”. A synchronization point is a global
timestamp for which across all nodes of a distributed database system, the nodes have stored
change records for any transaction occurring at and before the synchronization point in
persistent logs. Each node may employ asynchronous flushing. However, on a periodic basis,
each node coordinates to establish a synchronization point, which may entail ensuring change
records for transactions that committed at or before the synchronization point are stored in
persistent logs. In effect, a synchronization point represents that any transaction committed at
or before the synchronization point has been durably committed.

[0027] During recovery, all nodes reach a consensus on a synchronization point to which
to recover. Each node applies change records from the node’s persistent log to the appropriate
checkpoint image for the node. Transactions before the synchronization points are recovered
while transactions after the synchronization point and uncommitted transactions are rolled

back.
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{0028] Generating synchronization points and performing database recovering in this way
1s referred to as Asynchronously Flushed Database Recovery. Asynchronously Flushed
Database Recovery creates non-blocking synchronization points which can be used in
recovery in case of a database failure. Asynchronously Flushed Database Recovery may
guarantee database consistency after recovery and limits data loss to transactions committed
after the last valid synchronization point before the failure.

[0029] Synchronization points are used to orchestrate change record flushing on all nodes
when certain criteria are met. It is non-blocking, so workloads will not be affected when
synchronization points are being created periodically in the background. During recovery,
Asynchronously Flushed Database Recovery requires very little communication and
negotiation between nodes. Once all nodes reach a consensus on which synchronization point
to recover to, each node simply performs local recovery similar to point-in-time recovery.
Each node will know exactly which transactions to keep and which to throw away to ensure
no consistency violation.

ILLUSTRATIVE DISTRIBUTED DATABASE MANAGEMENT SYSTEM

{0030} FIG. 1 is a block diagram of an embodiment of a distributed database grid.
Distributed database grid 100 includes a plurality of database grid nodes 102, 104, 106, and
108. Hosts 142, 144, 146, and148 are computing devices.

{0031} Each database grid node 102-108 includes data and one or more daemon processes
that perform database functionality such that each database grid node 102-108 can function as
a self-contained database system. Daemon processes may comprise one or more processes
responsible for various resource management tasks at their respective database grid nodes,
such as maintaining and reporting statistics regarding data usage and connections, managing
shared memory access and policies, and starting and/or recovering various components of
their respective mid-tier database grid nodes. Database grid nodes 102-108 may further
comprise any number of additional components as needed.

{0032} Database grid nodes 102-108 are configured to store a database shard of a
database that is distributed across database grid nodes 102-108 in accordance with a
distribution scheme. Database grid nodes 102-108 may further comprise additional
components stored in a volatile memory, including indexes and temporary space. Other
components of database grid nodes 102-108 may include transaction logs and recovery data,
such as a checkpoint image, which may be stored in a persistent storage such as a flash disk
or hard disk associated with a host 142, 144, 146 or 148 executing an instance of the database
grid nodes 102-108.
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{0033} In an embodiment, each database grid node 102-108 has its own persistent logs
and checkpoint image, which may be persisted to disk as files. In the event of a system restart
or failure, the in-memory database is recovered from the checkpoint image and persistent
logs. In an embodiment, one or more database grid nodes 102-108 comprise an in-memory
database that resides entirely in volatile memory at run time and is periodically persisted as
checkpoint images stored in disk storage for the ability to recover and restart, such as but not
limited to an Oracle TimesTen™ database. TimesTen™ provides full transactional support
for SQL operations, and the transaction logs are persisted to disk for recovery. In the event of
a system restart or failure, the in-memory database may be recovered from the persistent logs
and checkpoint images, using, for example, Asynchronously Flushed Database Recovery, as
described in further detail.

[0034] A distributed database grid is described in U.S. Patent Application No.
14/709,018, DIRECT-CONNECT FUNCTIONALITY IN A DISTRIBUTED DATABASE
GRID, filed by Tirthankar Labhiri, et al. on May 11, 2015, the entire contents of which are
incorporated by reference.

DISTRIBUTION SCHEME

[0035] In an embodiment, each database grid node 102-108 stores a database shard of a
database in accordance with a distribution scheme. A database shard may comprise one or
more tables. Different tables may be divided based on different distribution schemes. The
database may be distributed over the database grid nodes 102-108 in order to spread data, co-
locate data and/or localize data. In an embodiment, one or more tables are partitioned in
accordance with a hash distribution scheme. At least a portion of the database, such as one or
more tables, is partitioned among database shards 112, 114, 116, and 118 in accordance with
a reference distribution scheme. In another embodiment, the database is a distributed
database, comprising separate and distinct databases stored on each of database grid nodes
102-108, with none of the separate and distinct databases storing a portion or partition of a
table stored in another of the separate and distinct databases. Each database may have its own
database dictionary defining different tables and/or database objects.

DATABASE SHARDS

[0036] FIG. 2 illustrates an example of an unsharded database 200 and a distributed
database grid 210. Unsharded database 200 is a relational database and includes table 202.
All of the contents of table 202 are stored in the same unsharded database 200, and thus use

the same kind of computing resources, such as processors, memory, and disk space.
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{0037} Distributed database grid 210, however, depicts an alternative configuration using
sharding techniques. Distributed database grid 210, includes four shards 212, 214, 216, and
218. Each of the shards 212-218 is on its own host and includes its own tables 213, 215, 217
and 219, respectively. However, in distributed database grid 210, table 202 has been
horizontally partitioned across shards 212-218 into tables 213-219. Horizontal partitioning in
a distributed database involves splitting a database table, such as table 202, across shards so
that each shard contains a subset of rows of table 202. In this example, tables 213-219 each
contain a subset of rows of table 202. Collectively, tables 213-219 can be referred to as a
“sharded table.” The data collectively stored in tables 213-219 is equivalent to the data
stored in table 202. Thus, updating data stored in table 202 may involve updating Nodes A,
B, C, and D.

STRUCTURAL OVERVIEW

{0038} FIG. 3 shows a Distributed database grid 300, a distributed database according to
an embodiment of the present invention. Distributed database grid 300 comprises a plurality
of Database grid nodes 362, 364, 366 and 368. Hosts 372, 374, 376, and 378 are computing
devices.

[0039] Database grid nodes 362-368 comprise Persistent storages 352, 354, 356, and 358
and Volatile RAMs 312, 314, 316, and 318, and one or more processors (not shown),
respectively.

[0040] Shards 322, 324, 326, and 328, which are managed and accessed by Distributed
database gird 300, are stored in Volatile RAMs 312-318, respectively. Changes to Shards
322-328 are recorded in change records (redo and undo records) in Log buffers 382, 384,
386, and 388 before writing them out to Persistent logs 332, 334, 336, and 338, respectively.
The change records are cleared from Log buffers 382-388 after they are persistently stored in
Persistent logs 332-338.

[0041] Persistent logs 332-338 are used to store change records, each of which may store
a description of a change that a transaction makes to a shard and/or a description of action
taking regarding the transaction (e.g., a commit). Storing change records in persistent
storages ensures durability. A transaction is durably committed when a change record is
durably stored. By using persistent storage to store change records, a transaction is durably
committed when the commit record is written to the persistent log stored in persistent storage,
which ensures data is persistently stored in the case of system failure.

[0042] For Distributed databases grid 300, flushing change records of a transaction from

log buffers stored in volatile RAM to persistent log stored in persistent storage happens on all
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nodes. Each of Database grid nodes 362-368 employ asynchronous flushing, which allows a
transaction to complete more quickly than synchronous flushing. For synchronous flushing, a
transaction is acknowledged as committed only after change records of the transaction are
flushed from a log buffer in volatile RAM to a persistent log in persistent storage. In
comparison, for asynchronous flushing, a transaction is acknowledged as committed without
requiring change records of the transaction to be flushed from a log buffer in volatile RAM to
a persistent log in persistent storage. Asynchronous flushing allows Database grid nodes 362-
368 to acknowledge transactions as soon as change records of the transactions are written to
Log buffers 382-388 in Volatile RAMs 312-318, before writing them to Persistent logs 332-
338 in Persistent storages 352-358. This can provide a significant boost in throughput for
transactions. However, with asynchronous flushing, change records stored in Persistent logs
332-338 for committed transactions can be inconsistent between Database grid nodes 362-
368 in the case of system failure.

{0043] A checkpoint image of each of shards 322-328 is periodically generated and is
stored in Checkpoint image files 342, 344, 346, and 348 in Persistent storage 352-358,
respectively.

[0044] In order to provide consistent database recovery after a system failure, on a
periodic basis, each of Database grid nodes 362-368 coordinates to establish a
synchronization point, which may entail ensuring change records for transactions that
committed at or before the synchronization point are stored in persistent logs 332-338. In
effect, a synchronization point represents that any transaction committed at or before the
synchronization point has been issued.

[0045] A synchronization point is periodically generated or is generated upon request
when the database is up and running.

[0046] Recovery entails loading the entire latest checkpoint image of each shard from
persistent storage and applying the change records (i.e., redo and undo change records) to the
checkpoint image to synchronize the database to a state that existed as of the synchronization
point.

ASSIGN A TIMESTAMP TO EACH TRANSACTION

[0047] According to an embodiment, a global timestamp is assigned to each transaction.
Each transaction is assigned with a commit timestamp ts(T) when the commit of each
transaction commences. According to an embodiment, a Lamport algorithm is used to assign

timestamps in a decentralized manner while ensuring timestamps are logical correct across
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Distributed database grid 300. The use of a Lamport algorithm ensures all the transaction
dependencies arc preserved across the Shards 322, 324, 326, and 328.

[0048] In an embodiment, assigning a global timestamp for each transaction satisfies the
following conditions:

e Each transaction is assigned to one global timestamp.

e For any distributed transaction T, each node participating in the distributed
transaction learns about the timestamp ts(T) and assigns ts(T) to the distributed
transaction T before committing. Before committing, changes records for the
transaction are stored in log buffer and may be asynchronously flushed to a persistent
log. A daemon process may read the log buffer and flush the change from the log
buffer to persistent logs.

e [f atransaction T2 has a dependency on transaction T1, then T2 is assigned with a
timestamp larger than T1. The dependency could be parent-child, unique constraint
check, or any logical data dependency, etc.

o A lower bound of timestamps is set for future transactions when a synchronization
point for recovery is created. For example, if a synchronization point (SP) is created,
then a lower bound of timestamp ts(SP) is set for any future transaction when SP is
created. The lower bound of a timestamp is used to ensure all future transactions are
assigned with a larger timestamp than the synchronization point.

CREATE SYNCHRONIZATION POINTS FOR RECOVERY

[0049] In an embodiment, synchronization points (SP) are created periodically or upon
request when a database system is up and running.

[{0050] FIG. 4A illustrates a flow diagram that depicts creating a synchronization point.
[0051] At step 401, the largest timestamp of committed transactions is acquired from
each Database grid nodes 362-368 in Distributed database grid 300. For example, suppose
Database gird node 362 committed two transactions T1 and T2. Suppose transaction T2 is
committed at a later time than transaction T1, timestamp ts(T2) would be larger than
timestamp ts(T1) and would be acquired as the largest timestamp of transactions Database
grid node 362 committed.

[0052] At step 402, a synchronization point (SP) is created, and a timestamp ts(SP) is
assigned to the SP. Timestamp ts(SP) is larger than the maximum timestamp acquired from
step 401. For example, suppose each timestamps ts(T2), ts(T4), ts (T6), ts(T8) is the largest

timestamp of transactions each Database gird nodes 362-368 committed, respectively. A
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synchronization point is created and is assigned with a timestamp ts(SP) larger than all
timestamps ts(T2), ts(T4), ts(T6), and ts(T8).

[0053] At step 403, a lower bound timestamp is set for future transactions. Setting a
lower bound timestamp for future transaction ensures all future transactions committed after
the SP are assigned with a timestamp larger than the timestamp of the synchronization point.
{0054] At step 404, all transactions T with a timestamp ts(T) smaller than ts(SP) are
flushed from Log buffers 382-388 in Volatile RAMs 312-318 to Persistent logs 332-338 in
Persistent storages 352-358. For any transaction committed before ts(SP) that, at
commencement of step 404, has change records that were not durably stored, those change
records are durably stored in a persistent log. Thus, the creation of a synchronization point
ensures all change records associated with all transactions committed before the particular
synchronization point are stored in Persistent logs 332-338 in Persistent storages 352-358. In
effect, a synchronization point represents that any transaction committed at or before the
synchronization point has been durably committed.

RECOVERING EACH NODE TO A SYNCHRONIZATION POINT

[0055] In an embodiment, synchronization points are used to recover a database after a
system failure.

[0056] FIG. 4B illustrates a flow diagram that depicts using a synchronization point for
consistent database recovery after database failure for Distributed database grid 300.

[0057] At step 411, a latest created synchronization point is acquired.

[0058] At step 412, on each Database gird nodes 362-368, a checkpoint image is loaded
from Checkpoint image files 342-348 in Persistent storages 352-358 to Shards 322-328,
respectively.

{0059] Recovery of each Shards 312-318 begins with the state of the shard as reflected in
the latest stored checkpoint image in Checkpoint image files 342-348.

[0060] At step 413, change records associated to transactions with a timestamp smaller
than the timestamp of the latest created synchronization point is read from Persistent logs
332-338 in Persistent storage 352-358 and applied to Shard 322-328 in Volatile RAMs 312-
318. Change records associated to transactions with a timestamp larger than the timestamp of
the latest created synchronization point are not applied in database recovery even if the
transaction is committed before the database failure.

BENEFITS AND APPLICATIONS

{0061} The Asynchronously Flushed Database Recovery may be superior over regular

recovery. In particular, the Asynchronously Flushed Database Recovery ensures database
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consistency for a distributed database with asynchronized flush. The recovered database have
no partially committed transaction and no dependency violation. The following discusses the
benefits of implementing Asynchronously Flushed Database Recovery.

[0062] The Asynchronously Flushed Database Recovery ensures no transaction is
partially committed after recovery. For any transaction T committed before a database failure,
its timestamp ts(T) is either smaller or larger than the timestamp of a synchronization point
ts(SP). If ts(T) is smaller than ts(SP), all of T’s change records by definitaion are durably
stored as part of the creation of SP, and T is recovered and committed on all participating
nodes. If ts(T) is larger than ts(SP), T is rolled back on all participating nodes. Hence, for any
chosen synchronization point SP, no transaction is partially committed after recovery.

[0063] The Asynchronously Flushed Database Recovery ensures no dependency violation
after recovery. For example, suppose transaction T2 has a dependency on transaction T1, then
timestamp ts(T1) is smaller than ts(T2). For a chosen synchronization point for recovery SP,
suppose T2 is recovered and committed after recovery, then ts(T2) is smaller than ts(SP).
Because ts(T1) is smaller than ts(T2) and ts(T2) is smaller than ts(SP), ts(T1) is smaller than
ts(SP). Thus, T1 would be recovered and committed after recovery as well as T2. Hence, the
Asynchronously Flushed Database Recovery ensures no dependency violation after recovery.
[0064] The Asynchronously Flushed Database Recovery achieves consistent database
recovery with a relatively low impact on the normal workload since generation of
synchronization point runs in the background. During recovery, Asynchronously Flushed
Database Recovery requires very little negotiation and consolidation between nodes. Once all
nodes reach a consensus on which synchronization point to recover to, each node simply
performs local recovery similar to point-in-time recovery. Each node will know exactly
which transactions to keep and which to throw away to ensure no consistency violation.
MEMORY OVERVIEW

[0065] Because embodiments of the invention involve using persistent storage, a
description of memory is pertinent and useful. As used herein, “persistent” refers to a
characteristic of a memory where data is retained in the absence of any form of electrical
power, including external or battery backup. Examples of persistent storage include e-prom
memory, flash memory, and disk memory. Persistent storage does not include volatile
memory for which power is retained by a battery backup in the absence of another external
power source. For example, volatile memory coupled to a board with an embedded battery-
backup is not non-volatile memory, because, without the power provided by a battery, the

volatile memory does not retain data.
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{0066} Byte-addressable memory is distinguishable from block-addressable memory. A
byte or word is the minimum amount of data that may be addressed, retrieved from memory,
or written to in byte-addressable memory. To manipulate one or more bits in a byte or word,
a byte or word containing the bit must be fetched to a register of a processor executing a
machine instruction that references the byte or word and manipulated according to the
machine instruction or another machine instruction.

[0067] In contrast, the minimum size for a unit of block-addressable memory is a data
block. A data block comprises multiple bytes and multiple words and cannot be entirely
stored within a register of a processor. For block-addressable memory, a data block is the
minimum amount of data that may be addressed, retrieved from memory, or written to
memory. Examples of block-addressable memory include flash memory and disk memory.
To manipulate a bit or a byte in a block, a block containing those bits is loaded into a byte-
addressable memory by an instruction referencing the block issued to a block-based interface.
{0068] RAM is distinguishable from read-only memory (ROM) in that data in RAM can
be overwritten. As used herein, overwriting data refers to replacing the data with new data
without first having to erase the data in the memory. Thus, as used herein, RAM refers to
byte-addressable memory that can be overwritten.

HARDWARE OVERVIEW

[{0069] According to an embodiment, the techniques described herein are implemented by
one or more special-purpose computing devices. The special-purpose computing devices
may be hard-wired to perform the techniques, or may include digital electronic devices such
as one or more application-specific integrated circuits (ASICs) or field programmable gate
arrays (FPGAs) that are persistently programmed to perform the techniques, or may include
one or more general purpose hardware processors programmed to perform the techniques
pursuant to program instructions in firmware, memory, other storage, or a combination. Such
special-purpose computing devices may also combine custom hard-wired logic, ASICs, or
FPGAs with custom programming to accomplish the techniques. The special-purpose
computing devices may be desktop computer systems, portable computer systems, handheld
devices, networking devices or any other device that incorporates hard-wired and/or program
logic to implement the techniques.

[0070] For example, FIG. 5 is a block diagram that illustrates a computer system 500
upon which an embodiment of the invention may be implemented. Computer system 500

includes a bus 502 or other communication mechanism for communicating information, and a
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hardware processor 504 coupled with bus 502 for processing information. Hardware
processor 504 may be, for example, a general purpose microprocessor.

{0071} In some embodiments, co-processers may reside on the same chip as hardware
processors or processor cores. Examples of such co-processors include a data analytics
accelerator (DAX) co-processor and a single instruction, multiple data (SIMD) processor.
{0072] A DAX co-processor enables database operations to run directly in the co-
processor while hardware processor cores execute other instructions. Such operations include
(1) scanning an array for elements which match (or greater than or less than) an input value
and returning a bit vector with bits set for matches; (2) selecting elements from an array
based on a bit vector; and (3) in set operation, given an input set of integers, determining how
many of them are also present in another set.

[0073] SIMD processors perform the same operation on multiple data items
simultaneously. SIMD processors exploit data level parallelism by executing a single
instruction against data in multiple registers or subregisters. Thus, the throughput per
instruction may be increased accordingly.

[0074] Computer system 500 also includes a main memory 506, such as a random access
memory (RAM) or other dynamic storage device, coupled to bus 502 for storing information
and instructions to be executed by processor 504. Main memory 506 also may be used for
storing temporary variables or other intermediate information during execution of instructions
to be executed by processor 504. Such instructions, when stored in non-transitory storage
media accessible to processor 504, render computer system 500 into a special-purpose
machine that is customized to perform the operations specified in the instructions.

[0075] Computer system 500 further includes a read only memory (ROM) 508 or other
static storage device coupled to bus 502 for storing static information and instructions for
processor 504. A storage device 510, such as a magnetic disk, optical disk, or solid-state
drive is provided and coupled to bus 502 for storing information and instructions.

{0076} Computer system 500 may be coupled via bus 502 to a display 512, such as a
cathode ray tube (CRT), for displaying information to a computer user. An input device 514,
including alphanumeric and other keys, is coupled to bus 502 for communicating information
and command selections to processor 504. Another type of user input device is cursor control
516, such as a mouse, a trackball, or cursor direction keys for communicating direction
information and command selections to processor 504 and for controlling cursor movement
on display 512. This input device typically has two degrees of freedom in two axes, a first

axis (e.g., x) and a second axis (e.g., y), that allows the device to specify positions in a plane.
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{0077} Computer system 500 may implement the techniques described herein using
customized hard-wired logic, one or more ASICs or FPGAs, firmware and/or program logic
which in combination with the computer system causes or programs computer system 500 to
be a special-purpose machine. According to an embodiment, the techniques herein are
performed by computer system 500 in response to processor 504 executing one or more
sequences of one or more instructions contained in main memory 506. Such instructions may
be read into main memory 506 from another storage medium, such as storage device 510.
Execution of the sequences of instructions contained in main memory 506 causes processor
504 to perform the process steps described herein. In alternative embodiments, hard-wired
circuitry may be used in place of or in combination with software instructions.

{0078} The term “storage media” as used herein refers to any non-transitory media that
store data and/or instructions that cause a machine to operate in a specific fashion. Such
storage media may comprise non-volatile media and/or volatile media. Non-volatile media
includes, for example, optical disks, magnetic disks, or solid-state drives, such as storage
device 510. Volatile media includes dynamic memory, such as main memory 506. Common
forms of storage media include, for example, a floppy disk, a flexible disk, hard disk, solid-
state drive, magnetic tape, or any other magnetic data storage medium, a CD-ROM, any other
optical data storage medium, any physical medium with patterns of holes, a RAM, a PROM,
and EPROM, a FLASH-EPROM, NVRAM, any other memory chip or cartridge.

[0079] Storage media is distinct from but may be used in conjunction with transmission
media. Transmission media participates in transferring information between storage media.
For example, transmission media includes coaxial cables, copper wire and fiber optics,
including the wires that comprise bus 502. Transmission media can also take the form of
acoustic or light waves, such as those generated during radio-wave and infra-red data
communications.

[0080] Various forms of media may be involved in carrying one or more sequences of
one or more instructions to processor 504 for execution. For example, the instructions may
initially be carried on a magnetic disk or solid-state drive of a remote computer. The remote
computer can load the instructions into its dynamic memory and send the instructions over a
telephone line using a modem. A modem local to computer system 500 can receive the data
on the telephone line and use an infra-red transmitter to convert the data to an infra-red
signal. An infra-red detector can receive the data carried in the infra-red signal and
appropriate circuitry can place the data on bus 502. Bus 502 carries the data to main memory

506, from which processor 504 retrieves and executes the instructions. The instructions
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received by main memory 506 may optionally be stored on storage device 510 either before
or after execution by processor 504.

{0081} Computer system 500 also includes a communication interface 518 coupled to bus
502. Communication interface 518 provides a two-way data communication coupling to a
network link 520 that is connected to a local network 522. For example, communication
interface 518 may be an integrated services digital network (ISDN) card, cable modem,
satellite modem, or a modem to provide a data communication connection to a corresponding
type of telephone line. As another example, communication interface 518 may be a local
area network (LAN) card to provide a data communication connection to a compatible LAN.
Wireless links may also be implemented. In any such implementation, communication
interface 518 sends and receives electrical, electromagnetic or optical signals that carry
digital data streams representing various types of information.

{0082} Network link 520 typically provides data communication through one or more
networks to other data devices. For example, network link 520 may provide a connection
through local network 522 to a host computer 524 or to data equipment operated by an
Internet Service Provider (ISP) 526. ISP 526 in turn provides data communication services
through the world wide packet data communication network now commonly referred to as
the “Internet” 528. Local network 522 and Internet 528 both use electrical, electromagnetic
or optical signals that carry digital data streams. The signals through the various networks
and the signals on network link 520 and through communication interface 518, which carry
the digital data to and from computer system 500, are example forms of transmission media.
{0083} Computer system 500 can send messages and receive data, including program
code, through the network(s), network link 520 and communication interface 518. In the
Internet example, a server 530 might transmit a requested code for an application program
through Internet 528, ISP 526, local network 522 and communication interface 518.

[0084] The received code may be executed by processor 504 as it is received, and/or
stored in storage device 510, or other non-volatile storage for later execution.

SOFTWARE OVERVIEW

[0085] Figure 6 is a block diagram of a software system 600 that may be employed for
controlling the operation of computer system 500. Software system 600 and its components,
including their connections, relationships, and functions, is meant to be exemplary only, and
not meant to limit implementations of the example embodiment(s). Other software systems
suitable for implementing the example embodiment(s) may have different components,

including components with different connections, relationships, and functions.
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{0086} Software system 600 is provided for directing the operation of computer system
500. Software system 600, which may be stored in system memory (RAM) 506 and on fixed
storage (e.g., hard disk or flash memory) 510, includes a kernel or operating system (OS)
610.

[0087] The OS 610 manages low-level aspects of computer operation, including
managing execution of processes, memory allocation, file input and output (I/0), and device
I/0. One or more application programs, represented as 602A, 602B, 602C ... 602N, may be
“loaded” (e.g., transterred from fixed storage 510 into memory 506) for execution by the
system 500. The applications or other software intended for use on system 500 may also be
stored as a set of downloadable computer-executable instructions, for example, for
downloading and installation from an Internet location (e.g., a Web server, an app store, or
other online service).

{0088} Software system 600 includes a graphical user interface (GUI) 615, for receiving
user commands and data in a graphical (e.g., “point-and-click” or “touch gesture”) fashion.
These inputs, in turn, may be acted upon by the system 600 in accordance with instructions
from operating system 610 and/or application(s) 602. The GUI 615 also serves to display the
results of operation from the OS 610 and application(s) 602, whereupon the user may supply
additional inputs or terminate the session (e.g., log off).

{0089] OS 910 can execute directly on the bare hardware 620 (e.g., processor(s) 504) of
system 600. Alternatively, a hypervisor or virtual machine monitor (VMM) 630 may be
interposed between the bare hardware 620 and the OS 610. In this configuration, VMM 630
acts as a software “cushion” or virtualization layer between the OS 610 and the bare
hardware 620 of the system 500.

{0090] VMM 630 instantiates and runs one or more virtual machine instances (“guest
machines”). Each guest machine comprises a “guest” operating system, such as OS 610, and
one or more applications, such as application(s) 602, designed to execute on the guest
operating system. The VMM 630 presents the guest operating systems with a virtual
operating platform and manages the execution of the guest operating systems.

[0091] In some instances, the VMM 630 may allow a guest operating system to run as if
it is running on the bare hardware 620 of system 500 directly. In these instances, the same
version of the guest operating system configured to execute on the bare hardware 620 directly
may also execute on VMM 630 without modification or reconfiguration. In other words,
VMM 630 may provide full hardware and CPU virtualization to a guest operating system in

some instances.
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[0092] In other instances, a guest operating system may be specially designed or
configured to execute on VMM 630 for efficiency. In these instances, the guest operating
system is “aware” that it executes on a virtual machine monitor. In other words, VMM 630
may provide para-virtualization to a guest operating system in some instances.

[0093] The above-described basic computer hardware and software is presented for
purpose of illustrating the basic underlying computer components that may be employed for
implementing the example embodiment(s). The example embodiment(s), however, are not
necessarily limited to any particular computing environment or computing device
configuration. Instead, the example embodiment(s) may be implemented in any type of
system architecture or processing environment that one skilled in the art, in light of this
disclosure, would understand as capable of supporting the features and functions of the
example embodiment(s) presented herein.

CLOUD COMPUTING

[0094] The term "cloud computing” is generally used herein to describe a computing
model which enables on-demand access to a shared pool of computing resources, such as
computer networks, servers, software applications, and services, and which allows for rapid
provisioning and release of resources with minimal management effort or service provider
interaction.

{0095} A cloud computing environment (sometimes referred to as a cloud environment,
or a cloud) can be implemented in a variety of different ways to best suit different
requirements. For example, in a public cloud environment, the underlying computing
infrastructure is owned by an organization that makes its cloud services available to other
organizations or to the general public. In contrast, a private cloud environment is generally
intended solely for use by, or within, a single organization. A community cloud is intended to
be shared by several organizations within a community; while a hybrid cloud comprises two
or more types of cloud (e.g., private, community, or public) that are bound together by data
and application portability.

{0096} Generally, a cloud computing model enables some of those responsibilities which
previously may have been provided by an organization's own information technology
department, to instead be delivered as service layers within a cloud environment, for use by
consumers (either within or external to the organization, according to the cloud's
public/private nature). Depending on the particular implementation, the precise definition of
components or features provided by or within each cloud service layer can vary, but common

examples include: Software as a Service (SaaS), in which consumers use software
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applications that are running upon a cloud infrastructure, while a Saa$ provider manages or
controls the underlying cloud infrastructure and applications. Platform as a Service (PaaS),
in which consumers can use software programming languages and development tools
supported by a PaaS provider to develop, deploy, and otherwise control their own
applications, while the PaaS provider manages or controls other aspects of the cloud
environment (i.e., everything below the run-time execution environment). Infrastructure as
a Service (IaaS), in which consumers can deploy and run arbitrary software applications,
and/or provision processing, storage, networks, and other fundamental computing resources,
while an TaaS provider manages or controls the underlying physical cloud infrastructure (i.e.,
everything below the operating system layer). Database as a Service (DBaas$) in which
consumers use a database server or Database Management System that is running upon a
cloud infrastructure, while a DbaaS$ provider manages or controls the underlying cloud

infrastructure, applications, and servers, including one or more database servers.
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CLAIMS
What is claimed is:
1. A method comprising:
generating a plurality of change records corresponding to a plurality of database
transactions executed by a multi-node database system against a database,
wherein each node of said multi-node database system generates a respective
set of change records of said plurality of change records;
said multi-node database system generating a plurality of synchronization points that
each correspond to a respective global timestamp of said multi-node database
system, wherein for each synchronization point of said plurality of
synchronization points, each node of said multi-node database system has
persistently stored all change records of the respective set of change records of
said each node for any database transaction of said plurality of database
transactions that has committed before or no later than the respective global
timestamp of said each synchronization point;
for a particular synchronization point that corresponds to a particular global
timestamp of said multi-node database system, recovering the database by at
least, for each node of said multi-node database system, applying at least a
respective subset of change records of the respective set of change records of
said each node to roll forward database transactions committed before or no
later than said particular global timestamp;
wherein the method is performed by one or more computing devices.
2. The method of claim 1, wherein generating a plurality of synchronization points
includes, for said particular synchronization point, said multi-node database system ensuring
change records for any database transactions being executed by said multi-node database
system against the database that have committed at or before said particular synchronization
point have been durably stored.
3. The method of claim 2, wherein said database transactions being executed by said
multi-node database system against the database that have committed at or before said
particular synchronization point include a particular database transaction, wherein said
ensuring change records have been durably stored includes flushing change records for said
particular database transaction to a persistent log, where said particular database transaction
was committed before commencing flushing.

4. The method of claim 1, wherein the method further includes:
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a particular node of said multi-node database system receiving a request to establish a
synchronization point,
in response to said particular node receiving a request to establish a synchronization
point, durably storing change records for one or more database transactions of
said plurality of databasec transactions that have committed at or before said
particular synchronization point.
5. The method of claim 4, wherein before commencing durably storing change records
said one or more database transactions have been committed.
6. The method of claim 1, wherein the method further includes, wherein said multi-node
database system non-durably commits said plurality of database transactions.
7. The method of claim 1, wherein generating said particular synchronization point of
said plurality of synchronization points comprises assigning a timestamp to the particular
synchronization point.
8. The method of claim 7, wherein assigning said timestamp to said particular
synchronization point comprises:
determining a plurality of largest timestamps, wherein determining a plurality of
largest timestamps includes, determining, for each node of said multi-node
database system, a respective largest timestamp of a database transaction of
said plurality of database transactions that has been committed by said each
node;
determining a maximum timestamp among a plurality of largest timestamps; and
assigning a timestamp larger than said maximum timestamp to said particular
synchronization point.
9. The method of claim 1, wherein recovering said database includes:
determining that one or more particular change records are for a database transaction
that is committed after said particular synchronization point; and
in response to determining that one or more particular change records are for a
database transaction that is committed after said particular synchronization
point, forgoing applying said particular change records to a checkpoint image.
10. The method of claim 1, wherein said database comprises a plurality of database
shards, each database shard of said plurality of database shards being managed by a

respective node of said multi-node database system.
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