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DESCRIPTION

Description

Field of the invention

[0001] The invention relates to a computer-implemented method of redacting undesirable
digital content, particularly (but not exclusively) internet content, and to a system for redacting
such content. Embodiments of the invention provide a technological solution aimed at
protecting persons, and particularly (but not exclusively) children, from inappropriate, harmful,
offensive or other undesirable online content.

Background to the invention

[0002] Most people are exposed to digital content on a daily basis, at least some of which is
delivered via the internet. One form of digital content is the textual, visual/graphic and/or audio
content found online as part of a user's experience on a website or when using a web-based
software application. This type of digital content is referred to herein as "internet content" and
includes, among other things, text, images, sounds, stories, links, pop-ups, videos and
animations.

[0003] The internet is fast becoming trusted as providing reliable and accurate information.
Through the internet, people now have access to an almost endless supply of information and
opportunity for interaction. Currently, more and more children are mastering the art of
searching the internet and adults often disagree about whether or not to allow children to use
the internet.

[0004] Although the internet can be useful in helping children to study, develop and learn the
art of virtual communication, all of which have become important parts of life, it can also
expose children to content that is inappropriate for their age. The internet, in general, is not
always considered to be "safe" for children and there can be real risks and dangers for an
unsupervised child.

[0005] Online services provide children with resources such as encyclopaedias, current events
coverage, and access to libraries and other valuable resources. Children often also play
games and communicate with friends on social media platforms like Facebook, Twitter,
Snapchat, TikTok, Instagram, and the like. The ability to "click" from one area to another and to
respond to the posts of others appeal to a child's natural impulsivity and curiosity and needs for
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gratification or feedback.

[0006] Parents frequently teach their children not to talk to strangers, not to open the door if
they are home alone, and not to give out information on the telephone to unknown callers.
Parents also frequently monitor where their children go, who they play with, and what television
shows, books, or magazines they are exposed to. However, many parents do not realise that
the same level of guidance and supervision must be provided for a child's online experience.
Parents cannot assume that their child will be protected by the supervision or regulation
provided by online services.

[0007] Internet filters typically include software precluding users of a computing device (e.g. a
desktop computer, laptop, mobile phone or tablet) from accessing certain applications or
websites, or viewing certain a web page. They are largely used to block content considered
inappropriate for specific users. These kinds of filters are widely used in public areas (e.g.
libraries) and schools and to some extent in the workplace. Internet filters may be installed by
anyone who maintains a network. Terms such as filtering, blocking, shutting down and
censorship all come to mind when describing internet filtering. They all describe some part of
the internet or some internet-based applications becoming inaccessible due to the content
being deemed offensive, inappropriate, or dangerous.

[0008] Keeping offensive and objectionable content away from children is one of the most
important uses of these filtering systems. Parents are generally aware of the need to apply
internet content filters to material not appropriate for young children. However, it will be
appreciated that internet filtering/blocking is not only applicable to children and is also applied
to adults. For example, an employer may wish to block or restrict access to certain websites
that are not appropriate for work (e.g. pornographic sites), have an adverse impact on
employee performance/efficiency (e.g. social media) or are otherwise undesirable (e.g.
possible scams or fraudulent activities). Accordingly, in the context of this specification, the
term "undesirable digital content" should be interpreted broadly and is not limited to content
that is inappropriate for children due to their age.

[0009] In terms of existing systems, content filtering/blocking generally works by using
hardware or software-based solutions to establish rules about the types of sites that may be
visited. Using keywords, context or other commonalities between sites and/or applications,
content is grouped into categories. For example, categories may include sport, gambling,
adult, streaming, shopping, social network, and the like. In terms of conventional functioning of
these filtering systems, sites or pages falling into the undesirable categories may be blocked.

[0010] A drawback of existing systems is that they may fail to pick up undesirable digital
content in the form of visual content, e.g. images or video, or in some cases audio content,
especially when the undesirable content appears on a website, platform or application marked
as "safe” by virtue of its general context or category. For instance, a child may have an
internet-enabled device on which filtering is applied to block access to inappropriate websites,
such as adult websites. However, the child may still have access to social networking
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applications like Facebook and Instagram, exposing the child to inappropriate visual content in
the form of images and videos, e.g. images and/or videos of adults wearing little or revealing
clothing, with the filtering system failing to identify the content as potentially harmful (due to
being technically configured to allow access to these social networking applications). Existing
systems of which the Applicant is aware focus mainly on the analysis of content type (category)
and/or text, or a comparison of content with stored records, in order to determine whether the
content is inappropriate, while lacking the technical capabilities required to consider visual
content directly and determine, in real-time, whether the content is undesirable without having
reference to content type, associated text, or comparable content. Similarly, existing content
filtering systems may not necessarily preclude a user from clicking on an undesirable
embedded link or pop-up containing undesirable digital content. US2013/151346A1 is part of
the prior-art.

[0011] The present invention aims to address or alleviate the issues described above, at least
to some extent, by providing an enhanced technical solution to the technical problems
associated with existing systems.

Summary of the invention

[0012] According to the invention, broadly, there is provided a computer-implemented method
of redacting undesirable digital content, the method comprising:

receiving, at an identification server, a content request originating from a user device;
identifying a user account associated with the content request;

tagging the content request with a restriction identifier which is indicative of a restriction
parameter associated with a user of the user device, the user or user device being linked to
the user account;

analysing, by an inspection engine communicatively coupled to the identification server, digital
content requested by way of the content request before the digital content is transmitted to the
user device, wherein the digital content includes visual content in the form of image and/or
video content;

using a result of the analysis performed by the inspection engine to determine whether the
digital content, or part thereof, is undesirable based on the restriction parameter; and

if the digital content or part thereof is classified as undesirable, redacting the digital content or
part thereof and causing a redacted or censored version of the digital content to be transmitted
to the user device, or

if the digital content or part thereof is not classified as undesirable, allowing the digital content
to be transmitted to the user device substantially unchanged.
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[0013] The restriction parameter may be a restriction level. The restriction level may, for
instance, be an age-related restriction applied as a setting by a parent/guardian to a child's
device. This is described in further detail below.

[0014] More specifically, according to a first aspect of the invention, there is provided a
computer-implemented method of redacting undesirable digital content, the method
comprising:

receiving, at an identification server, a content request originating from a user device;
identifying a user account associated with the content request;

tagging the content request with a restriction identifier which is indicative of a restriction level
associated with a user of the user device, the user or user device being linked to the user
account;

analysing, by an inspection engine communicatively coupled to the identification server, digital
content requested by way of the content request before the digital content is transmitted to the
user device, wherein the digital content includes visual content in the form of image and/or
video content, wherein the inspection engine implements an artificial intelligence inspection
model, and wherein the inspection engine is trained, using machine learning, to inspect the
visual content in order to determine whether the visual content, or part thereof, is appropriate
for the user based on the restriction level;

using a result of the analysis performed by the inspection engine to determine whether the
visual content, or part thereof, is undesirable based on the restriction level, wherein the result
of the analysis includes a rating associated with the visual content and a confidence level
output by the inspection engine, and wherein the rating and the confidence level are taken into
account in determining whether to redact the visual content or part thereof;

if the visual content or part thereof is classified as undesirable, redacting the visual content or
part thereof and causing a redacted or censored version of the digital content to be transmitted
to the user device, wherein redacting the visual content or part thereof includes replacing the
image and/or video content, or parts thereof, with safe image and/or video content in the
redacted or censored version, or

if the visual content or part thereof is not classified as undesirable, allowing the digital content
to be transmitted to the user device substantially unchanged.

[0015] The identification server may be a proxy server. The content request may be a web
request, i.e. a request for internet content as defined above, the internet content being digital
content which includes visual content.
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[0016] The method may include establishing a connection between the user device and the
identification server such that all web traffic is channelled through the identification server prior
to reaching the user device. The connection may be established over a virtual private network
(VPN). The method may include, in response to determining that the connection has been
broken or is no longer active, transmitting an alert notification to a second device. The server
may transmit the notification or cause it to be transmitted.

[0017] The identification server may be configured to identify the user and/or the user account
based on an Internet Protocol (IP) address of the user device and/or based on user credentials
such as a username and password submitted from the user device. The identification server
may have access to one or more database in which account details of the user account are
stored.

[0018] The identification server may be configured to retrieve the restriction level for the user
of the user account/device from a database. The restriction level may be an identification age
of the user. The method may include setting the user's identification age. Other restriction
parameters may also be employed.

[0019] The method may include, after identifying the user account, tagging all subsequent
content requests from the user device with the restriction identifier such that the restriction
parameter and/or user account need only be identified once during a communication session.
A tag may thus be used identify the user account or the restriction parameter to use on future
requests. The restriction identifier may be any suitable identifier, preferably a secure identifier
or token.

[0020] The inspection engine may be provided by an inspection or classification box. The
inspection engine may be a computerised module or device implementing at least one artificial
intelligence (Al) inspection model/algorithm. The inspection engine may be trained, using
machine learning (ML), to assess or inspect the digital content, which may specifically include
visual content, and/or to determine whether it is appropriate for a user associated with the user
account based on the restriction parameter, e.g. based on the user's age. The inspection
engine may apply a suitable Al model when assessing the digital/visual content.

[0021] The inspection engine may be operable to receive the digital content, e.g. internet
content including visual content, sought to be accessed by a user from the user device, in use.
The method may thus include passing all web traffic for the user device through the inspection
engine prior to making it available to the user on the user device.

[0022] The user device may be any suitable communication device such as a computer, a
tablet or a mobile phone.

[0023] As mentioned above, the digital content may specifically include visual content in the
form of image and/or video content. The method may include inspecting visual content forming
part of the digital content and, if the inspection engine determines that the visual content is
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undesirable for the user of the user device, the visual content or part thereof may be redacted
or censored. Redaction may include replacing the image and/or video content, or parts thereof,
with safe image and/or video content in the redacted or censored version. It is envisaged that
the inspection engine may also be configured to analyse digital content in the form of audio
and to censor, redact and/or block the audio if the analysis reveals that the audio is not
desirable for the user account.

[0024] Redaction may thus include replacing content deemed undesirable with "safe" content.
For instance, after visual content in the form of an image is redacted, or as part of the
redacting process, the image may be replaced with a "safe" image, e.g. a black or blank image
and/or an image with a message stating that content has been redacted, or any other image
which is not undesirable or inappropriate. Similarly, if a specific frame or frames of video
content are deemed undesirable, or if an entire video is deemed undesirable, it may be
redacted by replacing it with "safe" content, e.g. replacing the undesirable frame/s or portion/s
of the video with a black or blank screen, and/or a screen with a message stating that content
has been redacted. The terms "safe image", "safe video" and "safe content” should thus be
interpreted broadly and can include any "alternative” content that is not deemed to be
undesirable or unsafe, etc., and thus injected into the original content to replace the original

content or parts thereof.
[0025] The inspection engine may be configured to output the result of the analysis.

[0026] The result may include one or both of a rating associated with the visual content and a
confidence level output by the inspection engine.

[0027] The rating may be a rating given to the visual content, e.g. a rating/score indicative of
its age-appropriateness (e.g. appropriateness score or appropriateness rating (for instance
"Parental Guidance/PG", "Age 13", "Age 16", or the like), a rating/score identifying it as
undesirable, or a rating/score indicative of potentially harmful or unsafe content in the visual
content. The visual content may only be redacted if predefined rating criteria are met.

[0028] The confidence level may be indicative of the degree or level of certainty that the visual
content or part thereof is undesirable, or may be undesirable, e.g. a "certainty percentage"
allocated by the inspection engine indicative "how certain" the inspection engine is of the
content and/or whether/how inappropriate the content is.

[0029] The identification server or another component/module may be configured to determine
whether the digital/visual content is undesirable based on the result.

[0030] The result of the analysis, e.g. the rating (e.g. appropriateness score or rating) and/or
or confidence level, may be taken into account in determining whether to redact the digital

content or part thereof.

[0031] Further, according to the invention, broadly, there is provided a system for redacting
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undesirable digital content, the system comprising:

an identification server which is configured to receive a content request originating from a user
device and to identify a user account associated with the content request, wherein the
identification server is further configured to tag the content request with a restriction identifier
which is indicative of a restriction parameter associated with a user of the user device, the user
or user device being linked to the user account; and

an inspection engine communicatively coupled to the identification server, the inspection
engine being configured to analyse digital content requested by way of the content request
before the digital content is transmitted to the user device, wherein the digital content includes
visual content in the form of image and/or video content, the inspection engine or the
identification server being configured to use a result of the analysis performed by the
inspection engine to determine whether the digital content, or part thereof, is undesirable
based on the restriction parameter, such that if the digital content or part thereof is classified
as undesirable, the digital content or part thereof is redacted and a redacted or censored
version of the digital content is transmitted to the user device, or alternatively, if the digital
content or part thereof is not classified as undesirable, the digital content is allowed to be
transmitted to the user device substantially unchanged.

[0032] More specifically, according to a second aspect of the invention, there is provided a
system for redacting digital content, the system comprising:

an identification server which is configured to receive a content request originating from a user
device and to identify a user account associated with the content request, wherein the
identification server is further configured to tag the content request with a restriction identifier
which is indicative of a restriction level of a user of the user device, the user or user device
being linked to the user account; and

an inspection engine communicatively coupled to the identification server, the inspection
engine being configured to analyse digital content requested by way of the content request
before the digital content is transmitted to the user device, wherein the digital content includes
visual content in the form of image and/or video content, wherein the inspection engine
implements an artificial intelligence inspection model, and wherein the inspection engine is
trained, using machine learning, to inspect the visual content in order to determine whether the
visual content or part thereof is appropriate for the user based on the restriction level, the
inspection engine or the identification server being configured to use a result of the analysis
performed by the inspection engine to determine whether the visual content, or part thereof, is
undesirable based on the restriction level, wherein the result of the analysis includes a rating
associated with the visual content and a confidence level output by the inspection engine, and
wherein the rating and the confidence level are taken into account in determining whether to
redact the visual content or part thereof, such that if the visual content or part thereof is
classified as undesirable, the visual content or part thereof is redacted and a redacted or
censored version of the digital content is transmitted to the user device, or alternatively, if the
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visual content or part thereof is not classified as undesirable, the digital content is allowed to be
transmitted to the user device substantially unchanged, wherein redacting the visual content or
part thereof includes replacing the image and/or video content, or parts thereof, with safe
image and/or video content in the redacted or censored version.

[0033] As mentioned above, the restriction level may be based on the user's age and the
digital content may be internet content, e.g. visual content on the internet. The inspection
engine may thus be operable to investigate and classify internet content, and specifically visual
content, based on a user's identification age.

[0034] In an embodiment of the invention, the system may thus be operable to classify the
digital content, specifically visual content therein, as either being safe or unsafe according to a
restriction level such as the identification age of the user. In such an embodiment, the system
is operable to display the digital content deemed safe unchanged on the user device, in use.
Further, the system is operable to change the digital content deemed as unsafe by displaying a
censored or redacted (e.g. "safe") version thereof.

[0035] A user's identification age may be programmed into the system by the user or another
user responsible for the user. The identification server may be operable to securely identify the
identification age of the user requesting the digital content, in use.

[0036] In an embodiment of the invention, the identification server is operable to tag digital
content such as internet content according to the identification age of the user. In such an
embodiment, said content tagging may be provided in the example form of adding a restriction
identifier or other secure identifier to the internet content.

[0037] In an embodiment of the invention, the system includes one or more databases
operable to securely store and protect a user's personal information, in use. The personal
information may include account details such as (but not limited to) identity number, e-mail
address, mobile number, age of the user, devices linked to the user account, details of user
managing the user account, etc.

[0038] In accordance with a third aspect of the invention, there is provided a computer
program product for redacting digital content, the computer program product comprising at
least one computer-readable storage medium having program instructions embodied
therewith, the program instructions being executable by at least one computer to cause the at
least one computer to carry out the method substantially as described above. The computer-
readable storage medium may be a non-transitory storage medium. The invention is as
defined in the appended claims.

Brief description of the drawings



DK/EP 4264471 T3

[0039] The invention will now be further described, by way of example, with reference to the
accompanying drawings. In the drawings:

Figure 1 is a schematic diagram of a system for redacting digital content, in accordance with
an embodiment of the invention;

Figure 2 is another schematic diagram of the system of Figure 1, illustrating parts of a process
flow used in a method of redacting digital content, in accordance with an embodiment of the
invention;

Figure 3 is a flow diagram illustrating certain steps and processes employed in a method of
redacting digital content, in accordance with an embodiment of the invention;

Figure 4 is an exemplary screenshot illustrating digital content prior to redaction;
Figure 5 is an exemplary screenshot illustrating digital content post-redaction; and

Figure 6 is a block diagram of an exemplary computer system capable of executing a
computer program product to provide functions and/or actions according to at least some
aspects of the invention.

Detailed description with reference to the drawings

[0040] The following description of the invention is provided as an enabling teaching of the
invention, is illustrative of the principles of the invention and is not intended to limit the scope of
the invention. It will be understood that changes can be made to the embodiment/s described
and depicted, while still attaining beneficial results of the present invention. Furthermore, it will
be understood that some benefits of the present invention can be attained by selecting some
of the features of the present invention without utilising other features. Accordingly, those
skilled in the art will recognise that modifications and adaptations to the present invention are
possible and can even be desirable in certain circumstances, and are a part of the present
invention.

[0041] In Figure 1, an embodiment of a cloud-based system for redacting internet content is
generally described with reference to numeral 100. The cloud-based redaction system of
Figure 1 is simply referred to as the "system 100" below for ease of reference. In this example,
the system 100 is specifically configured to classify content as safe or unsafe (undesirable)
based on the age of a user trying to access the content. The aim is thus to protect children
from inappropriate, harmful, offensive or other undesirable online content. The restriction level
is thus a user's age in this embodiment. However, it will be appreciated that other restriction
parameters may be employed without departing from the scope of the invention, e.g. checking
whether content is appropriate or inappropriate for a user logged into a work computer (often
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referred to as "safe for work" or "not safe for work™).

[0042] Furthermore, in this embodiment the system 100 is specifically configured to analyse
digital content in the form of visual content, including images and/or video content.

[0043] Broadly speaking, the system 100 is used to monitor visual content in real-time, to
rate/score and classify the content as allowable or undesirable, and to redact/block undesirable
content using customised machine learning and artificial intelligence techniques. The system
100 may inject/replace the visual content with "alternative content” based on rating criteria.

[0044] In this embodiment, the system 100 is cloud-based and provides an internet content
monitoring and censoring service. However, alternative embodiments, such as embodiments in
which some of the components of the system 100 run on, for instance, "Docker" instances on
the infrastructure of a client using the service, may be employed.

[0045] The system 100 includes a proxy server referred to as an identification server 102, and
also includes an Al-box referred to as an inspection engine 104 which is communicatively
coupled to the server 102. Multiple users 110, 112, 114 can connect to the system 100,
typically through a VPN connection, using suitable communication devices 120, 122, 124.
Various types of devices can be used, as shown in Figure 1. In use, a software application may
be installed on the devices 120, 122, 124 and a user account may be created for each user
110, 112, 114. Alternatively, a parent may create a user account and link that user account to
the device of a child so as to manage that device. More than one user and user device may
thus be associated with a specific user account. Typically, the holder or manager of the user
account sets age restrictions for each user and/or user device on the user account. Online
content will then be restricted according to the age limit on those devices and/or associated
with each particular user (the age limit being the "restriction level").

[0046] The system 100 allows the person managing the user account to set a restriction
parameter in the form of a restriction level associated with the user account. This may be a
stickiness level, score or rating, e.g. correlated with movie poster ratings to make it easier for
users: "A", "10", "3", "16", and the like. When the user device 120, 122, 124 submits a content
request, the server 102 identifies the relevant user account and retrieves a "restriction
parameter” or "restriction level” of the user using the user account, e.g. "13".

[0047] Each time one of the devices 120, 122, 124 requests digital content from the internet,
e.g. from a web page 130, web server 132, data storage 134, or any other computer 136 or
device, the content request is sent via the identification server 102 such that the system 100
can first determine whether the requested content, and specifically the visual content forming
part of the requested content, is appropriate based on the age of the user using the device
120, 122, 124. The server 102 may thus be seen as similar to a man-in-the-middle (MITM)
proxy which can relay and, if necessary, alter communications sent between a user device and
an internet resource.
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[0048] In other words, the system 100 may be configured to determine a rating or score for the
content (or parts thereof such as visual parts), e.g. the age-appropriateness rating or age-
appropriateness score of the content, and then compare the score/rating for the content to the
relevant user's restriction level, and only permit the user to view or access the content (or parts
thereof) if the score/rating does not exceed the restriction level.

[0049] In order to analyse the digital content, the inspection engine 104 is trained using
machine learning. The engine 104 may be trained automatically to classify various types of
content, such as text, images, videos, stories, structured and unstructured data and
appropriate data may be used to build Al models running on the engine 104. In this
embodiment, and as mentioned above, the engine 104 is specifically trained to directly analyse
visual content irrespective of context or internet content category/type, thereby to ensure that
undesirable visual content is redacted even if the broader category/content/type associated
with the internet content (e.g. its text or web page type) is not unsafe or inappropriate per se.

[0050] In this example, in order to classify visual content as undesirable, the model was built to
allow for multiple skin tones and low light conditions. The model was trained on multiple sets of
images:

1. a) SFW (safe for work) - Images that are safe to view

2. b) NSFW (not safe for work) - Images containing nudity

3. ¢) PG (parental guidance) - Images containing people in swimwear
4. d) Gore - Images containing gore

[0051] Offensive or undesirable content that the system 100 is exposed to on a daily basis via
multiple devices, may serve as learning material that allows the engine 104 to improve its
ability to correctly classify and restrict content over time.

[0052] In this example embodiment, the engine 104 analyses not only text and web page
context, but visual content and then outputs a result. The result includes an indication of what
the visual content contains (e.g. an image that is NSFW or PG, in other words a rating or score
for the visual content) along with a confidence level. The system 100 is further configured to
redact/modify visual content which is not appropriate for a specific user and transmit a
redacted/censored version of the content to that user.

[0053] Turning now to Figures 2 and 3, an example process according to the invention is
described. In this example, the user 110 and the user 112 are referred to. The user 110 is a
boy, aged 14, who uses the device 120 to access Instagram. The user 112 is a girl, aged 11,
who uses the device 122, also to access Instagram.

[0054] Both users 110, 112 are registered on the system 100 as described above and
connected to the system 100 over a VPN connection. Each user 110, 112 and/or their device
120, 122 is linked to a user account with the system 100. Any suitable connection (e.g. VPN)



DK/EP 4264471 T3

and firewall rules may be used to funnel all web traffic (content requests) through the server
102.

[0055] The system 100 may be configured such that a second device (e.g. a parent's device)
is notified if the VPN connection is broken or lost. In other words, if at any stage during the
process the connection is broken the parent's device may be notified by way of an alert
message. This enhanced the safety and effectiveness of the system 100. This is illustrated by
blocks 214 and 216 in Figure 2.

[0056] In this example, the system 100 already has access to or stores the age of each user
110, 112.

[0057] For purposes of this example, it is assumed that both users 110, 112 search the
hashtag "#Bikini" on Instagram (see Figures 4 and 5). In response to receiving web requests
from the devices 120, 122 of the users 110, 112, the server 102 identifies the user account
associated with each request (see stages 202 and 204 in the block diagram 200 of Figure 3).

[0058] In this embodiment, the server 102 accessed a database to check the IP address and
username and password submitted from the each device 120, 122 and matches that with the
appropriate user account on the system 100. Typically, when logging into the software
application providing the redaction service, the relevant user must provide a username and
password, after which the server 102 considers both this and the IP address to identify the
user and filter content based on the "preferences" / restriction level associated with the user.

[0059] The web request from each device 120, 122 is tagged with a suitable restriction
identifier (stage 206 in Figure 3). In this embodiment, the server 102 tags each request with a
secure identifier which is indicative of the identification age of the user 110, 112.

[0060] This allows the inspection engine 104 to know the age restriction to classify each
content request against. Typically, once a device has been identified as being associated with
a particular user or user account during a communication session, the server 102 tags all
subsequent web requests from that device with the relevant secure identifier such that the
restriction parameter (age), user or user account need only be identified once during a
communication. The secure identifier may be a token which includes data indicative of the age
of the user 110, 112, thereby obviating the need for the server 102 to re-check the age with
each incoming request session (see the arrow 218 which illustrates that monitoring and
inspection is a continuous process once the user has been identified). Then, the requested
internet content (see numeral 150 in Figure 2) is retrieved and first sent to the inspection
engine 104 before it is made available to the devices 120, 122. As described above, the
inspection engine 104 analyses the content to determine whether it, and particular the visual
content forming part of the content, is appropriate for the users 110, 112 uses the Al model/s
running on the engine 104 (stage 208 in Figure 3).

[0061] In this example, the inspection engine 104 outputs a score or rating in respect of each
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visual element in the digital content. Refer, for instance, to the screenshot 250 of Figure 4.
Based on the score or rating given for each image in the digital content, the inspection engine
104 may determine that all of the images are safe for a user aged 14, but that the images 252
and 254 are unsafe for users below age 13 due to the level/degree of exposed skin, body parts
detected, etc. (stage 210). Accordingly, all of the content may be passed through to the user
device 120 of the user 110 as the user is 14 years old, while two of the images may be
redacted before sending the content to the user device 122 of the user 112, as the user is only
11 years old, as indicated by numerals 262 and 264 in the screenshot 260 of Figure 5. Refer,
also, to Figure 2 which schematically illustrates the difference between the visual (images and
video) content transmitted to the user 110 (blocks 152) and the user 112 (blocks 154). In other
words, the two users 110, 112 are trying to view the same web content, but the age restriction
placed on the user 112 does not allow that user 112 to see parts of the web content as those
parts are deemed to be undesirable and thus redacted.

[0062] In this way, the inspection engine 104 may receive and inspect all web traffic before it
reaches the users using the service, with "safe" content passed through to each user device
based on the relevant restriction parameter while unsafe content is redacted/censor (stage 212
in Figure 3). The system 100 thus essentially "listens" for any incoming content, particularly
visual content, but also in some embodiments for other elements such as text, categories,
context, links and pop-ups, and requests the Al model/s running on the system 100 to inspect
each element. The system 100 determines, based both on the result of the inspection and the
user's restriction level, whether the element can be passed through to the user.

[0063] The term "redact" should be interpreted broadly. In the example of Figure 5, the
undesirable images are simply blacked out to form safe images, but numerous other
techniques may be employed. For instance, the image may be replaced with another image
which is an alternative and "safe" image and/or a message may be included to the effect that
the content has been redacted/censored for the user's safety.

[0064] The Al model may return a confidence level of, say, between 0 and 1, indicting how
"certain” it is that an image contains something undesirable, such as nudity, gore, or the like. In
some cases the system 100 may be configured only to block/redact an image if the confidence
level is above a certain confidence score/threshold. Rating criteria may thus include, for
instance, redacting if the visual content has a certain rating/score (e.g. above 13 for a child
with a "13" restriction level) and if the model/engine returns a confidence level of more than,
say, 80%.

[0065] It will be evident from the above that embodiments of the invention may provide
numerous advantages. For example, the system 100 does not merely considers a web page
as a whole or its context or category, but inspects individual elements including images and
video. The system 100 is trained using machine learning to determine, with a high degree of
certainty, that certain content is safe/unsafe.

[0066] While the above examples focus on the protection of children based on their age,
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embodiments of the invention may be used in other applications. For instance, the system 100
may be used in the workplace to detect potentially fraudulent or other unsafe content and
redact the content accordingly prior to allowing employees to view the content.

[0067] The techniques described above may be implemented in or using one or more
computer systems, such as the computer system 300 shown in Figure 3. The computer system
300 may be or include any suitable computer or server. The system 100 or any of the devices
120, 122, 124 may include such a computer system 300. The computer system 300 may be
implemented in distributed cloud computing environments where tasks are performed by
remote processing devices that are linked through a communications network. In a distributed
cloud computing environment, program modules executed by the computer system 300 may
be located both locally and remotely.

[0068] In the example shown in Figure 3, the computer system 300 has features of a general-
purpose computer. These components may include, but are not limited to, at least one
processor 302, a memory 304 and a bus 306 that couples various components of the system
300 including the memory 304 to the processor 302. The bus 306 may have any suitable type
of bus structure. The computer system 300 may include one or more different types of
readable media, such as removable and non-removable media and volatile and non-volatile
media.

[0069] The memory 304 may thus include volatile memory 308 (e.g. random access memory
(RAM) and/or cache memory) and may further include other storage media such as a storage
system 310 configured for reading from and writing to a non-removable, non-volatile media
such as a hard drive. It will be understood that the computer system 300 may also include or
be coupled to a magnetic disk drive and/or an optical disk drive (not shown) for reading from or
writing to suitable non-volatile media. These may be connected to the bus 306 by one or more
data media interfaces.

[0070] The memory 304 may be configured to store program modules 312. The modules 312
may include, for instance, an operating system, one or more application programs, other
program modules, and program data, each of which may include an implementation of a
networking environment. The components of the computer system 300 may be implemented
as modules 312 which generally carry out functions and/or methodologies of embodiments of
the invention as described herein. It will be appreciated that embodiments of the invention may
include or be implemented by a plurality of the computer systems 300, which may be
communicatively coupled to each other.

[0071] The computer system 300 may operatively be communicatively coupled to at least one
external device 314. For instance, the computer system 300 may communicate with external
devices 314 in the form of a modem, keyboard and display. These communications may be
effected via suitable Input/Output (I/0) interfaces 316.

[0072] The computer system 300 may also be configured to communicate with at least one
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network 320 (e.g. the Internet or a local area network) via a network interface device 318 /
network adapter. The network interface device 318 may communicate with the other elements
of the computer system 310, as described above, via the bus 306.

[0073] The components shown in and described with reference to Figure 3 are examples only
and it will be understood that other components may be used as alternatives to or in
conjunction with those shown.

[0074] Aspects of the present invention may be embodied as a system, method and/or
computer program product. Accordingly, aspects of the present invention may take the form of
hardware, software and/or a combination of hardware and software that may generally be

referred to herein as "components”, "units”, "modules elements”, or the like.

, 'systems”,

[0075] Furthermore, aspects of the present invention may take the form of a computer
program product embodied in one or more computer-readable storage medium having
computer-readable program code embodied thereon. A computer-readable storage medium
may, for instance, be an electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, or device, or any suitable combination of the above. In the
context of this specification, a computer-readable storage medium may be any suitable
medium capable of storing a program for execution or in connection with a system, apparatus,
or device. Program code/instructions may execute on a single device, on a plurality of devices
(e.g., on local and remote devices), as a single program or as part of a larger system/package.

[0076] The present invention may be carried out on any suitable form of computer system,
including an independent computer, mobile device/s and/or processors participating on a
network of computers. Embodiments/aspects of the present invention may be carried out on a
mobile device and the term "computer" should thus be interpreted sufficiently broadly to
include a mobile communication device, and the term "computer-readable” should be
interpreted to include mobile device readable code, storage, etc. Therefore, computer systems
programmed with instructions embodying methods and/or systems disclosed herein, computer
systems programmed to perform aspects of the present invention and/or media that store
computer-readable instructions for converting a general purpose computer, mobile device, or
the like, into a system based upon aspects of the present invention, may fall within the scope of
the present invention. The term "computer-implemented” should also be interpreted broadly
and may specifically include methods, processes and/or techniques implemented by or on
mobile devices.

[0077] Chart(s) and/or diagram(s) included in the figures illustrate examples of
implementations of one or more system, method and/or computer program product according
to one or more embodiment(s) of the present invention. It should be understood that one or
more blocks in the figures may represent a component, segment, or portion of code, which
comprises one or more executable instructions for implementing specified logical function(s). In
some alternative implementations, the actions or functions identified in the blocks may occur in
a different order than that shown in the figures or may occur concurrently.
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[0078] It will be understood that blocks or steps shown in the figures may be implemented by
system components or computer program instructions. Instructions may be provided to a
processor of any suitable computer or other apparatus such that the instructions, which may
execute via the processor of the computer or other apparatus, establish or generate means for
implementing the functions or actions identified in the figures.
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PATENTKRAV

1. Computerimplementeret fremgangsmade til redigering af ugnsket digitalt
indhold, hvilken fremgangsmade omfatter:

etablering af en forbindelse mellem en brugerenhed og en
identifikationsserver, saledes at al webtrafik kanaliseres gennem
identifikationsserveren, inden den nar brugerenheden, herunder dirigering af al
webtrafik til brugerenheden gennem en inspektionsmaskine, inden den pa
brugerenheden gares tilgeengelig for en bruger, hvor inspektionsmaskinen
kommunikativt er koblet til identifikationsserveren;

modtagelse, pa identifikationsserveren, af en indholdsanmodning, som

stammer fra brugerenheden;

identificering af en brugerkonto, der er associeret med
indholdsanmodningen;

meerkning af indholdsanmodningen med en restriktionsidentifikator, der
angiver et restriktionsniveau, som er associeret med brugeren af brugerenheden,

hvor brugeren eller brugerenheden er forbundet med brugerkontoen;

analysering, med inspektionsmaskinen, af digitalt indhold, der ved hjeelp af
indholdsanmodningen anmodes om, inden det digitale indhold overfares til
brugerenheden, hvor det digitale indhold indbefatter visuelt indhold i form af billed-
og/eller videoindhold, hvor inspektionsmaskinen implementerer en
inspektionsmodel baseret pa kunstig intelligens, og hvor inspektionsmaskinen,
under anvendelse af maskinleering, er traenet til at inspicere det visuelle indhold
med henblik pa at bestemme, hvorvidt det visuelle indhold eller en del deraf er

hensigtsmaessigt for brugeren baseret pa restriktionsniveauet;

anvendelse af et resultat af analysen, der udfgres af inspektionsmaskinen,
til bestemmelse af, hvorvidt det visuelle indhold eller en del deraf er ugnsket
baseret pa restriktionsniveauet, hvor resultatet af analysen indbefatter en rating,
der er associeret med det visuelle indhold, og et konfidensniveau, der genereres
af inspektionsmaskinen, og hvor der ved bestemmelse af, hvorvidt det visuelle
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indhold eller en del deraf skal redigeres, tages hgjde for ratingen og

konfidensniveauet;

redigering, hvis det visuelle indhold eller en del deraf klassificeres som
uensket, af det visuelle indhold eller en del deraf og fremkaldelse af, at en
redigeret eller censureret version af det digitale indhold overfgres til
brugerenheden, hvor redigering af det visuelle indhold eller en del deraf
indbefatter udskiftning af billed- og/eller videoindholdet eller dele deraf med sikkert

billed- og/eller videoindhold i den redigerede eller censurerede version, eller

tilladelse, hvis det visuelle indhold eller en del deraf ikke klassificeres som
ugnsket, til, at det digitale indhold overfares til brugerenheden i det vaesentlige

uaendret.

2. Fremgangsmade ifglge krav 1, hvor identifikationsserveren er en proxy-

server, og indholdsanmodningen er en webanmodning.

3. Fremgangsmade ifalge krav 2, der, som reaktion pa bestemmelse af, at
forbindelsen er blevet afbrudt eller ikke leengere er aktiv, indbefatter overfarsel af

en advarselsnotifikation til en anden enhed.

4. Fremgangsmade ifalge krav 1, hvor identifikationsserveren er konfigureret
til at identificere brugeren og/eller brugerkontoen baseret pa en internetprotokol-
(IP)-adresse for brugerenheden og/eller baseret pa brugeroplysninger, der sendes

fra brugerenheden.

5. Fremgangsmade ifglge krav 1, hvor restriktionsniveauet er en
identifikationsalder for brugeren, og hvor fremgangsmaden indbefatter
bestemmelse af, hvorvidt det visuelle indhold eller en del deraf er ugnsket baseret

pa identifikationsalderen.

6. Fremgangsmade ifalge krav 1, der, efter identificering af brugerkontoen,
indbefatter meerkning af alle efterfglgende indholdsanmodninger fra
brugerenheden med restriktionsidentifikatoren.

7. System til redigering af ugnsket digitalt indhold, hvilket system omfatter:
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en identifikationsserver, der er konfigureret til at etablere en forbindelse
med en brugerenhed, saledes at al webtrafik kanaliseres gennem
identifikationsserveren, inden den nar brugerenheden, og hvor
identifikationsserveren er konfigureret til at modtage en indholdsanmodning, som
stammer fra en brugerenhed, og at identificere en brugerkonto, som er associeret
med indholdsanmodningen, hvor identifikationsserveren yderligere er konfigureret
til at maerke indholdsanmodningen med en restriktionsidentifikator, der angiver et
restriktionsniveau for en bruger af brugerenheden, hvor brugeren eller

brugerenheden er forbundet med brugerkontoen; og

en inspektionsmaskine, der kommunikativt er koblet til
identifikationsserveren, hvor al webtrafik for brugerenheden dirigeres gennem
inspektionsmaskinen, inden den pa brugerenheden gares tilgeengelig for
brugeren, hvor inspektionsmaskinen er konfigureret til at analysere digitalt indhold,
der ved hjeelp af indholdsanmodningen anmodes om, inden det digitale indhold
overfares til brugerenheden, hvor det digitale indhold indbefatter visuelt indhold i
form af billed- og/eller videoindhold, hvor inspektionsmaskinen implementerer en
inspektionsmodel baseret pa kunstig intelligens, og hvor inspektionsmaskinen,
under anvendelse af maskinleering, er traenet til at inspicere det visuelle indhold
med henblik pa at bestemme, hvorvidt det visuelle indhold eller en del deraf er
hensigtsmaessigt for brugeren baseret pa restriktionsniveauet, hvor
inspektionsmaskinen eller identifikationsserveren er konfigureret til at anvende et
resultat af analysen, der udfares af inspektionsmaskinen, til at bestemme, hvorvidt
det visuelle indhold eller en del deraf er ugnsket baseret pa restriktionsniveauet,
hvor resultatet af analysen indbefatter en rating, der er associeret med det visuelle
indhold, og et konfidensniveau, der genereres af inspektionsmaskinen, og hvor der
ved bestemmelse af, hvorvidt det visuelle indhold eller en del deraf skal redigeres,
tages hgjde for ratingen og konfidensniveauet, saledes at det visuelle indhold eller
en del deraf, hvis det visuelle indhold eller en del deraf klassificeres som ugnsket,
redigeres, og en redigeret eller censureret version af det digitale indhold overfaores
til brugerheden, eller alternativt tillades det digitale indhold, hvis det visuelle
indhold eller en del deraf ikke klassificeres som ugnsket, at blive overfart til
brugerenheden i det vaesentlige ugendret, hvor redigering af det visuelle indhold

eller en del deraf indbefatter udskiftning af billed- og/eller videoindholdet eller dele
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deraf med sikkert billed- og/eller videoindhold i den redigerede eller censurerede

version.

8. System ifglge krav 7, hvor identifikationsserveren er en proxy-server, og

indholdsanmodningen er en webanmodning.

9. System ifglge krav 8, hvor identifikationsserveren er konfigureret til at
overfgre en advarselsnotifikation til en anden enhed som reaktion pa bestemmelse

af, at forbindelsen er blevet afbrudt eller ikke laengere er aktiv.

10. System ifglge krav 7, hvor identifikationsserveren er konfigureret til at
identificere brugeren og/eller brugerkontoen baseret pa en internetprotokol-(1P)-
adresse for brugerenheden og/eller baseret pa brugeroplysninger, der sendes fra
brugerenheden.

11. System ifglge krav 7, hvor restriktionsniveauet er en identifikationsalder for
brugeren, og hvor inspektionsmaskinen er konfigureret til at bestemme, hvorvidt
det visuelle indhold eller en del deraf er uansket baseret pa identifikationsalderen.

12. System ifglge krav 7, hvor identifikationsserveren er konfigureret til at
meerke alle efterfglgende indholdsanmodninger fra brugerenheden med
restriktionsidentifikatoren efter identificering af brugerkontoen.
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