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aea 7] AE100) e SHAREA 7] oot (D)ol et = (schnorr) A8 & w B 9} A7) A2 &
T 58 7R s AR g, 2 A7) ANA009] B vE ArtEFE12)C] 9@t Y] AntEse
(112)= 7] 2utEAAE112)E Alofsta dole A2 8 dats FPdhs vlolazz a2 Al (r=A) 3 bl
HE ﬂ%"o‘}—t— 1A (M EADE E3e] 37 SEARES A 5 Atk 7] AvtETIEA12) 9] AR
AQL A7) AL AREARE 7] ~vhETEE(112) 2 ISl (interfacing) & 4 Q= @EVI(110)E S8 ARl
of A% AHAA A7) AL P 0, 7] Eo] Al A7 M R Edko] 7] kS 7] AnETE
(112)el feake] Ag3hrh(s210). & o] o Arjelol oA, 7] AFgA @E7](110)¢h 7] ~vtETE
(112)<} <lE#old & 5= o= 471 G710+ AEEd 5 Ao

7 AEA B WAL 7] B FAT AUA ASA A2 ASANAE FAS 288 5 Ak,

AR AE dAI(S220) A=, 7] ArtEFRES) QIE H o]/ (interfacing) &
MAAEZE JHEHA, 37 2nfEFt=e A2 7] AREAE A e o
E27F 471 AAEAE 55 TN g 55 AREARIAE AS e

dZdl, A1 AFEA D A2 AFEAT) FAS FAS Sl 715 wEsly] dekgha AR AT Al
2208 AREFIE(112)E 7HE glg7]d ¥ i 4] autEFF=(112)9F g Ho]d e 4 e w7
3 ofolt] ID,'¢} s|== PW'E gt Y] AnfEFIE=(112)+ sh7] 8 59 o] i mf9)
PV,'2 m'S AAFsit,

o ok

784 5

’ HHKI(‘PWi,’nl) Sy

A7 AR AT Sl 7] wEs A A AR 7] A2 AR AR FdstA H8E 5
NeAE T4 G4

ATAE T4 dAS230) M=, B7] Al AFEATE 55 ARANR ASEW E]ls
st A7) BaRze digh s MEE ek JISAEE TP

)
[kl
°
=
=
ol
[
nt
>
od
o

A, 7] AL AREARS] 7] AnEFIE(112)= A3 b re A6t
B T& ol &ate] sb7] kA 63 o] BrdAREe] tigk 2 A e Aakd

A =r +t, HT,R,)
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5 A% %741(5240)011*% YENDE Fal 5% AEA ol AFHRE wAdiL A

,d
N
=
riet
i
ro,
ofN
o
f
(il

S F3l 7] A2 AREAe 7] dSARE A
o} 871 £514 7o) et S0l HRSE 45 ) A2 AHEAE A7,
=214 7

&7 A2 AR Sl M= F LAt
7] 3% GA

71w @A(250) M=, 7] wdE AR 3E 7] Bdagze] tid s AR (R)E o8-8k
AA71E AP

7w, &7 AL AREARS] AvEEFFE(112)= 8b7] ek 8ol ofell AT gh(key)& ARG

=

E

o

7544 8

key= H(R,") = H(g"")

>,

71 A 8o, R 7] A2 AFEARS] 7] BF AR tE rie2 MWelal, nd 7] Al AREARE]

svbEZRE(112)7h AEE A3 WEela, e ni 4] A2 A AvkEZRE(122)7h AEE A3 dEE

2 outol] wE AntEst= kel 3z1zF 7] wEk W 9 A xEle Edlno] SAggE ALgEozR A
A glo]l IAYP=s WAsle] MAY PAYP=E F) 7] weS =3 = o

T 3ol B 2y wpE AntEJIE 7uke] 327 7] wE W] wjads W dAe dEyl SEER T4
o 9l

29 WA G4

W29 e WA dAME, AV AFER H@E SA(S220) 0] 28 A7) AFER7F B2 Alexde] AZE To
A7) A= (P)E RAe] 7] W3S FPstE 49, A7) AvlEFI= QEH o dE £ e Y] ©Ey)

110 Fal Ag AXAEP,)E Dol 47 A2 A2AEE 7] A2ASERA 37 2vpE

A, Z7] AL AREATE Al A= PN WSkl AR HAAE Py, = 7] S Fdstaat g
o, A7) AL ARSARE ARAle] AtETIE(112)E FRE 2Tl Yo 3] AvtETEE(112) 9 A A0l
T e 927111005 58 otolt] ID'9F A=Y= PH'E = 3HH(S300).

A7) AntEFIE(112)E A7) 84 59 o] dEHE HAYg= PW'E wm'S ARtk aea ojolt] HUA
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o

Q3 7] AvtEZFE(112)9] Z7] 719 A AZE mek 7] 82 58 2ol AlxtkdE w'E Hlas] A7)
AL AREA7E 7] AR S 5wl o7 55 AREARIAIE S TH(S310).

A7) A1 AFEATF 52 A exlE H=

)

WAl AT AR AAAE Pl AHBCHS0). 7] v
EbE(U2)E A7) Edwe] 7] KE ASAA S S8 oo el 548 BEst AEE UF 0.8

=
grol 7] Al G e AASL 2SS U np S A7 Al 95 o dlal A7) 7193 R o] A EH(S330) .

74 9
HHK (PI/Vl’nl) H[( (PVVInew’nlnew)
et vhel o] =T MAE AutEFIE(112)E MER A=A E Plye2Al AFEAF AF0] 713 zit).

SHAIRE A7) ofelt (1Dl W 2 M mi WA Fonw 7] Wi ¢34 47] ArkEsRE(112)
o] ARE FAHoE AT & gl

2 el mE AnpEZRE ZIke] 33 7] wek iy B A AE] AR H T AnETIEE, Y] AvEIIES
Alofshs vholARZRANZA wlolE Az B diks FdstE A7) velaRZa A o 7] dAES

44w b} o], el 37k 7] WE LRz AuiE 48R 55 B4 48RS Aztel 7 et 3}
o delstel Ak BAE SANUG F 4D BN A 55 AR o aa el B
A BT Aola, Wb 7] maAe] Awel AL FA & itk Awe] Bge gol FolEAl @ Ao,
H

0

Lo

Boe] W AnlEsls slve] 347 7] w@ gy R Axwe 7] m@ Sgel Auel Al glol 7]
WE TREDS SRR /)20 ZzEZe] M Aue] RS UF gaAzlE oge AFeth Aud
A glol 7] WP FRPTTHE A threl AAEATE FAG] 7] WS FAsE FSolE AHAE W] 9
B AREA A Adel Gelaiths e AFR. £9, el e sebsske el A 7] we
WY ARRE, AL 7 ASAE] A5 A% AR(ex. AAIE)E AT Bart YES sk
SIE e e EREDS| el WS A% WHE FATE o8 AT

2221 (0n-line) AFA &4 Dictionary attack) == A ZFE Aokstes 59 HHo=w 7hds] 4he
F gonzZ 2xHRI(0ff-line) AP FAd g A daiAT EAgE. AP 345 s7] 98 Zagh
AHE= A 3 QF wAlA FARE mE EE F UAR F

dedls R 7] wE AN ds 5 A A A
O~

YEg F2a) HE SHelw APl WA 0t s ook gk AR 3t s AY

o 5 A% WA A5
wel gtk olAe 7] A FAdAL e olfm Bt
T3 A 2ntEIF=S tghs dotlle A o Ty e = (schnorr) AWl A, Ris 7ML HEIE
ol A% 2rh. mebA 1ghe Pohlls A ES Brbseth deme U $AA e ene AeR

o olmg |9l MEGE StolulA EFTH oAl W FAAT AWl S Sohiels deka AR
Aol A7) 0 ol galok o 7b Qe AnkEsbER] 4ol

gl
AE ARE B F flovg Brbssith. 347 1,5 debdthal sk si= WG gho]7] wiite] Apale] o

29, n, Bt HoR Auel S et e Bobsdtth. Wi FAAE QA FA4s e

i 2
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b Ao WagEet 2rtEAEE 2Aska QAT AlM AWE uish gol Aule] ofwd PR oo}
95 g3 ER e AEAES MUANE dobd & glvh Ed e SubE AgAste] Z2EZ £y
5 AL 9 4n olele] oWe ANE 9 4 gk we uR FARE FAHeR HagEsh vt
EAEE 25T QAT F2 FHE AuHe FAAG v2A gk nebd, ¥ o0we a2 oA

94 FZ (Impersonation attack)el] thdt ¢rAA

A1 AFEALE 7S A-E AFHREA FAATE AL AREALE FEske] A2 ARgAeF gl 7] wE 22
EZS 8] YA e Aol Al &utE Ry, A ¥ mE dEsof k. AR AW A wrolofst= t]10]
2ulE R AE AASE AL BErbeela e pE & 4 glomR SntE s ASE 4 gk uEiM, 2

e 9 349 s,
I

A% FZ (Replay attack)dl ti3dh ¢hAA
2 do A= Bl ARE T8 Abg3ste] o] BAl ARE AMEE = glomw AHdE FHo] Erbssit. F

A7t BlaREw v Sule ARE A4E A5 s #2 Age Hesgs

I AE AAEoF . tiglel &MbE R R A AL EVbestt. wEbd 2 dEe AdE Al

g7 7] ¥)DA (Known Key Security)

{0

v owge) wad A 1@ Do a1 2 e A8 wse dei d9s] ARsHs golt. m
N EAAIL B ojug Adel g ou drtn sues ¥4S stug s AMA AFEEE W€t 5,
9 sk gl itk nhebA W BARY FAGA RekEe] TAAIL 715 ohel ™ (DIEAE Eojok
Wtk mhebd, B oame ged 7] daAe BEa,

44 w3k vYA (Perfect Forward Security)

FAAY 7 AgAY AAYES Sohfa 2rlEASE HEQRa AE 2 AAY 718 ART Aol A
9% 2B ASE HBE ode] ofmad A AE AHEE 7l Aus 92 & . old A4
A4 ALgE 71E ohelW FAAE OHEAES EFolof @t webd, ¥ wHe 91 3P nUgs v
a,

A A Ze 7] 9] FZ (Unknown Key Share attack)
AL AFgAFe} A2 A2 ZR2EES 3 o, F AR 42 R E AR E AS AR Aoyl

gk AFE sl "k, olwl A2 AREAZF zpalo]l AARE 7]17F AL AFEAZE obd A3 AREAMeF g
WosH A2 AFEANE A4S A5 wAlolA W HRIF A3 AREAFY] ofelt]d ID;2 HFHojoF ). 314
FTAR= 138 & F flomz A3 AREAEY] ofolt]el ID:E AFol AEFste # Ry 2 AS AT & gl
WR7EA] ol 2 Al AFEANE AT 715 wEeE Aol A2 AFEAE obd thE AlgxlEla WS Tl
ATH wEbA], B 3 dEX XA g2 7] Fu] FAd kst

7] Ao (Key Control)

B owge) wad A T ASA 247 Auatn 2 g Aue . T¢ L e sz Aesl

Atk ZEEE Fol FoASAE @ WAe BAL @ F /1% ANS dxn, =3 dugel 498 agge
b Egh, webd 7 AbgAE AEE 719 ojme YEE ve 248 = slr

deh wpel o], B gl mE AvtEse Zinke] 3xp3E 7] wek R Bl AR kg g4l ek ¢

WS A oliS ob&el A,



ZIHSd 10-2010-0091147

T ee olElE & gle Aot R JiAE AAdee Al o] opyet ]l wAleld i
glsofof grh. & el WMol et Aol ofdd Sl vy lem, eh wtedt el el
g BE Holge ¥ ue] TPE Ao HAEolof & Ao},
z=9
EH]
A
5.7“
-
L ] \ -
110 120

122

=5 -

AEIH MNEXH2

[
:
[\

EBCO SIAIBAE 0/25t0] HoEEE |~ 5200

MOIEEO Ule %= MBS MEs0] |~ S210
AObE ol M

!

ADIE ol HBE NAFDl gt | 5220
#2 M2 012510l AEX 25

v

E1Q ARl OiE 4L 2 ASS MG 5230
ol HHE n4 hd
olx HUE PasiD ARG As o |~ 5240
5250
M&3)| M i
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