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1
SIGNALING TO A PERIPHERAL VIA IRREGULAR READ OPERATIONS

FIELD AND BACKGROUND OF THE INVENTION

The present invention relates to peripheral devices for computers and in particular to
USB peripheral devices that include programmable controlless.

Personal computers cooperate with a large variety of peripheral devices (peripherals),
such as magnetic, optical and solid-state disks; printers; modems; keyboards; mice; etc.
Many of the peripheral devices are removably-connected to the personal computer via a
Universal Serial Bus (USB) connection. The communication between an application running
on a personal computer and a peripheral that is needed for that application is controlled by
the computer’s oéerating system (OS), under standard protocols (the OS’ services).

Under corﬁmon conventions, some OS services are considered risky to an IT
(informaﬁon technology) system of an organization, and therefore are defined as restriéted
services accessible only to users that are classified és administrators. Non-administrator users
are provided with access only to standard services, which represent no risk or low-risk to the
IT system.‘ |

N Figures 1-3 schematically illustrate the prior art Witil respect to computers, OS
services and peripherals. Figure 1 is a schematic high-level block diagram of a computer
system 100 that includes a host computer 110, suph as a personél computer (desktop, laptop
éf palmtop), or a cellular telephone enhanced with coniputing capabilities. System 100 also

includes a client peripheral device 120 connected permanently or femporarily to computer

- 119 thrdugh a link 105. Computer 110 includes a CPU 112 that runs user applications 118. A

" Universal Serial Bus (USB) interface 116 in computer 110 provides electrical, logical and

25

mechanical connections with a ‘corresponding USB interface 126 in peripheral 120, to

establish link 105. An operating system 114 governs the operation of CPU 112, and the way |
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CPU 112 interfaces with applications 118 on the one hand and peripheral 120 on the other
hand. Peripheral 120, in the context of the present invention, is smart in the sense that
peripheral 12@ includes a controller 122 operafing under controller firmware 124. Functions
128 generally represent the hardware and software components for which peripheral 120 has
been connected to computer 110. Exemplary functions 128 include printing, storage, data
entry (e.g. keyboard, mouse), data display, a webcam etc. In some embodiments, functions
128 utilize controller 122 for pro'cessing, and in other embodiments functions 128 employ
another controller. In any case, in the context of the present invention, controller 122, under
programs from firmware 124, monitors and controls the data traffic between computer 110
and fupctions 128. For example, controller 122 receives, via link 105, USB packets that are
issued by the services of operating system 114 and interprets those packets for functions 128.
Link 105 is implemented via direct contact, *cable or Wireless communication.

Figure 2 is a simplified structural diagram of operating system 114, which is actually

a software package. Operating system 114 includes services 1148 and permissions 114P.

Services 114S are software routines that govern the general functionalities of computer 110!

and the communication of compﬁter 110 with peripheral 120. Thus, a user application 118
thét needs abcess to a peripheral 120, such as a disk, a printer or a keyboard, calls the
respective servicé frdm services 114S to interface with the required peripheral 120.
Permissions 114P is a database of users or user types that specify whether a current computer
user, identified through a i)revibus login session or by entering a pésswor,d, is permitted to’
access a certain service from among services 1148. For brevity and clarity the discussidn
hereinbelow will focus on two user types: administrators who have permission to access all
services 1148, and non-administrators who have access to only standard services‘llz_lS, while
being barred from acceésing fcstricted services 114S that are more risky to the associated IT

system. In this context, the IT system may be computer 110 and its contents as a minimum,
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or a corporate nmetwork that includes computer 110 in another typical case. It will be
appreciated that more sophisticated permission ‘hierarchies are common in the art, for
alloWing operating system 114 to determine whether a certain service from among services
1148 is allowed to or barred from a certain user under permissions 114F.

Figure 3 is a flowchart of the operation of computer system 190 under operating
systeﬁ 114. In step 200 application 118 orders a certain service of services 1148 from CPU
112 running under operating system 114. In step 202, operating system 114 checks whether
the requested service is standard, i.e. allowed for all usefs. If the answer is positive, Athen the
reqﬁested service is executed in step 206. Otherwise, i.e. if the service is determined to be
restricted in step 202, operating system 114 checks in permissions 114P whether the current
user, as previously identified through a log-in procedure (or possibly by having successfully

entered a password when prompted to do so), has administrator privileges, i.e. is eligible for

‘the requested service. If the answer is positive, then the requested service is executed in step.

206. Otherwise, service is denied in step 208, preferably while notifying the user by a

message on the screen (not shown) of computer 110. The procedure ends in step 210, when:

_operating system 114 is ready to receive and examine the next service order from an

application 118. -

New peripheral devices, features and applicafions are continually developed, énd may
require new operating system services to access them. Because computer operating systems
are sfandardized across a large number of computers, it may take a very long time to -
accommodate such new sérvices within OS 114. Therefore, developers of new peripherals,
features anci applicafions make any reasonable ¢ffort to abply an existing OS service instead
of waiting for a neﬁv, dedicate& service to be developed and integrated into OS 114. A

problem arises, however, when a new, harmless peripheral or feature requires an OS service

- that is restricted because alternative uses of the same service are considered risky.
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An example is a mass-storage device that interfaces with personal computers through
the USB protocol, implemented under the Microsoft Windows™ OS. As long as the device is

used for file read-write operations from and to its storage, existing standard OS services

- support seamless operation for all users. However, newer mass-storage devices, which

include programmable built-in processors, offer more than just storage. For example, these
mass storage devices can autonomously password-protect their content, or can double as
authentication tokens. Such additional features often require specific data exchange with the
buili-in processor (e.g. password entry) or from an associated PC application (e.g. during
authentication handshaking), but such data exchange requires restricted services that are
barred by the Windows™ OS for non-administrator users.

There is thus a widely recognized need to provide a solution for non-administrator
users to communicate with a peripheral device for implementing non-standard features that

are normally barred by OS restrictions.

SUMMARY OF THE INVENTION

The present invention seeks to provide a solutjon for 'communicating with a
peripheral fOrAimplem‘enting non-standard features that are normally barred by the operating
system for non-administrator users.

Specificélly, thé present invention provideé a solution for communicating with the

cqnfroller of a USB mass-storage device to affect the operation of the controller without

~relying on OS services.

The following terms are used hereinbelow:

A “computer” or “host” is a device offering data processing functionalities to a
“uéer”. Examples of computers include personal desktop, laptop and handheld computers,
including a handheld cqfnputer. that forms part of a cellular telephone. The present invention

focuses on such devices’ that operate under an “operating system” (“OS”) that offers
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“services” selectively to “administrators” and “non-administrators”, as explained in the
background above.

A “peripheral device;’, also abbreviated “peripheral”, is a device that is connected to a
computer to enhance the computer’s functionality. The focus of the present invention is-on
using a USB connection between a computer and a peripheral. Such a connection can
become effectively permanent, as is the case with a printer, or can be temporary, as normally
is the case with a portable USB flash disk. The present invention focuses on the type of
peripheral that includes a built-in processor that controls or at least monitors the data flow
betwéen the computer and the peripheral.

| According to the present invention there is provided a method for a user, of a

computer, who is restricted by an operating system of the computer from sending information

‘to a peripheral, to send the information to the peripheral; the method including the steps

of:(a) defining a pattern of protocol commands that enables the user to send the information

from the compu"ter to the peripheral, none of the protocol commands being separately

restricted by the operating systém, at least one of the protocol commands being a read

command; (b) sending the ‘pattern of the protocol commands from the computer to the

peripheral; (c) receiving the pattern of the protocol commands, by the peripheral; and (d)

interpreting the pattern of the prdtocol commands to receive the information, by the

peripheral..

" According to the present invention there is provided a peripheral, adapted to receive

_information sent from a host by a user who is restricted by an operating system of the host

from sending the information to the peripheral, the peripheral including: (2) an interface for
communicating with the host according to a prdtocol; (b) a mechanism for performing a
function for the host in response to commands of the protocol that are issued by the host, the

mechanism  for performing the function including a controller; and (c) a mechanism, for
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receiving the information, that includes code that defines a pattern, of commands of the
protocol, that enables the user to send the information from the host to the peripheral, none of .
the commands being separately restricted by the operating system, the pattern including at
least one read command, such that the controller, upon receiving an irregular sequence of the
commands of the protocol from the host: (i) recognizes the sequence as irregular, and (ii) if
the sequence cdnforms to the pattern, interprets the sequence so as to receive the information.
According to the present invention there is provided a computer-readable storage
medium having computer-readable code embodied on the computer-readable storage
medium, the computer-readable code for enabling a user of a host of a peripheral to send
information from the host to the peripheral despite the user being restricted by an opératiﬁg
system of the host from sending the information to the peripheral, the computer-readable
code including: (a) program code that défines a pattern, of commands of a protocol used by

the host to communicate with the peripheral, that enables the user to send the information

from the host to the peripheral, none of the commands being separately restricted by the

operating system, the pattern including at least one read command; and (b) program code for -
translating the information into the pattern.
. According to the present invention there is provided a method for a host to send a -

message to a peripheral through a standard protocol, the host operating under an operating

system that disallows sending the message, in plain form, to the peripheral at least for one

usef, the method including: (a) transforming, by the host, the message into a paftern of .
Commands, the pattern being allowed by the operating system to be sent to the peripheral for

any user, at least one of the pattern’s commands being a read command, the at least one read

‘command being 1rregu1ar (b) sendmg, by the host, the pattern of commands to the

penpheral (©) recewmg, by the penpheral the pattern of commands (d) 1dent1fy1ng, by the
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peripheral, the at least one r@ad command as irregular; and (¢) interpreting, by the peripheral,
the pattern of commands, to retrieve the message.

According to the present invention there is provided a peripheral cooperating with a
host for receiving a message therefrom, the host transforming the message into a pattern of
commands, at least one of the pattern’s commands being a read command, the at least one
read command being irregular, the peripheral including: (a) an interface configured to
communicate with the host and receive the pattern of commands therefrom; and (b) a
controller coﬁfigured to process the pattern of commands, identify the at least one read
command as irregular, and interpret the pattern of commands to retrieve the message.

According to the basic method of the present invention, a pattern of protocol

commands is defined, for the peripheral, that invokes an operation that is restricted by the

‘operating system of the computer. That the sending of information is “restricted” by the

operating system means that the operating system forbids at least some users of the compﬁter
from seﬁding the information, for exarhﬁle by forbidding those users from using one or more
operating system services that are required to send the information. For example, in a
compﬁter that belongs to a organization, only users with administyator pri‘)ileges are allowed
by the operating system to'qsé some operating system services. Examples of user activities
suppor{ed by such sending of information include password protec;tion of data stored in the

peripheral and authentication handshaking. The protocol commands are such that none of the

protocol commands is separately restricted by the operatihg system. In other words, any user

of the computer is allowed to issue the protocol commands that are used m the pattern. The

pattem includes at least one read command. The pattern of protocol commands is sent from .

" the computer to the peripheral. The peripheral receives the pattern of protocol commands

and interprets the pattern of protocol commands to receive the information. Note that the

computer typically ignores whatever data the peripheral sends to the computer in response to
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the read command(s). The primary purpose of the read command(s) is to get the peripheral
to receive the information.

Preferably, all the protocol commands of the pattern are read commands. Also
preferably, at least one of the read commands is a command that reads a descripto; of the -
peripheral, most preferably an unused descriptor of the peripheral. Also preferably, at least
two of the protoccl commands are consecutive read commands that read the same descriptor
of the peripheral.

Preferably, the pattern is an irregular pattern. An “irregular pattern” is understood
herein to be a pattern of communication protocol commands that employs conventional
sighais in é way that is not expected to occur during normal operation, or whose occurrence
during normal operation is so improbable that the possibility of such occurrence can be
ignored.

A peripheral of the present invention includes an interface for communicating with a.

host aécording to a protocol, a mechanism for performing a function for the host in response

to commands of the protocol that are issued by the host, and a mechanism for receiving
information sent from the host by a user despite the user being restricted by an operating

systém of the host from sending the information from the host to the peripheral. The

~ mechanism for receiving the information includes code that defines a pattern of the protocol

commands that enables the user to send the information from the host to the peripheral. The

pattern includes at least one read command. Upon receiving an irregular sequence of

“protocol commands from the host, the controller recognizes the sequence as irregular. If the

sequence that has been recognized as irregular also conforms to the pattern, the controller

interprets the sequence so as to receive the information. Preferably, the code that defines the

pattérn is embodied in firmware.

. Preferably, all the protocol commands of the pattern are read commands.
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9
Preferably, the protocol is a USB protocol.

The scope of the present invention also includes a system that includes such a
peripheral and its host.

The scope of the present invention also includes a computer-readable storage medium
having embodied thereon computer-readable code that enables a user of a host of a peripheral

to send information from the host to the peripheral despite the user being restricted by the

host’s operating system from sending the information to the peripheral. The host uses

commands of a protocol to communicate with the peripheral. The code includes program
code that defines a pattérn of such commﬁn’ds, none of which is separately restricted by the
operating system, at least one of which is a read command, that enables the user to send the
information to the peripheral. The code also includes program code for translating the

information into the pattern.

BRIEF DESCRIPTION OF THE DRAWINGS
| The invention ié herein described, by way of example only, with reference to the
accompanying drawings, wherein:
FIG.1lisa schematic high-level block diagram of a background art computer system;

FIG. 2 is a simplified diégr_amvof the operating system of the computer of the system

of FIG. 1;

" FIG. 3 is a flowchart of the operation of the system of FIG. 1; '

FIGs. 4 and 5 are schematic high;level block diagrams of computer systems of the

- present invention;

FIG. 6 is a flowchart of the operation of the systems of FIGs. 4 and 5;

FIGs. 7TA-7C illusfrate three preferred irregular patterﬁs of descriptor read commands.



10

20

WO 2006/090393 PCT/IL2006/000256

) 10
DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention is of a method by which a host computer invokes an operation
of a peripheral, and a corresponding peripheral. Specificélly, the present invention can be
used to bypass the standard services of the computer’s operating system.

| The principles and operation of a peripheral according to the present invention may
be better understodd with reference to the drawings and the accompanying description.

Under the USB standard, a USB peripheral has 256 descriptors, numbered 0-255, to

, prov1de information about the peripheral. Commonly, descriptor #0 is used to descube the

language, descrlptor #1 is used for describing the product, etc. In practice, most higher-
number descriptors are unused across the industry, and are left optional for manufacturers of
specific peripherals for describing device parameters, and user applicétions are allowed to
read all 256 descriptors with nb restriction even for non-administrators.

The present invention uses an irregular sequence of descriptor read operations, to
send information to the controller of a USB peripheral. Because such read commands are

allowed also for non-administrators, the present invention allows a user application to send to

the controller of a péripheral any desirable information, as described below.

Referring again to the drawings, Figure 4 is a schematic high-level block diagram of a

first prefetred embodiment 300 of the present invention. Embodiment 300 includes a

-computer. 302 and a peripheral 120. Computér 302, for example a personal desktop

- computer, includes CPU 112, operating system 114 and standard applications 118 as in

computer 110 of the prior art described with respect to Figure 1. Applications 118, such as a
word processor, are standard in the sense that they are allowed for all users of computer 302,

including non-administrators. Additionally, computer 302 also stores a restricted (pon-

* standard) application 304 that requires sending information to peripheral 120 in a manner
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that is not supported by operating system 114 or that requires the use of OS services that are
barred from non-administrators.

Figure 5is a échcmatic high-level block diagram of a preferred embodiment 300A
alternative to embodiment 300 of Figure 4. In embodiment 300A, the peripheral is a
removable storage device 120A having a storage medium 128A, and the non-standard
application 304 moves from being stored in and loaded from computer 302 (Figurel4) to
being stored in and loaded from removable storage device 126A (Figure 5). Because
computer applications can easily run from internal storage (Figure 4) or external storage
(Figure 5), béth embodiments 300 and 300A are similar in running application 304.

' The présént invention allows non-standard applicatidn 304 of Figure 4 or Figure 5 to
communicate with peripheral 120 or 120A through a standard protocol, by generating at |
computer 302 universally-allowed actions but ﬁnder irregular patterns that are identified and
interpreted by controller 122. Controller 122 of peripheral 126 or 128A monitors all
communication and is programmed through its firmware 320 to detect such irregular patterns.
in 'o’rder to identify and interpret the non standard requests as éoded input signals, as
described below. As in background art computer system 160, USB interface 116 in cofnputer
302 provides electrical, logical and mechanical connections with corresponding/ USB
interface in peripheral 120 or 120A ’tcv) establish link 105. Also as in background art
computer system 100, functions(128 represent the hardware and software éomponents for
which periphéral 129 or 120A has been connected to computer 3902.

In an embodiment of the present invention in which code fhat enables computer 302
to translate a non-standard Vrequest by application 304 into an irregular sequence of read
commands is included in the code of application 304 itself, storage medium 128A of

peripheral 120A constitutes an example of a computer-readable storage medium in which is

- embedded computer-readable code for implementing the present invention. -
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Figure 6 is a flowchart that schematically describes the generation and interpretation
of such irregular patterns. In step 380, non-standard application 304 running on computer
302 initiates the production of a non-standard request. In step 382, computer 302 transforms
the non-standard request tb an irregular sequence of read commands, each of the individual
read commands being standard and universally-allowed. In step 384, the irregular sequence

of read commands is executed through a communication between computer 302 and

peripheral 120 or 120A through link 105. In step 386, controller 122, that monitors all

communicatiéns received by peripheral 120/120A, detects that the sequence of received read
commands is irregular, which ié followed in step 388 by controiler 122 interpreting the coded
message from the irregular sequence according to the coding convention used jointly by non-
standard application 304 and by controller firmware 320. In step 390, the prbcédure is
conclu&ed as peripheral 120 or 120A executes the non—sténdard command interpreted in step
388. | |

Figures 7A57C il}ustrate three exemplary preferred embodiﬁlents for coding

commands using an irregular sequencé of reading descriptors from a USB device 120 or

120A (Figures 4 and 5). In these examples, the descriptors are read using the USB-

“GET_DESCRIPTOR” Standard Device reques’c that is defined in Section 9.4 of the USB
specificatibn. Figufe 7A illustrates a coding method 402 that allows sending é command
coded by' a command number N in the range 1 to 100. The command sequence generated by
qomiouter 302 starts with four consecutive reads of descriptor 101. Since such réi)eated reads

of the same_descriptor makes no sense technically, this read sequence is identified as

irregular, and then controller 122 looks at the next read command, which is expected to be

reading descriptor N in the range of 1-100, and interprets that read command as command

- #N. Thé next read operation of descriptor 101 signals to controller 122 fhat the coding

Sequence has been coinpieted successfully.
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The exemplary preferred embodiment 404 of Figure 7B assumes that nome of
peripherals 120/128A ever uses descriptors 101-200, and therefore no related standard
application 118 is ever expected to attempt reading a descriptor numbered in the range 101-
200. Such assumptions can be safely made, for example, by a provider who controls the
specifications of a family of peripherals 120/120A. In such a case, the mefe reference to a
descript.or N in the range 101-200 within a read command sent from computer 302 to a
peripheral 120/120A, signals a special command whose index is calculated by subtracting
100 from the reéd descriptor number (e.g. a read command related to descriptor 159 is
interpreted by controller 122 as a command #59). |
Fig. 7C illustrates another exemplary preferred coding method 406 de{zised to send
any type and quanti_ty of coded data from computer 302 to peripheral 120/120A (Figures 4-
5); Because any type and quantity of data can be represented by a string of hexadecimal
digits, computer 302 first sends an irr(;,gular sequence of four read commands for descriptor
#102, and then a sequence of read commands for descriptors in the range 0-15, each
representing a“ respective hexadecimal digit. When the entire s&ing has been completed,
another read command for descriptdr #102 signais the end of the string.
| It should be noted that because the present invention is based on cooperation between
computér 302 (whz;ch runs non-standard épplication 304) and peripheral iZG}/lZﬂA (which

detects and interprets the irregular read operations), the read commands, once identified as

itre gular by controller 122, do not need to be executed in the regular manner (i.e. sending the

‘content of the respective descriptor from peripheral 120/120A to computer 302). Thus the '

execution of step 384 of Figure 6 may be reduced to sending read commands without

‘actually receiving back the content of the respective descriptors. However, the procedure of

Figure 6 works well also if such descriptors are read by controller 122 and sent to computer

302 and are ignored by computer 32,2.\
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‘While the invention has been described with respect to a limited number of

embodiments, it will be appreciated that many variations, modifications and other

applications of the invention may be made.
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WHAT IS CLAIMED IS:

1. A method for a user, of a computer, who is réstricted by an operating
system of the computer from sending information to a peripheral, to send the
information to the peripheral, the method comprising the steps of:

(a). defining a pattern of protocol commands that enables the user to send
the information from the computer to the peripheral, none of said
protocol commands being separately restricted b}; the operating
system, at least one of said protocol commands being a read command;

(b)  sending said pattern of said protocol commands from the computer to
the peripheral;

“(¢) receiving said pattern \(;f said protocol éommands, by the peripheral;
| and

(d) interpreting said pattern of said protocol commands to receive said

information, by the peripheral.

2. ' The method of claim 1, wherein all said protocol commands of said

pattern are read commands.

3. "The method of claim 1, further compriéing the step of:
(e) effecting password protection of data stored in the peripheral, in

accordance with the information, by the peripheral.
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4. The method of claim 1, further comprising the step of:
(e) effecting authentication handshaking, in accordance with the

information, by the peripheral.

5. The method of claim 1; wherein said at least one read command .

includes at least one command that reads a descriptor of the peripheral.

6.  The method of claim 5, wherein said descriptor is e%n unused descriptor
; :

of the peripheral.
7. The method of claim 1, wherein at least two of said protocol

commands are consecutive read commands that read a common descriptor of the

peripheral.
8.  The method of claim 1, wherein said pattern is irregular.
9. A peripheral, adapted to receive information sent from a host by a user

who is restricted by an operating system of the bost from sending the information to
the peripheral, the peripheral comprising:
(a) an interface for communicating with the host according to a protocol;
(b) 2 mechanism for perfoﬁning a function for the hostl in response to
commands of said protocol that are issued by the host, said mechanism

for performing said function including a controller; and
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a mechanism, for receiving the information, that includes code that
defines a pattern, of commands of said protocol, that enables the user

to send the information from the host to the peripheral, none of said

.commands being separately restricted by the operating system, said

pattern including at least one read command, such that said controller, -
upon repeiving an irregular sequence of said commands of said
protocol from the host:

@) recognizes said sequence as irregular, and

(i)  if said sequence conforms to said pattern, interprets said

sequence S0 as to receive the information.

The peripheral of claim 9, wherein all said protocol commands of said

pattern are read commands.

11..

12.

13.

(2)

©)

14,

The peripheral of claim 9, wherein said code is embodied in firmWare.
The peripheral of claim 9, wherein said protocol is a USB protocol.

A system comprising:

the peripheral of claim 9; and

the host of claim 9.

A 40(')mputer—readable storage medium having computer-readable code

.embodie'd on the computer-readable storage medium, the computer-readable code for
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enabling a user of a host of a peripheral to send information from the host to the
peripheral despite the user being restricted by an operating system of the host from
sending the information to the peripheral, the computer-readable code comprising:

(a) program code that defines a pattern, of commands of a protocol used
by the host to communicate with the peripheral, that enables the user to
send the information from the host to the periphefal, none of said
commands being separately restricted by the operating systeﬁ, said
pattern including at least one read command; and

) program code for translating the information into said pattern.

15; A method for 2 host to send a message to a peripheral through a
 standard protocol, the host operating under an operating system that disallows sending .
Tt:he message, in plain form, to the peripht;ral at least for one user, the method
comprising:
| (a) transforming, by the host, the message into a pattern of commands,
said pattern being allowed by the operating system to be sent to the
_ peripheral for any user, at least one of said pattern’s commands being a
read command, said at least one read command be_ing irregular;
(b) sending, by the host, said pattern of commands to fhe peripheral;
(©) receiving, by the peripheral, said pattern of commands;
(@ identifying, by the peripheral, said at least Qﬁe read command as'
irregular; and |
(e) interpreting, by the peripheral, said pattern of commands, to re.trieve

the message.
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16. A peripheral cooperating with a host for receiving a message
therefrom, the host transforming the message into a pattern of commands, at least one
of the pattern’s commands being a read command, the at least one read command
'being irregular, the peripheral comprising:

(a) an interface configﬁred to communicate with the host and receive the

pattern of commands therefrom; and

(b) a controller configured to process the pattern of commands, identify

the at least one read command as irrcguiér, and interpret the pattern of

commands to retrieve the message.
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