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1. — P SMASY L B B DB A 5 i, AR EAE T, BFE A W F PR

A BRST MR 4 2EL 0 2 S5V A A T I FL 26

RS2, 75 2 P RE D A PR 3 (R AR I A AT A7 2 3, 38 1 FH T A7 A v 1) B S8R 1
HHSCRF A7 28 , LA SR B SMA SV E R T RE I BE - AT BT I SCE

A URS3, 75 2 P RE DM Ab TR 3 1) 25 BB AR FF A7 2 3 v, 38 1 FH T A7 A b [A) 2 FR 2R 1
AT AT LA RS I SV S A R NI BRI AT AT B HIe

A IRSA , 75 BRI SMA TV L B AT 38 S 1) (R i) J3 30 DS e L 12

A YR SS , Tk SMASE 125 H, 2% AN D6 0 L 6 A A i A3 A7 A 3 vh SRAF AT 46 B 5T, AN
GRS HE P RIGVILGE G, IR URIE 5

A URS6 , Bk SMASE 2 v g i tHoa SR 45 3L, vadk D6 I 2 1) 3 35 45 R0 R A7 i T
CEAT BB AR AT 2%

2. QAR SR L 1 SMA SRV L B8 I DO FE I 7 v, HRRIEAE T, i 65 A P IR ST -
BB DFEINPCH BRI, 1 B S AF B AN A 2 2R

3. GBI EE SR 1B (1) SMA SRV L 6 () DRE N 7 7 FLAR AR T, Bir ik 43 21 fin % 0%
A FEAES ST \DESH. 2 . CASTSLyA MIIDEARL V.

A4 ABUREE SR 3 i I (19 SMA B2 HE % () DO FE NI 7 14 , SLRR AR AE T, BTl D6 it i i
¥ FHAESH % DESH 1= . CAST Ly A I DEA B i () — R AT Ik is & .

5. AR SR 3 B i (1) SMA SRV L I () DR I 7 7 JLARAiEAE T, BT ik ThFE I v %
DAFE B 3 B HLEE 7 10 7 2R FHAES B032: \DESEN V2  CAST A 1= M IDEA B VERAT I IE & o

6 . QB2 3R 5 i 3 (1) SMA B2 H % (1) DOFE N 71 , LR AR AE T, BTk 2 P B ik
P A0 FE A B AN e 0 T s o e L BRI B L AES/DES/SM4/CAST/ IDEA%E
YEHL % FTAES/DES/SM4/CAST/ IDEAZS 4H 4™ F L %

T AR SR 6 i i (1) SMA SRV L 6 () DB I J7 3, JLARAIEAE T, i 3R 5 i A 4% il 2
TS0

EeGnI MRS PN

HSC 25 B L S WTUE 3 AR WIAR AL 5

FEAE TR WS S IR AN T AT CPUSR B AL 28 58 R I 404 5

PR

8. WIAUR B SR T Ik 1) SMA B v 6 1) DA I 7 v, HARAEAE T, IR AES 9% \DESH.
15 SMASRLIE: L CASTHRLVZ AN IDEA SR 1) B SR 81 B8 2 350 1 28467, 9 B4 75 g 25
CPUE I ik 260 75 BN 25 1 B R 5 N Ar A7 38 M, I 75 2 DA 25 00 25000 A h 30 25 s 54K

9. QBRI L 3R 6 i 3 (1) SMA V2 H % () D6 N 7714 , LR AR AE T, BTk 6 4 ol v i FH
TG Ay REARIR L AR AR

10 AR EE RO I IR (1) SMA BV HL B8 (1) DA 4R 77 32: , LR AE T, i 26 25 4 I A FH 2%
BRI A2 < P oS 2 42 1| F 8 MBS — B0 S B R A8 2 1 DR B O it 25 ek FR &5 0, 7 AR
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—FPSMATE A ER B RO ThAE ML 73 0%

B GuE
[0001] AT B B S8 R v B B0 1 SR BT J2 2 RS, T e — P SMA IR L it
I SHFE IR TT i o

BRREAR

[0002]  SMS4s&H [ [ K 2565 /A AT B 1 F o e 23 b bt , B AT AR HE )32 BT 6 42
JRd M o e At O 28 TR B FH ) SR Fm Aar 38 o 76 8 BB 5 L A0 10 ) 500 e 7 SMS 4 B2
FH - SMATVEAEPOSHL 2 B8 R VH AL 28 A7 i R R A T2 R, DA R SEIW S S B 4R 1)
R  SMAFE W THIN 25 18 7 HRAE &2y BB Bt (2 8 R IR 55 B8 ik (Side Channel
Attack) RCNIA I FEII R 2 o

[0003]  Y— A ESAFBRAT IS AR IR, T8k 0 5 i 1) 1y B A I T DB B W REFa ST
A P REIRIS 5 & MRS B, Bl ik WX £ 55 2815 B AR TR i AR T i L Bt
THAL TR S5 3 #r AL R, BIR] R DR BUIN 25 2 FR S L (5 B o o a2 b ) Moty T v 22 D6
T o B IR DIRE 2 e B 512 fal 5. DA 70 #fr (SPA, Simple Power Analysis) ZE7 DiE7>
#r (DPA,Differential Power Analysis) AR INFES#r (CPA,correlation power
analysis) . H THE S it 191z F, T 8] 43 8 Do AHEG , D o A B oA B m i s s, H
S ERT J o HL T S Mk 5 DR U I R AR SR B S AL, AH R ) BT DR B By i B A —
SE ) 370 FL T 2 53 U I B8 70 o DR G , IR S B Ui, DB et jl o 55 6 5t v 0l o 2 vt
B B LR ) 55 i BT B

[0004] Y, 82 B rl B R HCR FH A S BUbR v B o Se IR, FL DR S N tH B IR A2
PIAH O o DA s 187 B (1) S 7] 28 9 1], s 1] 2 A2 AS [T AR 20N DhFE A7 A8 BH B 22 301, S tH v 47
FEO— LA — OFHEL I , A7 A R JBOR LB , THARHL 22 B 5 5 1 Hh s AN & A2 TR I, S 1) 234X
FFAETR LI o FL & S0 2 bt 5 o0 AR, DA R RE 5 % N\ A0 B A% A7 AE AR DG 14, DRI FH
Kb B T 2H R FEL % P YRR ) D[R A S R b B ) B AF AR S v e X BRI AE DR«
X TN HL B P 55 g Mk IR R A B L, B AR WA R AR 5, AT & Pl o5 815 B
(1, Be A B K E RS S, BRI Se oh i AT A B 5 AT A4S 2 2550

[0005] o [l 1 oAt o i v it 11 5% B B J B s — 2D 40, T IR e B A BH SCL RN R
KK UL, — M HE A LA fE— D En ) 45 R Fe3D: D1 (L,K, t1) ,D2 (LK,
t2) ,+-,Dn (L,K, tn) , i 2 0 %-FDn (L,K, tn) o 0015 5008 0% Hvk , Mok & sE 8 AR 45 1H S
R I P25 51, TS TH B H o ) &85 SR, AR AR ME 1 58 1 48 HH AR X A Hp (7] 25 B0 BE I HEAN f
() A N 220 ) o ) &5 2R 5 DR g W, B P S 20 0 T L AN T BRI o 53— J7 D, 0 N4 ) — 4
F g E S, NINFEEFLL1,L2, - LnbA ACRAERF I TL, T2, -+, TnRR W4 2 2 I 3R 15 EAT
TR G AT 2 f5, T DA AT R ) 25 SRD AN SRR LS 1 A A O , Mo Mom mT A A
e 2 EH 2 5 IR

[0006]  HU DhFE ST B9 SMA B TH AT P AP A1) J7 75 « — Pl SR R R 1 FEL i 45 A I 4 T
TSI SM4 , Tl B 225 Bk 5<i8 % (DCVSL, Differential Cascade Voltage Switch
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Logic) , BRE B ENAE 78 % WDDL ,Wave Dynamic Digital Logic) , 3 HAF &K &t
K FHZE ALY, LA R BENLIT & #E (RSL,Random Switching Logic) &%, EIRITVATH
HA, 2 A R0 2 M ) DR AR LK o o — PV 0 2 SR P A S 1 SMA Hh i a5 it 25 1) v 7]
S5 RBENA , X P ITIER] DAAER RE I FoR B RS2, 0 mT DLAEHL 8 b SE3 o AN Bikia
S B A MBS AR T RS B B AL AT A, R DR B AN S B HA S,
1M B5 51 NI BEALEUE S o 3X B 77 15 SE I R foT 8 25 47, AU 250 fton S itk ia S 8 40
FEFN K R AL LY 5, WP HE 2 P ia S S &, X A A U A TR #E

LZRARE

[0007] AR B ELAR e K BAR n] BAE T, ST B B AR BIAS & , $2 455 — Ph 7 SMARE £F 1 2
SEPLPT IR BT 5 (R JC 75 AR i B 2R L B TS IR B P RCSR A I SMA B H % () D
I T7%

[0008]  yfiipe b i A I, AR BH R AN R AR T %

[0009]  —FhSMA BTy v BR (1) ShFE NP 7 ik, B H W T B3R PSR IES AN H
VAR SR DIFE N B s P IRS2 , 48 2 MRS UL B AR I B A A A A8 3t b, I W H T A7 i
Hh ) BF SCEHR I B SC2R A7 28, DA B AR 3710 SMA 03 A D Ik v AT AT B i 5 o8
PRS3, 1E 2 AL AL B 2R 1 2 B A A A7 AR HE b, 193 T 474 b 1) 2 R B0 1 2 B 7
1225 s A AR ) SMA BV RN DhFE IR B2 - AT PAT B HIE s D 3RS, fF BRI SMA .
VEHL B AT I8 S R S 3 DS INEE A % 5 2D BRSH , BTk SMA B2 H 6 R0 SHFE NI H 2 A EL
P B AT A7 A5 HE T IRAF WG ] 5, B LA AT A7 SR e TP SR G 2 R 5, RN 4R 5
A PRS6 , Frid SMA S i i tHoz S5 B BT ik DA NP0 B 143z 5465 S0 A7 6 T B SCHF
TR HAT AR

[0010]  fLazeith , i A0 H5A A BRST : B S B DFE I B I, o B ST A7 45 A2 PR A A7 4%
[0011] AR, BT id 2 2L e LA AR ARS 572 L DES TV . CASTATVE MIDEA ST .

[0012] e, FIFid ThAE NI v 46 % FHAE S 57925 L DES TV L CASTHRLVE AN I DEA S V2 v 1) — Fif
PAT IPLIZ

[0013]  fLikth , BT i D6 NP i i DA e 302 BE LA 7 1) 77 sUF FHAES 592  DES BV |
CASTHIEMIDEAR L HAT INHIE 5

[0014]  fLif b , B Id 22 b Ba0025 ip Aab HER A0, 5 7 00 AR 4 o422 10 A 2 4 o Pl % L 4 ol
HL %% \AES/DES/SM4/CAST/ IDEARC #E1E H B ATAES/DES/SM4/CAST/ IDEAZEH Y e v 1% o
(00151 fiRidtth , BT o Hi 4 A il 2 10 FH TS B« 3 103 S A N HE 5 B S B B DA TG
FRRIRIGA s 7 A TP W S IR AN T AT B CPUBR B AL 28 58 KR I 204 s 3% P n 25 4=
[0016]  fRR3de s , FTiRARSEL % DESHLE: L SMA B3 L CAST B2 AT DEA S Y2 1) BF SC A28 £H 7 i
BIR12847, 245 B HE 75 BUINAE A, CPUIE AL 2 280 75 BN 25 10 s 5 N 29 47 2 ife , FR
5 B () B B R IR AR A A AR

[0017] DL, B o 56 45 il v % FH T4 1 0 2% AR e i AR IR B DA S R B AR AR AR IR
[0018]  fL3zk kb , fif 5 ICHE o) {58 85 BRI A2 « BT Ok 0 4 i P, B M o i — B0 2 AH R B

4
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H» 2 E IR B0 i i R 45 R, 7 AR e 5

(00191 A B 22 (R SMASE R LB (4 DIRE ISR T 12k » £ 3087 22 Rl I BRI Ak 2R 25 v
BT RE ZEB 4K SMAHRL e (1 B 2 S5 R e, A AT R A R 0 B fth SR v it i AT R AR
BRI V) 0 2 0 HL 16 o 5 ORGP ) P B R EAT A SR R I %, [R5 30 i AE S DES A 73 41
WA ) SRR NSO 5%, I ELURE 75 BEORI™ (1 SMARGL 6 (14 A N\ B SCOR 5 B R g A\ B30
B FL i, DUAE AN HL i AT SM4 L 5 [F] I BEAT I ia 5 2 T RIR TR AR A B
AN TR R AR IS VEAR R 7= HE A » DUAE 70 W BBt (A0 M PEEAT AR OR8N, 33t 1f 2 SMAREF Hi, it o S
AL DIAE B, RN A% B TE 75 D4R S i ), AN 5 T SE B, i LR 9P R S 47

Bff 15 BA

[0020] P& 1 B0 A A R B ot s e R 1 55 it Mok SRR
[0021] [ 2 A B 7 10 22 P R T AL 2R B 1) 45 A AE R
[0022] I3 MR AT ISR 30 E H L B HE]

[0023] B4 mPiEtic F g HE R

BRI

[0024] "1 [HI 25 A B 1 RS2 A 06T AR ke I A S N PR T 60

[0025]  AREHAF T —FhSMABILH BE I DhRE NI 7%, 45 & B2 R B4R~ , ARG 1
TR

[0026]  JDBRST, HEHE 2 2HL N 25 Sy A A ThFE NIt vl i

[0027]  JDERS2, £F 2 Ph S i ab 32 25 0 B 1 A A7 28 HE b, 351 BT 47 il 1) BH SO
P SR A7 2%, DA SRS I SMAST VL AR IR SE I EAT AT 1 S8 5

[0028]  JDURS3, 7F 2 Fh SIL i B 28 14 25 BRI AR B A7 B 3 b, 386340 FH T A7 il v 1) 5 A 4
PR Z 2%, LA BRI SMAST VL MR IR LI EAT AT HHIE 5

[0029]  JDERSA, T5 BLRY ) SMATEYR A % 134T 3 510 (RIS A5 30 D6 NI v 1% 5

[0030]  PRS5, ik SMA 55325 i B RN DHFE IR L 2% MBI AR B A7 2 3 3R WG B 30
MEHIEAAT A2 A HE P PRI G % 1) , R iR Ie 5

[0031]  PRS6 , Bk SM4 532 i B A e B 25 3, BT ol Dhe Nt v B 1) 38 B30 485 R 0 R AF fis
T U SCH A7 2 RN B AT 2%

[0032] g — D, i A0 HEA AP BRST « FR S B DFE NN HhL BRI, 6 B SO 747 2 3 R A A7
WIEE.

[0033] [~ JA SMA SRR i (1) DOAE NI T 323 A0S FF 22 B in 2 S b b 2 25 b L 0o 75 22
B77 47 1) SMA R i 1A 6 B 58 e, R A AR DL 25 A 1 G A B0y v it A 1 B A () ARE 3 B[] 1
T e LB o 7 BRI W B HEAT A8 B B I, (R INF S Bl BH AESBYC#E DE S 43 4 N 25 SRVE A
J I HFE B HA 5 , I ELE 75 AR (1 SMA L 6 174 i N B SR 28 TR B A N BB 30 v 1%, T
FEANPI L I R SMA FEL 2% [R] S AT I ia 5 26 T B0k D7 v, (19 481 v B 25 B 0s S RN T R 1)
RE DR A e 75 R, I 40 B 5 100 M FREHG M R 8 33 T 6 SMA A 124 v i SEIL B D FE 2
7, (A AR B Jo 75 O3 5 L B A, AN TSI, i ELB 47 3 R S 4

[0034]  fEN—Rititik 53X, Birid 43 28 0 28 SRR AR S ALV L DESH VA L CASTRVE A TDEAS.

5
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[0035]  ASSEjfa s , BTk She 4 s i R FHAESSLVZ: . DES B VZ: L CASTHVA AN IDEA SRV 1
— FAT IS 5 o 9 T BRAE S— 1 285 T 5 43 40 W SCHEAT I«

[0036]  7EAR R B 3 — SEHE ] 1, Bk SRR NG L i DL S ) B3 B ATLEE R 9 77 R
AESHEE \DESH VL L CASTHEIE M IDEABE AT TNt iz 5 . ol 55— A~ 1 280 KRR B SC B 3l
AES128, 58 AN 128EL R B SC B BHDES , 55 = AN 12810 45 B 52 S BHCAST , 55 P4 A 1 28 EL 47 B S )8
B IDEA, L& R o

[0037] Pk DERSHH , B — AN 4N R B0, ME g ia B a shet , MBIk A7 2%
e SRAFHTUE B SC, B ERIEARZ AT A HE P RIS WG 2 1, Tk B SC 347 48 5 SMARH SR ]
— AR, B E AT A S SWIN H R A8 AR RS, BT XA {15
SO BHERAT 1 B KR A5 VR &L B2, IR S CPAMIDPABL () 6] ThE il 2 1 X 79 HE
[0038]  XTFZ RS VAUMEEEZR IO A RS, 1B S IRE 2, Frid 2 i Sy U b 2 28 0 HE A 2L
P AR 1 T T A 3 42 i oL 4% L 0 4% 1R 46 W AES/DES/SM4 /CAST/ IDEA%S # A/ H, 4% FIAES /
DES/SM4/CAST/IDEAZS B4 i L, it o Horpr

[0039]  Ffradt HI4H 042 il 422 11 T~ SR« 2 b1l v J2 i N T o 5 BH G S5 B DL AT U6 % AH I W)
WAL P A T S S B AL T EAT O CPUSR B AL 38 52 B 0 B3 ; DL S e B sk

[0040]  {ER—FiRik 72, PR AES v \ DESH 15  SMA B35 . CAST &y R TDEA LV [ B S
VR T8 P 35 1 284 5 24 B 75 B nfd &t , CPUIE T i £ K 75 T N 28 1 B 5 N 4%
FFEHE , PR 75 BEIDAR 25 B AR e BB AR AT A2 AR

[0041] Az , Frid 6 i i % F T 4% il 56 % A9 R IE AR IR B L S e VR IE AR
R o T — M, i s BB IS A0 FH 5 BRI L A2 « P 3 % 428 o oL B2 M i s — e 3 BT IR AT
F 24 H IR BIOR] il 2 FRES o, P AR R SE B 5 o

[0042]  Z54& EISFE AR, INFEH BRI T — AN SF 783 , A28 IR Hh [R) 45 5L, AHEL A%
LRI S, INPUAY R R 1 22 B I8 P38 A I 045 IR s A E B v 1R 45
R

[0043] A<k B o3 FF I SMA SRV HL B () DA IR T 5, A iU B B AN D R ) AH 2%
R A N P R L » DI RE 43 B B0t T R R AR R 3G [T IR 4% O BH TG 75 28 SMA ) Ha B8 2514 , B
fi DA S 43 DR 38 A A AN KM P52 4 vy SMAH B HEAH DhFE 4 Wy B I B8 77 26 T ol Re ik, fif
PR N ST T A SMARE 4 W 2 v (W J D FE Be e b B, 45 Sl 3 T W) BB 52 31 5% % B (1) F
HUSIMFR VB REF  INEE A e 40 B SRl E 7= i o

[0044] DL b Brid H o AR R B R S 461, 7 AN T PR il A B, FLAE AR & B F AR E
PN IR A5 4 25 () 5 o A 2, 89 N A 5 B K R W T AR I Y R Y o
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