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MANAGING EXTERNAL INTERFERENCE IN A WIRELESS NETWORK

TECHNICAL FIELD

The present disclosure relates to a wireless network. More particularly it relates

to external interference encountered in a wireless network.

BACKGROUND

A wireless network may be provided to serve a range of different functions, but
one use of a wireless network is to perform backhaul in a communications network
where user equipment devices (e.g. mobile telephones) communicate with nodes of the
wireless network and the wireless network then enables these nodes to communicate
with other nodes of the wireless network, which then connect (typically in a wired
manner) to a physical communications infrastructure and then on to a wired
communications network such as the internet. There are a number of different use
cases and different types of backhaul technologies available to mobile network
operators, but in this context there are a number of reasons why it would be desirable
to provide terminal nodes of a wireless backhaul network (also referred to herein as
feeder terminals) which only communicate with user equipment within a relatively
small cell. Small cell deployment can be useful to provide the enhanced quality of
service demanded by the ever increasing number of mobile data consumers. Small
cells have a number of advantages such as: they allow capacity hot-spots to be
targeted to ease congestion, they are appropriate for deploying in a dense outdoor
urban environment, for example on street furniture, they can be deployed in specific
known “not-spots” where macrocell coverage is poor or within indoor not-spots which
experience steady daily traffic with occasional significant peaks, such as dense urban
indoor environments like stadiums, shopping malls, and so on. Further, small cells
may also be appropriate for mobile deployment, such as in trains, or other moving
transport.

In the wireless backhaul use case discussed above, a feeder terminal (FT), i.e.
the backhaul node nearest to an access point (AP), which may for example be an
eNodeB (eNB) in the context of LTE, may typically be mounted on street furniture or

a building fagade perhaps 3-6 metres above street level. Conversely, a feeder base
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(FB), i.e. the backhaul node nearest to the core network, utilises the same
infrastructure as the access macro network.

In view of the above usage context, it is inevitable that some degree of outage
will occur when the backhaul connectivity is unavailable. Outage may for example
occur when there is equipment failure, or a persistent or temporary physical
obstruction such as heavy rain or vehicles in the line of sight of the backhaul link.
Although the use of small cells may enable the target availability of the connectivity to
be relaxed, it would advantageous if the nodes of the wireless network were able to
reconfigure themselves to provide different communications paths when such outage
does occur. Moreover, given the greater number of FTs which need to be deployed
when smaller cells are used, in order to facilitate fast, large scale deployment with
little engineering required at a new installation site, the ability for the nodes (both FTs
and FBs) to self-organise and self-configure is very desirable.

In the context of wireless networks, a further consideration which may need to
be allowed for is the carrier frequency in which the wireless network operates, both in
terms of the corresponding propagation which the carrier frequency allows, but also in
terms of the regulatory licencing regimes which apply to a given carrier frequency.
Whilst it would be advantageous to provide a wireless network which operates in a
licence-exempt frequency band, due to its free availability, the lack of official
regulation in such an unlicensed band means that the wireless network must be able to
cope with co-channel and adjacent channel interference from unsolicited and
uncoordinated wireless sources and furthermore despite any initial well planned
deployment, if the wireless network is to be durable (in time) it must be able to adapt
rapidly to static or dynamic, fixed or mobile radio traffic from other sources. One
possible approach to the provision of a wireless backhaul network in such an
environment would be the use of a contention-based protocol such as IEEE802.11
(WiFi), but then care must be exercised to ensure that the access does not interfere
with the backhaul by separating the two air interfaces into separate bands, yet
nonetheless other mobile devices or operators may still use the same spectrum causing
significant interference. Although the widespread availability of WiFi may represent a
cheaper approach, WiFi cannot quickly address rapid spatial and temporal interference

pattern variations, making it in practice less suitable for the stringent requirements of
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real time backhaul services. Moreover the use of WiFi can be expected to require
careful engineering and to be used in narrow point-to-point modes, which limits its

deployment possibilities.

SUMMARY

In one example embodiment a method is provided of configuring a wireless
network comprising a plurality of nodes to mitigate effects of an external interference
source, the method comprising the steps of: configuring a subset of nodes of the
plurality of nodes to simultaneously participate in an external interference sampling
process in which each node of the subset of nodes samples signals received by an
antenna array of that node; receiving a measurement report from a node, wherein the
measurement report comprises a signal source angle and a received signal strength;
estimating a location of the external interference source using the measurement report
received from the node; characterising the external interference source using the
estimated location of the external interference source and the received signal strength
to calculate for the external interference source at least one of: a source power; a beam
width; an antenna bearing; and a front-to-back transmission ratio, and configuring the
plurality of nodes to mitigate the effects of the external interference source in
dependence on a result of the characterising step.

The present techniques recognise that there are situations, such as the above
described deployment of small cells, and the above described use of unlicensed
frequency bands, in which the management of external interference sources can be of
particular importance in order for the wireless network to operate well. The method
begins by configuring a subset of nodes of the plurality of nodes in the wireless
network to participate in the external interference sampling process. It should be noted
here that in this context the term “subset” should be understood in its mathematical
sense, 1.e. this could be all nodes of the wireless network, but in may also be a strict
subset (i.e. less than of all nodes of network, for example only those in a given
geographical area). This subset of the nodes then participates in the external
interference sampling process in order to listen for signals emanating from an external
interference source in their vicinity. At least one of the nodes then generates a

measurement report, and typically all nodes which have participated in the external
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interference sampling process will generate a measurement report, which is/are
received, typically by a centralised controller, although other configurations are also
contemplated here, such as one of the nodes of the wireless network also being
responsible for configuration of the wireless network or the function of the wireless
network controller being physically distributed across several network components,
e.g. feeder base stations. Each measurement report indicates a signal source angle (also
referred to herein as a bearing) and a received signal strength (also referred to herein as
a received signal strength indication — RSSI), these being attributed to the external
interference source. These one or more measurement reports are then used first to
estimate the location of the external interference source and thereafter the estimated
location of the external interference source is combined with the received signal
strength information to characterise the external interference source. It should be
understood here that this “characterisation” comprises estimating (calculating) one or
more characteristic parameters for the external interference source, which will
comprise at least one of: a source power;, a beam width; an antenna bearing; and a
front-to-back transmission ratio. Previously, the simultaneous estimation of the
location of an external interference source and at least one of the above-mentioned
further external interference source characteristics has not been performed, in essence
because the complexity of the underlying multi-dimensional problem (up to 6
dimensional here, since the external interference source can ultimately characterised
by two physical coordinate values, its source power, its beam width, its antenna
bearing and its front-to-back transmission ratio) is such that the complexity of the
calculation has been prohibitively expensive and in practical terms not possible.
Further some prior art approaches such as linearization techniques can fail
catastrophically when applied to such multi-dimensional problems if the arbitrary
choices which are necessary to initiate such a calculation happen to be inappropriate.
However, the present techniques recognise that this characterisation of an external
interference source can be made practicable by sub-dividing the estimation process
into two stages, namely a first stage in which the location of the external interference
source is estimated and a second stage in which the at least one of the mentioned
further characterisation parameters of the external interference source is estimated.

Moreover, it should be noted that the present techniques do not require user equipment
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(UE) cooperation in order to carry out such external interference source
characterisation which is a drawback of some prior art approaches. Once the external
interference source has been characterised in this manner, the plurality of nodes are
then configured to reduce the effects of that uncoordinated source. For example, nodes
which receive a strong, directional signal from the source may be configured with an
antenna beam pattern which has strongly reduced reception power in the direction of
the source.

The process of characterising the external interference source may take a
variety of forms. For example, the limited application of linearization techniques may
indeed be practicable to this part of the process given its lower dimensionality than the
multi-dimensional problem mentioned above, but in some embodiments characterising
the external interference source comprises performing a characterisation particle filter
process using a Particle Filter algorithm. A particle filter algorithm can be a powerful
tool for computing reliable estimates from non-linear and non-Gaussian optimisation
problems, can be relatively simple to implement, and of particular relevance in the
present context is suitable for parallel implementation. An important feature of a
particle filter algorithm, in mathematical terms, is that an a posteriori density is
represented by a set of random samples of relevant variables (these being the
“particles”), each having associated weights. An iterative process is carried out
according to which an “observation” is determined on the basis of the current state of
the set of particles, and a resampling step is then carried out to generate a revised set of
particles with associated weights (which are normalised). Then the set of particles is
replaced with a set of replacement particles according to the associated weights
determined at this iteration.  Essentially at the resampling step particles with high
weights are replicated and particles with low weights are ignored. Consequent
estimates, for example in the form of a mean or standard deviation, are finally
calculated once a sufficient number of iterations (“sufficient” being definable in
number of ways here, for example either based on a predetermined number of
iterations or on a mathematical characteristic of the set of particles at the conclusion of
a latest iteration). Due to its power and reliability, once the general problem has been
reduced to a dimensionality which renders it viable, the application of a particle filter

algorithm in the context of the present techniques has been found to be of
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advantageous benefit for the determination of both external interference source
location and further characteristics.

Similarly, whilst the process of estimating the location of the external
interference source may also take a variety of forms, once the general problem has
been appropriately sub-divided into the location estimation and characterisation stages,
it may in fact also be practicable to apply linearization techniques to this process, but
in some embodiments estimating the location of the external interference source
comprises performing a location estimation particle filter process using a Particle Filter
algorithm. One known linearization technique is the Extended Kalman Filter (EKF).
For example in bearing-only tracking, the measurements are non-linearly related to an
unknown noise source position. The EKF is realised by linearizing the measurement
equation about a nominal point (usually the current position estimate) and then
applying standard Kalman filtering to estimate the unknown state. However, it has
been found that the errors introduced by such linearization techniques, especially when
the nominal point deviates from the true underlining state, will result in filter
instability and yield erroneous results.

Moreover, whilst the first location estimation process and the second
characterisation process may be implemented by notably different types of algorithms,
for example one process being carried out according to a linearization technique and
the other process being carried out using a particle filter algorithm, in some
embodiments the location estimation particle filter process uses a first Particle Filter
algorithm and the characterisation particle filter process using a second Particle Filter
algorithm.

Any of the above-mentioned characteristic parameters of the external
interference source can be beneficial in improving the configuration of the wireless
network, and thus it may be the case that less than all of these parameters may be
determined, in some embodiments the characterising of the external interference
source calculates for the external interference source at least two of: the source power;
the beam width; the antenna bearing; and the front-to-back transmission ratio. The
external interference is then particularly well characterised (in other words: modelled,
parameterised, etc.), and the better the external interference source is characterised the

better the subsequent configuration of the wireless network is able to mitigate the
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effects of the external interference source. Indeed in some embodiments
characterising the external interference source calculates for the external interference
source: the source power; the beam width; the antenna bearing; and the front-to-back
transmission ratio.

The external interference sampling process may be operated in a number of
ways, in particular in terms of whether or not the nodes which participate are allowed
to transmit during the external interference sampling process. For example, there may
be wireless network configurations in which at least some of the nodes which
simultaneously participate in the external interference sampling process can also
transmit during the process, if it is known that such transmission (for example due to
its direction, frequency, modulation etc.) will not adversely distort the external
interference sampling to any significant extent. However, in some embodiments
during the external interference sampling process none of nodes of the subset
transmits, in order to maintain the cleanest possible observation of the environment.

The antenna array that each node uses to sample its environment during the
external interference sampling process may take a variety of physical forms, in
dependence on the antenna or antennas which each node has, but in some
embodiments the external interference sampling process comprises each node of the
subset of nodes sampling signals received by an omnidirectional antenna array of that
node. An advantage of sampling using an omnidirectional antenna array is that it can
be configured to be (relatively) direction agnostic and therefore sample external
interference equally well regardless of the direction from which it emanates.

It may however be the case that the nodes of the wireless network alternatively
or additionally comprise a directional antenna array, and thus in some embodiments
the external interference sampling process comprises each node of the subset of nodes
sampling signals received by a directional antenna array of that node. In such
embodiments, the reception by the directional antenna may be used to supplement the
reception by the omnidirectional antenna.

An omnidirectional antenna array and a directional antenna array may play a
variety of roles in the operation of a node when it is not participating in the external
interference sampling process. In some embodiments when the subset of nodes are not

participating in the external interference sampling process, at least one of the subset of



10

15

20

25

30

WO 2016/207603 PCT/GB2016/051618

nodes uses its directional antenna array for data traffic transmission and at least one of
the subset of nodes uses its directional antenna array for data traffic reception. For
example it may be the case that generally the directional antenna array is used for data
traffic transmission and reception, but during quiet data traffic periods the directional
antenna array may participate in the external interference sampling process. From its
usage here it will be clear that the term “data traffic” is being used to indicate that the
communication of data via the wireless network related to the activity of end user
equipment, as opposed to the data which the wireless network transmits internally as
part of processes, such as the external interference sampling process, to improve its
configuration.

The present techniques recognise that in addition to estimation of the signal
source angle, it may be beneficial to the estimation of the location of the external
interference source for time-domain samples also to be made by at least some of the
nodes participating in the external interference sampling process. Hence in some
embodiments the measurement report further comprises time-domain samples of the
signals received by the antenna array of that node. Nevertheless, the present
techniques further recognise that the quantity of data associated with such time-domain
samples measurements may be significantly greater than that required to indicate a
signal source angle and its received signal strength, and therefore it may also be
advantageous to require such time-domain samples to be made only by a subset of the
participating nodes and/or that a node which makes such time-domain samples only
does so intermittently.

The time-domain samples may be used in a variety of ways to improve the
location estimation and characterisation of the external interference source, but in
some embodiments estimating the location of the external interference source
comprises cross-correlation of the time-domain samples in the measurement reports of
two nodes to generate a time-difference-of-arrival measurement for the two nodes. In
recognition of the above-mentioned typical larger data size of such time-domain
samples, in some embodiments the node transmits the time-domain samples for less
than all the measurement reports transmitted from the node. In other words, whilst

some measurement reports may include time-domain samples, others will not.
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Moreover, depending on the wireless network structure, the present techniques
recognise that the significance of the burden of the time-domain sample transmission
may vary in dependence on the particular path or link within the wireless network over
which such time-domain samples are to be transmitted. In some embodiments the
wireless network connects user equipment to a core network, and the wireless network
connects user equipment via a terminal node to a base station node, and the base
station node is connected to the core network, wherein the cross-correlation of the
time-domain samples in the measurement reports of the two nodes to generate the
time-difference-of-arrival measurement for the two nodes is performed at the base
station node. As such, the transmission of the time-domain samples is limited to only
reaching a base station node. Viewed hierarchically, in some embodiments where in
one direction some external source sampling data is communicated from the terminal
node to the base station node, and from the base station node to a network controller,
this therefore means that the larger time-domain samples do not themselves need to be
communicated from the base station node to the network controller, thus reducing the
transmission to this hierarchical level of the wireless network.

A measurement report transmitted from a node following participation in the
external interference sampling process may take place at a variety of different times in
dependence on applicable constraints in the wireless network. The present techniques
provide that in some embodiments the measurement report will be transmitted in
response to a particular trigger recognised by the node which is generating that
measurement report. In some embodiments configuring the subset of nodes to
participate in the external interference sampling process comprises defining a trigger
type for transmission of the measurement report. This trigger type may take a variety
of forms, but in some embodiments the trigger type is the elapse of a predetermined
period. Alternatively or in addition in some embodiments the trigger type is the
occurrence of a predetermined event. The predetermined event itself may take a
variety of forms, but may for example be at least one of: departure of a data
throughput of the node from a defined data throughput range for the node; and
departure of a signal-to-noise-ratio of the node from a defined signal-to-noise-ratio
range for the node. These criteria can be viewed as quality-of-service (QoS)

parameters, which the present techniques can thus help to maintain.
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In one example embodiment apparatus is provided for configuring a wireless
network comprising a plurality of nodes to mitigate effects of an external interference
source, the apparatus comprising: transmission circuitry to transmit configuration data
to a subset of nodes of the plurality of nodes to cause the subset of nodes to
simultaneously participate in an external interference sampling process in which each
node of the subset of nodes samples signals received by an antenna array of that node;
reception circuitry to receive a measurement report from a node, wherein the
measurement report comprises a signal source angle and a received signal strength;
location estimation circuitry to estimate a location of the external interference source
using the measurement report received by the reception circuitry from the node;
characterisation circuitry to use the estimated location of the external interference
source and the received signal strength to calculate for the external interference source
at least one of: a source power; a beam width; an antenna bearing; and a front-to-back
transmission ratio; and configuration circuitry to configure the plurality of nodes to
mitigate the effects of the external interference source in dependence on an output of
the characterising circuitry.

In one example embodiment apparatus is provided for configuring a wireless
network comprising a plurality of nodes to mitigate effects of an external interference
source, the apparatus comprising: means for transmitting configuration data to a
subset of nodes of the plurality of nodes to cause the subset of nodes to simultaneously
participate in an external interference sampling process in which each node of the
subset of nodes samples signals received by an antenna array of that node; means for
receiving a measurement report from a node, wherein the measurement report
comprises a signal source angle and a received signal strength; means for estimating a
location of the external interference source using the measurement report received
from the node; means for using the estimated location of the external interference
source and the received signal strength to calculate for the external interference source
at least one of: a source power; a beam width; an antenna bearing; and a front-to-back
transmission ratio; and means for configuring the plurality of nodes to mitigate the
effects of the external interference source in dependence on an output of the means for
using the estimated location of the external interference source and the received signal

strength.
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BRIEF DESCRIPTION OF THE DRAWINGS

The present techniques will be described further, by way of example only, with
reference to embodiments thereof as illustrated in the accompanying drawings, in
which:

Figure 1 schematically illustrates a communications network providing
connectivity for end user equipment which employs a wireless backhaul network in
which antenna apparatuses may be deployed to provide backhaul nodes;

Figure 2 schematically illustrates an apparatus for controlling a wireless
network, referred to in this embodiment as a backhaul self-organising network
controller;

Figure 3 schematically illustrates an antenna apparatus which is subject to
configuration by a controller such as that shown in Figure 2 in one embodiment;

Figure 4 schematically illustrates the control electronics of an antenna
apparatus such as that shown in Figure 3 in one embodiment;

Figure 5 shows a subset of the beam patterns which are available to an antenna
apparatus in one embodiment;

Figure 6 schematically illustrates one embodiment of control circuitry and
signal processing circuitry which are connected to the antenna arrays of a node, both
within the antenna apparatus itself and in other network components to which it is
connected;

Figure 7 schematically illustrates the interaction of a feeder terminal and a
feeder base station with a network controller in one embodiment;

Figure 8 schematically illustrates an uncoordinated (external) interference
source and a set of nodes of a wireless network in its vicinity;

Figure 9 shows an example set of signals sampled by three nodes in a wireless
network, from which time-difference-of-arrival measurements are made in one
embodiment;

Figure 10 shows a sequence of steps which are taken when using a Particle
Filter algorithm in one example embodiment;

Figure 11 schematically illustrates the use of a first particle filter algorithm to

estimate the location of an external interference source and the use of a second particle
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filter algorithm to estimate, on the basis of the output of the first particle filter
algorithm and a received signal strength indication, up to four characterising
parameters of the external interference source;

Figure 12 illustrates the initial location and configurations of an external
interference source and seven nodes of a wireless network in a simulation;

Figure 13 shows a simulation of the initial locations of a set of particles used in
a particle filter algorithm for locating the external interference source shown in Figure
12;

Figure 14 shows the set of particles of Figure 13 after simulating the usage of
seven items of angle of arrival (bearing) information and two items of time difference
of arrival in a particle filter algorithm;

Figure 15 shows the initial set of set of particles parameterised by beam width,
antenna bearing, source power and front-to-back-transmission ratio in the simulation
of Figures 12-14;

Figure 16 shows the set of particles of Figure 13 after a first iteration of a
particle filter algorithm;

Figure 17 shows the set of particles of Figure 13 after ten iterations of the
particle filter algorithm;

Figure 18 shows a sequence of steps carried out in the method of one
embodiment when performing passive sounding to assess the environment;

Figure 19 shows a sequence of steps which are carried out in one embodiment
when performing active sounding to assess the path loss between nodes;

Figure 20 schematically illustrates the calculation of a path loss for a node pair
using a path loss model,

Figure 21 schematically illustrates some components of a wireless network
controller in one embodiment;

Figure 22 shows an example set of selected node pairs for data transmission in
a wireless network, selected on the basis of a set of path losses calculated for all node
pairs;

Figure 23 schematically illustrates the geometry of a uniform circular array in

one embodiment;
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Figure 24 schematically illustrates some components of an antenna apparatus
in one embodiment;

Figure 25 shows a sequence of steps which are taken in operating an antenna
apparatus in one example embodiment in order to perform signal detection process;

Figure 26 shows a sequence of steps which are taken in the method of one
embodiment to generate a signal sample spatial covariance matrix;

Figure 27 shows a sequence of steps which are taken in the method of one
embodiment to generate a signal sample spatial covariance matrix;

Figure 28 is a flow diagram illustrating the basic steps of an evolutionary
algorithm;

Figure 29 is a flow diagram illustrating how an evolutionary algorithm is used
in one embodiment to determine a revised network configuration;

Figure 30 is a flow diagram illustrating the process performed at step 810 of
Figure 29 in accordance with one embodiment;

Figure 31 is a flow diagram illustrating the process performed at step 815 of
Figure 29 in accordance with one embodiment;

Figure 32 shows an example reward function for evaluating a hypothesis in one
embodiment;

Figure 33 is a flow diagram illustrating the process performed at step 820 of
Figure 29 in accordance with one embodiment;

Figure 34 is a flow diagram illustrating the process performed at step 825 of
Figure 29 in accordance with one embodiment;

Figure 35 is a flow diagram illustrating the process performed at step 835 of
Figure 29 in accordance with one embodiment; and

Figure 36 is a flow diagram illustrating the process performed at step 830 of

Figure 29 in accordance with one embodiment.

DESCRIPTION OF EMBODIMENTS

Some particular embodiments are now described with reference to the figures.
Figure 1 schematically illustrates a multi-component network which provides
connectivity for user equipment (UE) to a communications network such as the

internet. The items of user equipment 10-15 of this example communicate wirelessly
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with LTE base stations — enhanced node B’s (eNBs). Note that the LTE air interface
represented in Figure 1 is only an example and the present techniques are equally
applicable to other suitable non-LTE air interfaces. Also, whilst for simplicity each
access base station is shown as communicating with a single item of end user
equipment, it will be appreciated that in practice such access base stations form point-
to-multipoint devices enabling a plurality of items of end-user equipment to
communicate with an individual access base station. These eNB access stations then
either have a direct wired connection (via IP protocol) with the communications
infrastructure 20 in the case of 21 and 22, or are connected to an associated feeder
terminal (FT) in the case of eNBs 23-26. Each FT is in wireless communication with a
feeder base (FB), shown as 31 and 32 in this figure. These FBs are then provided with
a wired connection (via IP protocol) to the communications infrastructure 20.
However, it should be noted that the FBs can also be coupled to the communications
infrastructure via a further level of wireless backhaul network.

Also shown in Figure 1 is a backhaul self-organising network (BSON) server
(controller) 33, which is shown to be in communication via the dashed line labelled
“backhaul control” with the FTs and FBs of the wireless backhaul network. It should
be appreciated that this connection shown is logical and in fact will typically be
provided via the wired connection to the communications infrastructure and the wired
and/or wireless connection discussed above leading to these FBs and FTs. The
communications infrastructure 20 is connected to a communications network (e.g. the
internet) via the evolved packet core (EPC) 34. In the particular example of the
wireless backhaul network shown in Figure 1, the nodes (FBs and FTs) are intended to
support the provision of relatively small cells, to be easily and rapidly deployable, to
operate well in an unlicensed region frequency band, such that they must be able to
cope with co-channel and adjacent channel interference from unsolicited and
uncoordinated wireless sources and furthermore be adaptable when the conditions in
which they are operating change.

Figure 2 schematically illustrates a wireless network controller 35 (also
referred to here as a backhaul self-organising network (BSON) controller in one
embodiment). The wireless network controller 35 is shown in Figure 2 as being

communication with a “backhaul network™, which in the present context will be
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understood to comprise at least one feeder base and a feeder terminal forming nodes of
the wireless network. It will be understood however, for example with reference to
Figure 1, that the BSON controller 35 will typically be in communication with (and in
control of) more feeder bases and feeder terminals than this, and references to just one
node pair like this, where made, are merely to illustrate a principle. Conversely, note
that in a full wireless network more than one wireless network controller may be
provided, with a group of feeder bases and figure terminals, for example grouped
together by geographical location, under the control of a given single wireless network
controller. The wireless network controller 35 in Figure 2 comprises circuitry which
provides a backhaul SON (self-organising network) engine 37, which forms the main
processing component of the wireless network controller and is where the various
calculations described herein are performed. It should be noted that there is no need
for the BSON engine 37 to be exclusively located within a dedicated physical device,
and the data processing capability which this BSON engine 37 provides may in fact be
distributed between multiple physical devices which may be somewhat remote from
each other and indeed this capability could be distributed across suitable nodes of the
wireless network, for example such as some or all of the feeder base stations.

The wireless network controller shown further comprises a backhaul equipment
database 39, a backhaul network configuration database 41, a path loss data base 43,
and an external interference database 45. The backhaul equipment database 39 is used
by the wireless network controller to store information relating to the geographical
location of each of the antenna apparatuses (nodes) under its control, as well as their
particular individual capabilities. This information for a given antenna apparatus is
populated in the database when that antenna apparatus is first deployed. The backhaul
network configuration database 41 stores configuration information for the antenna
apparatuses, such as antenna beam pattern information, antenna bearing information,
transmission power information, time-frequency resource allocation information, and
traffic demand information. The external interference database 45 is used by the
BSON engine 37 to store characterisations of external interference sources which it
has detected and characterised, for example in terms of geographical location, antenna
beam pattern, antenna bearing, transmission power (e.g. equivalent isotropic radiated

power — EIRP), time-frequency resource allocation and other time characteristics (such
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as an observed time pattern of an external interference source — continuous,
intermittent, only between certain hours, etc.). Associated with the BSON engine 37 is
the sounding schedule generation circuitry, which generates sounding schedules which
are distributed to the relevant nodes of the wireless network, and may include an active
sounding schedule, according to which a node transmits a known sounding signal
whilst another node listen for that signal to thus determine characteristics such as the
path loss between those two nodes. Node-to-node path losses can be stored in the
backhaul network configuration database 41. The sounding schedules may also
include a passive sounding schedule, namely one which is used to listen for external
interference source(s). As described elsewhere herein, implementation of either a
passive or an active sounding schedule comprises a measurement (sounding) report
being transmitted from a wireless network node, which in the example of Figure 2 is
received by the backhaul SON engine 37. The result of an external interference source
characterisation is stored in the external interference database 45. Figure 2 also shows
circuitry providing an element management system (EMS) 49 and EMS server
circuitry 51. These are generally provided to support the management of one or more
types of element of the wireless network on the network element-management layer
(NEL) of the Telecommunications Management Network (TMN) model, with which
one of ordinary skill in the art will be familiar and further description is not provided
here. These EMS components 49 and 51 also populate top-level data into the
respective databases at initialisation.

The ability of the wireless network controller to adapt and improve the
configuration of the wireless network is enhanced, the greater the configurability of the
nodes of the wireless network. Figure 3 schematically illustrates the components of an
antenna apparatus 70 which is provided as a node of the wireless network in one
example, which has a high degree of configurability. A protective radome cover of the
antenna apparatus has been removed, merely to assist the description of its covered
components. In this embodiment, the directional antenna 71 can be seen to comprise
25 antenna array components (darker squares) arranged in a 5x5 grid. RF and base
band electronics (i.e. essentially the RF chains) and other control circuitry 72 are
provided behind the main directional antenna assembly. These are not directly visible

in the illustration of Figure 3 due to the casing. The antenna 70 further comprises a
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rear-firing antenna 73 which is orientated in the opposite direction to the front firing
main antenna 71. Although not visible in Figure 3, the rear firing antenna 73
comprises a single column of antenna array elements forming a single antenna array
component, which is physically very similar to a single column within the 5x5 array of
antenna array elements of the front antenna 71. A circular (omnidirectional) antenna
74 is mounted on top of the front-firing main antenna 71 and is configured as a triple-
monopole antenna which is used, as described herein, on the one hand when assessing
the environment in which the antenna 70 finds itself, i.e. when detecting external
interference sources, and on the other hand when participating in an active sounding
schedule to support the determination, in coordination with other antennas in the
network, of a full set of path losses. A further GPS antenna 75 is also provided in the
antenna apparatus 70, which is used for node location, orientation and precise time
synchronisation. A motorised steering mechanism 76 enables the antenna apparatus to
be orientated in any direction in azimuth, and a gigabit Ethernet network interface 77
is provided to connect the antenna further. The fins 78 are for heat dissipation. Note
also that the RF / base band electronics and control circuitry 72 mounted behind the
front firing main antenna 71 are also connected to the circular antenna 74 and the rear
firing antenna 73, as will be discussed in more detail below.

Figure 4 schematically illustrates some components of an antenna apparatus 80,
such as the antenna apparatus 70 of Figure 3. As illustrated in the figure the antenna
apparatus 80 can be seen to comprise a directional antenna 82, a rear directional
antenna 84, and a uniform circular antenna array 86. The individual antenna
components of these three different types of antenna are connected to RF chains which
are shown in Figure 4 as forming part of the control circuitry 88. The control circuitry
88 comprises control device 90 which, in particular, configures the components of the
RF chains, controls the operation of two signal processing devices 92 and 94, and
controls the operation of the motor control device 96. The motor control device 96
controls the motor 98 which can cause the rotatable part of the antenna apparatus to be
rotatably positioned with respect to a fixed non-rotatable part of the antenna apparatus
by which the antenna apparatus is fixed with respect to its physical location.

Considering first the configuration of the three antennas of the antenna

apparatus, the control circuitry 90 determines the settings of the set of switches 100,
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the gain circuitry 104, and the phase circuitry 108 in the RF chains for the uniform
circular antenna array 86. Similarly the control circuitry 90 determines the settings of
the set of switches 102, the gain circuitry 106, and the phase circuitry 110 in the RF
chains of the directional antenna 82 and rear directional antenna 84. Although not
explicitly shown in the illustration of Figure 4, at least some of the components of the
RF chains for the antennas may also be shared, for example amongst the phase
circuitry 108 and 110. Phase shifters can be costly and large, and such sharing
therefore enables the antenna apparatus to be provided in a cost-effective and
physically compact manner.

Thus, when the antenna apparatus is either (active sounding) transmitting /
listening for a known sounding signal, or (passive sounding) listening for an external
interference source, by means of the uniform circular antenna array 86 and the RF
chains 100, 104, 108, the signal processing circuitry 92 (comprising a transceiver)
processes the signals in order to determine signal strength information and direction
information for the signals received. The signal strength information and direction
information determined by processing the signals can then be stored in the control
device 90, for example so that this information can be gathered into a single bundled
transmission — a measurement report — to a wireless network controller during an
expected non-busy period for the network, such as at 3am. However, under control of
the control circuitry 90, the signal processing device 92 is also able to directly
communicate this signal strength information and direction information to the wireless
network controller, essentially as soon as it has been determined.

In accordance with the present techniques, the antenna apparatus is instructed
to participate in either the active sounding process or the external interference
sampling (passive) process, the control over this being provided by the wireless
network controller, as is also described above with reference to Figure 2 and below
with reference to Figure 6. When the antenna apparatus participates in one version of
the external interference sampling process, only its uniform circular antenna array is
active (in reception mode), so that the antenna apparatus can gather information
relating to other sources of wireless signals in its environment. Similarly, when the
antenna apparatus participates in one version of the active sounding process, only its

uniform circular antenna array is active (in transmission / reception mode as
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appropriate), to allow an omni-directional transmission and reception of the sounding
signal.

Once the wireless network controller has determined a set of path losses or
characterised the external interference source, and has determined that some adaptation
of the configuration of at least one antenna apparatus would improve the performance
of the wireless network, a new configuration is transmitted to the control circuitry 90.
This new configuration can adapt any configurable aspect of the antenna apparatus 80,
for example an azimuthal position for the antenna apparatus, which is then
implemented by the motor control circuitry 96 controlling the motor 98. Moreover, as
well as the azimuthal position determined for the antenna apparatus, a beam pattern
configuration for use during data communication for the antenna apparatus can also be
determined and the control circuitry 90 can then configure any of the directional
antenna 82, the rear directional antenna 84 and the uniform circular antenna array 86 in
order to implement that beam pattern configuration, by appropriate setting of the
switches 100, 102, the gain circuitry 104, 106 and the phase circuitry 108, 110. At
least some of the switches 100, 102, the gain circuitry 104, 106 and the phase circuitry
108, 110 may be shared between the antenna (front, rear and circular) components,
enabling a reduced size of RF electronics and cost thereof, in particular when phase
shifting circuitry is shared, such that not only is an antenna apparatus which is cheaper
is provided, but also one in which the readout electronics can be easily comprised
within the portion of the antenna which rotates, and thus in close proximity to the
antenna array components, thus improving signal fidelity, yet also allowing the
rotation of the directional antennas.

Figure 5 shows a subset of the beam patterns which can be generated by an
antenna array configured such as is illustrated in Figures 3 and 4, showing the useful
range of beam patterns available. In Figure 6 the following classes of beam patterns
can be identified:

» Narrow beams with a single main lobe and of various beam widths, where
side lobes are significantly reduced relative to the main lobe;

* Electronically steered beams that combine signals at RF, enabling antenna

directivity to the left or right of the bore sight of the array;
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» Beams with grating lobes, where the array pattern has equally strong peaks in
multiple directions and deep nulls with significant attenuation (gain < 1) in other
directions;

* A bowtie configuration;

* Three ‘beacon’ omni-directional patterns.

Combined with the above discussed rotating mechanism, the antenna apparatus
thus provided, using a fixed set of beam patterns, improves over traditional uniform
linear arrays, by being able to maintain a peak gain in any direction. For uniform
linear arrays, it is known that the array gain decreases as the angle from the bore sight
increases. In addition, the antenna apparatus provided is economically more attractive
than more complex circular arrays. For example, ten complete transceiver chains with
an aperture of 6.08X would generate an antenna pattern with 25° beam width.
Embodiments of the antenna apparatus described herein have an aperture which is 4A
and use only two transceiver chains (note that the RF chains shown in Figure 5 can be
shared to reduce down to two connections in the receiver direction and two
connections in the transmitter direction) and the narrowest beam that can be generated
is 15°. Overall therefore the antenna apparatus provided by the present techniques
enables the maximum gain to be orientated in any direction in 360°, whilst improving
diversity reception and conversely interference nulling from any direction using a rich
set of multiple transmitter and receiver beams.

Figure 6 schematically illustrates the connections of the antenna arrays (front,
rear and circular) 110 in one embodiment. The antenna arrays 110 are controlled by
some of the other components shown in Figure 6. A backhaul self-organising network
(BSON) client 112 (software running in the same housing the antenna apparatus)
provides node configuration including antenna beam width and direction, and transmit
power and a nulling trigger to an antenna controller 114, This BSON client
communicates with an external BSON server (not shown in this figure). However,
additionally the antenna controller 114 may autonomously select the receiver pattern
which maximises throughput based on carrier to interface and noise ratio (CINR)
measurements. The antenna controller 114 controls the antenna arrays by passing
configuration information for the transmit mode, the transmit power and the receiver

pattern to the front end circuitry 116. The front end control circuitry 116 converts
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these into the required switch control signals, gain control signals and phase shift
control signals which are passed to the RF front end module 118. The RF front end
module 118 represents the components of Figure 6 in which the components other than
the antenna array components in Figure 4 are to be found. The antenna controller 114
also indicates an antenna direction to the antenna motor control circuitry 120, which
controls the motor 122 in order to orientate the antenna arrays 110 in azimuth. A
modem data path is provided comprising the MAC 124, the PHY 126 and the RF
transceiver 128, which then couples to the RF front end module 118 in order to
provide this with the RF signals which the RF chains modify before passing them to
the antenna arrays 110. In other words, data packets are sent between the MAC 124
and the PHY 126, digital 1Q samples are passed between the PHY 126 and the RF
transceiver 128, and RF signals are exchanged between the RF transceiver 128 and the
RF front end module 118. The BSON client 112 (BSON controller) also generates
sounding schedules to be implemented by the antenna apparatus which are received by
the MAC 124. The MAC 124, like the BSON client 112 communicates with a Layer 2
bridge 129 which is coupled to the network interface.

Figure 7 schematically illustrates some components and processing stages
related to the sounding process. This sounding process may be the external
interference sampling process in one example and may be the active (path-loss
assessing) sounding process in another example. It should be appreciated that in the
passive sounding case (external interference measurement) the characteristics of the
interference sources (for example beamwidth and direction) are measured, whereas in
the active sounding case angle-of-arrival (AOA) and a received signal strength
indication (RSSI) are measured for the network’s own nodes which participate in the
active sounding process. A network controller 130, a feeder base station 132 and a
feeder terminal 134 are shown. The network controller 130 comprises sounding
manager 138 and a report collection unit 140, which form part of a backhaul SON
engine 136. When a sounding process (either an external interference sampling process
or an active sounding process) is to be carried out, the network controller 130 transmits
a sounding report (SR) control message detailing the parameters of the sounding
process to the feeder base station 132. The SR control message of this example

comprises at least some of
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e Sounding type: active or passive;

e Node ID: alist of the nodes (FTs and FBs) that shall carry out the sounding /
interference measurements;

e Measurement type: Received signal power, angle of arrival, time domain
samples;

e Trigger type: Periodic or event based,;

e Report interval: Length of time of reporting when the trigger type is periodic;

e Number of reports: number of measurement reports to be generated during the
reporting interval; and

e Event trigger type: Throughput range, SNR range.

The portion of the feeder base station 132 which receives this SR control
message then communicates it further to the feeder terminal 134, as well as to the
portion of the feeder base station 132 itself which administers its part of the sounding
process. The box 142 in Figure 7 then illustrates the processing steps by which the
sounding process is carried out and the resulting sounding reports are returned to the
network controller 130. For an external interference sampling process the SR control
message defines the conditions (event trigger type) which must be met for the external
interference sampling process to be carried out. This trigger may be purely time based
in that the external interference sampling process is carried out at a specific time
following receipt of the SR control message, or is carried out at a specific time
intervals following receipt of the SR control message, and so on. However the trigger
may also be event related, such that the external interference sampling process is
carried out when a defined event occurs in at least one of the feeder terminal 130 and
the feeder base station 132. Such trigger events may for example to be defined as
when the data throughput of the feeder terminal or feeder base station departs from a
predetermined range, in particular when the data throughput falls below a
predetermined threshold. Alternatively or in addition a trigger event may be defined
as when the signal-to-noise ratio for the feeder terminal or feeder base station departs
from a predetermined range, in particular when the signal-to-noise ratio falls below a
predetermined threshold. Where a time varying external interference source causes a
reduction in wireless network performance because of the effect it is now having on

the data throughput or signal-to-noise ratio of a feeder terminal feeder base station, the
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wireless network can adapt its configuration in response by first performing the
external interference sampling process to assess or reassess relevant characteristics of
the external interference source.

Conversely, in the case of an active sounding process event based triggers (e.g.
triggered by recording lower than anticipated SNR values) cannot be used. The active
sounding requires a known sounding signal to be transmitted from a cooperating
source and hence both transmission and reception are coordinated by the BSON.

A sounding report (SR measurement) is then transmitted from the feeder
terminal 134 to the feeder base station 132, and from the portion of the feeder base
station 132 which administers its part of the sounding process to the portion of the
feeder base station 132 which handles data processing, storage and transmission. The
SR measurement reports are then logged (146) within the feeder base station 132 and
then some local processing of the data (148) may also be carried out. For example, the
feeder base station may carry out time-difference-of-arrival measurements by
computing the cross-correlation between signals received from two backhaul nodes.
However it should be noted that it is not necessary for the feeder base station to
perform the computation of cross-correlations between the signals in order to calculate
at least one time-difference-of-arrival, and this data processing may be left to the
backhaul SON engine 136, although it is recognised that doing this will almost
inevitably increase the size of the SR file transfer. The decision as to where this
processing should occur can therefore made on the one hand in dependence on where
the required processing capability is available and on the other hand in dependence on
whether the size of the SR file is a significant factor in maintaining good wireless
network performance.

For the external interference sampling process with multiple uncoordinated
nodes, the circuitry of the base station which supports this “locally process data” step
148 may also include successive interference cancellation (SIC) circuitry to enhance
the quality of the signal of the weakest interferer by subtracting the signal from the
strongest interferer.

Following the logging and local processing, and when the sounding report (SR
file) is ready (150), the feeder base station 132 indicates to the report collection unit

140 that a sounding report is ready for transmission. The sounding report is then
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transferred to the report collection 140 such that the backhaul SON engine 136 can
then process this sounding report, most likely with further sounding reports from other
feeder terminals or feeder base stations. It should be noted that typically, although an
active sounding process or external interference sampling processes may be carried out
at various times and indeed may be carried out repeatedly throughout a 24-hour period,
transmission of one or more sounding reports to the backhaul SON engine and
reconfiguration of the wireless network may be restricted to a particular short period,
for example around 3am, when data transmission usage of the wireless network is
expected to be low and therefore minimally disrupted.

Returning to a consideration of the two part process of characterising an
external interference source, namely firstly by estimating a location of the external
interference source using at least one received measurement report and then by using
the estimated location of the external interference source and the received signal
strength to calculate at least one of: a source power; a beam width; an antenna bearing;
and a front-to-back transmission ratio, Figure 8 shows an example situation in which
three feeder bases (FBs) and twelve feeder terminals (FTs) encounter an external
interference source X. In the example of Figure 8, the feeder bases and feeder
terminals are at distances from the external interference source X which range from
approximately 100m to approximately 1km. The circles which surround the FBs and
FTs indicate that for the external interference sampling of this example, the FBs and
FTs are configured to use their circular (omnidirectional) antennas having circular
beam patterns, whilst the beam pattern of the external interference source X is notably
asymmetric (a fact which of course cannot be known within the wireless network
before the external interference sampling, location estimation and characterisation has
been carried out). It will therefore be clear that node X can be thought of as an
uncoordinated interferer (i.e. not belonging to the wireless network) and is utilising a
narrow beam shape to communicate with another uncoordinated interfering node (not
shown in the figure).

Figure 9 shows an example of time-domain signal samples made at three nodes
(FT1, FT6 and FB2) in a wireless network, and the manner in which time-difference-
of-arrival information is derived therefrom. Where the time-domain signal samples

made by different nodes are to be expected to be correlated, but with a time offset, a
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given signal sample which can be identified across the three different nodes can be
used to determine the required time-difference-of-arrival information. A cross-
correlation process between two sets of time-domain samples identifies the required
time differences. For the identified sample S, the time differences At,.;, At.q, and Ats.
2, 1.e. between FT1 and FB2, between FT1 and FT6, and between FT6 and FB2 are
shown. In the example of Figure 9, an approximately 10m resolution from the
resulting time differences is achieved.

Some specific details of the how sources are parameterised in a backhaul SON
engine in one example embodiment in order either: to estimate the location of an
external interference source on the basis of interference measurement reports and
further to characterise the interference source; or to calculate path losses between
participant sources using active sounding process, are now described.

Path loss

For a number of WINNER2 path loss models, the path loss PL (measured in
dB) is assumed to be a function of the distance d (measured in metres) and the
frequency f (measured in MHz) and parameterised by the constants p,, pp, p., such
that:

PL(d, f; pa, Pp, Pc) = Palogio(d) + pp + pclogio(f/5000)
where, for example:
o for free space: p, = 20,p, = 46.4,p. = 20;
e and for the “b5a” urban feeder line-of-sight (LOS) rooftop model: p, =

23.5,p, = 42.5,p, = 20

Shadow fading may also be included, for non-line-of-sight (NLOS) links,
modelled as a lognormal fading. For example in the “c2b” urban macro path loss
model the standard deviation of shadow fading is 4 dB.

Antenna pattern

The antenna pattern (in the passive sounding case) in dB, at an angle 6 is given

by

B 20i(8-80) \*
AP(H, 60, 60, bo) = —min 12 <_—> ; bo

6o
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where zr, denotes the angle of the complex number r. 6, is the antenna
bearing, 6, is the antenna 3dB beamwidth and b, is the front-to-back ratio. The angles
are in radians and the front-to-back ratio is in dB.

In the active sounding case the process is carried out by the beacon
(omnidirectional) antennas and the antenna patterns (both transmission and reception
antenna gains) are assumed to be 0dB in all directions.

EIRP

For the passive sounding case, the equivalent isotropic radiated power (EIRP)
is equal to the peak power in the direction of the maximum antenna gain, denoted by
€g.

For the active sounding case, given the above-mentioned assumed 0dB gain,
the EIRP is taken to be equal to the peak power P, which is assumed to be known, or
indeed explicitly communicated by the BSON.

RSSI

A received signal strength indicator RSSI or more simply r represents the
received power at sensor m in the log domain, and for the passive sounding case is
given by the sum of the transmitted power, the antenna gain at the transmitter, the path
loss and the antenna gain of the receiver:

RSSI = TXpower + TXantennaGain — PL + RXantennaGain

where TX and RX refer to transmission and reception respectively.

For the active sounding case the RSSI is simply (in the log domain) equal to
TXpower - PathLoss.

TDOA

In the example of passive sounding (external interference measuring) and
concerning time difference of arrival, let gy(t) denote the transmitted interference
signal located at x,,y,, for t =0,1,.., T — 1. The received signal at sensor (node) n
located at x,,, y,, 1s given by

4n(D) = anqo(t — 1) + wy,

where w,, denotes the Additive White Gaussian noise (AWGN) term and a,

denotes the signal attenuation and includes the effects of TX power, the TX antenna

gain, the radio propagation losses and the RX antenna gain. 7, denotes the
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propagation delay from sensor O to sensor n. If ¢ is the speed of light, then the

distance between sensors m and 0 is given by ct,, = /(x, — %0)2 + (7, — ¥0)?

In one example of the gathering of the time-domain samples described above,
in accordance with the configuration defined in the SR control message, more than one
FT transmits the RX samples to their connected FBs, where pairwise cross-correlations
take place to compute Time Difference of Arrival (TDOA) measurements. The cross-
correlation between signals q,,(t) and g,(t), corresponding to sensors m and n,

respectively, is given by
T-1

Ena@®= D GOt +1)
t=—T+1

The estimate of the time difference of arrival Az, , (= 7, — 7,,) 1s derived by
seeking to find the peak of cross-correlation function. Specifically,
Aty =T—arg max|cm_n(r)|
T

Finally the TDOA estimate is a function of the sensor locations, given by

Aty = C_l\/(xm —xp)? + m — yo)z - C_l\/(xn —xg)% + O — yo)z + v

where v, is a non-Gaussian observation error term.

Bearing
The bearing, or angle of arrival (AOA) of sensor 0 at sensor m is given by
_ Yo~ Vm
6, = atan <—x0 — xm) + vg

where vy is a non-Gaussian observation error term.

Turning now to the evaluation of estimates of some of these quantities, a
particle filter is a powerful tool for computing optimal estimates for non-linear and
non-Gaussian optimisation problems. A sampling importance resampling particle
filter algorithm is shown in Figure 10, with reference to the example of characterising
external interference sources. The algorithm begins at the start step 152 and a number
of definitions are made at step 154, such as the number of observations to be made, T,
a definition of the search space, X, and the number of particles, N, to be used in the
algorithm. It should be noted that the number of particles chosen may vary
significantly depending on the problem to be solved, for example in the present
context an example number of particles used for the source location estimation without

time distance of arrival (TDOA) information is approximately 50, whilst an example
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number of particles used when including time difference of arrival information is
approximately 500. In general the number of particles used will typically depend on
the number of measurements being used. For example it has been found in simulation
studies of the present techniques that satisfactory results are achieved when 500
particles are used for 2 TDOA measurements, and with 100 particles or less when
three or more TDOA measurements are used. An iteration parameter, t, is set to O at
step 156.
The core steps of the algorithm are now described:
A. (step 158) Initialise Particles:
a. Forn=1,..,N, sample s(™[0]~f(s[0]), where f(s[0]) is the prior
probability distribution function of the state x at time t = 0
B. Get a new measurement:
a. (step 160) Increment time index: ¢t :=t + 1
b. (step 162) Get new observation: z;
C. (box 164) Importance Sampling
a. (step 166) Generate Particles: forn = 1,..., N, sample
sO[E~f(s[e] | st —1])
b. (step 168) Compute Weights: forn =1, ..., N, sample
w1t ~f(z ]| s™[t ])
c. (step 170) Normalise Weights: ¢ = ¥N_. w®[t], w®[t] := ¢ tw®[¢]
D. (step 172) Resampling
a. Resample with replacement N particles according to weights w (”)
E. Termination Steps
a. (step 174) If t < T then go to step 160
b. (step 176) Compute Estimates:
i.Conditional Mean ( u = E{s[T]}) : 5[T] “IyN  sM[T]
ii.Covariance Matrix (P = E{(s[T] — w)(s[T] — ,u)H}: Pr =
NTEEN (sO1T] = $IT1) (s™Ir] - 8171)"
iii. Algorithm complete (step 178).
Note firstly that the aim of the resampling step is to replicate particles with
high weights and ignore particles with low weights. Note also that s[t] denotes the
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state at time instant t. In context of the external interference measurement process

(passive sounding) s[t] comprises six variables,
i
t
t
t

t
t]

]
]
]
]
]
]

|

where x,[t], yoltl, olt], Oolt]l, eolt], and by[t] denote the location of the

xol
Yol
6ol
Bol
eol
bo[

unknown source in x, in y, the bearing, the beamwidth, the EIRP and front-to-back
ratio, respectively, at time index t. The time evolution of the state is modelled as a
random walk, that is
s[t + 1] = s[¢] + A[t]v[t]
where the process noise v[t]~N(0gxq,l6xs) are independent and identically
distributed AWGN terms, with zero mean and variance given by the 6 x 6 identity

matrix. The matrix 4 is given by

o,[t] 0 0 0 0 0
0 o] 0 0 0 0
0 0  alt] 0O 0 0
Alt] =
[£] 0 0 0 ogle] 0 0
0 0 0 0 oft] 0
o 0o o 0 0 gl

where for example o,[t] denotes the standard deviation of the position noise
process at t. While here the model has been generalised to include time varying
aspects of the interferer, in practice the interferer state may remain static during the
entire measurement process.

Note also that z[t] is the measurement vector at t. In the present context the
measurement may include the bearing zg_[t] and RSSI measurements z,. [t] at sensor

m, or time difference of arrival z;__[t] measured at m and n.

[t]-Ym
zp [t] = atan (%) + vgt]

(0m—60) \ 2
z, [t] = eo[t] —min <12 <491§—0> ,b(,)

_pz_alogm((xm — x%o[tD? + W — ¥o[tD?) = pp — pc 10810(f /5000) + v,[t]

Zegalt]l = ¢ — x0[ED? + O — YoltD? — 71 G = x0[ED? + O — yoltD? + vlt]
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where 0, in z,_[t] denotes the angle of departure (AOD) from node 0 to node

m, i.e. 6, = atan <xm_x0[t]
Figure 11 schematically illustrates the use of a two stage particle filter state
estimator. As shown a first stage particle filter 180 is utilised to extract an external
interference source’s x, y co-ordinates from bearing and time difference of arrival
measurements. The RSSI measurements together with the x, y external interference
source location estimates are input to the second stage particle filter 182 that computes
(listed from top to bottom) the EIRP, the bearing, the 3dB beamwidth, and the front-
to-back ratio of the source. A notable feature of this arrangement is the replacement of
a 6 dimensional search space into two smaller sub-problems. In the first sub-problem
location estimates (X,, J,) are computed. The location estimates are used in the
direction of departure and path loss terms of the RSSI measurement instead of the
unknown source location (xg, ¥o). Thus the RSSI measurement is approximated by
£¢)(Bn=60) \*
_> b

Zs = eg[t] —min| 12 ( —

B 10g10((tm = 2o[tD? + (i = Fo[tD?) = Py, — e 10810(f/5000)

+vst]

Xm—%Xo[t]

where 8, = atan(

A simulation of the observation and characterisation of an external interference
source X is now illustrated in Figures 12-17. Figure 12 shows the interference source
X, which has been set up with a bearing of -45 degrees, a 70 degree 3dB beamwidth,
an EIRP of 30 dB, and a front-to-back ratio of 20. Seven nodes of the wireless
network (1-7) configured in omnidirectional reception mode are also shown. Figure
13 shows the x, y locations of the set of initial particles in the first stage particle filter
used for estimation of the interference source location. Figure 14 shows the particles
after using seven angle of arrival and two TDOA estimates. The interfering node
(source) is located at (0,-250). Using these seven AOA and two TDOA estimates the
location particle filter (after 10 iterations, i.e. T=8 referring to Figure 10) computes the

average interferer location as (-3.6, -256.2). Figure 15 shows distributions of the

bearing, beamwidth, EIRP, and front-to-back ratio for a the initial set of particles in the
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second stage particle filter, Figure 16 shows the distributions at the first iteration, and

Figure 17 shows them at ten iterations. The resulting estimated parameters are:

e Bearing: -45.196 degrees
e Beamwidth: 72.066 degrees
e EIRP: 29.724 dBm

e F2B ratio: 19.714 dB

Figure 18 shows a sequence of steps which are taken in the method of one
example embodiment when employing a passive (external interference sampling)
process. At step 200 the wireless network controller (BSON engine) generates the
required configuration for an external interference sampling process, in particular
defining the nodes which should participate in that process. Then at step 202 this
process configuration is transmitted to those nodes. At step 204, when the trigger
event defined by the wireless network controller for the external interference sampling
process to take place (e.g. a predetermined time) the nodes sample signals from non-
network environment components and at step 206 transmit measurement reports based
on the signal samples to the wireless network controller (possibly via one or more
intermediate components such as a feeder base station as described above). Then at
step 208 the wireless network controller estimates the location of the external
interference source using the content of the measurement reports by means of a first
particle filter process as described above. Then at step 210 the external interference
sources characterised (parameterised) by the wireless network controller using the
estimated location and the received signal strength (forming part of the measurement
reports) this is done, as described above, using a second particle filter process. Thus,
having parameterised the external interference source the wireless network controller
calculates node configurations to mitigate the interference being caused from this
source and transmits these configurations to the relevant nodes in the wireless network
at step 212. The network configuration which mitigates the interference may be
determined by the wireless network controller using an evolutionary algorithm as is

described below with reference to Figures 28 to 36.



WO 2016/207603 PCT/GB2016/051618

32

Returning now to a consideration of an active sounding process, as mentioned
above the path loss is simply given by: TXpower - RSSI. Formally, the received RSSI
is given by:

Pa

21, [t] = P = (5710810 (Gom = %o[tD)? + (v = Y0[tD)?) + Py + P Tog1o(£/5000) ) + v, [¢]

The second term above is the WINNER2 PL model, parameterised by pg, pp
5 and p.. The parameters are given for an assumed path loss model, or may be
estimated using a particle filter. Note that (xg, V,) is the coordinates of the active
sounding source. Again, it may be assumed that this location is known (i.e. can be
specified by the BSON, which stores this information in the backhaul equipment
database), or it may be chosen to estimate the location using the same technique as in

10 the passive sounding case.

In context of the active sounding process, s[t] comprises five variables:
[t]
s[t] = [palt]
[t]
[t]

where x4[t], yolt], palt]l, pplt], and p.[t] denote the location of the sounding
source signal in x and y, and the three path loss parameters, respectively, at time index
t. The time evolution of the state is modelled as a random walk, that is:
s[t + 1] = s[t] + Alt]v[t]
15 where the process noise v[t]~N(0syxq, Isxs) are independent and identically
distributed AWGN terms, with zero mean and variance given by the 5 X 5 identity

matrix. The matrix 4 is given by:

o lt] 0 0 0 0
0 o] o0 0 0
Altl=| o 0 a,t] O 0
0 0 0 oft] O
0 6 0 6 o,[t]

where for example g, [t] denotes the standard deviation of the position noise
process at t. It should be appreciated that whilst here the model has been generalised
20  to include time varying aspects of the sounding source location and the model

parameters, in practice these quantities may remain static during the entire
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measurement process. Nevertheless, incorporating a time varying element into the
process permits the use of the static Particle Filter algorithm as described in F.
Gustafsson, and F. Gunnarsson, “Positioning using time-difference of arrival
measurements”, IEEE International Conference on Acoustics, Speech, and Signal
Processing, 2003 (Proceedings, ICASSP '03).

Note also that z[t] is the measurement vector at t. In the present (active
sounding) context the measurement may include the bearing zy [t] and RSSI

measurements Z. [t] at sensor m, or time difference of arrival z, _[t] measured at m

and n:

—yO[t} :i/m> + vpt]
]

zp [t] = atan (x ;
0
logyo((tm — %6[tD? + O — YoltD?) +> + v, [€]

[
(pa [¢
Z‘rm[t] = P- 2
pplt] + pc[t] logyo(f/5000)
Zrpalt] = N G — %[tD)2 + O — Yolt]? — ¢ 71 (tn — %0[ED? + O — yol[t])? + v, [t]

Evaluation of the path loss model parameters may be performed by various
algorithms. A first example algorithm is a single stage filter, which jointly estimates
source location and path loss model parameters. A second example algorithm is a two
stage filter. The first stage can be by-passed if the sounding (transmitting) node
coordinates are known. Recall that they may be communicated to the receiver by the
BSON. If the sounding locations are not known, then the first stage particle filter is
utilised to extract the sounding source’s X, y coordinates from bearing and time
difference of arrival measurements. The RSSI measurements, together with the x, y
sounding node location estimates, are input to the second stage particle filter that
computes the WINNER2 path loss model parameters. A notable feature of this
arrangement is the replacement of a S-dimensional search space into two smaller sub-
problems. 1In the first sub-problem location estimates (Xg, Vo) are computed. The
location estimates are used in the path loss terms of the RSSI measurements instead of
the unknown sounding location (xg, ¥o). Thus the RSSI measurement is approximated
by

Pa

z; [t] =P — <7 10810 (X — £0)* + Vm — P0)®) + Dy + Pe 10g10(f/5000)>

+vp[t]
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Importantly, as a by-product of either of the example first or second
algorithms, the path loss between source node O and destination (receiver) node m is

derived as follows:

o

p - ~ ~ ~
Plom = flogw((xm - Xo)z + (Ym — YO)Z) + Py + P log,0(f/5000)

Despite the detailed mathematical background set out above, it should be
appreciated that the essence of the active sounding process is to compute the node-to-
node path losses, which may be simply derived by subtracting the RSSI from the
transmission power. The two particle filter algorithms described are useful, but non-
essential tools. Nevertheless, this usefulness is realised in two ways. Firstly, they may
be used to verify the node locations. Secondly, and in practice more importantly, they
help to determine whether there is a Line of Sight (LOS) link between two nodes and
if not, to measure the deviation from the free space path loss model where p, =
20,pp = 46.4,p. = 20. A network configuration may then be determined by the
BSON engine by running an algorithm to match possible backhaul throughput (which
for each possible node-node link in the network is dependent on the path loss
calculated for that node-node link) with the current network demand. An example
evolutionary algorithm which may be wused in this way is described below with
reference to Figures 28 to 36.

Figure 19 shows a sequence of steps which are taken when using an active
sounding schedule to determine a set of path losses for the network and on that basis to
configure to the antennas of the nodes in the network. The method begins at step 60,
where the sounding schedule generator 47 (see Figure 2) of the wireless network
controller distributes an active sounding schedule configuration to the nodes (both
feeder base stations and feeder terminals) of the wireless network. The nodes of the
wireless network then cooperate to participate in the sounding schedule, and at step 61
it is determined if all nodes of the network have actively sounded. Of course at the
first iteration this cannot be the case, and the flow proceeds to step 62. Here one or
more selected nodes then transmits a predetermined signal (bit pattern) omni-
directionally (using its omnidirectional (beacon) antenna). It should be noted that in
some configurations only one node will transmit at any given time, but the

predetermined signal, in particular the selection of subcarrier or subcarriers used for its
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transmission by each node, can be chosen such that more than one node can transmit at
a time. The concentration of a transmitting node’s transmission power into a specific,
limited number of subcarriers, means that it is possible to allow simultaneous sounding
from more than one node to take place, without significant interference between those
transmitting nodes occurring. Step 63 shows all other nodes in the wireless network
which are not transmitting at this iteration listening omni-directionally and measuring
signal strength and direction. The flow then returns to step 61 for one or more further
nodes to carry out their sounding, this iterative process around steps 61, 62 and 63
continuing until all nodes have sounded. The flow then proceeds to step 64 where the
nodes of the wireless network which have participated in this active sounding
procedure then transmits their measurement reports to the wireless network (BSON)
controller. At step 65, the BSON engine within the wireless network controller and
then calculates a set of path losses between all nodes which have participated in the
active sounding procedure in order to populate a 2-D path loss matrix. Finally, at step
66, the BSON engine then runs an algorithm to match possible backhaul throughput
(which for each possible node-node link in the network is dependent on the path loss
calculated for that node-node link) with the current network demand. This algorithm
can vary model parameters including, for each node, the antenna pattern, the antenna
direction, and the antenna transmission power, as well as the choice of node-node
pairing for data transmission. An optimised (or at least improved, where possible)
network topology including antenna configurations for each node, is then
communicated to all relevant nodes in the network.

Figure 20 schematically illustrates the use of a path loss model, as outlined
above, to determine a path loss for a given node-node pair. The RSSI measurement
made by the receiving node for the transmitting node, together with the measured
bearing of the signal received by the receiving node from the transmitting node, are
input into a the log-domain RSSI equation given above, i.e.:

RSSI = TXpower + TXantennaGain — PL + RXantennaGain

where the path loss PL is the only unknown in the case of an active sounding
transmission from the transmitting node to the receiving node.

Figure 21 schematically illustrates some components of a BSON engine 180 in

one embodiment. Measurement reports are received by a report collection unit (RCU)
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182 and passed to calculation circuitry 184 which, in the manner described above,
determines a set of path losses for each node-node pair which participated in the active
sounding process, and this set is stored in the path loss database 186. Selection
circuitry 188, on the basis of the set of path losses stored in the path loss database 186,
then determines a revised configurations for the network, both in terms of the selected
node-node pairs for the data transmission, and the individual antenna configurations of
each node. These revised configurations are then passed to the transmission circuitry
190 which communicates these to the nodes of the network.

Figure 22 shows an example set of three feeder base stations and twelve feeder
terminals which have participated in an active sounding process under the control of a
wireless network controller, and following a determination of the path losses for each
node-node pair, each feeder terminal has been paired with one of the three feeder base
stations, as shown by the links in the figure.

Figure 23 schematically illustrates the geometry of a uniform circular array
(UCA), i.e. beacon antenna, such as that shown as item 74 in Figure 3 or item 86
Figure 4. The schematic representation shows the three (omnidirectional) antenna
elements 0-2 set out on a circle of radius . The orientation of this array of antenna
elements, e.g. the angular offset 0 of the first element of the array relative to East
shown, is known for example from deployment of this antenna apparatus. This
permits angle of arrival estimates to be measured in global (absolute) coordinates, and
angle vy, shows the (global coordinate) angle of antenna element 1 relative to East.
This beacon antenna is used on the one hand for locating other nodes (antennas)
belonging to the same (intra-system) network and to characterise the transmission
paths from those other nodes to this antenna (in particular in terms of the path loss
encountered). On the other hand this beacon antenna is also used to characterise the
interference generated by inter-system nodes, 1.e. coming from external sources.

Figure 24 schematically illustrates some components of an antenna apparatus
300 in one embodiment. Nevertheless only those components of particular relevance
to a discussion of sub-sampling the array of antenna elements are shown in the figure
and other components of the antenna apparatus can be inferred from the other figures
herein. The set of antenna elements 302 shown corresponds to the omnidirectional

antenna elements of a beacon antenna of this antenna apparatus. Accordingly, these
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antenna elements 302 correspond to the beacon antenna 74 of Figure 3 and the uniform
circular antenna array 86 of Figure 4. However, by comparison to Figure 4 a notable
feature of the arrangement shown in Figure 24 is that fewer RF chains than antenna
elements are provided. Specifically, in the example embodiment shown in Figure 24,
three antenna elements, but only two RF chains are present. This enables the antenna
apparatus to be more cheaply and compactly provided, but a mechanism must then
also be provided in order to appropriately connect the antenna elements. This
mechanism is provided by the RF switching network 304 which couples the antenna
elements 302 to the RF chains 306. The RF chains 306 each comprise respective
down-conversion circuitry 308. Comparing to Figure 4, the down conversion circuitry
308 comprises elements such as the gain circuitry 104 and the phase circuitry 108.
Signals received by the antenna elements 302 and down-converted by the RF chains
306 are processed by the baseband processing circuitry (sampling circuitry) 310.
Which of the antenna elements 302 are connected to the RF chains 306 is determined
by the control circuitry 312. The control circuitry 203 replaces the control circuitry 90
of Figure 4. Most importantly in the present context, the control circuitry 312 and
administers an iterative process by which pairs of the antenna elements 302 are
coupled to the two RF chains in order to sample the signals received. It should be
noted that this may be part of a passive sounding procedure to assess external
interference sources or may equally be part of an active sounding procedure to assess
the influence of the environment in which this antenna apparatus and at least one other
antenna apparatus are deployed on the ability of this antenna apparatus to receive data
transmissions from that at least one other antenna apparatus. Both are referred to here
as a “signal detection process”. As a brief aside with regard to the type of sounding,
note that there is no need to populate all subcarriers for active sounding, whilst this is
needed for passive sounding, since there is no a priori knowledge of how what form of
signal the external interference source will represent. Also, note that in principle
active sounding can happen in parallel with data transmission, but is limited by the
number of RF chains and by the allocation of OFDM frames. Whilst it would be
desirable to continually maximise data transmission and reception, it is necessary to

allocate one OFDM signal / subcarrier for this active sounding, which necessarily
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reduces the data throughput budget. Active sounding may therefore be scheduled for a
period in the day when data transmission rates are likely to be low.

In performing such assessments the control circuitry 312 controls the antenna
apparatus 300 such that the Direction of Arrival (DOA) (or Angle of Arrival (AoA))
and the Received Signal Strength Indicator (RSSI) of the co-channel signals impinging
onto the antenna apparatus are estimated. Simultaneous sampling of more than one (in
this example embodiment, two out of three of the) antenna elements facilitates the
DOA measurements. The antenna apparatus 300 further comprises signal sample
storage 314, into which the sampling circuitry 310 stores samples taken at each
iteration of the signal detection process. Moreover, several iterations of the signal
detection process may by run, each providing a “snapshot” of the signals sampled by
all antenna elements, and stored in the sampling circuitry 310 before these samples are
processed to generate a signal sample spatial covariance matrix. These signal samples
are retrieved by the signal detection circuitry 316 which forms part of the control
circuitry 312 and which, as will be described in more detail below, iteratively
generates a signal sample spatial covariance matrix derived from the signal samples
taken in the signal detection process and stored in the sample storage 314. The signal
sample spatial covariance matrix storage 318 is provided for the storage and updating
of this signal sample spatial covariance matrix. It should be appreciated that sample
storage 314 and signal sample spatial covariance matrix storage 318 may for example
be provided by a single memory device, to which the control circuitry 312 has access.
Generating the signal sample spatial covariance matrix may be done afresh at each
rerun of the signal detection process, or, depending on the control circuitry settings,
may instead comprise retrieving a previously generated signal sample spatial
covariance matrix from the signal sample spatial covariance matrix storage 318 and
updating it with the measurements made at this run of the signal detection process.
Once a complete signal sample special covariance matrix has been generated, the
signal detection circuitry 316 makes use of a beamforming algorithm (which in this
example is stored within the antenna apparatus as a beamforming algorithm definition
320, which itself may also be stored within the above-mentioned single memory) in
order to generate specific parameterisations of the signal sources observed. In this

example these are a DOA estimate, an RSSI estimate, and an indication (discrete
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estimate) of the number of sources, shown as item 322 in Figure 24. These estimates
may remain locally stored for a while, but will ultimately typically be communicated
further to a wireless network controller, which receives such estimates from a number
of antenna apparatuses in the wireless network, and which will then seek to improve
the wireless network configuration in the light of these interference estimates where
possible.

Figure 25 shows a sequence of steps which are taken in operating an antenna
apparatus in one example embodiment in order to perform the signal detection process.
Reference is made to the example components of Figure 24. The flow begins at step
342 and proceeds to step 340, where the control circuitry 312 sets the switches of the
RF switching network 304 in order to couple a first subset of the antenna elements to
the RF chains 306. Then at step 344 the control circuitry 312 controls the sampling
circuitry 310 to sample the signals received by this subset of the antenna elements and
to store the results in the sample storage 314. It is then determined at step 346 if there
is a further subset (permutation of pairs) of the antenna elements which has not yet
been sampled. When this is the case the flow proceeds to step 348, where the control
circuitry 312 controls the RF switching network 304 to couple an identified unsampled
subset of the antenna elements to the RF chains 306. The flow then returns to step
344. Once all such subsets (pair permutations) of the antenna elements have been
sampled in this way then from step 346 the flow proceeds to step 350 where the signal
detection circuitry 316 of the control circuitry 312 constructs a signal sample spatial
covariance matrix using the samples stored in the sample storage 314. More detail of
this construction is given below. It should be noted that, for clarity, only the sampling
of one “snapshot”, and the subsequent construction of a signal sample spatial
covariance matrix, is shown in Figure 25, but as mentioned, several snapshots may be
taken and stored before the signal sample spatial covariance matrix is generated from
the combination of those snapshots, and for this purpose a decision point (if further
snapshots are required) and return path from the “No” exit of step 346 can be added to
lead back to step 340. Finally the flow then proceeds to step 352, where the signal
detection circuitry 316 applies the beamforming algorithm to the signal sample spatial
covariance matrix to provide estimates of the direction of arrival, the received signal

strength and/or the number of sources of the signals observed.
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Some more detailed description of a (signal sample) spatial covariance matrix
and a beamforming algorithm is now provided, in the context of the example antenna
apparatus shown in Figure 24, i.e. which has three antenna elements and thus the
spatial covariance matrix is a 3 x 3 matrix in this example. The spatial covariance
matrix R is not known in advanced and needs to be estimated from the received data.

The sampled spatial covariance matrix R using T snapshots is given by
T
L1
R=2 ) x(0x"(0)
t=1

The eigendecomposition of the 3 x 3 spatial covariance matrix R can be written

as
R = EAEF + E A EH

where Ag and A,, are diagonal matrices corresponding to the eigenvalues of the
signal and the noise subspaces, respectively, whereas the columns of the matrices E;
and E, comprise the eigenvectors of the signal and the noise subspaces of R,
respectively. Eg and E, are orthogonal, i.e. EFE, =0 and EfE; = 0. In this example,
the DOA and signal power estimation is performed by using the Multiple Signal
Classification (MUSIC) beamforming algorithm as described in R. Schmidt, “Multiple
emitter location and signal parameter estimation,” IEEE Transactions on Antennas and
Propagation, vol. 34, no. 3, pp. 276-280, 1986. MUSIC is a subspace method that can
provide asymptotically unbiased estimates of the number of incident wavefronts (i.e.
sources) present, the directions of arrival (DOA), and the strengths and cross

correlations among the incident waveforms. The MUSIC spectrum is given by
1
af (P)E,E} a($)

where a(¢) is the steering vector (or spatial signature) of the array element

PMU(¢) =

corresponding to angle ¢. Note that the peaks of Py;(¢) indicate a possible signal
source. For an UCA the spatial signature is given by
oA cos(9-10)
a(¢p) =| ¢

2mr
J=cos(¢d—v1)

2mr
el T cos(p—vYn-1)
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where A denotes the wavelength of the radiated signal. N (=3 in this example)
denotes the number of elements in the array. a(¢) here implies that the antenna
elements are omni-directional with unit gain. If the first element is located at an angle
0, relative to the positive x-axis, the angular displacement y, of the n'* element is
5 given by
= 6, + 21~
Yn =Yg n N

forn=0,1,..,N—1.
Now let K denote the number of impinging signals on the array at angles

@1, P2, ., . The signal received by the array at time instant ¢ is given by
K

Y(©) = > al@i)si(®) +n(®) = As©) +n(®)

k=1
where s(t) = [s1(t), s3(t), ..., sg(D]T, sk (t) is the signal from the k' source,
10 n(t) is the independent and identically distributed (i.i.d.), zero mean, Additive White
Gaussian Noise (AWGN) term with covariance oI, and A = [a(¢,), a(p,), ..., a(Pg)]
is the observation matrix. The spatial covariance matrix is given by
R = E{y(©)y"(t)} = APAY + 521
where the diagonal matrix P denotes the average received signal power as
measured at a single antenna element. Taking into account the activity factor, the
15  transmission (TX) power, the path loss and the processing gain, the received power

matrix P is given by:

P191 0 0

0 p29, O :

P= : 0
0 0 Prx9k

Figure 26 shows a sequence of steps which are taken in the method of one
embodiment to generate the signal sample spatial covariance matrix. The flow begins
at step 400 and proceeds to step 402 where the number of (RX) antenna elements is set

20  as avariable N and the required number of iterations of the signal detection process is
set as variable T. Then at step 404 the spatial covariance matrix R is reset. At step
406 an iteration variable t is set to zero. Then at step 408 it is determined if t is equal
to or exceeds T (and of course at the first iteration it will not). The flow then proceeds
to step 410 where t is incremented and at the following step 412 an antenna element

25  loop iteration variable i is set to zero. At step 414 it is determined if 1 is greater than or
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equal to N. This not being the case the flow proceeds to step 416 where a further
antenna element loop iteration variable j is set to the value of i. Then, at step 418, j is
incremented, such that now i and j represent the indices of two antenna elements which
have not yet been paired for signal sample gathering. At step 420 measurements for
antenna elements x; and x; are made, and at step 422 the spatial covariance matrix
elements R(1,1) and R(i,j) are updated. More detail of this updating is given below.
Then at step 424 it is determined if j is greater than or equal to N, and whilst this is not
the case the flow iterates through steps 418, 420 and 422 again. Once j reaches N, i.e.
antenna element i has been paired with all other antenna elements of higher index, then
the flow proceeds to step 426 where i is incremented and then to step 414 to determine
once more if 1 has reached N. Once this is the case the flow returns to step 408.
Further iterations of the signal detection process, iteratively taking measurements from
all antenna element pairs, are then carried out until t becomes equal to or exceeds T
and the flow branches to step 430. There the value accumulated in the matrix element
R(1,1) is normalised on the basis of the number of antenna elements (N) and at step
432 the diagonal and lower triangle elements of matrix R are updated (more detail
below). At step 434 all elements of the matrix normalised on the basis of the number
of iterations (T) of the signal detection process carried out. The procedure is complete
at step 436. It will be appreciated from a consideration of Figure 26 that a “batch”
process is therefore described in this example embodiment in which T iterations of the
signal detection process are carried out and one resulting spatial covariance matrix is
generated.

Referring back to the “Update R(1,1) & R(i,j)” step 422 of Figure 26, this
comprises the following accumulations:

R(L1) = R(L1D) + x;x; + xjx;
R(,j) = R, J) + x;x}

It should therefore be noted that the matrix element R(1,1) (essentially a power
measurement) is updated with zero lag autocorrelation measurements from all antenna
elements (i.e. not just from antenna element 1) being added to the existing value of that
element, whilst matrix element R(i,j) is updated with zero lag cross-correlation
measurements (from antenna element pair (i,)) being added to the existing value of that

element.
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The “Normalise R(1,1) step 430 of Figure 26 comprises the following

calculation:

R(1,1)
R(1,1) = m

Note that R(1,1) is therefore normalised by a value which is double the number
of antenna element pair combinations (N(N-1)/2), since at each accumulation step for

R(1,1) both the x;x; and the x;x; terms are added, and double the power is thus

accumulated. The “Update diagonal and lower triangular elements of R” step 432 of
Figure 26 comprises the following allocations:

R(n,n) == R(1,1), forn=2:N

R(n,m) := R"(m,n), forn = 2: N, m=1n-1

Thus the now-normalised power value for antenna element 1 is reproduced for
the other antenna elements, and cross-correlation values in the upper triangle of the
matrix are conjugated and index-swopped to populate the lower triangle of the matrix.

Figure 27 shows a variant on the method shown in Figure 26, in which a
modified sequence of steps are taken in the method of one embodiment to generate the
(signal sample) spatial covariance matrix, where the accumulation of R further makes
use of a time-evolution factor p (also referred to as a “forgetting factor”), such that
respective weightings may be applied to the current sample matrix R’ and the
previously accumulated sample matrix R as follows:

R:=pR+(1-p)R’

Note that the respective weightings applied to the current measurements and
the previous measurements thus sum to one, and the p may be freely set in the range
(0,1) in dependence on the desired influence that the current measurements and the
previous measurements should have on the resulting matrix. For example, for
parametrising the results of an active sounding procedure, p may be chosen to be close
to 0, thus permitting rapid adaptation of R since the sounding signal is known. On the
other hand, for parametrising the results of a passive sounding procedure p may be set
to a value close to 1 (typically p = 0.95) to permit long term averaging and at the same
time allow R to adapt to time varying signals.

The flow of Figure 27 begins at step 500 and proceeds to step 502 where the

number of (RX) antenna elements is set as a variable N, the required number of
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iterations of the signal detection process is set as variable T, and the “forgetting factor”
p is set. Then at step 404 the spatial covariance matrices R and R’ are reset. At step
506 an iteration variable t is set to zero. Then at step 508 it is determined if t is equal
to one (and of course at the first iteration it will not). The flow then proceeds to step
510, where the spatial covariance matrix R is updated as a linear combination of R and
R’, using the “forgetting factor” p as a weighting for R and (1-p) as a weighting for R’.
The matrix R’ is then reset at step 512. Then at step 514 it is determined if t is equal to
or exceeds T (and of course at the first iteration it will not). The flow then proceeds to
step 516 where t is incremented and at the following step 518 an antenna element loop
iteration variable 1 is set to zero. At step 520 it is determined if i is greater than or
equal to N. This not being the case the flow proceeds to step 522 where a further
antenna element loop iteration variable j is set to the value of i. Then, at step 524, j is
incremented, such that now i and j represent the indices of two antenna elements which
have not yet been paired for signal sample gathering. At step 526 measurements for
antenna elements x; and x; are made, and at step 528 the spatial covariance matrix R’ is
updated, for elements R’(1,1) and R(‘1,j). Thisis as described above. Then at step 530
it is determined if J is greater than or equal to N, and whilst this is not the case the flow
iterates through steps 524, 526, and 528 again. Once j reaches N, i.e. antenna element
1 has been paired with all other antenna elements of higher index, then the flow
proceeds to step 532 where i1 is incremented and then to step 520 to determine once
more if 1 has reached N. Once this is the case the flow returns to step 508. On
returning to this step for the first time, t will indeed be equal to one, and the flow
branches for this iteration to step 534, where the spatial covariance matrix R is
initialised using the values of the spatial covariance matrix R’ which have just been
calculated at the very first iteration. The flow then proceeds to step 512, and spatial
covariance matrix R’ is reset.

Further iterations of the signal detection process, iteratively taking
measurements from all antenna element pairs, are then carried out until t becomes
equal to or exceeds T and the flow branches to step 536. There the value accumulated
in the matrix element R(1,1) is normalised and at step 538 the diagonal and lower

triangle elements of matrix R are updated (as described above). The procedure is
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complete at step 540. It will be appreciated from a consideration of Figure 27 that an
“adaptive” process is therefore described in this example embodiment in which

T iterations of the signal measuring process are carried out, allowing the resulting
spatial covariance matrix to evolve over each iteration.

Whatever the source of the revised parameterisation of the environment, the
optimisation of the network is then performed in one example embodiment by the
BSON controller using an Evolutionary Algorithm (EA), as for example described in
the articles T. Back, “Evolutionary Algorithms in Theory and Practice: Evolution
Strategies, Evolutionary Programming, Genetic Algorithms”, Oxford University,
1996, T. Biack, U. Hammel, and H. P. Schwefel, “Evolutionary computation:
comments on the history and current state”, [EEE Transactions on Evolutionary
Computation, vol. 1, pp. 3 — 17, Aprl 1997 Online available at

hitn Joiteseers st panedu/viewdoo/summaryfdot=10.1.1.6.38943 and Weise T.

2

“Global Optimization Algorithms, Theory and Application”, htip.//www it

weise de/projects/book ndf

EAs are generic, population based, metaheuristic optimisation algorithms,
largely inspired by biological mechanisms, such as mutation, crossover (reproduction)
and selection (see page 95 of the above-mentioned “Global Optimization Algorithms,
Theory and Application” document). The basic cycle of EAs is illustrated in Figure 28
and it comprises five blocks (as discussed on page 96 of the above-mentioned “Global
Optimization Algorithms, Theory and Application” document):

¢ Initial Population (step 700)
e Evaluation (step 705)
e Fitness Assignment (step 710)
e Selection (step 715)
e Reproduction (step 720)
The reader is referred to the document “Global Optimization Algorithms,

Theory and Application” for a general discussion on the functionalities of the above
mentioned blocks. The following discussion will describe how the basic evolutionary
algorithm approach illustrated in Figure 28 is adapted to enable its use in the current
situation to provide rapid updates of the network based on changing conditions.
However, in general terms, the initial population stage 700 involves creating a set of

individual entries, each individual entry in this case being an hypothesised optimised
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network. During the evaluation stage 705, each of the individuals in the population are
evaluated, and hence in the current context the channel capacity for every feeder link
in the network is computed for each hypothesised optimised network. Then, during
fitness assignment step 710, for each link the channel capacity is converted to
throughput. This throughput is compared against the target throughput and an
associated reward is allocated to each link. A reward can then be calculated for each
hypothesised optimised network.

The selection stage then involves applying a process to select the individuals
(i.e. the hypothesised optimised networks) with high rewards more often than those
with low rewards so that the individual entries with low fitness values will eventually
be discarded and those with high values will enter the mating pool then used for the
reproduction stage 720. At the reproduction stage, pairs in the mating pool are
selected and for each pair offspring are created by combining or modifying the
attributes of their parents. This results in a revised set of hypothesised optimised
networks which can then be subjected to another iteration of the evolutionary
algorithm.

Figure 29 is a flow diagram illustrating the steps performed to compute and
apply an optimised network configuration. At step 800, the process is started,
whereafter at step 805 a variable N is set equal to the number of hypothesised
optimised networks that are to be considered by the evolutionary algorithm.
Thereafter, at step 810, a set of hypotheses are initialised. This process will be
described in more detail later with reference to Figure 30. Thereafter, a process of
evaluating the various links between feeder terminals and feeder base stations is
performed at step 815, this process being described later with reference to Figure 31.
Then, at step 820, the current set of hypotheses are evaluated based on the output of
the link evaluation process, in order to associate a reward with each hypothesis in the
set. This process will be described in more detail later with reference to Figure 33.
Thereafter, a selection process is performed at step 825 to select a modified set of
hypotheses, this process being described in more detail later with reference to Figure
34.

Then, at step 830, a process is performed to determine and apply a preferred

optimised network configuration based on the modified set of hypotheses determined
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at step 825. For a system including a BSON, this process will be described in more
detail later with reference to Figure 36. It should be noted that whilst in Figure 29 step
830 is shown as being performed on each iteration of the evolutionary algorithm, it
does not need to be performed on each iteration, and instead can be performed merely
as and when a predetermined trigger condition occurs. This trigger condition may be
completion of the current iteration of the evolutionary algorithm, or may instead be a
less frequently occurring trigger condition, such as an update to a certain traffic report,
the receipt of updated sounding data, etc.

At step 835, a reproduction process is performed in order to produce a
replacement set of hypotheses, after which the process returns to step 815. The
process at step 835 will be discussed in more detail later with reference to Figure 35.

A more detailed discussion of the steps 810 to 835 of Figure 29 will now be
provided with reference to the further flow diagrams.

Initialise Hypotheses

In this stage, multiple optimised network hypotheses are generated. Each
hypothesis corresponds to a candidate optimised network. In one embodiment, an
entry in the hypothesis consists of an uplink (UL) or downlink (DL) transmission and:

1. Feeder Base (FB) and a Feeder Terminal (FT) association.

2. Antenna Bearing (AB), specifying the azimuth orientation of the main
directional antenna.

3. Transmit Antenna Pattern (TX AP), instructing the beam pattern to be used
during transmission.

4. Relative Throughput Weight Coefficient (W), defining the relative throughput
between the FTs connected to the same FB.

5. Link Quality Indicator (LQI); a measure of the quality of the data stream.

With reference to Figure 22, an example hypothesis is given in Table 1 below. For
clarity of discussion, first consider the third row in Table 1. In this example, FB; is
linked to FT, in the DL transmitting at a bearing of 45 degrees. In addition, antenna
pattern 1 and a relative throughput weight of 2 are specified. The LQI of 10 is also
derived. To further clarify the significance of W, and based on Table 1, the DL
throughput from FB; to FT, should be twice as high as the throughput to FT; and FTs.
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The weights W are specified using the traffic demand information stored in the

backhaul network configuration database 41 of Figure 2. In the absence of traffic

10

15

demand, the Ws are set to unity.

FB FT UL/DL AB | TX AP W LOQI
1 1 DL 145 1 1 8
1 2 DL 45 1 2 7
1 8 DL 45 1 1 10
3 3 DL -135 1 1 9
3 4 DL -135 1 1 7
1 1 UL -45 3 2 8
1 2 UL -120 3 1 10
1 8 UL -180 3 1 7
3 3 UL 60 3 1 8
3 4 UL 45 3 2 9

Table 1. Example hypothesised optimised network.

Figure 30 illustrates the steps for generating multiple optimised network
hypotheses. Following start of the process at step 850 the number of FTs (L) is
obtained at step 855 from the backhaul equipment database 860. In Figure 30, two
iterations take place - the outer loop 867 generates N hypotheses, whereas the inner
loop 869 will, for each hypothesis H,, assign an FT to a FB and assign an antenna
bearing and a TX antenna pattern. Notice that the derivation of the LQIs has been
omitted here. Their entries in the hypotheses are left empty, to be computed during the
evaluation phase of the algorithm. In addition, the entries of the Ws have also been
omitted here. Their entries are computed based on the FB to FT associations and the
traffic demand. The entries are recomputed if there is a change in the FB-FT
association or a change in the traffic demand.

Accordingly, considering Figure 30 in more detail, a variable n is set equal to 0
at step 865, and it then incremented at step 870. Thereafter, a variable I is set equal to

0 at step 875, and then incremented at step 880. At step 885, feeder terminal I for

hypothesised optimised network n is assigned to a FB. The association may be
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random, or based on distance. Thereafter, at step 890, an antenna bearing is assigned
for feeder terminal I of the hypothesised optimised network n. The bearing is set equal
to the direction towards the associated FB, or may be random. At step 892 an antenna
pattern is assigned for feeder terminal I of hypothesised optimised network n. Recall
that the backhaul equipment database 860 stores the geolocation of FT and FB nodes,
and thus deriving the FT-FB relative bearing is straightforward. For example, the FB
antenna bearing may point generally in the direction of its associated FTs using a wide
(sector covering) antenna pattern, or alternatively, FB antenna bearing and antenna
pattern may be assigned randomly.

At step 894, it is determined whether I is less than L, where (as discussed
earlier) L denotes the number of feeder terminals. If it does, then the inner loop is
repeated, beginning at step 880. However, if at step 894 it is determined that I is not
less than L, then the process proceeds to step 896, where it is determined whether n is
less than N (as discussed earlier N being the number of hypothesised optimised
networks to be used by the evolutionary algorithm). If it is, then the outer loop is
reiterated by returning to step 870. If it is not, then this indicates that all of the
hypothesised optimised networks have been produced, and accordingly the process
proceeds to step 898 where the initialisation of the set of hypotheses is considered to
be completed. Note that the antenna bearings and beam patterns for the FBs can for
example be assigned randomly at step 898.

Evaluate Links

In accordance with step 815 of Figure 29, every FT/FB link within each
hypothesis is evaluated. This phase is highly parallelised and may be implemented in
a distributed fashion.  During this phase, while considering the co-channel
interference, the channel capacity for every link in the network is computed. The co-
channel interference may originate from nodes in the wireless network itself (reuse one
is the preferred multiple access technique), or originate from uncoordinated unsolicited
nodes. The capacity is measured in bits per second per Hz and takes into account all
implementation losses. The implementation losses are calculated at the FTs and
communicated at the associated FBs and forwarded to the backhaul equipment

database.
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Figure 31 illustrates the steps for evaluating the links, i.e. corresponding to step
815 of Figure 29. In summary, for each FT, the UL and DL capacities are evaluated.
Parallelisation is indicated by the asterisk in the figure. Considering Figure 31 in more
detail, at step 900, the process starts, whereafter at step 905 the set of input hypotheses
and the number of feeder terminals in the system are obtained from the network
parameters of backhaul equipment database 910. Thereafter, at step 915, a variable I is
set equal to O, and is then incremented at step 920. At step 930, the uplink and
downlink capacities and LQIs are evaluated for feeder terminal I, again across all
hypotheses. This process can be highly parallelised, given the separate nature of the
individual hypotheses. During step 930, the computed LQIs take into account the
unsolicited and uncoordinated transmissions characterised by the external interference
database of 912. At step 935 it is determined whether the variable I is less than the
total number of FTs, and if so the process loops back to step 920. However, when it is
determined at step 935 that the variable I is no longer less than the number of FTs, and
accordingly all FTs have been analysed, then the process proceeds to step 940, where
the evaluate links process is considered complete.

Evaluate Hypotheses

Here each hypothesis H, is awarded a score r,. As a rule, the higher the score
the better the hypothesis. For each link, the channel capacity per link is converted to
throughput (bits per second). The throughput per link is checked against the target
throughput. A reward is then allocated to each link. The reward, which is a positive
value, is a function of the offered throughput and the desired throughput. An example
reward function is given in Figure 32. In Figure 32, no reward is allocated if the
offered traffic in a link is less than the desired throughput. A maximum reward is
allocated to a link if the target is met. A diminishing reward is applied if the offered
traffic far exceeds the target throughput. Throughput targets are time and location
dependent, that is, a certain link may demand different amounts of traffic depending on
the time of day. Furthermore, it may also be expected that business districts will be
heavily loaded during the day and lightly loaded during the night or during public

holidays; the reverse may be true in suburban areas.
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For each hypothesis, the vector of (total) rewards is mapped to a single scalar
that determines the overall fitness value of the hypothesis. There are a number of
mapping functions, for example:

e Mean (arithmetic or harmonic): this yield an average fitness value;

o x"™ percentile: (for example the 5" percentile) that ensures (100-x) percent of
links have the same or better fitness value;

e min: returns the fitness value of the worst link.

Figure 33 is a flow diagram illustrating how the above evaluation process is
performed in one embodiment. At step 950, the evaluation process begins, whereafter
at step 952 the number of hypothesised optimised networks, the number of FTs and the
number of FBs are obtained from the network parameters database 954.

At step 956, the variable I is set equal to 0, whereafter at step 958 I is
incremented. Then, at step 960 the uplink and downlink reward for feeder terminal I is
evaluated across all hypotheses. This process is performed in parallel, due to the
discrete nature of the different hypotheses. Thereafter, at step 962, it is determined
whether the variable I is less than the number of FTs, and if so the process returns to
step 958. However, when it is determined at step 962 that the variable I is no longer
less than the number of FTs, then at this point the uplink and downlink rewards for all
feeder terminals across all hypotheses is complete, and the process proceeds to step
964. Steps 964, 966, 968 and 970 perform the same process as steps 956, 958, 960,
962, but in respect of each FB rather than each FT. Again, step 968 can be performed
in parallel for all hypotheses. Once it is determined at step 970 that all FBs have been
considered, then the process proceeds to step 972.

At step 972 a variable n is set equal to O and then at step 974 n is incremented.
Thereafter, at step 976 the various uplink and downlink rewards for hypothesis n are
evaluated in order to produce a reward value for the hypothesis. At step 978, it is
determined whether all hypotheses have been considered, and if not the process returns
to step 974. However, once it is determined at step 978 that all hypotheses have been
considered, then the process proceeds to step 980 where the evaluation process is
considered complete.

Select Hypothesis
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The selection performed at step 825 of Figure 29 is done in a random fashion,
selecting the hypotheses with high rewards more often. As a consequence, hypotheses
with low rewards will eventually be discarded and those with high values will proceed
to the next stage. If N denotes the number of (input) hypotheses that enter the
selection process, then N will also be the number of (output) hypotheses that will be
generated by the selection process. It should be clear that some output hypotheses will
be in duplicate.

Figure 34 illustrates the steps performed in one embodiment in order to select a
modified set of hypotheses. At step 1000, the process begins, whereafter at step 1005
the number of hypothesised optimised networks N is obtained, and then the number of
highest ranked hypotheses K is determined with reference to the results of the
evaluation process described with reference to Figure 33, this information being stored
as network parameters 1010. At step 1015, the K highest ranked hypotheses are
selected, whereafter at step 1020 a further N-K hypotheses are selected randomly.
Thereafter, at step 1025, the selection process is considered complete, and the resultant
modified set of hypotheses are output. In practice, the value K is typically equal to
one or two. The selection of the K highest ranked hypotheses guarantees the survival
of the best solution.

Generate a New Set of Hypotheses

After the modified set of hypotheses has been produced by step 825 of Figure
29, a replacement set of hypotheses is created by the reproduction step 835 of Figure
29. If N denotes the number of (input) hypotheses that enter this process, then N will
also be the number of new (output) hypotheses that will be generated. This phase
contains the following four operations, described for example in the publication Weise

T., “Global Optimization Algorithms, Theory and Application”, available at

*2

hitnwww it-welse de/projecta/book ndf

e Creation: One or more hypotheses are generated with random attributes.

e Duplication: One or more input hypotheses with the highest score are copied
without any modifications.

® Mutation: A minor attribute of an input hypothesis is randomly modified to
generate a new hypothesis. The selected input hypotheses for this stage are

selected in a random fashion.
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e Recombination (or Crossover): Attributes from pairs of input hypotheses are
randomly swapped to create pairs of new hypotheses. The selected input
hypotheses for this stage are selected by random.

In one embodiment, a fifth new operation is also added:

e Reincarnation: Reinstate one or more optimised networks (stored in a
database). For example, reinstate an optimised network that was applied 24h
and/or 7 days ago. The assumption here is that traffic demand is
cyclostationary.

Let N¢, Np, Ny, Ng, and Nj, denote the number of creations, duplications,
mutations, recombinations and reincarnations, respectively. It will be clear that N =
Nc + Np + Nm + Nr + N In one example embodiment, N¢ is typically set to 1;
random starting points are generally a good idea to avoid local minima during
optimisation. Np is typically set to 2 ensuring the survival of the fittest. The number
of recombination Ny is by design an even number and usually does not exceed the
number of mutations Ny;. During a mutation or a recombination one or more attributes
of the hypotheses are modified. This is carried out by modifying or appending one of
the following:

1. FT to FB association;

2. Antenna bearing;

3. TX antenna pattern.

Figure 35 illustrates the steps for generating a new set of hypotheses. At step
1050, the generation step begins, whereafter at step 1055 the set of input hypotheses
are obtained from the network parameters 1060 along with a set of previously
optimised hypotheses, for example hypotheses that are considered to provide
particularly good solutions having regard to a particular time of day, day of the week,
etc. The variables N¢, Np, Ny, Nr, and Nj are also obtained, these values typically
having been set in advance. Thereafter, at step 1065, N¢ random hypotheses are
created, and at step 1070 the best Np hypotheses from the set of input hypotheses are
duplicated. At step 1075, Ny hypotheses from the set of input hypotheses are mutated,
with the hypotheses selected for this process typically being random. At step 1080, Ng
hypotheses from the set of input hypotheses are subjected to the recombination

process. Again, the hypotheses chosen for this process are typically random, other
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than the requirement for an even number of hypotheses to be chosen. At step 1085, Nj
hypotheses are reinstated from the set of previously optimised hypotheses, whereafter
the generation process is considered complete at step 1090.

It will be appreciated that the various parameters N¢, Np, Ny, Ng, and Nj can
be varied if desired. For example, whilst at some times of the day it may be
appropriate to reinstate a hypothesis from a set of previously optimised hypotheses at
step 1085, there may be other times of day when this is not appropriate, and
accordingly it would be appropriate to set the variable Ny to 0 and to adjust the other
variables accordingly.

Apply Preferred Optimised network

This procedure (step 830 of Figure 29) is responsible for selecting the
optimised network and disseminating the information to the various nodes of the
network. Specifically, the BSON searches through the current set of hypotheses and
selects the one yielding the highest score. The selected hypothesis will thus be the
next optimised network to be applied to the network. The BSON is also responsible
for communicating the optimised network to the FBs and FTs. In order to minimise
the amount of information sent to each node in the network, the BSON will
communicate portions of the optimised network pertinent to each FB and associated
FTs.

Figure 36 is a flow diagram illustrating the above process. At step 1100, the
process starts, whereafter at step 1105 the set of input hypotheses is obtained. At step
1110, the best hypothesis from the set, based on its current reward value, is selected,
and then at step 1115 the selected hypothesis is set as the next optimised network.
Thereafter, at step 1120, the optimised network is distributed to the FBs and FTs,
whereafter the process is considered completed at step 1125.

By way of brief overall summary a method and corresponding apparatus are
provided for configuring a wireless network comprising a plurality of nodes to
mitigate effects of an external interference source. A subset of nodes of the plurality
of nodes are configured to simultaneously participate in an external interference
sampling process in which each node of the subset of nodes samples signals received
by an antenna array of that node. A measurement report, comprising a signal source

angle and a received signal strength, is received from a node. A location of the
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external interference source is firstly estimated using the measurement report received
from the node. The external interference source is then characterised using the
estimated location of the external interference source and the received signal strength
to calculate for the external interference source at least one of: a source power; a beam
width; an antenna bearing; and a front-to-back transmission ratio. Finally the plurality
of nodes are configured to mitigate the effects of the external interference source in
dependence on a result of the characterising step.

In the present application, the words “configured to...” are used to mean that
an element of an apparatus has a configuration able to carry out the defined operation.
In this context, a “configuration” means an arrangement or manner of interconnection
of hardware or software. For example, the apparatus may have dedicated hardware
which provides the defined operation, or a processor or other processing device may
be programmed to perform the function. “Configured to” does not imply that the
apparatus element needs to be changed in any way in order to provide the defined
operation.

Although illustrative embodiments have been described in detail herein with
reference to the accompanying drawings, it is to be understood that the invention is not
limited to those precise embodiments, and that various changes, additions and
modifications can be effected therein by one skilled in the art without departing from
the scope and spirit of the invention as defined by the appended claims. For example,
various combinations of the features of the dependent claims could be made with the
features of the independent claims without departing from the scope of the present

invention.
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CLAIMS

1. A method of configuring a wireless network comprising a plurality of nodes to
mitigate effects of an external interference source, the method comprising the steps of’

configuring a subset of nodes of the plurality of nodes to simultaneously
participate in an external interference sampling process in which each node of the
subset of nodes samples signals received by an antenna array of that node;

receiving a measurement report from a node, wherein the measurement report
comprises a signal source angle and a received signal strength;

estimating a location of the external interference source using the measurement
report received from the node;

characterising the external interference source using the estimated location of
the external interference source and the received signal strength to calculate for the
external interference source at least one of: a source power; a beam width; an antenna
bearing; and a front-to-back transmission ratio; and

configuring the plurality of nodes to mitigate the effects of the external

interference source in dependence on a result of the characterising step.

2. The method as claimed in claim 1, wherein characterising the external
interference source comprises performing a characterisation particle filter process

using a Particle Filter algorithm.

3. The method as claimed in claim 1 or claim 2, wherein estimating the location
of the external interference source comprises performing a location estimation particle

filter process using a Particle Filter algorithm.

4. The method as claimed in claim 3, when dependent on claim 2, wherein the
location estimation particle filter process uses a first Particle Filter algorithm and the

characterisation particle filter process using a second Particle Filter algorithm.

5. The method as claimed in any preceding claim, wherein characterising the

external interference source calculates for the external interference source at least two
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of: the source power; the beam width; the antenna bearing; and the front-to-back

transmission ratio.

6. The method as claimed in any preceding claim, wherein characterising the
external interference source calculates for the external interference source: the source

power, the beam width; the antenna bearing; and the front-to-back transmission ratio.

7. The method as claimed in any preceding claim, wherein during the external

interference sampling process none of nodes of the subset transmits.

8. The method as claimed in any preceding claim, wherein the external
interference sampling process comprises each node of the subset of nodes sampling

signals received by an omnidirectional antenna array of that node.

9. The method as claimed in any of claims 1-7, wherein the external interference
sampling process comprises each node of the subset of nodes sampling signals

received by a directional antenna array of that node.

10. The method as claimed in claim 9, wherein when the subset of nodes are not
participating in the external interference sampling process, at least one of the subset of
nodes uses its directional antenna array for data traffic transmission and at least one of

the subset of nodes uses its directional antenna array for data traffic reception.

11. The method as claimed in any preceding claim, wherein the measurement
report further comprises time-domain samples of the signals received by the antenna

array of that node.

12. The method as claimed in claim 11, wherein estimating the location of the
external interference source comprises cross-correlation of the time-domain samples in
the measurement reports of two nodes to generate a time-difference-of-arrival

measurement for the two nodes.



10

15

20

25

30

WO 2016/207603 PCT/GB2016/051618

58

13. The method as claimed in claim 11 or claim 12, wherein the node transmits the
time-domain samples for less than all the measurement reports transmitted from the

node.

14. The method as claimed in claim 12 or claim 13, wherein the wireless network
connects user equipment to a core network, and the wireless network connects user
equipment via a terminal node to a base station node, and the base station node is
connected to the core network,

wherein the cross-correlation of the time-domain samples in the measurement
reports of the two nodes to generate the time-difference-of-arrival measurement for the

two nodes is performed at the base station node.

15. The method as claimed in any preceding claim, wherein configuring the subset
of nodes to participate in the external interference sampling process comprises

defining a trigger type for transmission of the measurement report.

16. The method as claimed in claim 15, wherein the trigger type is elapse of a

predetermined period.

17. The method as claimed in claim 15, wherein the trigger type is occurrence of a

predetermined event.

18. The method as claimed in claim 17, wherein the predetermined event is at least
one of: departure of a data throughput of the node from a defined data throughput
range for the node; and departure of a signal-to-noise-ratio of the node from a defined

signal-to-noise-ratio range for the node.

19.  Apparatus for configuring a wireless network comprising a plurality of nodes
to mitigate effects of an external interference source, the apparatus comprising:
transmission circuitry to transmit configuration data to a subset of nodes of the

plurality of nodes to cause the subset of nodes to simultaneously participate in an
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external interference sampling process in which each node of the subset of nodes
samples signals received by an antenna array of that node;

reception circuitry to receive a measurement report from a node, wherein the
measurement report comprises a signal source angle and a received signal strength;

location estimation circuitry to estimate a location of the external interference
source using the measurement report received by the reception circuitry from the node;

characterisation circuitry to use the estimated location of the external
interference source and the received signal strength to calculate for the external
interference source at least one of: a source power; a beam width; an antenna bearing;
and a front-to-back transmission ratio; and

configuration circuitry to configure the plurality of nodes to mitigate the effects
of the external interference source in dependence on an output of the characterising

circuitry.

20.  Apparatus for configuring a wireless network comprising a plurality of nodes
to mitigate effects of an external interference source, the apparatus comprising:

means for transmitting configuration data to a subset of nodes of the plurality
of nodes to cause the subset of nodes to simultaneously participate in an external
interference sampling process in which each node of the subset of nodes samples
signals received by an antenna array of that node;

means for receiving a measurement report from a node, wherein the
measurement report comprises a signal source angle and a received signal strength;

means for estimating a location of the external interference source using the
measurement report received from the node;

means for using the estimated location of the external interference source and
the received signal strength to calculate for the external interference source at least one
of: a source power, a beam width; an antenna bearing; and a front-to-back
transmission ratio; and

means for configuring the plurality of nodes to mitigate the effects of the
external interference source in dependence on an output of the means for using the

estimated location of the external interference source and the received signal strength.
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