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(57) Abstract: Technology is disclosed for backing up data to and recovering data from a destination storage system that stores data
in a format different form that of a primary storage system ("the technology"). A replication stream having the data ot multiple files,
metadata of the files, and reference maps including a mapping of the corresponding file to a portion of the data of the corresponding
file is generated at the primary storage system. The replication stream is sent to a parser to map or convert the data, the files, and the
reference maps to multiple storage objects in a format the destination storage system is configured to store. Various types of storage
objects are generated, including a first type of the storage objects having the data, a second type of storage objects storing the refer-
ence maps, and a third type of the storage objects storing metadata of the files.
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BSACKING UP DATATO CLOUD DATA STORAGE
WHILE MAINTAINING STORAGE EFFICIENCY

CROSS REFERENCE TO RELATED APPLICATION(S)

{0001} This application claims priority to U.S. Patent Application No. 14/217,941
filed March 18, 2014, which is hereby incorporated by reference in its entirety.
TECHNICAL FIELD

10002} Several of the disclosed embodiments relale o data storage, and more
particularly, to backing up and resloring data o and from a cloud data storage
system that stores data in a format different from that of a primary storage system.
BACKGROUND

§0003] A storage server operates on behalf of one or more clients o store and
manage shared files. A client can reques! the storage server (o backup data stored
in a primary data storage system ("storage system”) of the dala storage server
{“storage server’) to ong or more secondary storage systems. Many slorage
systems include applications that provide tools for adminisirators to perform
scheduling and creation of database backups, and restoration of data from these
backups in the event of data Ioss. Some iraditional storage systems use secondary
storage systems that typically use a same storage mechanism {¢.g., a file system) as
that of a primary slorage system. However, such storage mechanisms do not
provide a flexibility to use other helerogeneous secondary storage systems, €.g.,
third party storage services such as a cloud storage service, because these
secondary storage systems often use a different storage mechanism from that of the
primary storage system for storing the data.

10004] Some traditional storage systems use heterogensous secondary storage
systems for backing up data. However, current technigues that allow backing up of
data to heterogeneous secondary storage systems are inefficient. The current
technigues do not provide optimal storage utilization at the secondary storage
system; do not support deduplication; or consume significant computing resources,

a.g., network bandwidth and processing time, in converting data from one format {o
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the other for backing up and restoring data. Accordingly, traditional network storage
systems do not allow the data 1o be backed up and recovered from heterogeneous
storage sysiems efficiently.
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BRIEF DESCRIPTION OF THE DRAWINGS

{0005] FIG. 1 is a block diagram illustrating an environment in which data
backup and recovery 1o and from a cloud storage service can be implemented.
10006] FIG. 2 is a block diagram illustrating a networked storage system for
backing up and restoring data to and from a cloud siorage service, consistent with
various embodiments of the disclosed technology.

10007] FIG. 3 is a block diagram illustraling various inode configurations,
consistent with various embodiments of the disclosed technology.

10008] FIG. 4 is a block diagram illustrating a replication stream generated
using logical replication engine with storage efficiency (LRSE} protocol, consistent
with various embaodiments of the disclosed technology.

10008] FIG. 5 illustrates a block diagram for creating storage objects from a
replication stream, consistent with various embadiments of the disclosed technology.
10010] FIG. 6 is a block diagram illustrating backing up incremental point-in-
time images to a destination storage system, consistent with various embodiments of
the disclosed technology.

10011} FIG. 7, which includes Figs 7A, 7B and 7C, is a block diagram illustrating
recovering data from a deslination siorage system o restore a primary slorage
system {0 a particular point-in-time image, consistent with various embodiments of
the disclosed technology.

10012} FIG. 8 is a flow diagram of a process of backing up data to an object-
based destination storage system using logical replication engine with storage
efficiency (LRSE) protocol, consistent with various embodiments of the disciosed
technology.

10013] FIG. 9 is a flow diagram of a process for backing up incremental point-in-
time images 1o an object-based destination storage system using LRSE protocol,
consistent with various embodiments of the disclosed technology.

{0014} FIG. 10 is a flow diagram of a process for recovering data from an

object-based destination storage system {0 restore a primary storage system to a
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particular point-in-time image, consistent with various embodiments of the disclosed
technology.

§0015] FIG. 11 is a block diagram of a computer system as may be used to
implement features of some embodiments of the disclosed technology.
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DETAILED DESCRIPTION

10016] Technology is disclosed for backing up dala o and restoring data from a
storage service that stores data in a format different from that of a primary storage
system {"the technology”). Various embodiments of the technology provide methods
for mapping the data from a storage format of the primary storage system, e.g.,
block-based storage formal, to a storage format of a destination storage system,
e.g., an object-based storage format, while maintaining storage efficiency. in some
embodiments, a replication stream is generated to back up a point-in-time image
{*PTV"; sometimes referred {0 as g "snapshot”} of the primary storage system, e.g., a
read-only copy of a file system of the primary storage system. The replication
stream can have dala of mulliple files (e.g., as data stream}, metadata of the files
{e.g., as metadata stream), and a reference map {(6.g., as reference stream) that
identifies, &.g., for each of the files, a portion of the data belonging o the file. The
replication stream is sent to a cloud data parking parser that backs up the PTl o the
destination storage system. The cloud data parking parser identifies the data,
metadata and the reference map from the replication stream and generates one or
more storage objects in object-based format for each of the data, the metadata and
the reference map. The one or more storage objecis are then sent o the destination
storage system, where they are stored in an object container.

00171 In some embaodiments, the primary slorage system can be a block-
based file storage system that manages data as blocks. An example of such a
storage system includes Network File System (NFS) file servers provided by NetApp
of Sunnyvale, California. In some embodiments, the block-based primary storage
system organizes files using inodes. An inode is a data structure that has meladata
of the file and locations of the data blocks (also referred 10 as “data extents”) that
store the file data. The inode has associated inode identification (1D} that uniquely
identifies the file. A data exient also has an associaled data exient 1D that uniquely
identifies the data extent. Each of the data exients in the inode is identified using a

file block number (FBN). The files are accessed by referring to the inodes of the
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files. The files can be stored in a multi-level hierarchy, e.g., in a directory within a
directory.

10018} in some embodiments, the destination storage system can be an object-
based storage system, e.g., a cloud storage service. An example of such a cloud
storage service includes 83 from Amazon of Seattle, Washington, Microsoft Azure
from Microsoft of Redmond, Washington. In some embodiments, the object-based
destination storage sysiem can have a flat file system that stores the data obiects in
a same hierarchy. For example, the data objecis are stored in an object container,
and the obiect container may not store another object container in it. All the data
objects for a particular object container can be stored in the object container in the
same higrarchy.

10019] To back up a PTlrom the block-based storage system o the
object-based storage system, a replication stream that includes {a) a data stream
containing data extenis (and their corresponding daia extent I1Ds) representing data
of the files at the primary storage systemn, {b) a reference stream having a reference
map that having a mapping of the FBNs of the inode of a corresponding file to the
data extents having the data of the corresponding file, and (¢} a metadata siream
that has metadata of the inocde of the corresponding file is generated. The
replication stream is then sent o the cloud data parking parser which generates one
or more data storage objects that have the data extents, one or more reference map
storage objects that have the reference maps, and one or more inode storage
objects that have the metadata of the inodes. The data storage objects, reference
map storage objects and the inode storage objects corresponding to the PTi of the
orimary storage system are sent {o the destination storage system for storing.
{0020} Various embodiments of the technology provide methods for recovering
data from the cloud siorage service to restore the primary storage system. In some
embodiments, the primary storage system can be restored o a particular PTI
maintained at the destination storage system. The destination storage system can
nclude multiple PTis of the primary storage system which are generated sequentially
over a period of ime. A common P11 that is available on both the primary storage
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system and the destination storage system is identified. The primary storage system
is then resiored o the common PTL A difference between the common PTH and the
particular PT1 is determined. In some embodiments, finding the difference can
include identifying a state of the primary storage system, e.g., a sel of files and the
data of the set of files that correspond (o the particular PTH, and identifyving changes
made to the siale starting from the particular PTHup to the commaon PTL

10021} One or more replication jobs are generated for obtaining the difference
from the destination storage system and applying the difference to the common PTI
on the primary storage system o resiore to the particular PTL The jobs can include &
deleting job for deleting the files and/or their corresponding data, e.g., inodes and/or
data extents, from the common PTi which are added to the primary siorage system
after the particular PTH was generated. The jobs can include an inserting job for
inserting the files and/or their corresponding dala, e.g., inodes and/or dala extents,
to the common PTH which were deleted at the primary storage system after the
particular PTI was generated. The jobs can include an updating job for updating the
files, e.q., reference maps of the inodes, which were modified after the pariicular PTI
was generated.

ENVIRONMENT

10022] FIG. 1 is a block diagram illustrating an environment 100 in which data

backup and recovery (o and from a cloud storage service can be implemented. The
environment 100 includes a storage server 105 that can back up data from a primary
storage system 110 {0 a destination siorage system 115, The storage server 105
can also recover data from the destination storage system 115 o restore the primary
storage system 110, The primary storage system 105 can store data in a format
different from that of the destination storage system 115,

10023] in some embodiments, the primary storage system 110 can be a block-
based storage system which manages data as blocks. An example of storage server
105 that stores data in such a format is Network File System (NFS) file servers
commaercialized by NetApp of Sunnyvale, California, that uses various storage
operating systems, including the NetApp® Data ONTAP.™ However, any
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appropriate storage server can be enhanced for use in accordance with the
embodiments of the technology described herein. A file system of the storage server
describes the data stored in the primary storage system 110 using inodes. An inode
is a data structure that has metadata of the file, and the file data or locations of the
data exients thal has the file data. The files are accessed by referring to the inodes
of the files.

10024] The storage server 105 can include a PTI manager component 145 that
can generate a PTi of the file system of the storage server 105, A PTlis a read-only
copy of an entire file system at a given instant when the P11 is created. The PTI
nciudes the data stored in the primary storage system 110, In some embodiments,
the PTi includes the dala extents and metadala of the data, 2.g., inodes to which the
data extents belong, and metadata of the inodes. A newly created PTlrefers to
exactly the same data extents as an “active file system” (AFS) does. Therefore, itis
created in a small period of time and does not consume any additional disk space.
The AFS is a file system to which data can be both written and read, or, more
generally, an active store that responds 1o both read and write operations. Only as
data extents in the active file system are modified and written o new locations on the
primary storage system 110 does the PT1 begin to consume extra space. In some
embodiments, the PTls can be generated sequentially at regular intervals. Each of
the sequential PTis includes only the changes, .¢., additions, deletions or
maodifications to the files, from the previous PTI. AbasePTicanbea PTithathas a
tull copy of the data, and not just the changes from the previous PTL, stored at the
primary storage system 110. The PTis can be backed up to the destination storage
system 115.

10025] In some embaodiments, the destination storage system 115 can be an
object-based storage sysiem, e.¢., a cloud data storage service (“cloud storage
service”). Accordingly, the P11 data generated by the PTI manager 145 has to be
converted to the slorage objects.

[00286] A replication module 150 generates a replication stream o replicate the
PT1 to the destination storage system 115, The replication stream can include the
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data of multiple files, e.¢., as dala extents, metadata of the files, e.g., inodes, and a
reference map that identifies for each of the files the data extents storing the data of
the file. However, contents of the replication stream may not be stored as is in the
destination storage system 115 because the contents are in a format that is different
from what the destination storage sysiem 115 expects. Accordingly, the contents of
the replication stream may have to be converted or translated or mapped to a format,
e.g., io storage objects that can be stored at the destination storage system 115,
The replication stream is sent {o a cloud data manager 155 that parses the content
of the replication stream, generates the storage objects corresponding to the
content, and backs up the storage objects for the P11 to the destination storage
system 115. In some embodiments, the cloud data manager 155 can be
implemented in a separate server, e.g., a server different from that of the storage
server 105,

{0027} In some embodiments, parsing the replication stream includes extracting
the data, the metadata of the files, and the reference map from the replication
stream. After the extraction, the cloud data manager 155 generates one or more
storage objects for the data {referred to as “data storage objects”}, one or more
storage obiects for the metadats {(referred to as “inode siorage objects”™), and one or
more storage objects for the reference map (referred 1o as “reference map storage
objecis”). The one or more storage objects are then sent to the destinalion storage
system 115,

10028] in some embodimeants, the object-based destination storage system 115
can have a flat file system that stores the storage objects in a same hierarchy. For
example, all the storage objects of a particular PT1"581” e.g., dala slorage objects
130, inode siorage objects 135, and reference-map storage objects 140, are stored
in an object container 125 in the same hierarchy. The object container 125 may not
include another object container within, Further, the PTis can be organized in the
destination storage system in various ways. For example, every P11 can be stored
in a corresponding object container. In another example, there can be one object
container per volume of the primary storage system 110 for which the PTl is
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generated. All the PTis generated for a particular volume may be stored in the
object container corresponding to the particular volume.

§0029] Referring back to the cloud data manager 155, the cloud data

manager 155 can be implemented within the storage server 105 or in one or more
separate servers. The destination storage sysiem 115 provides various application
grogramming interfaces (APIs) for generating the storage objects in a format specific
o the destination storage system 115, and for transmitting the storage obiects to
destination storage system. The cloud data manager 155 generates the siorage
objects and transmits them to the destination storage system 115 using the provided
APls.

{0030} FIG. 2 is a block diagram of a networked siorage system 200 for backing
up data to and restoring from a cloud storage service, consistent with various
embodiments of the disclosed technology. The networked storage system 200 may
be implemented in the environment 100 of FIG. 1. The storage server 205 can be
similar to the storage server 105, the primary storage system 210 o the primary
storage sysiem 110, destination storage system 215 to the destination storage
system 115, and the cloud data manager 240 {0 the cloud data manager 155.

10031] The storage server 205 can be a block-based storage server, e.g., NFS
file servers provided by NetApp of Sunnyvale, California, that uses various storage
operating systems, including the NetApp® Data ONTAP™ storage operating system.
The storage server 205 receives data from a client 275 and stores the data, 6.9, 85
blocks, in the primary storage system 210. The storage server 205 is coupled 1o the
primary storage system 210 and {o the client 275 through a network. The network
may be, for example, a local area network (LAN}, a wide area network (WAN), a
metropolitan area network (MAN}, a wireless network, a global area network (GAN)
such as the Infernet, a Fibre Channel fabric, or the like, or a combination of any such
types of networks. The client 275 can be, for example, a conventional personal
computer (PC), server-class computer, workstation, or the like.

[0032] The primary storage system 210 ¢an be, for example, conventional
magnetic disks, optical disks such as CD-ROM or DVD-based storage,  magneio-

10
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optical (MO} storage, or any other type of non-volatile storage devices suitable for
storing large quantities of data. The siorage devices can further be organized as a
Redundant Array of inexpensive Disks/Devices (RAID), whereby the storage server
205 accesses the primary storage system 210 using RAID protocols.

{0033] it will be appreciated that some embodiments may be implemented with
solid-state memories including flash storage devices constifuting storage array {e.g,,
disks). For example, a storage server {e.g., storage server 205) may be operative
with non-volatile, solid-state NAND flash devices which are block-oriented devices
having good (random) read performance, i.e., read operations to flash devices are
substantially faster than write operations. Data stored on & flash device is accessed
{e.g., via read and write operalions) in uniis of pages, which in the present
embpodiment are 4kB in size, although other page sizes {e.g., 2KB) may aiso be
used.

10034] The storage server 205 includes a file system layout that writes the data
into the primary siorage system 210 as blocks. An example of such a file system
layout includes a write anywhere file-system ("WAF”} layout (WAF). The WAF layout
is block based {e.g., 4 KB blocks that have no fragments), uses inodes (o describe
the files stored in primary storage system 210, and includes directories that are
simply specially formatied files. The WAF layoutl uses files to store meta-data that
describes the layout of the file system. WAF layoul meta-data files include an inode
file.

10035] FIG. 3 is a block diagram illustrating various inode configurations,
consistent with various embodiments of the disclosed technology. The inode file 305
has the inode table for the file system. Each inode file block of the inode file 305 is
of a specified biock size, g.g., 4KB, and includes multiple inodes as lliustrated by
inode file block 310, The inode 315 includes metadata 320 and a data block 325 of
a specified size, e.g., 64 bytes. The inode metadata 320 includes information about
the owner of a file the incde represents, permissions, file size, access time, inode 1D,
etc. For a small file having a size of 64 bytes or less, data is stored directly in the
inode 315 itself, e.g., in the data block 325.

11
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10036] For a file having a size that is greater than 64 bytes and less than or
equal to 64 KB, a single level of indirection is used {o refer to the data blocks. For
example, the data block 325 can be used as a block 330 to store the location of the
actual data blocks that have the file data. The block 330 has muitiple block number
entries, e.g., 16 block number entries of 4 bytes each, each of which can have
reference 1o a data block 335 that has the data. The data block 335 can be of a
specified size, e.g., 4 KB.

10037} For a file having a size that is greater than 64 KB and is iess than 64
MB, two levels of indirection can be used. For example, each of the block number
entries of block 340 references a single-indirect data block 345, In turn, each 4 KB
single-indirect data block 345 comprises 1024 pointers that reference 4 KB data
blocks 350. Similarly, for a file having a size that is grester than 84 MB additional
tevels of indirection can be used. Accordingly, a file in the primary storage sysiem
can be represented using an inode. The inode includes the data of the file or has
references 1o the data extents that have the data of the file. Each of the data blocks
within the inode is identified using an inode FBN. Each of the data blocks has a dala
extent 1D that uniguely identifies the data block. Further, the inode has an
associated inode 1D that uniguely identifies the file.

{0038} The data exient also has an associsted 10 that uniguely identifies the
datg extent. In some embodiments, the data exient 1D is a volume block number
(VBN} in a volume 220 of an aggregate 225 of the primary storage system 210. The
aggregate 225 is a group of one or more physical storage devices of the primary
storage system 210, such as a RAID group 230. The aggregate 225 is logically
divided into one or mare volumes, e.g., volume 220. The volume 220 is a logical
collection of space within an aggregate. The aggregate 225 has its own physical
volume block number (PVEBN) space and maintains metadata, such as block
allocation "bitmap” structures, within thal PVBN space. Each volume also has its
own VBN space and maintains metadats, such as block allocation bitmap structures,
within that VBN space.

12
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10039] When a PTI of the file system of the storage server 205 is generated, the
inodes of the files in the primary storage system 210 and the data extents having the
data of the files are copied to the PTL. The PTi can then be replicated o the
destination storage system 215, As described with reference o FIG. 1, a replication
stream is generated, e.g., by a replication module 150, to replicate the PTi (o the
destination storage system 215, In some embodiments, the replication stream is
generated using a logical replication engine with storage efficiency (LRSE) protocol
235,

100401 The LRSE protocol 235 is intended for use as a protocol 1o replicate
data between two hosts while preserving storage efficiency. The LRBE protocol 235
allows preserving storage efficiency over the wire, g.¢g., during transmission, as well
as on the storage devices at the destination storage by naming the replicated data.
The LRSE protocol 235 allows the sender, e.g., primary slorage system 210, {o send
the named data once and refer to it {by name) multipie times in the future. In LRSE
orotocol 235, the sender, e.g., primary storage system 210 identifies and sends
new/changed data extents along with their names (without a file context). The
sender also identifies new/changed files and describes the changed contents in the
files using the names.

10041]) FIG. 4 is a block diagram 400 illustrating a replication stream generated
using LRSE profocol, consistent with various embodiments of the disclosed
technology. For example, consider that a base PTI 405 of the primary storage
systern 210 of FIG. 2, includes two files, a first file having data "A" and "B and a
second file having only “B.” The data “A” and “B” are stored in two data extents, data
extent 1D *100” and data extent ID “1017

10042] in the block diagram 400, the first file is represented using inode 410.
The inode 410 includes the data exients, e.g., data extent 1D 100" and data extent
ID “1017 that have the data of the first file as FBN “0” and FBN “17 of the inode,
respectively. The FBN identifies the data extents within the inode. Similarly, the
second file is represented using inode 415 and the data exient, e.g., data extent

{0 "101,” that has the data of the second file is included as FBN *0” of the inode 415.

13
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in some embodiments, the storage server 205 stores the data in a de-duplicated
format. That is, the files having a portion of data that is identical between the files
share the data exient having the identical data. Accordingly, the inode 415 shares
the data extent “101” with inode 410. iIn some embodiments, the identical data can
be stored in different data extents, e.g., different data extents for each of the files. In
some embodiments, the data extent 1D can be a VBN of the volume 220 at the
primary storage system 210.

10043} The raplication stream for the above base PTI 405 can include &
reference stream 425 having reference maps 430 and 435, a data stream having
named data extents 445 and 450. The reference map 430 of the inode 410 includes
a mapping of FBNs of the inode 410 (o data extent 1Ds, e.g., "100” and 101, of the
data extents that have the data of the file which the inode 410 represents. Similarly,
the reference map 435 includes a mapping of FBNs of the inode 415 {0 data exient
3, e.g., "1017 of the data extent that has the data for the file which the inode 415
represents.

10044] The replication stream can also include a dala stream 440 having data
extents having the data of the files represented by inodes 410 and 415. The data
stream 440 includes the data exients and their corresponding 1Ds ("names”™), and
hence raferred 10 as "named data exients.” In some embaodiments, the named data
extents 445 and 450 may be generated separately, e.g., one named data extent for
every data extent. In some embodiments, the named data exients 445 and 450 may
be generated as a combined named data extent 455, The replication stream can
also include metadata of inodes 410 and 415 {not lliustrated).

[0045] The replication stream can be transmitied to the destination storage
system 215 {o store the base PTH405. However, the contents of the replication
stream may have o be converted or translated or mapped {o storage objects, which
is the format of data expected by the destination storage system 215. The
replication stream is sent {0 a cloud data manager 240 for converting the contents of
the replication stream {0 the storage objects and transmitting them o destination
storage sysiem 215, A cloud data parking parser 245 in the cloud data manager 240
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parses the replication stream to identify the referance maps 430 and 435, named
data extent 455, and the metadata of inodes 410 and 415, After identifying the
contents, the cloud data parking parser 245 generates one or more siorage objecis
for the contents of the replication, as Husirated in FIG. 5.

10048] FiG. & illustrates a block diagram 500 for creating storage objects from a
replication stream, consistent with various embodiments of the disclosed technology.
The cloud data parking parser 505 is similar {o the cloud data parking parser 245 of
FIG. 2, the named data exients 510 is similar to named data exient 455 of FIG. 4,
and the reference maps 525 and 530 o the reference maps 430 and 435,
respectively. The contents of the replication stream can arrive in any order, that is,
the reference maps 525 and 530, name data extents 510, and the metadata 515 and
520 of inodes 410 and 415, respectively, can arrive at the cloud data parking parser
505 in any order. The cloud data parking parser 505 understands the LRSE protocol
235 and therefore, identifies the contents of the replication stream regardiess of the
order they arrive in.

10047] The cloud data parking parser 505 creates siorage objects of various
types representing the content of the replication stream. For example, the cloud
data parking parser 505 can create a data storage object 255 corresponding to data
extents, a reference map storage object 260 corresponding o a reference map, and
an inode storage object 265 corresponding to the metadata of inode. In FIG. 5, the
cloud data parking parser 505 creates a daia storage object 560 corresponding to
the named data extenis 510. The dala slorage object 580 incudes the data extents
and their corresponding data extent IDs. In some embodiments, more than one data
storage obiect can be generated for the namead data extents 510, e.g., one data
storage object per data extent.

0048} The cloud data parking parser 505 creates reference map storage
objects 575 and 580 corresponding io the reference maps 525 and 530. The cloud
data parking parser 505 also creates inode storage objects 5685 and 570
corresponding to the metadata 515 and 520 of the inodes 410 and 415, The inode
storage object can include metadata of an inode, e.g., created by, date and time,
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rmodified date and time, owner, number of file blocks in an inode (¢.g., size of the file
o which the inode corresponds) efc. The storage objects may be slored in an object
container 550 at the destination storage system 215,

{00491 Referring back to FIG. 2, after the various storage objects are created,
the cloud data parking adapter 250 fransmits the above storage objects to the
destination storage systemn 215 over a communication network 270, In some
embodiments, the storage objects are transmitted over the communication

network 270 using hyper-text transfer protocol (HTTP). The cloud data parking
adapter 250 can use the APIs of the destination storage system 215 to transmit the
storage objects. Accordingly, the base P11 405 is backed up o the destination
storage sysiem 215,

10050] FIG. 6 is a block diagram 600 #lustrating backing up incremental PTis o
a destination storage system, consistent with various embodiments of the disclosed
technology. In some embodiments, PTis may be generated at a host system
incrementally, e.g., a second PTI may be generated some period after the base PTI
is generated. Such incremental PTis can be backed up to the destination siorage
system by backing up only a difference between the second PTi and the base PTi o
the destination storage system. The difference can inciude the changes made to the
primary storage system, &.g., addition, deletion or modification of files, after the base
Tl was generated. This way, the entire data need not be transmitted again for
backing up the incremental PT1, which resulis in a significant reduction in
consumption of the resources, e.g., network bandwidth, for backing up the PTL
{0051} In some embodiments, the incremental PTls can be backed up using the
system 200 of FIG. 2. Consider that a base PTH e.g., base PTH405 of FIG. 4, of the
primary storage system 210 is backed up o the destination storage system 215, A
PTISS17 605 is generated al the primary storage system 210 some period after the
base PT1 405 is generated. In the PTI 605, the inode 410 includes data extents
“1007 and "101,” and the inode 410 includes data extent "103.” Further, a new incde
810, which corresponds {0 a new file crealed after the base PT1 405 is generated,
includes data extent “103.” On comparing the PT1 605 with the base P11 405 that
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was previously backed up, the changes can be identified as follows: (a) the FBN 17
of inode 410 is updated (o include a new data extent "102,” (b} the FBN "1” of inode
415 is updated to include a new data extent “103,” {¢) a new inode 610 is created
and its FBN “07 includes data extent 103, and (d} the data in data extent “1017 is
not used anymore. In some embodiments, the storage server 205 can use a specific
application to daterming a difference beatween two PTIs.

10052] The replication stream transmiis the differences to the cloud data
parking parser 245. The cloud data parking parser 245 generates the following
storage obiects: {a) data storage obiect 615 corresponding data extents “102” and
“103,” (b} an inode storage object 820 corresponding (o inode 610, (¢) inode storage
objects 625 and 630 corresponding to inodes 410 and 415 because the metadata of
these inodes, &.g., access time, has changed, {d} a reference map object 635
mapping FBN "17 of inode 410 o dala extent 1D 102, (&) a reference map object
640 mapping a FBN “0” of inode 415 to °-17, indicating that data in data extent "102”
is to be deallocatad, (f) a reference map object 545 mapping FBN *17 of inode 410 10
data extent 1D “103,” {g) and a reference map object 650 mapping FBN "0” of inode
610 to data extent 1D “103.” These storage objects are then transmitied to the
destination storage system 215, where they are stored in an object container
corresponding to the PTI 805, e.g., object container 655,

f0053] FIG. 7, which includes Figs 7A, 7B and 7C, is a block diagram 700
ilustrating recovering daia from a destination storage system to restore a primary
storage system to a particular PTI, consistent with various embodiments of the
disclosed technology. In some embodiments, the recovering of data can be
implemented in the systern 200 of FIG. 2. The primary slorage system 705 can be
similar (o the primary storage system 210 and the destination storage system 710 (o
the destination storage system 215. In some embodiments, while multiple PTis of
the primary storage system 705 are backed up o and maintained at the destination
storage system 710, e.g., as incremental PTis (also referred o as “PTl difference”

{SD}), not all the PTls may be maintained at the primary storage system 705, Some
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or all of the PTis may be deleted from the primary storage systemn 705 after they are
backed up to the destination storage system 710

10054 in the example of FIG. 7, the destination storage systermn 710 includes
incremental PTis of the primary storage system 705, e.g., a base PTI 725, a first SD
730, a second SD 735, a third SD 740, and a fourth 8D 745, The primary storage
system 705 may have only fourth PTH 720, In some embodiments, while a PTl at the
primary storage system 705 has a complete copy of the file system of the primary
storage system, each of the incremental PTIs maintained at the destination storage
system 710 may include a difference, e.g., data corresponding to the difference,
between the corresponding incremental PTI and a previous incremental P11 For
example, the fourth 8D 745 includes the difference between the data on the primary
storage system 705 at the time fourth PT1 720 is generated on the primary storage
systern 705 and the data corresponding to the third SD 740 on the destination
storage system 710.

10055] The AFS, which is a current state of the primary storage system 705, is
as lustrated in AFS 715, The AFS 715 indicates the primary siorage system 705
has four files, which are represented by corresponding inodes, ¢.¢., inode "1," inode
“2," inode "3, and inode "4 In some embodiments, the numbaers "17-"4” associated
with the inodes are inode 1Ds. The inode "17 includes two data exdents 100”7 and
“103,” thal is, the data of file represenied by inode “17 is contained in the data
extents “100” and “103.”7 Similarly, the inode "2 includes data extents “103" and
“104," the inode “3" includes data extents “101” and 103, and the inode “4” includes
data extent 1057

10058] In some embodiments, (o restore the primary storage system 705w a
particular PT1, the primary storage system 705 may be first restored to a PTi that is
common between the primary storage system 705 and the destination storage
system 710, After restoring o the commaon PTI, a difference between the commaon
PTl and the particular PTl s obtained from the destination storage system 710. The
difference is applied to the common PTi at the primary storage system 705 which
then restores the primary storage system 705 to the particular PTL
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10057] in some embodiments, obtaining the difference includes identifying a
state of the primary storage system 705 at the particular PTl. The siate can be
identified by traversing all the PTls from the base PTl to the particular PT and
determining the inodes and their data extents stored at the primary storage

system 705 at the time the particular P11 is generated. Then, the state of the
primary storage system 705 at the common PT1 s determined by traversing all the
Sbs starting from a 3D following the particular PTH to the common P11 in the
destination storage system 710. The change in state or the difference is determined
as {a} inodes that are added to and/or deleted from the primary storage system 705
after a P11 corresponding to the first SD 730 is generated (a) data extents that are
added to and/or deleted from the primary storage system 705 after the PTI
corresponding to the first SD 730 is generated, and (¢} changes made o the
reference maps of the inodes.

10058] After the difference is computed, replicating jobs are generated {o apply
the difference to the commaon PTI on the primary storage system 705, thereby
restoring the primary storage system to the particular PTL. The replicator jobs can
perform one or more of: {a) deleting inodes and/or data exients that are added to the
primary storage system 705 after a PTi corresponding (o the first SD 730 is
generated, (b) adding incdes and/or data extents that are deleted from the primary
storage sysiem 705 after a PT1 corresponding to the first SD 730 is generated, which
can require Tetching data corresponding to the added data exients from the
destination storage system 710, and (¢} reverting the changes made o the reference
maps of the incdes after a PTI corresponding to the first S 730 is generated.
10059] In some embodiments, by restoring the primary storage system 705 to
the common FTI before restoring o the particular PT, the amount of data thathas to
be obtained from the destination storage system 710 is minimized. This can result in
reduced consumption of resources, e.¢g., network bandwidth, time ete.

10060} The following paragraphs describe restoring the primary storage system
705 to the first 8D 730, The primary storage system 705 is restored from the AFS
715 to the common PTH, e.g., Tourth PTI 720 which corresponds o the fourth SD
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745, Restoring to the common PTI includes identifying the difference in data
between the AFS 715 and the fourth FT1 720, The difference between the two PTis
is that the AFS 715 has a new inode "4” and data extent “105” of inode “4” that are
not present in fourth PT1 720, Accordingly, the inode “4” and its data extent 1057
are deleted from the AFS 715 to resiore the primary storage system 705 {o the fourth
PTHT720.

10061} The state 732 of the primary storage system 705 at the first SD 730 is
determined by traversing all the 8Ds from the base PTI 725 to the first 3D 730 and
identifying the inodes and their daia extents stored at the time the first SB 730 is
generated. The state 732 includes two inodes, “inode 1" and “inode £7, wherein
“inode 17 includes data extents “100” and "102" and “inode 27 includes data

extent “101.7

100862} A state 733 of the primary storage system 705 at the fourth SD 745 is
determined by traversing all the 8Ds from the second SD 735 o the fourth 8D 745
and identifying (a) a set of inodes and/or data extents added to and/or deleted from
the primary storage system 705 after the Tirst SD 730 is generated, and {b) reference
maps of the inodes that have changed. The state 733 indicates that {a) inode "37 is
added, {b) reference map of inode “2” has changed, e.g., mapping of FBN *0” of
node “2” has changed from data extent 1017 to “104" {a.g., due to change in data
content of fite 1o which inode “27 corresponds), and {¢) inode “2" has a new block,
FBN “1.” mapped to data extent 1037

100863} After the stale 733 at the fourth SD 745 is delermined, the

difference 734 between the slale 732 and the slate 733 is computed and a
replication job is generatad to apply the difference 734 (o the primary storage system
705. The replication job, when executed, at the primary storage system 705, applies
the difference 734 to the fourth P11 720 by deleting the inode "3,” changing the
reference map of inode “27 - &.g., change mapping of FBN “0” of inode 27 to data
extent “101,” updating the data extent *101” to include data "8,” and removing the

mapping of FBN “1” of inode "2" from data extent "103.7 Also, because none of the
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inodes refer o data in data extents “103" and "104”, the data in those blocks is
deleted. Thus, the primary storage system 705 is restored to the first PTH 750,
10064] in some embodiments, the primary storage system 705 can also recover
a file or a group of files from a particular PT1 at the destination storage system 710.
To restore a file 1o a version of particular PTH, a cloud data manager, ¢.g., the cloud
data manager 240 of FIG. 2 traverses the PTis at the destination storage system 710
in a reverse chronological order starting from the particular PTH to a P11 from which
the daia of the file coresponding to the particular PTI can be retrieved. After the
data is retrieved, the dala {and the reference map containing the mapping of the
FBNs of the inode o the data) is transmitled to the primary storage system 705 for
restoring the file. For exampie, consider that the primary storage system 705 intends
to restore the file corresponding to inode “17 1o 8 version of the second S 735. The
cloud data manager 240 analyzes the second 5D 735 to determine if it contains any
data for inode “1.” Since the second SD 745 does not contain inode *17 data, the
cloud data manager 240 proceads o analyze an earlier or a previous PTL, e.g., first
S 730, Atthe first SD 730, the cloud data manager 240 determines from the
metadata of the inode "17 in inode object 756 that & file block, FBN 17 of the inode
“17 is updated with new data, and obtains the new data "C” from the data extent
“102" using the reference map 755.

10065] Further, the cloud data manager 240 also determines from the meladata
that the inode “17 contains two file blocks. 5o the cloud data manager 240 continues
o traverse earlier PTis one by one untll it finds a PTi that has information regarding
the remaining data of inode “1.” Conseguently, the cloud data manager 240 arrives
at the base PTI 725 from where it obtains the data "A” of FBN 0" stored at data
extent “100.7 After obtaining the data of the entire file, the cloud data manager 240
sends the data of the file corresponding to the inode “1" and the reference map
mapping the data exienis containing the data of the file to the file blocks of the inode
to the primary storage system 705. In some embodiments, the cloud data manager
240 can transmit the data and the reference maps o the primary siorage system 705
using a replication module, ¢.g., replication module 150 of FIG. 1. The replication
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module 150 can obtain the file from the destination storage system 710, and restore
the file at the primary storage system 705 using the PTI manager 145,

10066] in some embodiments, the PTls stored at the destination storage system
710 can also be restored {0 a storage system other than the slorage system {e.g.,
primary storage system 705) from which the data is backed up to the destination
storage system 710.

10067] In some embodiments, one or more of the PTis at the destination
storage system 710 can be compacted. In some embodiments, when multiple PTis
are backed up to the destination storage system 710, after a period, some of the
PTls may not be accessed as often as the others, that is, some of the PTls become
cold PTis. It may be economical {0 archive the cold PTis to storage sysiems that is
more optimized, 6.g., have a lesser $/GB cost, compared to the destination storage
systern 710, Compaction of a set of PTis can include archiving the set of PTis from
the destination storage system 710 to another storage system and merging the sef of
FTis into a single PTL. The set of PTls can be merged info ong PTI based on
various known technigues. In some embodiments, the compaction process can be
performed by the cloud data manager 240.

10068} The following describes an example of a compaction process. Consider
that the destination storage system 710 has the following PTls:

e Base PTH{M, T {3:100,1:101}, (100,101}} - That is, the base PTl contains the
file corresponding to inode 17 which has two file blocks with FBN "0 and “17
having data from extents “100” and 1017

o  SD1 {2,12{0:100}} - A first incremental PT1 where a file corresponding 1o inode
“2” having a file block with FBN )" containing data from extent 100" is
inserted.

e  SD2 {i3, 12, 13{0:102}, 12{1:100}, (102} - A second incremental PTI where (a)
file corresponding to inode 37 having a file block with FBN “0" containing data
from extent *102" is inserted and (b} a file block with FBN *1” having data from

extent “1007 is inserted into inode “27.

22



(82}

10

15

20

30

WO 2015/142676 PCT/US2015/020607

e SD3 {3, 13{0:104], (104), 12 removed] - A third incremental PTI where (8} a
file block with FBN “07 of inode "3 is updated 1o have data from extent “104”
and {b) a file corresponding o inode "27 is deleted.

e SD4 {13 removed} - A fourth incremental PTI where g file corresponding to
inode “3” is deleted.

e  SD5 {1, 11{0:105}, (108}} - A fifth incremental PTI where a file block with FBN
‘07 of inode “17 is updated o have data from exient “105.7

e 306, and so on until SDn.

{0069} So if the cloud data manager 240 compacts the PTis from base PTlio
SD4, the PTis from base P11 to SD4 are moved to ancther storage system and the
destination storage system 710 is updated to have a compacted view or state of the
SD5 as the compacied base PTL

{0070} The compacted view of base PTH o 5D4 is as follows:

e Compacted Viewsase-sps = {BS + SD1 + 8D2 + SD3 + 8D4 } = {11,
11{0:100,1:101}, (100,101)%

10071} The Compacted Viewsase.sps represents a complete state of the
destination storage system 710 at the fourth incremental PTI. Note that the
Compacted Viewpase-sps d0es not contain inodes "27 and “37 since they are deleted.
in some embodiments, the compaction of a set of PTis can be a union of ail the PTis
in the set of PTis. However, various other techniques can be used (o compact the
PTis in other ways.

0072} After the PTis, base PTito 5D4, are compacted, the PTI SD5 can be
compacted with the Compacted Viewgase-sp4, 10 generate a compacted base PTi as
foliows:

e (Compacted Basegps = {Base PTH+ 8D1 + SD2 + SD3 + D4} + 3D5 = {1,
11{0:105, 1:101}, (105,101}

f0073] The Compacted Basesps represents a complete slate of the destination
storage system 710 at PTI SD5. The destination storage system 710 siores the
Compacted Basesps a8 the base P11 To resiore a file at the primary storage system
705 to a version corresponding o the fifth incremental PTI SD5 or later PTls, a.g.,
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SBE to SDin, the cloud data manager 240 can use the Compacted Basegps or the
later PTis accordingly. However, to restore a file to a version corresponding to PTis
below 505, the cloud data manager 240 may have o fetch the PTls from the archive
storage system.

10074] in some embodiments, if the destination storage system 710 did not
store the Compacted Basesgps, and instead stored fifth incremental PTISDS as it s
after the compaction process, then the cloud data manager 240 may have o feteh
the earlier PTls, ¢.g., base PTl to SD4, from the archive storage system to determine
the state of the Compacied Basegps, €.9., state of inode *17. Fetching the PTis from
the archive storage system and then determining the state can be resource
consuming and therefore, can affect the performance of the storage server 205.
Accordingly, storing the compacted view of the fifth incremental PTI 8D5 can
eliminate the need to fetch the earlier PTis from the archive storage sysiem to
determine the stale of the destination storage system 710 at PT1 SDS5.

[0075] FIG. 8 is a flow diagram a process 800 of backing up data to an object-
based destinatlion storage system using LRSE protocol, consistent with various
embodiments of the disclosed technology. In some embodiments, the process 800
may be implemented in environment 100 of FIG. 1, and using the system 200 of FIG.
2. The process 800 begins atf block 805, and at block 810, the storage server 105
receives a request io back up data from a block-based primary slorage system o the
object based destination storage system. In some embodiments, the primary
storage system manages data in a first format, e.g., as blocks, in which data files are
represented using inodes, data extents and reference maps that maps FBNs of
nodes o data extents that contain data of the corresponding file. Insome
embodiments, the file system of the primary storage system can support storing data
in a multi-level hierarchy. The destination storage system stores the data in a
second format, 8.g., as siorage objects in a flat file system where an object container
stores the storage objects in the same higrarchy. In some embodiments, the

destination storage system can be a third party cloud storage service,
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{0076] Al block 815, the replication module 150 associated with the storage
server 105 generates a replication stream containing the data {o be replicated to the
destination storage system from the primary storage system. In some embodiments,
the replication module 150 generates the replicalion stream using a replication
orotocol, e.g., LRSE protocol. The replication stream can include {a) a first metadata
of the data identifying multiple files, e.g., nodes, (b) data, e.g., data extenis that
contain the data of the files, and (¢} a second metadata of the data identifying
multiple files to which portions of the data belong, &.g., reference maps that contain a
mapping of FBNs of an inode 10 data extents that contain the data of the file to which
the inode corrgsponds.

f0077] Al block 820, the replication module 150 sends the replication stream (o
the cloud data manager 155 to map the data extents, the inodes, and the reference
maps o multiple storage objects for storage in the destination storage system. In
some embodiments, the cloud data manager 155 can be implemented on the
storage server 105, In some embodiments, the cloud data manager 155 can be
implemented separate from the storage server 105 and on one or more server
computers that can communicate with the storage server 105.

{00781 At block 825, the cloud data parking parser 245 parses the replication
stream to identity the dats extenis, the inodes and the reference maps from the
stream. The cioud data parking parser 245 can use the LRSE protocol o identify the
content of the replication stream. The cloud data parking parser 245 maps the data
extents, the inodes and the reference maps to the storage objects. The mapping
can include generating a first type of the storage obiects containing the data, e.g.,
data extents, the second type of storage objects containing the reference maps, and
a third type of the storage obiects containing the metadata of the files, g.g., inodes.
§0079] Al block 830, the cloud data parking adapter 250 transmits the storage
objects {0 the destination storage system over a communication network. In some
embodiments, the storage objects can be transmitted using HTTP. In some
embodiments, the cloud data parking adapter 250 uses the APIs of the destination

storage sysiem to transmit the storage objecis to the destination storage system.
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{0080} Al block 835, the destination storage systemn 215 receives the storage
objects and siores them in an object container. In some embodiments, the storage
objects are stored in the same hierarchy level within the object container. in some
embodiments, the storage objects can correspond (o a P11 of the data at the primary
storage system. The destination storage system can have various object containers,
each of them corresponding to a particular PTL The storage objects of the particular
PTi can be stored in the object container corresponding to the particular PTL After
storing the storage objects, the process 800 returns at block 844,

10081} FIG. 9 is a flow diagram of a process 900 for backing up incremental
PTls to an object-based destination storage system using LESE protocol, consistent
with various embodiments of the disclosed technology. In some embodiments, the
process 900 may be implemented in environment 100 of FIG. 1, and using the
system 200 of FIG. 2. The process 800 backs up multiple PTis of data from the
orimary storage sysiem to the destination storage system. The PTls can be
generated sequentially, e.g., at regular intervals. The process 800 begins at block
805, and at block 910, the storage server 105 receives a request to back up a next
PTirom the primary storage system to the destination storage system.

10082] At block 915, the PTI manager 145 determines that a new file is created
at the primary storage system afier a previous PTl is backed up o the destination
storage sysiem. The FTimanager 145 idenlifies the new file. In some
embodiments, the PTI manager 145 can be implemented using one or more {ools,
g.g., Snaphiff, SnapVault of NetApp.

{0083} At block 920, the PTI manager 145 determines that the new Tile includes
data of which a first portion is identical to al least a portion of data stored in the
storage objects stored at the destinalion storage system, and a second portion is
different from the data stored in the storage objects.

10084] At block 925, the replication module 150 generates a replication stream
containing the changes made {0 the data at the primary storage system because the
iast PTl was backed up, e.g., second portion of the dala. in some embodiments, the

replication stream can include {(a) g first metadata of the data identifying the new file,
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e.g., the new inode, {b} the second portion of the data, e.¢., new data extents that
contain the second portion of the data of the new file, and (¢} a second metadata of
the data, ¢.g., a reference map that contains a mapping of the data extents that
contain the first portion and the second portion of the data 1o the FBNs of the new
node. In some embodiments, the replication stream excludes the first portion of the
data content that is identical to the data stored in the storage objects at the
destination storage sysiem. In some embodiments, the replication stream also
excludes any other data al the primary storage system which is previously backed up
to the destination siorage system.

{0085] At block 830, the replication module 150 sends the replication stream to
the cloud data manager 155 to map or transiate the data extents, the new inode, and
the reference map o mulliple storage objects of the destination storage system.
{00886] At block 935, the cloud data parking parser 245 parses the replication
stream to identify the new data extents, the new inode and the reference map from
the replication stream. In some embadiments, the cloud data parking parser 245
uses the LRSE protocol to identify the content of the replication stream.

{0087] Al block 940, the cloud data parking parser 245 generales a dats
storage obiect inciuding a set of data extents coniaining the second portion of the
data and data extent 1Ds of the set of data extents.

10088} Al block 945, the cloud data parking parser 245 generales an inode
storage object containing the metadata of the new inode.

10089} At block 950, the cloud data parking parser 245 generates a reference-
map storage object containing a mapping of the new inode to the set of data extents.
10080} Al block 855, the cloud data parking adapter 250 transmits the data
storage object, the reference-map storage object, and the inode storage object o the
destination storage system.

{00911 At block 960, the destination storage system 215 siores the dala storage
object, the reference map storage object and the inode storage object as one or
more files in an object container corresponding to the PTH and the process 8900
returns at block 965.
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{0092} FIG. 10 is a flow diagram of a process 1000 for recovering data from an
objeci-based destination storage system (o restore a primary storage system (o a
particular PT1, consistent with various embodiments of the disclosed technology. in
some embodiments, the process 1000 may be implemented in environment 100 of
FIG. 1, and using the sysiem 200 of FIG. 2. In some embodiments, the destination
storage sysiem contains PTis, e.g., PTis of datg, backed up from the primary
storage system.

10093} The process 1000 begins at biock 1005, and at block 1010, the storage
server 105 receives a request to restore the primary storage system (o a particular
PTl maintained at the destination storage system. In some embodiments, the
multiple PTis stored at the destination storage system are copies of PTis generated
at the primary storage system seguentially over a period of time. kach of the PTis
can be a copy of a file system of the primary storage system at the time PTlis
generated.

100984] Al block 1015, the PTI manager 145 determines a curreni state of the
primary storage system. In some embodiments, determining the current state
includes identifying the AFS of the primary storage system, e.¢., multiple files and
the data of the files stored at the primary storage system currently.

10095] At block 1017, the PTl manager 145 and/or the cloud data manager 155
determines a PTl thal is common between the primary storage system and the
destination storage sysiem. In some embodiments, while the destination siorage
systern includes copies of all the PTis generated at the primary storage system, the
orimary storage system itself may not siore all the PTis. The primary storage system
may store some or none of the PTls.

{0096] Al block 1019, the PTI manager 145 restores the AFS of the primary
storage sysiem to the common PTL In some embodiments, restoring the AFS o the
common Pl includes reverting any changes made o the data and the file system of
the primary storage system from the time the common PTi was generated.

10087} Al block 1020, the PTI manager 145 and/or the cloud data manager 155
determines a state of the primary storage system, a.g., of a file system of the primary
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storage system, at the time the particular PTH was generated. In some
embodiments, determining the state at the particular P11 includes searching the
storage objects from a base P11 o the particular PTi at the destination storage
system {0 identify a set of files, e.g., inodes, and the data of the set of files, &.g., data
extents, that correspond to the file system of the primary storage system at the time
the particular P11 is generated. In some embaodiments, the copies of FTis siored at
the destination storage system can be incremental PTlis {also referred as "PTli
difference™}. The incremental PT! includes a difference of the data between the
corresponding P11 and a previous PTL One of the Plls, e.g., a base PTlwhich is 3
first of the sequence of PTis, contains a full copy of the file system of the primary
storage system.

10098} At block 1025, the PTI manager 145 and/or the cloud data manager 155
determines a state of the primary storage system at the time the common PTlis
generated. In some embodiments, the state at the common PTl is determined by
searching the storage objects at the destination storage system from a P11 {ollowing
the particular PT1 to the common PTI o identify the inodes, data extents, and the
reference maps of the inodes at the time the common PTl is generated.

100991 At block 1030, the PTI manager 145 and/or the cloud data manager 155
determines a difference between the state at the particular PT1 and the state at the
common PT1 In some embodiments, determining the difference incudes identifying
the inodes and/or data extents added and/or deleted and any updates made o the
reference maps, €.g., to FBNs of the incdes, because the particular PTHup until the
common PTL

001007 Al block 1035, the replication maodule 150 generates a replication job to
obtain the difference from the destination storage system. In some embodiments,
generating the replication job includes generating a deleting job for deleting from the
current state the inodes and/or data extents that are added at the primary slorage
system after the particuiar P11 was generated, as illustrated in block 1036, In some
embodiments, generating the replication job also includes generating an inserting job
for inserting into the current state the inodes and/or data extents that are delefed
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from the primary storage system after the particular PTH was generated, as llustrated
in block 1037, In some embodiments, generating the replication job alse includes
generating an updating job to update the reference maps of inodes to the reference
maps of the inodes at the time particular PT1 is generated, as illustraled in biock
1038.

[0100] Al block 1044, the replication module 150 executes the replication job
to apply the difference on the current state of primary storage system o restore the
primary storage system 1o the particular PTL The process 1000 returns at

block 1045,

0101] FIG. 11 is a block diagram of a computer system as may be used {0
implement features of some embodiments of the disclosed technology. The
computing system 1100 may be used to implement any of the entities, components
or services depicted in the examples of Figures 1-1G {and any other components
described in this specification). The computing system 1100 may include one or
more central processing units "processors”™) 1105, memory 1110, inpul/output
devices 1125 {e.g., keyboard and pointing devices, display devices), storage devices
112G {e.g., disk drives), and network adapters 1130 (e.g., network interfaces) that
are connected o an interconnect 1115, The interconnect 1115 is illustrated as an
abstraction that represents any one or more separate physical buses, point to point
connections, or both connected by appropriate bridges, adapters, or controllers. The
interconnect 1115, therefore, may include, for example, a system bus, a Peripheral
Component Interconnect (PCH bus or PCIl-Express bus, a HyperTransport or
ndustry standard architecture {ISA) bus, a small computer system interface (SCSI)
bus, a universal serial bus (USB), IC (12C) bus, or an Institule of Elecirical and
Electronics Engineers (IEEE) standard 1394 bus, also called “Firewire”.

0102} The memory 1110 and storage devices 1120 are computer-readable
storage media that may store instructions that implement at least portions of the
described technology. In addition, the data structures and message structures may
be stored or ransmitted via a data transmission medium, such as a signalon a

communications link. Various communications links may be used, such as the
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Internet, a local area network, a wide area network, or a point-to-point dial-up
connection. Thus, computer-readabie media can include compuier-readable storage
media {e.g.. "non-transitory” media) and computer-readable transmission media.
{01031 The instructions stored in memory 1110 can be implemenied as
sofiware and/or firmware to program the processor(s) 1105 to carry outf actions
described above. In some embaodiments, such software or firmware may be initially
orovided to the computing system 1100 by downicading it from a remote system
through the computing system 1100 (&.g., via network adapter 1130).

{01041 The technology introduced herein can be implementead by, for example,
programmable circuilry (e.g., One or more MICroprocessars) programmed with
software and/or firmware, or entirely in special-purpose hardwired {non-
programmabie) circuitry, or in a8 combination of such forms. Special-purpose
hardwired circuitry may be in the form of, for example, ong or more ASICs, PLDs,
FPGAS, etc.

Remarks

10105] The above description and drawings are illustrative and are not to be
construed as limiting. Numerous specific details are described to provide a thorough
understanding of the disclosure. However, in some instances, well-known detlails
are not described in order 1o avoid obscuring the description. Further, various
modifications may be made without deviating from the scope of the embodiments.
Accordingly, the embodiments are not limited except as by the appended claims.
101086} Reference in this specification o "one embodiment” or "an
embodiment” means thai a particular feature, structure, or characteristic described in
connection with the embodiment is included in at least one embodiment of the
disclosure. The appearances of the phrase "in one embodiment” in various places in
the specification are not necessarily all referring to the same embodiment, nor are
separate or alternalive embodiments mutuaily exclusive of other embodiments.
Moreover, various features are described which may be exhibited by some
embodiments and not by others. Similarly, various reguirements are described

which may be requirements for some embodiments but not for other embodiments.
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10107] The terms used in this specification generally have their ordinary
meanings in the art, within the context of the disclosure, and in the specific context
where each term is used. Some terms that are used to describe the disclosure are
discussed below, or elsewhere in the specification, 1o provide additional guidance o
the practitioner regarding the description of the disclosure. For convenience, some
terms may be highlighted, for example using italics and/or guotation marks. The use
of highlighting has no influence on the scope and meaning of a term; the scope and
meaning of a term is the same, in the same context, whether or not it is highlighted.
it will be appreciated thatl the same thing can be said in more than one way. One will
recognize that “memory” is one form of a “storage” and that the terms may on
occasion be used interchangeably.

10108} Consequently, allemnative language and synonyms may be used for
any one or more of the ferms discussed hergin, nor is any special significance 1o be
ptaced upon whether or not a term is elaborated or discussed herein. Synonyms for
some {erms are provided. A recital of one or more synonyms does not exclude the
use of other synonyms. The use of examples anywhere in this specification
including examples of any term discussed herein is ilustrative only, and is not
intended to further limit the scope and meaning of the disclosure or of any
exemplified term. Likewise, the disciosure is not limited to various embodiments
given in this specification.

10109 Those skilled in the art will appreciate that the logic Hlustrated in each
of the flow diagrams discussed above, may be altered in various ways. For
example, the order of the logic may be rearranged, subsieps may be performed in
parailel, llustrated logic may be omitted; other logic may be included, elc.

0110] Without intent to further limit the scope of the disclosure, examples of
instruments, apparatus, methods and their related results according o the
embodiments of the present disclosure are given below. Note that titles or subtities
may be used in the examples for convenience of a reader, which in no way should
imit the scope of the disclosure. Unless otherwise defined, all technical and

scientific terms used herein have the same meaning as commonly understood by
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one of ordinary skill in the art to which this disclosure pertains. In the case of

conflict, the present document, including definitions will control.
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CLAIMS

1. A computer-implemented method, comprising:

receiving, at a primary storage system, a request to back up data from the
primary storage sysiem to a destination storage system, the primary storage system
and the destination storage system being configured to store the data in a first format
and a second format, respectively;

generating, using a replication proiocol, a replication stream having the data
and metadata of the data, the metadata identifying multiple files {o which portions of
the data belong;

providing the replication stream 1o a parser to map the data, the files, and a
reference map of the files to multiple storage objects for siorage in the destination
storage sysiem, the reference map including a mapping of a corresponding file to a
portion of the data belonging o the corresponding file, the storage objects being
stored in the second format; and

mapping the data, the metadata and the reference map to the storage objects,
the mapping including generating a first type of the storage objects having the data,
a second type of the storage objects having references o portions of data for the
files, and a third type of the storage objects storing metadala of the files.

2. The computer-implemented method of claim 1 further comprising:

fransmitling the storage objects to the destination storage system.

3. The computer-implemented method of claim 1 or 2 further comprising:

storing the storage objects in an object container at the destination storage
system, the object container being a flat file system configured to store the storage
abjects in a same hierarchy level within the object container.

4, The computer-implemented method of any preceding claim, whergin a
first portion of data belonging to a first file of the files is stored in a first set of data
extents, and a second portion of data belonging (o a second file of the files is stored
in a second set of data extents, the data extents of the first set and the second set
having a common block size and having a data extent identification (ID) that
identifies the corresponding data extent.
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5, The computer-implemented method of claim 4, wherein the first set of
data extents and the second set of data extents include a third data extent that has a
portion of data that is identical between the first file and the second file.

8. The computer-implemented method of claim 4 or 5, wherein the files
are represenied as inodes, an inode being identified using an inode 1D, an inode
ncluding references to the data extents that have data of the file to which the inode
gorresponds.

7. The computer-implemented method of claim 1, wherein generating the
repiication stream using the replication protocol includes generaling:

a data stream for the data, the data stream including multipie data extents in
which data corresponding to a first file of the files and a second file of the files is
stored at the primary storage sysiem, the data exients having a common block size
and having a data extent 1D that identifies the corresponding data extent,

a metadata stream for the metadata, the metadata stream including a first
node and a second inode representing the first file and the second file, respectively,
and

a reference stream including, for the first inode and the second inode,
references to the data extents that have data of the files to which the inodes
correspond.

8. The computer-implementad method of claim 7, whergin parsing the
replication stream includes parsing the replication siream using the replication
protocol to identify the data from the data stream, references {o the data extents from
the reference stream, and the inodes from the metadata siream.

g. The computer-implemented method of claim 7 or 8, wherein mapping
the data, references to the portion of the dala and the metadata to multiple storage
objects includes:

creating a data storage object of the first type, the data storage object
ncluding the data extents having the data of the files corresponding to the first inode

and the second inode,
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creating a first reference map storage object and a second reference map
storage object of the second type, the first reference map slorage object sioring
references to a subset of the data extents having data of the first file, the second
reference map storage object storing references to a second subset of the data
extents having data of the second file, and

creating a first inode slorage object and a second inode storage object of the
third type, the first inode storage object storing metadata of the first incde and the
second inode storage object storing metadata of the second inode.

10.  The computer-implemented method of claim 8 further comprising:

receiving, atter transmitting the storage objects o the destination storage
system, a new request to back up the data from the primary storage system to the
destination storage system; and

identifying a new file thatl is crealed at the primary storage system after a
previous back-up, the new file including data of which a Tirst portion is identical o at
least a portion of data stored in the data storage object stored at the destination
storage sysiem and a second portion is different from the data stored in the data
storage object.

11.  The computer-implemented method of claim 10 further comprising:

generating a second data storage object of the first type, the second data
storage object including a set of data extents having the second portion of the data
and data extent 1Ds of the setl of data exients;

generating a third inode storage object of the third type, the third inode
storage object having metadata of a third inode representing the new file; and

generating a third reference map storage object of the second type, the third
reference map storage object having, for the third inode, references to the set of data
extents.

12. The computer-implemented method of claim 11 further comprising:

transmitting the second data storage object, the third reference map storage

abject and the third inode storage object o the destination storage system.
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13. The computer-implemented method of claim 12, wherein the second
storage object ransmitted to the destination storage excludes the first portion of the
data content.

14. A computer-readable storage medium storing instructions that, when
executed by a processor, perform the method of:

generating a data image at a primary storage system, the data image having
data stored at the primary storage sysiem at a specific time, the data being stored in
a first format;

providing the data image 10 a parser o ranslate the data image into multiple
storage objects of a second format for storing at a destination storage system, the
providing including:

oroviding multiple data extents that have the data of muitiple files
stored at the primary storage system,

providing metadata of the files, the metadata of the files including a
unigque identification (1) of the corresponding file,

providing, for the files, a reference map that includes a mapping of the
corresponding file to locations of the data extents having the
data of the corresponding file; and

parsing the data image o generale the storage objects, the storage objects
including:

a data siorage object of a first type having the dafa extenis,

for the files, a reference map storage object of a second type having
the reference map of the corresponding file, and

for the files, an inode storage object of a third type having metadata of
the corresponding file.

15,  The computer-readable storage medium of claim 14 further comprising
instructions for transmitting the storage objecls to the destination siorage system.

16. The computer-readable storage medium of claim 14 or 15, wherein the
second format includes an object-based storage format, the storage objects being

stored as a specific file in the destination storage system.
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17.  The computer-readable storage medium of claim 16 further comprising
instructions for storing the storage objecis in an object container at the destination
storage sysiem, the object container being configured 1o store the data as the
storage objects, the object container being a flat file system which is configured to
store the siorage objects in the same hierarchy level within the object container,

18. The computer-readable storage medium of claim 17, wheregin the
object container corresponds o a particular volume of the primary storage system for
which the data image is generaled, the particular volume being one of multiple
volumes of an aggregate of the primary storage system, the aggregate being a
collection of physical storage devices of the primary storage system, the volumes
being a logical collection of storage space in the aggregate.

19.  The computer-readable storage medium of claim 18, wherein the
destination storage system includes multiple object containers, the object containers
corresponding 1o a specific volume of the volumes.

20, The computer-readable storage medium of claim 14, wheregin the data
image is an image of data in one of multiple volumes of an aggregate of the primary
storage sysiem, the aggregate being a collection of physical storage devices of the
primary storage system and the volumes being a logical collection of storage space
in the aggregste.

21.  The computer-readable storage medium of any of claims 14 to 20,
wherein the data extents are data blocks of a specific size, and wherein each data
extent has a data extent 1D,

22.  The computer-readable storage medium of claim 21, wherein the data
extent 1D is volume block number that identifies a particular block of storage space in
a volume of an aggregate of the primary storage system for which the data image is
generated, the volume block number being a unigue identifier within the volume.

23.  The computer-readable storage medium of any of claims 14 to 22,
wherein providing metadata of the files includes providing an inode that represenis
the corresponding file, the inode being a metadata container having metadata of the
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corresponding file, and wherein the unigue identification {(ID) of the corresponding file
is an inode D of the inode.

24.  The computer-readable storage medium of any of ¢claims 14 to 23,
wherain in the first formal, the files are associated with inodes, a file being managed
using an inode, the inode having metadata of the file and a location of a set of blocks
that have the data of the file.

25, The computer-readable storage medium of any of claims 14 to 24
turther comprising instructions for:

receiving a new request o back-up the data from the primary storage system
to the destination storage system;

determining a difference between current data of the primary siorage system
and the data image, the determining including identitying that a new file is ¢reated at
the primary storage system afler a previous back up, the new file including data
content of which a first portion is identical to data stored in the data storage object
stored at the destination storage system and a second portion is different from the
data stored in the dala storage obiect; and

generating a new daia image that corresponds o the difference between the
current data and the data image.

26.  The computer-readable storage medium of claim 25, wherein
instructions for generating the new data image include instructions for:

generating a new data storage object of the first type including the second
portion of the data content and a set of data extents having the second portion;

generating a new inode storage object of the third type including metadata of
a new inode representing the new file; and

generating a new reference map storage obiect of the second type including a
new reference map having a mapping of an incde D of the new inode to the
iocations of the data extents having the second portion of data content.

27.  The computer-readable storage medium of claim 26 further comprising

nstructions for transmitting the new data image o the destination storage system.
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28. A computer storage server comprising:

& processor;

a component configured {o receive a request to restore a primary storage
system {0 a particular point-in-time image ("PT1") maintained at a destination storage
system, the destination storage system including multiple PTis of the primary storage
system generaled sequentially over a period of time, the PTls being a copy of a file
system of the primary storage system at a particular instance, the PTis being stored
in a format different from that of the primary storage system, the PTis storing the
copy of the file sysiem as multiple siorage objects of muiliple storage object types;

a component contigured o identify a first state of the primary storage system
at the time the particular P11 is generaled;

a component configured to identify a second state of the primary storage
systern at the time a common PT1 s generated, the common PTi being a most
recent PTI that is available both at the primary storage system and the secondary
storage systern;

a component configured to determine a difference between the first state and
the second state; and

a component configured 1o generate a replication job that oblaing the
difference from the destination storage system.

29.  The computer storage server of claim 28, wherein the first state of the
primary storage system is identified by searching the storage objects at the
destination storage system, from a base PTI of the PTis o the particular P11, o
identify a set of files and the data of the set of files corresponding to the particular
PTH

30, The computer siorage server of claim 29, wherein searching the
storage objects to identify the first state includes:

searching a first set of inode storage objects o identify the set of files
corresponding to the particutar PTI, and

40



10

15

20

25

WO 2015/142676 PCT/US2015/020607

for the set of files, searching a first set of reference map storage ohjects to
identify a number of data exienis the files have and a set of data extents having the
data of the corresponding file.

31.  The computer storage server of claim 30, wherein the second slale of
the primary storage system is identified by searching the storage objects at the
destination storage system, from a P11 ollowing the particular PTI to the common
P11, to identify the second state.

32,  The computer storage server of claim 31, wherein searching the
storage obiects to identify the second stale includes:

searching a second set of inode storage objects to identify (i) a second set of
files that are added o, (i} a first subsel of the set of files that are deleted from, and
{iii} & second subset of the set of files which is modified at, the primary storage
system after the particular PTI is generated, and

searching, for the second subset of files which i3 modified, a second set of
reference map storage objects to identify a change in the corresponding file, the
change including a first set of data extenis that has data added {0 the corresponding
file atter the particular PT1 is generated and a subset of the set of dats extents that
has data deleted from the corresponding file after the particular P11 is generated.

33.  The computer storage server of claim 32, wherein a replication job is
generated by:

generating a deleting job for deleting at the primary storage system at least
one of a subset of the files that correspond 10 the second set of files or the first set of
data extents having data, and

generating an inserting job for adding at the primary storage system at ieast
one of the first subset of the set of files, a third set of data extents having
corresponding data, or the subset of the set of data extents.

34, The computer storage server of claim 33 further comprising:

a component configured to execute the replication job to apply the difference

to a current state of the primary storage system {0 obtain the data corresponding to
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the particular P11, the current state being a state of a file system of the primary
storage sysiem at the time the request {o restore is received.

35.  The computer storage server of claim 34, wherein the replication job is

configured to:

restore the primary storage system from the current state to the common PTI
before executing the replication job, and

execute the replication job to apply the difference to the common PTi of the
primary storage system to obtain the data corresponding o the particular PTL

36.  The computer storage server of any of claims 28 (o 35, wherein the
base PTl includes a full copy of the data stored at the primary storage system at the
time the base PTl is generated, and wherein the remaining PTIs include a difference
of the data between the corresponding PT1 and a previous PTL

37.  The computer storage server of any of claims 28 o 36, further

comprising:

a component configured to perform a compaction process on a set of FTls in
the destination storage system {o archive the set of PTIs to a second storage
system.

38.  The computer storage server of claim 37, wherein the compaction

process includes:

maving the set of PTis (o the second storage system,

merging a compacted state of the set of PTis with a succeeding PTl of the
PTis that is generated next in sequence to a latest FTI of the set of PTls,

generating a compacted state of the succeeding PTI based on the merging,
and

storing the compacted siate of the succeeding PTi as a new base PTl at the
destination storage system.
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39.  The computer storage server of any of claims 28 o 38, further

comprising:

a set of storage devices configured to store a dats file in a first format, the
data file being associated with an inode, the inode including the metadata of the data
file and locations of multiple data extents having conient of the data file;

a replication module configured to generate a replication stream o slore a
copy of the data file at a destination storage system, the destination storage system
being configurad 1o store the data file in a second format, the replication stream
including the data exients, the inode of the data file and a reference map including a
mapping of file block numbers of the inode to locations of the dats extents;

a parsing component configured (o generate multiple storage objects for
storing the data file in the destination storage system, the storage objects being of
the second format, the storage objects including:

a data storage object having the data extents,

a reference map storage object having the reference map, and

an inode storage object having metadata of the inode; and

a network adapter {o transmit the storage objects to the destination storage
system.

40. A computer storage server comprising:

a set of storage devices configured to store a data file in a first format, the
data file being associated with an inode, the inode including the metadata of the dala
file and locations of multiple data extents having content of the data file;

a replication module configured o generate a replication stream to store a
copy of the data file at a destination storage systemn, the destination storage system
being configured o store the data file in a second format, the replication stream
including the data extents, the inode of the data file and a reference map including a
mapping of file block numbers of the inode (o locations of the data exients;

a parsing component configured o generate multiple storage objects for
storing the data file in the destination storage system, the siorage objects being of
the second format, the storage objects including:
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a data storage object having the data exients,

a reference map storage object having the reference map, and

an inode storage object having metadata of the inode; and

a network adapter to iransmit the storage objects o the deslination storage
system.

41.  The computer storage server of claim 38 or 40, wherein the destination
storage sysiem is a cloud storage service that is 8 managed by an entity different
from that of the set of storage devices.

42.  The computer storage server of any of claims 39 (o 41, wherein the
destination storage system is a cloud storage service that is a managed by an entity
different from that of the computer storage server.

43.  The computer storage server of any of claims 28 1o 42, further
comprising:

a component configured to receive a request to restore a file at a primary
storage sysiem 1o a version of the file at a particular point-in-time image (PT1")
maintained at a destination storage system, the destination storage system including
multiple PTis of the primary storage system generated sequentially over a period of
time, the FTis being a copy of a file system of the primary storage system al a
particular instance, the PTlis storing the copy of the file system as multiple storage
objects of multiple storage object types;

a component configured to analyze the particular PTH {o obtain content of the
file in the version of the file at the particular PT1, the analyzing including

determining if the particular PTI has the content of the file,

if the particular FT1 has the content of the filg, obtaining the content of
the file from the particular PTH

if the particular PTi does not have the content of the file or has a
portion of the content of the file, analyzing the PTis generated
prior to the particular PT1 o obtain the content of the file;

a component configured to generate a replication job to transmit the content

of the file to the primary storage sysiem; and
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a component contigured o restore the file at the particular primary storage
system {o the version of the file at the particular PT1LL

44. A computer storage server comprising:

8 processor,

a component configured to receive a request to restore a file at a primary
storage sysiem 1o a version of the file at a particular point-in-time image (PT1")
maintained at a destination storage system, the destination storage system including
multiple PTis of the primary storage system generated sequentially over a period of
time, the FTis being a copy of a file system of the primary storage system al a
particular instance, the PTlis storing the copy of the file system as multiple storage
objects of multiple storage object types;

a component configured to analyze the particular PT1 {o obtain content of the
file in the version of the file at the particular PT1, the analyzing including:

determining if the particular PTI has the content of the file,

if the particular FT1 has the content of the filg, obtaining the content of
the file from the particular PTH,

if the particular PTi does not have the content of the file or has a
portion of the content of the file, analyzing the PTis generated
prior to the particular PT1 o obtain the content of the file;

a component configured to generate a replication job to transmit the content
of the file to the primary storage sysiem; and

a component configured o restore the file at the particular primary storage

system {o the version of the file at the particular P11,

45
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< Backup to Cloud >\ K«n— 800
80

5

X

Receive a request fo back up data from a source siorage sysiem o a destination storage system, the
source storage system and the destination storage system configured fo store the data in a first format
and a second format, respectively

1 31

k:

Generate, using a replication protocol, a replication stream having the data and metadata of the data
identifying multiple files o which portions of the data belong

\ 815

FProvide the replication stream to a parser to map the data {&.q., data extents), the files {(e.g., inodas),
and a reference map for each of the files having a mapping of the corresponding file to the portion of the
data of the corrasponding fils (e.g., incde o data extents mapping) & multiple storage objects for
storage in the destination storage system, the slorage objects being in the second format

\ 820

A

Map the data, the metadata and the references to the portion of the data to the storage objects, the
mapping including generating a first type of the slorage objects having the dala, a second type of
storage objects having the references o portions of data for each of the files, and a third type of the
storage objects having metadata of the files

\‘* 825

Transmii the slorage objects to the destination slorage system

\ 830
&

Store the storage objects in an object container at the destination storage system, wherein the object
container is a flat file system configured o store the storage objects in the same hierarchy level within
the object container

¥

( Return }L
840

FIG. &
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incremental Point-in-time W Q00
image
905

Receive a new request {o back up the dala from the primary storage system {o the destination storage
system

\ 910

identify that a new file at the primary slorage system that is created after a previous back up

\ 915

¥

Determine that the new file includes data of which a first portion is identical to at least a portion of dala
stored in a data storags object stored at the destinalion storags system, and a second portion is different
from the data stored in the data storage object

L 520

h:

Generate a replication stream having the changes made (o the data at the primary storage system since
the last PTH was backed up, wherein the replication stream includas {(a} a first metadata of the data
identifying the new file, e.g., the new inode, (b) the second portion of the data, e.g., new data exients
that have the second portion of the data of the new file, and {¢) a sscond mstadata of the data, eg., a
reference map that has a mapping of the data extents that have the first portion and the second portion

of the data to the new inode
\\ 925

¥

Sand the replication stream to a cloud data manager (o map or translale the data extents, the new inods,
and the refarence map to mullipie storage objects for storage in the destination storage system

\ 93¢

¥

Parse the replication stream to identify the new data exdents, the new inode and the reference map from
the raplication stream

. U

FIG. 9
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Generale a data storage object including a set of data extents having the second portion of the data and
data extent iDs of the set of data extents, the second storage object excluding the first portion of the data

content
‘\‘ G40

Generate an inode storage object having meladata of an inode representing the new file

\L 945

Generate a reference map storage object having, for the inode, references o the setl of data extenis

\ 950

A

Transmil the data storage object, the reference map storage object and the inode storags object (o the

dastination storage system
L 955

X

Store the data storage object, the reference map siorage object and the inode storage object as one or
more files in an object container of the destination storage system

1 96{}
( Return }‘L
265

FIG, 9 (Continued)
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if‘“ Restoring to a particuiaz:\\

_ PTI f‘\ .

¥

Reaceivs a request to restore the primary storage system {o a particular PT] mainiained ata
destination storage systam, the destination storage system including multiple PTis
generated sequentially over a period of time, each of the PTls being a copy of a file system
of the primary storage system at particular point in time, the PTls stored in a format different
from that of the primary storage system, each of the PTls staring the copy of the file system
as mulliple storage objects of multiple storags object types

¥
Datermine a current state of the primary storage system, the determining including
identifying muitiple files and the data of the files associated with an active file system of the
primary storage system, the determining further including

Determining a PTl that is common between the primary storage
system and the destination storage system 1017

Restoring the primary siorage system {o the common PTH the \L
common FTI becoming the current state of the system 1019

¥

Search, from a base PTi o the parlicular P11 at the destinalion storage system, the storage
ohjects to determine a state of primary storage systam at the time the particutar PTlis
generated, the state including a set of files and the data of the set of files that correspond to
the particular PTI

1010

1015

\(\ 10620

h:

Search, from a PTI following the particular PTH to the common PTH at the destination storage

system, the storags objects to identify the stale at the common PTI

\ 1025

FiG. 10

13/15



WO 2015/142676 PCT/US2015/020607

Determine a difference between the current state and the particular PT1 by comparing the
state at the particular PTI and the state at common PTI

‘\ 1030

¥

Generate a replication job that oblains the difference from the destination storage system,
the generating including

Generating a deleting job for deleting from the current state the
files and/or data extents added at the primary storags system \\
after the particular PTH was generated 1036

Generating an inserting job for inserting into the current stale the
fites and/or data extents deleled from the primary storage
systam after the particular PT! was generated \\ 1037

Generaling an updating job for updating the reference maps of
inodes o the refersnce maps of the inodes at the time particular \
PTl is generated 1038

1 1035

¥

Executs the replication job to apply the difference to the common PT to restore the primary
storage system to the particular PTI

\ 1040

FIG. 10 (Continued)
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