0077/142759 A2 |10 000 00O PO O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization | ‘1”1‘

) IO O 0 00 O

International Bureau

(43) International Publication Date
13 December 2007 (13.12.2007)

(10) International Publication Number

WO 2007/142759 A2

(51) International Patent Classification: Not classified

(21) International Application Number:
PCT/US2007/010298

(22) International Filing Date: 26 April 2007 (26.04.2007)

(25) Filing Language: English

(26) Publication Language: English
(30) Priority Data:

11/421,641 1 June 2006 (01.06.2006) US

(71) Applicant: MICROSOFT CORPORATION [US/US];
One Microsoft Way, Redmond, WA 98052-6399 (US).

(72) Inventors: GILROY, James M.; One Microsoft Way,
Redmond, WA 98052-6399 (US). WESTHEAD, Jeffrey
J.; One Microsoft Way, Redmond, WA 98052-6399 (US).
JANARDHAN, Kamal Anupama; One Microsoft Way,
Redmond, WA 98052-6399 (US). MAJUMDAR, Moon;
One Microsoft Way, Redmond, WA 98052-6399 (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ, CA, CH,
CN, CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES,

FI, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN,
IS, JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK, LR,
LS, LT, LU, LY, MA, MD, ME, MG, MK, MN, MW, MX,
MY, MZ, NA, NG, NI, NO, NZ, OM, PG, PH, PL, PT, RO,
RS, RU, SC, SD, SE, SG, SK, SL, SM, SV, SY, TJ, TM,
TN, TR, TT, TZ, UA, UG, UZ, VC, VN, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
7ZW), Burasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, MT, NL, PL,
PT, RO, SE, SI, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM,
GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).
Declarations under Rule 4.17:

as to applicant’s entitlement to apply for and be granted a
patent (Rule 4.17(ii))

as to the applicant’s entitlement to claim the priority of the
earlier application (Rule 4.17(iii))

Published:
without international search report and to be republished
upon receipt of that report

(34)

Fortwo-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations” appearing at the begin-
ning of each regular issue of the PCT Gagzette.

(54) Title: NAME CHALLENGE ENABLED ZONES

100
a

DNS Server
102

accept/reject
130 Client Device
104
update
120
update
122 Client Device
106
accept/reject
132
update
124 . .
Client Device
108
accept/reject
134

o (57) Abstract: A method and system for implementing name challenge enabled zones is described herein. A DNS server receives
an update from a client device. If the DNS server hosts an authoritative zone for the update, the DNS server determines whether there
is a record for the host name. If so, then the IP address associated with the host name is determined. The IP address is compared to
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NAME CHALLENGE ENABLED ZONES

BACKGROUND

[0001] The Domain Name System (DNS) is a system that stores information
associated with domain names in a distributed database on one or more networks. The
stored information includes the Internet Protocol (IP) address associated with a domain
name. The domain name space may be thought of as a tree of domain names. Each node
or leaf in the tree is associated with resource records, which hold information associated
with the domain name. The tree is divided into zones. A zone is a collection of connected
nodes that are authoritatively served by an authoritative DNS server. A DNS server may
host one or more zones.

[0002] Zones may be stored using text-based files or by using a directory system.
Zones may be configured to accept dynami’c updates from client machines to handle a
change in the machine name, IP address, or other domain information. Dynamic updates
may be secure or unsecure. Secure updates may require a security context negotiation
between a client machine and a DNS server. Using secure updates may require tﬁat only
the original owner of a registered name may make changes to that existing record.
Registration attempts by other client machines for the same name are rejected. Secure
updates require domain credentials and are not available to zones that are stored using
text-based files.

[0003] Unsecure updates allow clients to create a new registration or modify an
existing registration. Unsecure updates for existing data are not restricted to the original .
owner. Therefore, another machine may perform a dynamic update for the same name. If
this is done maliciously, it is known as a name hijacking attack. Unsecure updates do not
require domain credentials and may be used regardless of what storage system is used for
the zone. However, by using unsecure updates, clients are vulnerable to name hijacking

attacks and cannot be guaranteed name uniqueness in a zone.
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SUMMARY

[0004] The following presents a simplified summary of the disclosure in order to
provide a basic understanding to the reader. This smﬁaw is not an extensive overview
of the disclosure and it does not identify key/cﬁtical elements of the invention or delineate
the scope of the invention. Its sc;le purpose is to present some concepts disclosed herein in
a simplified form as a prelude to the more detailed description that is presented later.
[0005] Described herein are various technologies and techniques directed to
methods and systems for implementing name challenge enabled zones. In accordance
with one implementation of the described technologies, when a DNS server receives an
update for a name, the DNS server checks to see if the host name already exists in the
applicable zone. If there is already a record for the name, then the DNS server determines
whether the identities of the original registrant and the client device sending the update are
the same by comparing their source IP addresses. If the source IP addresses are the same,
then the update is accepted. If the source IP addresses are different, the DNS server may
send a DNS query to the original registrant. If the original registrant responds to the DNS
query, then the update is rejected. If the original registrant does not respond to the DNS
query, then the update may be accepted.

[0006] Many of the attendant features will be more readily appreciated as the same
becomes better understood by reference to the following detailed description considered in

connection with the accompanying drawings.

DESCRIPTION OF THE DRAWINGS ‘

[0007] The present description will be better understood from the following
detailed description read in light of the accompanying drawings, wherein: ‘
[0008] FIG. 1 is a block diagram illustrating an exemplary system for
implementing name challenge.

[0009] FIG. 2 is a screenshot illustrating an exemplary user interface for managing

DNS zones.
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[0010] FIG. 3 is a screenshot illustrating an exemplary user interface for viewing
and editing properties of a DNS zone.
[0011] FIG. 4 is a flow diagram illustrating an exemplary process for

implementing name challenge.

-[0012] FIG. 5 illustrates an exemplary computing environment in which certain

aspects of the invention may be implemented.
[001 3] Like reference numerals are used to designate like parts in the

accompanying drawings.

DETAILED DESCRIPTION

[0014] The detailed description provided below in connection with the appended
drawings is intended as a description 'of the present examples and is not intended to
represent the only forms in which the present example may be constructed or utilized. The
description sets forth the functions of the example and the sequence of steps for
constructing and operating the example. However, the same or equivalent functions and
sequences may be accomplished by different examples.

[0015] FIG. 1 is a block diagram illustrating an exemplary system 100 for
implementing name challenge for one or more zones on a DNS server 102. The DNS
server 102 is. communicatively coupled to one or more client devices? such as 104, 106, or
108. The DNS server 102 hosts one or more zones, such as 110, 112,‘or 114. Each zone
includes one or more records that store domain information, such as a mapping of IP
addresses to the client devices in the domain. The one or more zones may be file-backed
or integrated with a directory system, such as an Active Directory® system. The one or
more zones may be configured to accept dynamic updates from client devices to handle
one or more changes in a client device name, IP address, or other domain information.
Dynamic updates may be secure or unsecure. Secure updates may require a security
context negotiation between a client device and the DNS server. Secure updates may

require that only the original client device that registered a domain name may make
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changes to the record associated with that domain name. Registrations from other client
devices that attempt for the same domain name would be rejected.

[0016] Unsecure updates allow clients to create a new registration or modify an
existing regisﬁation. Unsecure updates.for existing data are not restricted to the original
owner. System 100, as shown in FIG. 1, allows for unsecure dynamic updates and
implements name challenge for updates that conflict with existing registrations. Each
client device, such as 104, 106, or 108, may send updates, such as 120, 122, or 124, to the
DNS server 102. When the DNS server 102 receives an update, the DNS server checks to
see if the host name already exists in the applicable zone. If there is already a record for
the host name, then the DNS server 102 determines whether the identities of the original
registrant and the client device sending the update are the same by comparing their source
IP addresses. If the source IP addresses are the same, then the update‘ is accepted. If the
source IP addresses are different, the DNS server may send a DNS query to the original
registrant. If the original registrant responds to the DNS query, then the update is rej ec'ted.
If the original registrant does not respond to the DNS query, then the update may be
accepted. The DNS server 102 sends a response, such as 130, 132, or 134, back to the
client device that requested the update to notify the client device of the acceptance or
rejection of the requested update.

[0017] For example, assume.that zone 110 stores records for the -domain
“corp.contoso.com.” The zone 110 has an address (A) record for “lab-
comp.corp.contoso.com’ that was created by a registration received from client device
104. Client device 104 has the host name “lab-comp” that was joined to the
“corp.contoso.com” domain.

[0018] In a first scenario, suppose that client device 104 sends é dynamic update
for “lab-comp.corp.contoso.com” to refresh its A record. When the authoritative DNS
server 102 is found, it checks for ény existing data for the A record for “lab-comp” in the
“corp.contoso.com’ zone. The A record for “lab-comp” already exists. Therefore, the
DNS server checks to see if the source address of the original registrani and the source

address of the client device sending the update is the same. The source addresses are the
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same. Therefore, the DNS server 102 accepts the update. The update is processed and the
success of the update is returned to the client device 104.

[0019] In a second scenario, suppose that client device 105 sends a dynamic
update for “lab-gomp.corp.contoso.com” in an attempt to register its IP address. When the
authoritative DNS server 102 is found, it checks for any existing A record for “lab-comp”
in the “corp.contoso.com” zone. The A record for “lab-comp” already exists. Therefore,
the DNS server checks to see if the sour‘ce address of the original registrant and the source
address of the client device sending the update is the same. The original registrant is client
device 104, and client device 105 is sending the update, so their source IP addresses are
not the same. DNS server 102 may reject the update. DNS server 102 may send a DNS
query to client device 104. If an acknowledgement is received from client device 104 in
response to the DNS query, then the DNS server 102 rejects the update. If no response to
the DNS query is received from the client device 104, then the DNS server 102 may
accept the update.

[0020] FIGS. 2-3 show screenshots 200 and 300 illustrating an exemplary user
interfaces for managing DNS zones. In the system shown in FIG. 2, there are a plurality
of DNS zones, including __msdcs.dnsregreslsion.com 202, bar.com 204, dnsregression.c.:om
206, and unsecure zone 208. A user may select a managed DNS zone and edit one or
more properties of the selected zone. As shown in FIG. 3, the user has chosen to view
and/or edit the properties of the unsecure zone 208. For each zone, the user may choose
whether or not to enable dynamic updates for the zone. If the user chooses to enable
dynamic updates, the user may choose to enable only secure updates or the user may
choose to enable both secure and unsecure updates. In the example shown in FIG. 3, the
user has chosen to enable both secure and unsecure updates, as shown at. 302. When
unsecure updates are enabled, the user may choose to enable name challenge for unsecure
updates, as shown at 304. Once name challenge is enabled, the DNS server will challenge
any updates for existing names as described in detail by the exemplary process of FIG. 4.
[0021] FIG. 4 is a flow diagram illustrating an exemplary process for name

challenge enabled zones. While the description of FIG. 4 may be ma&e with reference to



10

15

20

25

WO 2007/142759 PCT/US2007/010298

other figures, it should be understood that the exemplary process illustrated in FIG. 4 is
not intended to be limited to being associated with the systems or other contents of any
specific figure or figures. Additionally, it should be understood that while the exemplary
proceés of FIG. 4 indicates a particular order of operation execution, in one or more
alternative implementations, the operations may be ordered differently. Furthermore, some
of the steps and data illustrated in the exemplary process of FIG. 4 may not be necessary
and may be omitted in some implementations. Finally, while the exemplary process of
FIG. 4 contains multiple discrete steps, it should be recognized that in some environments
some of these operations may be combined and executed at the same time.

[0022] - At 402, an update for a name is received at a DNS server from a first client
device. The update includes a host name. At 404, a determination is made as to whether
the DNS server hosts an authoritative zone for the update. If so, then the process proceeds
at 408. If not, then at 406, the update is rejected. When the DNS server that hosts the
authoritative zone for the update is found, then at 408, the zone is checked to determine
whether there is already a record for the host name. In determining whether there is
already a record for the host name, one or more records of one or more record types may
be checked. Example record types that may be checked include but are not limited to
address (A) records, IPv6 address records, and Canonical Name (CNAME) records.

[0023] If no record for the host name is found, then at 430, the update is accepted.
If there is already a record for the host name, then at 412, the source IP address associated
with the host record is determined. At 414, the source IP address associated with the host
record is compared to the source IP address of the first client device. If the IP addresses
match, then at 420, the update is accepted. If the IP addresses do not match, then at 416, a
DNS query is sent to a second client device having the IP address associated with the host
record and at 418, a determination is made as to whether there is a response from the
second client device. If an acknowledgement is received from the second client device in
response to the DNS query, then at 422, the update is rejected. If no response to the DNS

query is received from the second client device, then at 422, the update may be accepted.
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If the update is accepted and one or more other DNS servers have copies of the zone, then
the update may be replicated to the one or more other DNS servers.

[0024] . FIG. § illustrates an exemplary computing environment in which certain
aspects of the invention may be implemented. It should be understood that computing
environment 500 is only one example of a suitable computing environment in which the
various technologies described herein may be employed and is not intended to suggest any
limitation as to the scope of use or functionality of the technologies described herein.
Neither should the computing environment 500 be interpreted as necessarily requiring all
of the components illustrated therein.

[0025] The technologies described herein may be operational with numerous other
general purpose or special purpose computing environments or configurations. Examples
of well known computing environments and/or configurations that may be suitable for use
with the technologies described herein include, but are not limited to, personal computers,
server computers, hand-held or laptop devices, tablet devices, multiprocessor systems,
microprocessor-based systems, set top boxes, programmable consumer electronics,
network PCs, minicomputers, mainframe computers, distributed computing environments
that include any of the above systems or devices, and the like.

[0026] With reference to FIG. 5, computing environment 500 includes a general
purpose computing device 510. Components of computing device 510 may include, but
are not limited to, a processing unit 512, a memory 514, a storage device 516, input
device(s) 518, output device(s) 520, and communications connection(s) 522.

[0027] Processing unit 512 may include one or more general or special purpose
processors, ASICs, or programmable logic chips. bepending on the configuration and
type of computing device, memory 514 may be volatile (such as RAM), non-volatile (such
as ROM, flash memory, etc.) or some .combination of the two. Computing device 510
may also include additional storage (removable and/or non-removable) including, but not
limited to, magnetic or optical disks or tape.. Such additional storage is illustrated in Fig. 5
by storage 516." Computer storage media includes volatile and nonvolatile, removable and

non-removable media implemented in any method or technology for storage of



10

15

20

25

WO 2007/142759 PCT/US2007/010298

information such as computer readable instructions, data structures, program modules or
other data. Memory 514 and storage 516 are examples of computer storage media.
Computer storage media includes, but is not limited to, RAM, ROM, EEPROM, flash
memory or other memory technology, CD-ROM, digital versatile disks (DVD) or other
optical storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic
storage devices, or any other medium which can be used to store the desired information
and which can be accessed by computing device 510. Any such computer storage media
may be part of computing device 510.

[0028] Computing device 510 may also contain communication connection(s) 522
that allow the computing device 510 to communicate with other devices, such as with
other computing devices through network 530. Communications connection(s) 522 is an
example of communication media. Communication media typically embodies computer
readable instructions, data structures, program modules or other data ip a modulated data
signal such as a carrier wave or other transport mechanism and includes any information
delivery media. The term ‘modulated data signal’ means a signal that has one or more of
its characteristics set or changed in such a manner as to encode information in the signal.
By way of example, and not limitation, .communication media includes wired media such
as a wired network or direct-wired connection, and wireless media such as acoustic, radio
frequency, infrared, and other wireless media. The term computer readable media as used
herein includes storage media.

[0029] Computing device 510 may also have input device(s) 518 such as a
keyboard, a mouse, a pen, a voice input device, a touch input device, and/or any other
input device. Output device(s) 520 such as one or more displays, speakers, printers,
and/or any other output device may also be included. ‘

[0030] While the invention has been described in terms of ‘several exemplary
implementations, those of ordinary skill in the art will recognize that the invention is not
limited to the implementations described, but can be practiced with modification and
alteration within the spirit and scope of the appended claims. The description is thus to be

regarded as illustrative instead of limiting.
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CLAIMS

1. A method comprising:
receiving an update at a domain name system (DNS) server from a first
client device, the update including a host name;
determining whether the DNS server hosts an authoritative zone for the
update; |
determining whether there is already a record for the host name; and if so,
determining an Internet Protocol (IP) address associated with the
host name; .
determining whether the IP address associated with the host name
matches a source IP address of the first client device; and

accepting the update if the IP addresses match.

2. The method of claim 1, further comprising accepting the update if there is no

record for the host name.

3. The method of claim 1, further comprising sending a DNS query to a second client
device having the IP address associated with the host name if the IP' address associated

with the host name does not match the source IP address of the first client device.

4. The method of claim 3, further comprising rejecting the update if an

acknowledgement is received from the second client device in response to the DNS query.

5. The method of claim 3, further comprising accepting the update if no

acknowledgement is received from the second client device in response to the DNS query.

6. The method of claim 1, further comprising replicating the update to another DNS

server.

7. The method of claim 1, wherein determining whether there is already a record for

the host name comprises checking multiple records of multiple types.

8. The method of claim 7, wherein one of the record types is an Address (A) record.

9
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9. The method of claim 7, wherein one of the record types is an IPv6 address record.
10. The method of claim 7, wherein one of the record types is a Canonical Name
(CNAME) record.

11: The method of claim 1, wherein the zone is file-backed.

12.  The method of claim 1, wherein the zone is integrated with a directory system.

13. One or more device-readable media with device-executable instructions for

performing steps comprising;:
receiving an update from a first client device at a domain name system
(DNS) server that hosts an authoritative zone for the update, the update includihg a
host name;
checking one or more records in /the zone to determine whether there is
already a record for the host name, and if so,
checking the record for the host name to determine an Internet
Protocol (IP) address associated with the host name;
determining whether the IP address associated with the host name
matches a source IP address of the first client device, and if not,
sending a DNS query to a second client device having the IP
address associated with the host name; and
determining whether to accept the update based on whether

the second client device responds to the DNS query.

14. ’i‘he one or more device-readable media of claim 13, wherein the steps further

comprise accepting the update if there is no record for the host name.

15. The one or more device-readable media of claim 13, wherein the steps further
comprise accepting the update if the IP address associated with the host name matches the

source IP address of the first client device.

16. The one or more device-readable media of claim 13, wherein determining whether

to accept the update based on whether the second client device responds to the DNS query

10
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comprises rejecting the update if the second client device responds to the DNS query and

accepting the update if the second client device does not respond to the DNS query.

17. A method comprising;:
receiving an update from a first client device at a domain name system
(DNS) server, the update including a host name;
determining whether there is already a record for the host name; and if so,
determining a source IP address of a registrant of the host name;
determining whether the source IP address of the registrant of the host
name matches the first client device’s source IP address, and if not,
sending a DNS query to the registrant of the host name; and
rejecting the update if an acknowledgement is received from the

registrant in response to the DNS query.

18. The method of claim 17, further comprising accepting the update if there is no

record for the host name.

19. The method of claim 17, further comprising accepting the update if the source IP
address of the registrant of the host name matches the first client device’s source IP

address.

20. The method of claim 17, further comprising accepting the update if no response is

received from the registrant in response to the DNS query.

11
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