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(57) Abstract: In examples provided herein, a network switch includes a processor, a plurality of communication ports, and a non-
transitory computer readable medium coupled to the processor. The computer readable medium can store instructions that when ex-
ecuted by the processor cause the processor to receive a linkup request from a target storage device on a principal port in the plural -
ity of communication ports, establish a link with the target storage device comprising a connection on the principal port in response
to the linkup signal, receive a query requesting capabilities associated with the principal port, and transmit a switch template to the
target storage device through the principal port in response to the query.
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NETWORK COMMUNICATIONS

BACKGROUND
[0001]  Switched fabric topologies include network nodes interconnected
vig ane or more network switches. Switched fabric networks spread network
{raffic across multiple physical finks resulting in high totat throughput. One
example of g switched fabric topology is Fibre Channel (FC}). FC is a high-
speead network technology that can run gigabit rates and is often used for
storage area networks (SAN} in enterprise siorage.

BRIEF DESCRIPTION OF THE DRAWINGS
[0002] FiG. 1 illustrates an example storage area network.
f0003] FIG. 2 illustrates an example switch with principal ports.
{0004] FIG. 3 depicts an example request defined in ransport information
units.
{0005] FIG. 4 depicts an example response defined in transport
information units.
[00086] FiG. 5 depicts an example get port type except request.
{0007} FIG. 8 depicts an example dataflow for target device based network
commurnication.
{0008} FIG. 7 is a flowchart of an example method for target device based
network communication.

DETAILED DESCRIPTION

{0009 FC signaling can run on an elecirical inferface in addition to fiber-
optic cables. The Fibwve Channet Protocol (FCP) is a transpart protocal {similar
to TCP used in IP networks) that can transport SCSI commands over FC
networks. SAN deployments that use FC protocols typically include initiating
computing systems that access target storage devices through FC fabric
switches. The initiating computing systems, the fabric switches, and the target
storage devices each perform various corresponding FC functions. For
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example, initiating computing systems initiate vanous requests, such as
readiwrite SCS requests. Target storage devicas transfer input/output data
through Logical Unit Numbers (LUNs). FC fabric switches create the FC fabyic
o route signals from point-to-point (e.g., from a {arget storage device o an
initiating computer system;j.

{6010 In one example, the present disclosure describes technigues for
configuring communication between network fabric switches and target
devices using extensions of Fibre Channsl (FC) ports and corresponding
signaling. In vanous implementations, a switch includes functionatity for
performing various configuration and operational funclions using information
exchanged with a target device over a specialized port. According to
implamentations of the present disclosure, the spedialized port is referred {0
herein as a “prncipal port” or “P_port”. For estamiple, in switcheas that include
multiple logical switches, a subset of the logical swilches can be setup as
principal ports. A target device, such as a target storage device, can be
connected {0 the swilch by a principal port. Once the target device determines
that a port by which #t is connected to the switch is a principal port, ¢ can
query the switch for information that defines or describes the capabilities or
functionality of the switch,

[0011] ln various example implementations, the information that defines
the capabilities or functionality of the switch can be provided to the target
device as a template that can be customized based on the characteristics of
the switch and/or requirements or policies that govern the initiating compuder
system, the netwaork fabrig, or the target device. The {arget device can than
parse the template and generate requests and responses based on the
information contained in the template. By including intelligence at the switch
level for configuring the communication between the initiating computer
system and the target device, configuration and maintenance of the network
can be automated and simplified, thus avoiding manual configuration
performed by a user or scripted configuration performed by an iniliating
computing system.

[0012]  For simplicity and #lustrative purposes, the present discloswre is

described by referring mainly to examples. In the following description,
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numerous specific detalls are set forth in order to provide a thorough
understanding of the present disclosure. i will be readily apparent however,
that the present disclosure may be practiced without limitation to these
specific details. In other instances, some methods and structures have not
been described in detall 50 8s not {o unnecessarnly obscure the present
disclosure. As used herein, the terms “a” and “an” are intended fo denote at
least one of a particular element, the term “includes” means includes but not
himited {o, the {erm “including” means including but not limited to, and the term
“based on” means based on at least in part.

[0013]  FiG. 1 depicts an example storage area network (SAN) 100 with
target device-based configuration of network communication. it should be
understoad that the example SAN 100 depicted in FIG. 1 may include
additional elements and that some of the elements depicted thereln may be
removed and/or modified without departing from a scope of the SAN 100. As
used herein, the terms “storage area network” or “SAN” are used io refer to
dedicated networks that provides access to consclidated data storage. SANs
can be used to enhance storage devices, such as disk arrays, tape libraries,
and optical jukehoxes, accessible {0 servers so that the devices appear like
locally attached devices to the operating system of a computing device, A
SAN can include a network of storage devices that are generally not
accessible through a local area network (LAN) by other devices.

[0014] As shown, example SAN 100 can include muttiple host devices
105, a switch 110, and multiple target devices 130. Host devices 105 can
include any type of computing device or computing system that can
commurnicate over a corresponding network connection 107 with the switch
110. As such, SAN 100 can include N, where N is a natural number, host
devices 105, such as server computers, virual computing systems or virtual
machines, desktop computers, laptop computers, and the like.

{0018]  Switch 110 can be any type of end-to-end networking type switch,
such as an FC switch, a Fibre Channel over Ethernet (FCoE) switch, Infernst
small compider systesn interface (ISCSI) switch, or the like. In various
implementations, the switch 110 can include switching logic 111 and switch
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templates 113 corresponding to the type of swilch and/or protocol used within
the SAN 10C.

[0018] The swilching logic 111 can include mutltiple logical switches, each
of which can be associated with or configured as a port of the switch 110. The
switch template 113 can mclude nformation stored on a memory in the swilch
110, Such information can include configuration and settings data that
describe or define the functionality or capabilities of switch 110. As shown in
example switch template 113A, the information can include quality of service
and security for the ports, indications of port inifiator modes, indications of
switch boot from target capabilities, inputioutput timeout settings, buffer credit
tuning information, and the like.

{0017] The target devices 130 can be coupled to the switch 110 using
various communication porls associated with or established on logical
switches in the switching logic 111, In the example SAN 100 shown, the target
devices 120 can be connected to the switch 110 through a principal port 120
and a node port (N_pori} 121, A {arget device 130 can include a processor
131 and a memory 133. The processor 131 may be a8 microprocessor, a
micro-controfler, an application specific integrated circuit (ASIC), or the like.
According to an example implementation, the processor 131 is a hardware
component, siich as a circuil, The memaory 133 can include a volatile or non-
volatile memory, such as dynamic random access memory {DRAM),
slectrically erasable programmable read-only memory (EEPROM),
magnetoresistive random access memory {(MRAM), memristor, flash memory,
floppy disk, a compact disc read only memory {CD-ROM), a digital video disc
read only memory (DVD-ROM), or other optical or magnetic media, and the
like, on which executable code may be stored,

{0018] The memory 133 can store executable code accessible to the
processor 131 that include instructions that when executed by the processor
131 cause the processor to implement various functionality of the target
device 130 described herein. For example, the memory can include principal
port code 135 that the progessor 131 can executs {0 initiate target device-
based configuration of network communication using the switch 110 and/or

SAN 100, according to implementations of the present disclosure.
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[0018]  As described herein, exampile SAN 100 can include M targst
devices 130, whare M is 2 natural number. Target devices 120 can include
storage devices suitable for deployment in SAN 100, such as disk arrays, tape
libraries, optical jukeboxes, and the like. As such, a target device 130 can
include functionality and subcomponents for internal operations {e.g., internal
data buses, data retrieval logic, mechanical media handlers, sic.} and
communicating with the host devices 105 and switch 110. For example, the
target devices 130 can include executable code, such as P_port code, stored
on the memory 135 that the processor can execute to initiate communication
with switch 110 using corresponding network interfaces {(not shown) over
connections 120 and 121. Connection 120 is a P_Port and connections 121
can funclion as backup or secondary redundant P_Ports. in case of any
faitover, target device 130 can communicate with switch through connection
121 as P_Port instead of connection120.

[0020] FiG. 2 illustrates additional details of the components and
functionality of switch 110 according {0 an example implemeniation of the
present disclasure. As shown, the switch 110 can include a processor 115
and a memory 117. Similar to the processor 131 in the {argst device,
processor 115 may be a microprocessor, a micro-controller, an application
specific integrated circuit {ASIC), or the like. According {o an example
implementation, the processor 115 is a hardware component, such as a
circuit. The memory 117 can include a volatile or non-volatile memory, such
as dynamic random gsccess memory (DRAM), electrically erasable
programmable read-only memory (EEPROM), magnetoresistive random
access memory {MRAM), memristor, flash memory, floppy digk, a compact
disc read only memory (CD-ROM), a digital video disc read only memory
{(DVD-ROM), or other optical of magnetic media, and the like, on which
executable code may be stored.

[0021]  In various example implementations, the processor 115 can access
execuiable code stored in the memory 117 that cause the processor 115 to
perform the operations and/or implement the funclionality disclosed herein.
The executable code may be stored in memory 117.
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[0022] Execuiable code stored on the memory 117 can include
instructions executable by the processor 115 that cause the processar 11510
configure the switching logic 111 or communicate with the host devices 105 or
target devices 130. In some implementations, the memory 117 can include
data readable by the processor 115 that describes current or possible
configurations or settings of switch 110. For exampile, the memory may
include P_port codes 118 or swilch template 113.

[0023] The P_port codes can includs information that define the
operations that processor 115 is to perform to controf or configure the
switching logic 111 in respond to specific control commands received from a
haost device 105 or target device130. For example, the P_port codes 118 can
include command codes of identifiers associated with instructions that when
executad by the procassor cause the processor 115 1o configure the logical
switches/ports 112 of the switching logic 111 with specific port functionality. in
one implementation, the logical switches/port 112 can be sef {o include
muitiple P_poris 128 and other port types {e.g., N-ports} 121 on the target
device side and port types 107 on the host davice side.

{0024] in various example implementations, a P_port 120 can include the
functionatity of a node port, or N_poti, in a FC or other end-to-end profocol
that includes an indication that it is a principal port. As used herein the terms
P_port and principal port can be used interchangeably to refer to ports
through which a target device 130 ¢an exchange data with and query the
switch 110 for switch configuration or capabilities. Accordingly, when the
switching fogic 111 configures specific logical switches/ports 112 as P_ports
120, those P_ports 120, and other ports 121, can be coupled to
corresponding target devices 130. As such, target devices 130 can be
coupied o the switch 110 by multiple connections. Far edample, g target
device 130 can be coupled to the swilch 110 by a P_ports 120 and/or multiple
N_ports 121. Any of the communication ports or connections can be
established by the swilching logic 111 can be point-io-point connections.

[0025] in implementations in which a target device 130 is coupled o the
switch 110 by multiple P_ports 120, one of the P_ports 120 can be designated
or operated as the primary P_port. A primary P_port can be used as the
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pathway for sending information about the switch 110 {o the target device
130. Such implementations reduce or imit the need for each one of the
conmections to query the switch 110 for the swilch template 113, As such, the
primary P_port can be used {o distribute configuration information for all
connections between a target device 130 and a swith 110.

{oo26] Use of a primary P_port in various implementations can save
bandwidth on the other ports connecting the target device 130 to the switch
110. In the event that the primary P_port fails or otherwise becomes
unavailable, another P_port 120 can be designated as a backup primary

P _port {o provide redundancy and to avoid & single points of failure.

{00271 When target device 130 determines that it is coupled to the switch
110 through a P_port 120, then ts can perform additional operations through
that port to discover the configuration and capabilities of the switch 110, in
one implementation, a target device 130 can send a get port type (GPT)
command through the port through which # is coupled {o the switch 110 {a.g.,
send the GPT command to a fabric name server) to determine if that
particular port is a P_port. if the response to the GPT command indicates that
the particular portis a P_port, then the target device 130 can use P_port
specific commands and queries {o communicate with the switch 110 to

perform configuration and subsegquent communication operations.

{0Dp28] In example implementations, the target device 130 cansend a
query to the switch 110 through a corresponding P_port 120 for information
regarding the capsbilities and configuration of the swifch 110. In response to
the guery, the swilch can respond by sending information from or & copy of
switch template 113. The switch template 113 can include information about
the switch port capabilities and funclionality.

{0029]  As illustrated in FIG. 1, the switch template can include information
depicted in example switch template 113A, such as <Ports QoS and
Security>, <Port Initiator mode>, <Switch boot from target>, <l/Q time out
settings>, <Buffer credit funing>, and other flags and indicators. In the
example switch template 113A, <Poris Qo8 and Security> flag can indication
whether the switch 110 allows for swifch port QoS and security configuration
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can be pushed from a farget device 130. The <Port initiator mode> indicator
can indicate whether the switch 110 aliows far swilch port mode configuration
changes pushed from a target device 130. The <Switch boot from target> flag
carn indicate whether the switch 110 allows for booting the swilch with remote
SAN image pushed through target devices. The <0 time out settings> flag
can indicate an update input/output imeout for particular commands pushed
through a target device 130. The <Buffer credit tuning> flag can indicate that
the switch 110 can buffer updates for credits for long distances pushed
through farget.

[0030]  As such, the swilch template can include information that can be
used to configure the switch 110, In some examples, to configure one of the
logical switches/ports 112, the processor 115 can execute instructions using
information from a switch template 1o configure the logical swilch 111 1o
include a logical switch/port 112 to have a GPT response that uses one
reserved byte 1o indicate support for P_ports. The processor 115 can also
axacute instructions {o configure the fogical switch 111 fo respond with the
switch template 113.

[0031]  With various logical switches/ports 112 configured as P_potts, the
target devices 130 can determine whether if it is connected to a principal port
hy detecling the one reserved byle indicaling support for P_ports on a
connection through which it is connected 1o the switch 110, When a P_portis
presence, the target device 130 can request and receive a switch template
113 from the switch 110 over the P_port.

[0032] FIGS. 3 and 4 depict sets of requesis and responses defined in
fransport information units (CT_IUs) that can be used in various
implementations of the present disclosure. FIG. 3 defines an example request
CT_1U 300. The request CT_IU 300 includes a number of items 301 and
corresponding sizes 303. As shown, example request CT_{U 300 includes an
& byte CT_IU preamble, the 1 byte reserved flag, and a 3 byte port identifier,
FiG. 4 defines an example GPT except request 400. The GPT accept request
400 includes items 401 and g corresponding sizes of 403, Ag shown, the GPT
except request 400 can include an 8 byte CT_1U preamble, a 2 byte reserved

flag, a 1 byte port type, and a tbhyle P_port flag.
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[0033] FIG. 5 depicts an example definition of P_port flag field bits. As
shown, the example definition of P_port flag feld bits refers to the bt position
in the GPT except request 400 about the existence of a P_porton a
connection between the target device 130 and the switch 110. For example,
bit positions at 7 through 1 | reserved, while bit position U ¢an indicate that the
corresponding port either supports principal port or does not support principal
port {e.9. values of 1 or 0).

[0034] FIG. 6 illustrates an example data flow 800 hetween the switch 110
and a target device 130 for target device-based configuration of netwark
commurtication. Al reference 601, the target device 130 can generate and
send a fabric linkup message over an available port to the switch 110.

{0035] Once the link is established, the target device 130 can generate
and send a get port type (GPT) query to the switch 110 on over the
corresponding port. The GPT query can be transmitied over the portto a
fabric name server {(not shown) to determing if the target device 130 is
connected {o the network fabric by a prnncipal port, at reference 602.

[0036] At reference 603, the switch 110 can respond with a GPT response
that includes an indication of P_paort presence. if the GPT response includes
asn indication that the target device 130 is connecled to the switch 11G by a
F_ports {(e.g. a P_pot is present), then at reference 604 the target device 130
can generate and send a query for the P_port capabilities of the switch 110,

[0037] Inresponse to the query for the P_port capabilities, the switch 110
can transmit a switch template at reference 605. The swilch template can
include information about the P_port capabilities through which the target
device 130 is connected {o the switch 1106

{0038] The target device 130 can then parse the swilch template to
determine the capabiliies of the switch 110. The content of the switch
template and/or the capabilities of switch 110 can vary by manufacturer
and/for the model or type of switch. The target device can then issue
subsequeni requests based on the swilch template. The request messages
can also be based on requirements of the target device 130. As such,
communication between the host devices 105 and the target devices 130 will
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comply with any requirements of the network fiber, the target device 130, or
the host device 105, For example, communication between the host devices
105 and the target devices 130 can comply with any guality of service,
security, or cusiom requirements defined in the switch template. All
information about the configuration and communication enforcement within
network fabric can be completed using in-band communication, commands,
and controls based on the swilch template.

[0039] FIG. 7 depicts a flowchart of an example method 700 {arget device-
based configuration of a network fabric or network communication. Method
700 can begin at box 710 in which logical switches 112 in a nebwork fabric
switch 110 are coupled to farget devices 130. Multiple logical switches 112
having different FC type communication ports can be coupled {0 each target
device 130. For example, the targst device 130 can be coupled to the switch
110 by an N_port, an F_port, or other type of ports defined within a FC
protocol. In other implementations, the {arget device 130 can be coupled fo
the switch 110 by poris that include a subset of Fibre Channel F_port
functionality.

[0040] Al box 720, a subset of the communication ports can be
esiablished as P_ports over which the swilch 110 can exchange information,
such as switch templates, with the target device 130. A primary principal

P _port can be used to transmit configuration and communication setftings {o
the target device 130 that is can use for communicating on any or all of the
other ports through which it is connected to the switch 110. As such, in
various implementations described hetein, instead of multiple target ports
tatking to multiple switch ports and exchanging information, a single P-port
120 can exchange information that can be used for communication conducted
on any port connection between the swilch 110 and {argst device 130, For
example, if target device 130 requests name server information from the
switch/fabric, it can request the information over the P_port 120 only, and all
the other target ports on that switch 110 or on other swiiches 110 in the same
fabric can make use of that information for communication. in some other
examples, it is possible to use a P-port 120 for each switch, however, itis
possible {o use one P_port fir entire fabric,
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[0041] These and other variations, modifications, addiions, and
improvements may fall within the scope of the appended claims{s). As used in
the description herein and throughout the claims that follow, "a”, “an”, and
“the” includes plural references unless the context clearly dictates ofherwise.
Also, as used in the description herein and throughout the claims that follow,
the meaning of “in” includes “in” and “on” unless the context clearly dictates
otherwise. All of the features disclosed in this specification (including any
accompanying claims, abstract and drawings), and/or all of the elements of
any method or process so disclosed, may be combined in any combination,
except combinations where at least some of such features and/or elements

are mutually exclusive.
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Claims

What is claimed ig:

1. A network switch comprising:
8 Processar;
a plurality of communication ports; and
a non-transitory computer readable medium coupled to the
processor and comprising instructions that when executed by the processor
cause the processor to:
receive a linkup request from a target storage device on a
principal port in the plurality of communicalion posts;
establish a link with the {argst storage device comprising a
connection on the principal port in response to the linkup signal;
receive a query requesting capabilities associated with the
principal port; and
transmit a switch tempiate {o the target storage device through
the principal port in response to the query.

2. The network swifch of claim 1 wherein instructions further cause the
processor 10 receive request messages on the principal port from the farget
storage device based on the switch template.

3. The network swilch of claim 1 wherein instructions further cause the
processor o receive reguest messages from the target storage device on
communication ports in the plurality of communication poris other than the
principal port based on the swilch template.

4. The network switch of claim 3, wherein the request messages are

compliant with requirements of the target storage device.

5. The network switch of claim 1 whereain the principal port comprises a point-
to-point connection between the target device and a host device.
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6. The network swiltch of claim & the pluralily of communication ports are in a
Fibre Channel switch and the principal part provides a subset of Fibre
Channel F_paort functionality.

7. The network switch of claim 1 wherein the principal port comprises a Fibre
Channel F_port and the link with the target storage device further

comprises a Fibre Channal N_port on the target storage device.

8. A method comprising:

coupling a plurality of togicsl switches in g network swilch to 8
plurality of corresponding target devices; and

establishing a plurality of communication ports on the plurality of
logical switches as principal porls through which the network switch
and the plurality of corresponding target devices can exchange
electronic communication signals comprising information about
capabilities of the network switch.

9. The method of claim 8, whereain at least some of the plurality of target
devices are coupled to two or more principal ports and at least one other port
on a corresponding logical switch, and for each of the plurality of target
devices coupled o two or more of the of the principal ports, designating a one
of the principal ports as the primary principal port through which all the
information about the capabilities of the network swifch is transmitted.

1G. The meihod of claim 8, wherein the principal ports comprise
corraesponding point-fo-point port connections o the plurality of corresponding
target devices.

11. The method of claim 8, further comprising:
fransmitling a query for port capabilities from a target device in the
plurality of corresponding target devices o the network switch over a
corresponding principal port; and
transmitting a switch tempiate comprising the information about the
capabiiities of the network switch from the network swilch to the target
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device over the corresponding principal port that can be used {o control
communication over any of the plurality of communication ports connecting

the network switch and the target device.

12. A storage area network comprising.

a computing device;

a fibre channel network switch comprising mulliple iogical switches
and coupled {o the computling device though the logical swilches; and

a target storage device coupled to fibre channel network switch to
communicate with the computing device through the logical swilches,
wherein the logical swilches comprises a principal port to exchange
information regarding the capabilifies of the fibre channel network switch
with the target sforage device.

13. The storage area network of claim 12, wherein the information regarding
the capabilities of the fibre channel network switch comprises a switch
template.

14. The storage area network of claim 13, whersin the target storage device
comprises functionality to communicate with the computing device through
the multiple logical switches based on the swilch template received on
through the principal port.

15. The storage area network of claim 13, wherein the target storage device

comprises funchionality (o generate queries based on the switch fempiate.
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