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DESCRIPTION 

[Title of Invention] ANALYSIS FUNCTION IMPARTING 

DEVICE, ANALYSIS FUNCTION IMPARTING METHOD, AND ANALYSIS 

FUNCTION IMPARTING PROGRAM 

5 [Technical Field] 

[0001] The present invention relates to an analysis 

function imparting device, an analysis function imparting 

method, and an analysis function imparting program.  

[Background Art] 

10 [0002] With the emergence of various forms of attacks, 

such as malware-based spam (malspam) and file-less malware, 

the threat of attacks by scripts indicating malicious 

behavior (malicious scripts) has come to a head.  

[0003] Malicious scripts are computer programs for 

15 implementing attacks by abusing functions provided by 

script engines. In general, attacks are executed by using 

the default script engine of the operating system (OS) or 

the script engine of a specific application, such as a web 

browser or a document file viewer.  

20 [0004] Many of these script engines are also capable of 

achieving system-mediated behaviors such as file 

manipulation, network communication, and processing launch, 

although they may request user permission. Therefore, 

attacks using malicious scripts are just as much a threat 

25 to users as attacks using executable malware.  

[0005] To take measures against attacks by malicious 

scripts, the behavior of scripts needs to be accurately 

grasped. Thus, technologies for analyzing scripts to 

clarify their behavior have been sought after.  

30 [0006] One problem that arises when analyzing malicious 

scripts is code obfuscation. Many malicious scripts are 

subjected to processing for hindering analysis called 

"obfuscation". Obfuscation intentionally increases the
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complexity of codes to make it difficult to analyze codes 

based on superficial information on the codes. In other 

words, obfuscation hinders an analysis method called 

"static analysis", which analyzes information obtained from 

5 codes without executing any script.  

[0007] Particularly when a part of the code to be 

executed is obtained dynamically from outside, the code 

cannot be analyzed statically because the code can only be 

obtained by execution. Thus, the static analysis is 

10 impossible because of its principle.  

[0008] On the other hand, a method called "dynamic 

analysis" for executing a script and monitoring its action 

to know the behavior is not affected by the above-mentioned 

obfuscation. Thus, in the analysis of malicious scripts, 

15 methods based on dynamic analysis are mainly used.  

[0009] Hooking is generally used in the dynamic analysis 

of malicious scripts. Hooking is a way for adding original 

processing to a particular location in a computer program.  

In order to monitor the code of a malicious script, a hook 

20 is used to add a process of outputting a log such that the 

execution status of the script can be understood and 

analyzed.  

[0010] There are three main hook methods for analyzing 

scripts, depending on a location to which the hook is 

25 applied: script level hooking, system level hooking, and 

script engine level hooking.  

[0011] Script level hooking is a method of applying a 

hook directly to the script to be analyzed. As described 

above, malicious scripts are generally obfuscated, so it is 

30 not easy to find a place in the script where a hook can be 

inserted that will provide useful information to the 

analyst. Therefore, a hook is implemented by overriding 

certain language elements. Here, a language element is a
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functional unit provided to programmers by a scripting 

language. Language elements include pre-defined functions, 

methods, and statements. For example, the eval function 

and document.write method provided by JavaScript 

5 (registered trademark), and the CreateObject statement 

provided by VBScript are each one language element.  

[0012] System level hooking is a method of applying a 

hook to a system application programming interface (API) 

and a system call. The system level hooking applies a hook 

10 to a script and executes the script while monitoring the 

processing of the script engine to achieve analysis.  

[0013] Script engine level hooking is a method of 

applying a hook to a specific function in the script 

engine. In general, it is not obvious which part of the 

15 program code in the script engine corresponds to the part 

to be hooked, so it is requested to identify the part to be 

hooked by analyzing the script engine. Then, in script 

engine level hooking, a hook is applied to the identified 

part, and the script is analyzed by executing the script.  

20 [0014] These are all methods that have been put to 

practical use, and a plurality of analysis methods that 

apply these methods have been proposed. For example, Non 

Patent Document 1 describes a method of creating a 

framework for analyzing JavaScript by hooking it with 

25 JavaScript API hooking, which is a method of overriding the 

functions provided by JavaScript. This is an example of 

script level hooking. With this method, it is possible to 

analyze the behavior of scripts written in JavaScript.  

[0015] In Non Patent Document 2, a system call is 

30 hooked, with hardware breakpoints, on a virtual machine 

monitor (VMM) and executed with reference to specific data 

structures in Windows, whereby a log of the system call 

trace at the thread level is obtained. According to this
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method, the behavior of the script can be analyzed over the 

script engine by obtaining the system call trace of the 

script engine that is executing the script. This is an 

example of system level hooking.  

5 [0016] Non Patent Document 3 implements a function for 

analyzing data flow, called taint analysis, on a VMM to 

implement API hooking that precisely track the code to be 

analyzed. According to this method, by obtaining the API 

of the script engine that is executing the script, the 

10 behavior of the script can be analyzed over the script 

engine as well. This is another example of system level 

hooking.  

[0017] Non Patent Document 4 illustrates a modification 

to an open source script engine (ActionScript in this 

15 document) to add the ability to trace method calls, access 

to properties, and class creation. This is an example of 

script engine level hooking. According to this technique, 

the behavior of a script can be analyzed.  

[Citation List] 

20 [Non Patent Document] 

[0018] Non Patent Document 1: R. Shibata, H. Hada, and 

K. Yokoyama, "Js-Walker: An Analysis Framework for Analysts 

of jamming JavaScript Code Using JavaScript API hooking," 

in Proc. of Computer Security Symposium 2016, IPSJ, pp.951

25 957, 2016.  

Non Patent Document 2: Y. Otsuki, E. Takimoto, S.  

Saito, K. Mouri, "A system call tracing method using 

virtual computer monitors for malware observation," 

Transactions of Information Processing Society of Japan, 

30 Vol. 55, No. 9, pp. 2034-2046, 2014.  

Non Patent Document 3: Y. Kawakoya, M. Iwamura, 

E. Shioji, and T. Hariu, "API Chaser: Anti-analysis 

Resistant Malware Analyzer", International Workshop on
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Recent Advances in Intrusion Detection, Springer, pp. 123

143, 2013.  

Non Patent Document 4: T. Van Overveldt, C.  

Kruegel, and G. Vigna, "FlashDetect: ActionScript 3 Malware 

5 Detection", International Workshop on Recent Advances in 

Intrusion Detection, Springer, pp. 274-293, 2012.  

Non Patent Document 5: B. Dolan-Gavitt, T. Leek, 

M. Zhivich, J. Giffin, and W. Lee, "Virtuoso: Narrowing the 

Semantic Gap in Virtual Machine Introspection", Proceedings 

10 of the IEEE Symposium on Security and Privacy (SP) 2011, 

IEEE, pp. 297-312, 2011.  

Non Patent Document 6: B. Dolan-Gavitt, T. Leek, 

J. Hodosh, and W. Lee, "Tappan Zee (North) Bridge: Mining 

Memory Accesses for Introspection", Proceedings of the 2013 

15 ACM SIGSAC conference on Computer & Communications 

Security, ACM, pp. 839-850, 2013.  

[0018a] It is desired to address or ameliorate one or 

more disadvantages or limitations associated with the prior 

art, or to at least provide a useful alternative.  

20 [Summary of the Invention] 

[0018b] In accordance with some embodiments, there is 

provided an analysis function imparting device comprising: 

an acquisition unit configured to execute a script engine 

while monitoring the script engine to acquire an execution 

25 trace including an application programming interface (API) 

trace and a branch trace; a first detection unit configured 

to analyze the execution trace, and detect a hook point 

that is a location to which a hook is applied and a code 

for analysis is inserted, wherein the first detection unit 

30 includes a first analysis unit configured to detect the 

hook point based on a difference found between execution 

traces with different conditions; a second detection unit 

configured to detect, based on monitoring at the hook



6 

point, a tap point that is a memory monitoring location at 

which the code for analysis outputs a log; and an imparting 

unit configured to apply a hook to the script engine to 

impart an analysis function to the script engine based on 

5 the hook point and the tap point.  

[0018c] In accordance with some embodiments, there is 

provided an analysis function imparting method to be 

executed by an analysis function imparting device, the 

analysis function imparting method comprising: a step of 

10 executing a script engine while monitoring the script 

engine to acquire an execution trace including an 

application programming interface (API) trace and a branch 

trace; a step of analyzing the execution trace, and 

detecting a hook point that is a location to which a hook 

15 is applied and a code for analysis is inserted, wherein the 

hook point is detected based on a difference found between 

execution traces with different conditions; a step of 

detecting, based on monitoring at the hook point, a tap 

point that is a memory monitoring location at which the 

20 code for analysis outputs a log; and a step of applying a 

hook to the script engine to impart an analysis function to 

the script engine based on the hook point and the tap 

point.  

[0018d] In accordance with some embodiments, there is 

25 provided an analysis function imparting program that causes 

a computer to execute: a step of executing a script engine 

while monitoring the script engine to acquire an execution 

trace including an application programming interface (API) 

trace and a branch trace; a step of analyzing the execution 

30 trace, and detecting a hook point that is a location to 

which a hook is applied and a code for analysis is 

inserted, wherein the hook point is detected based on a 

difference found between execution traces with different
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conditions; a step of detecting, based on monitoring at the 

hook point, a tap point that is a memory monitoring 

location at which the code for analysis outputs a log; and 

a step of applying a hook to the script engine to impart an 

5 analysis function to the script engine based on the hook 

point and the tap point.  

[Brief Description of Drawings] 

[0019] One or more embodiments of the present invention is 

10 hereinafter described with reference to the accompanying 

drawings, in which: 

[0019a] FIG. 1 is a schematic diagram exemplifying the 

outline of processing in an analysis function imparting 

device according to an embodiment.  

15 FIG. 2-1 is a diagram illustrating an example of a 

test script illustrated in FIG. 1.  

FIG. 2-2 is a diagram illustrating an example of the 

test script illustrated in FIG. 1.  

FIG. 2-3 is a diagram illustrating an example of the 

20 test script illustrated in FIG. 1.  

FIG. 3 is a diagram illustrating an example of an 

execution trace.  

FIG. 4 is a diagram illustrating an example of a data 

configuration of data stored in an execution trace database 

25 (DB) illustrated in FIG. 1.  

FIG. 5 is a diagram illustrating an example of a data 

configuration of data stored in a hook point DB.  

FIG. 6 is a diagram illustrating an example of a data 

configuration of data stored in a tap point DB.  

30 FIG. 7 is a diagram illustrating an example of 

processing in a backtrace analysis unit.  

FIG. 8 is a diagram illustrating an example of 

processing in a difference execution analysis unit.
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FIG. 9 is a diagram illustrating an example of 

processing by a modified Smith-Waterman algorithm.  

FIG. 10 is a diagram illustrating an example of 

processing in a tap point detection unit.  

5 FIG. 11 is a flowchart illustrating a processing 

procedure of an analysis function imparting method 

according to the embodiment.  

FIG. 12 is a flowchart illustrating a processing 

procedure of execution trace acquisition processing 

10 illustrated in FIG. 11.  

FIG. 13 is a flowchart illustrating a processing 

procedure of backtrace analysis processing illustrated in 

FIG. 11.  

FIG. 14 is a flowchart illustrating a processing 

15 procedure of difference execution analysis processing 

illustrated in FIG. 11.  

FIG. 15 is a flowchart illustrating a processing 

procedure of modified Smith-Waterman algorithm application 

processing illustrated in FIG. 14.  

20 FIG. 16 is a flowchart illustrating a processing 

procedure of tap point detection processing illustrated in 

FIG. 11.  

FIG. 17 is a flowchart illustrating a processing 

procedure of analysis function imparting processing 

25 illustrated in FIG. 11.  

FIG. 18 is a diagram illustrating an example of a 

computer in which an analysis function imparting device is 

implemented by executing a computer program.  

30 Detailed Description[0020] The method using script level 

hooking described in the Non Patent Document 1 relies on 

language specifications that allow overriding of language 

elements such as built-in functions, and the methods can
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only be implemented for specific scripting languages with 

such language specifications, which results in a lack of 

versatility.  

[0021] In addition, the method using system level 

5 hooking described in the Non Patent Documents 2 and 3 has 

the problem that there is a semantic gap between the script 

to be analyzed and the system calls and system APIs at the 

monitored locations.  

[0022] A semantic gap refers to a semantic separation.  

10 The semantic gap is the change in the amount of information 

obtained when monitoring at the level of the script itself 

or its neighboring script engine, and the information 

obtained when monitoring at the level of the system that is 

separated from the script.  

15 [0023] For example, the cookie operation observed in the 

language element Document.Cookie.Set at the script level is 

observed as a simple WriteFile to a file about cookies at 

the system level. This reduces the amount of semantic 

information from cookie operations to file operations.  

20 This is called loss of semantics, and it is an issue caused 

by the semantic gap.  

[0024] The method of using script engine level hooking 

described in the Non Patent Document 4 does not create a 

semantic gap because the behavior can be monitored in the 

25 vicinity of the script engine, but it is not obvious how to 

implement the hook because it depends on the implementation 

of the script engine. This is a problem. In other words, 

the point in the script engine where the hook is applied 

and the code for analysis is inserted (referred to as hook 

30 point) and the memory monitoring point where the code for 

analysis is output as a log (referred to as tap point) are 

not known, and hence need to be clarified by analysis.  

[0025] For open source script engines, this analysis can
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be done by analyzing the source code, but this is limited 

to scripting languages for which source code can be 

obtained and requests a certain amount of man-hours. For 

proprietary script engines, reverse engineering of binaries 

5 is requested, which is not practical because it requests 

skilled reverse engineers and a large amount of man-hours 

to perform manually. Furthermore, the automation of such 

reverse engineering has not been established.  

[0026] On the other hand, unlike the problems faced by 

10 script level hooking and system level hooking, the problems 

of script engine level hooking can be solved in principle.  

In other words, if a hook point and a tap point can be 

detected from the binary of the script engine and a hook 

can be applied automatically, an analysis function can be 

15 imparted to any script engine without semantic gaps.  

[0027] On the other hand, Non Patent Documents 5 and 6 

propose an analysis method that extracts code parts with 

specific functions and detects a tap point by automatic 

reverse engineering for applications running on top of an 

20 OS on a VMM.  

[0028] However, the methods described in the Non Patent 

Documents 5 and 6 do not achieve hook point detection, and 

because the target of application is not the script engine, 

there is a problem in that the methods have not yet 

25 achieved automatic hooking to the script engine.  

[0029] In at least some embodiments, the present 

invention provides an analysis function imparting device, 

an analysis function imparting method, and an analysis 

function imparting program that can be freely applied 

30 independently from the language specifications of scripting 

languages and that can implement the imparting of an 

analysis function without causing semantic gaps.  

[0030] An analysis function imparting device according
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to an embodiment of the present invention includes: an 

acquisition unit configured to execute a script engine 

while monitoring the script engine to acquire an execution 

trace including an application programming interface (API) 

5 trace and a branch trace; a first detection unit configured 

to analyze the execution trace, and detect a hook point 

that is a location to which a hook is applied and a code 

for analysis is inserted; a second detection unit 

configured to detect, based on monitoring at the hook 

10 point, a tap point that is a memory monitoring location at 

which the code for analysis outputs a log; and an imparting 

unit configured to apply a hook to the script engine to 

impart an analysis function to the script engine based on 

the hook point and the tap point.  

15 [0031] According to at least some embodiments of the 

present invention, the imparting of an analysis function 

without causing semantic gaps that can be freely applied 

independently from language specifications of scripting 

languages can be implemented.  

20 [0032] Referring to the drawings, an embodiment of the 

present invention is described in detail below. Note that 

the present invention is not limited by the embodiment. In 

the figures, the same parts are denoted by the same 

reference symbols.  

25 [0033] Embodiment 

Regarding an analysis function imparting device 

according to the present embodiment, the schematic 

configuration of the analysis function imparting device and 

the flow and specific examples of processing in the 

30 analysis function imparting device are described. The 

analysis function imparting device according to the present 

embodiment detects a hook point and a tap point by using a 

test script to analyze a script engine binary.
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[0034] The hook point is a location to which a hook is 

applied and a code for analysis is inserted. In the 

present embodiment, a function in internal implementation 

of a script engine (referred to as "internal function") is 

5 treated as a unit, and a hook is applied to the head of the 

internal function. The tap point is a memory monitoring 

location at which the code for analysis outputs a log, and 

is any of arguments of the internal function.  

[0035] First, the analysis function imparting device 

10 acquires an execution trace including an API trace and a 

branch trace from a script engine binary by using a hook 

for a system API and a hook for a branch instruction. The 

API trace records an executed system API therein, and the 

branch trace records an executed branch therein.  

15 [0036] The analysis function imparting device analyzes 

the execution trace to detect a hook point. Two analysis 

methods are applied to the detection of the hook point: 

backtrace analysis, which searches backward from the call 

of the system API, and differential execution analysis, 

20 which analyzes based on differences among a plurality of 

execution traces obtained by changing the conditions little 

by little. Hook points detected by these analysis methods
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are candidates of the hook point.  

[00371 Furthermore, the analysis function imparting 

device applies a hook to the hook point candidates, and 

searches arguments of a hooked function to detect a tap 

5 point. Specifically, when an argument in a test script is 

found in arguments of a function of a hook point candidate, 

the analysis function imparting device determines that the 

hook point candidate is a valid hook point, and determines 

its argument as a tap point.  

10 [0038] The analysis function imparting device applies a 

hook to the script engine binary based on the hook point 

and the tap point that have been obtained. By using the 

hook, the analysis function imparting device inserts into 

the hook point the language element corresponding to the 

15 hook point and the code to output a log of the memory at 

the tap point. With this hook, the analysis function 

imparting device logs out which language elements of the 

scripting language were executed with what arguments when 

the script was executed. In this way, the analysis 

20 function imparting device implements the imparting of an 

analysis function to the script engine as a retrofit.  

[0039] Configuration of Analysis Function Imparting 

Device 10 

First, the configuration of an analysis function 

25 imparting device 10 according to the embodiment is 

described with reference to FIG. 1. FIG. 1 is a diagram 

for describing an example of the configuration of the 

analysis function imparting device 10 according to the 

embodiment.  

30 [0040] As illustrated in FIG. 1, the analysis function 

imparting device 10 includes an input unit 11, a control 

unit 12, an output unit 13, a storage unit 14, an execution 

trace DB 21, a hook point DB 22, and a tap point DB 23.
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The control unit 12 includes an execution trace acquisition 

unit 121 (acquisition unit), a hook point detection unit 

122 (first detection unit), a tap point detection unit 123 

(second detection unit), and an analysis function imparting 

5 unit 124 (imparting unit). The hook point detection unit 

122 includes a backtrace analysis unit 1221 (second 

analysis unit) and a difference execution analysis unit 

1222 (first analysis unit). The analysis function 

imparting device 10 receives input of a test script and a 

10 script engine binary.  

[0041] The input unit 11 is configured by an input 

device, such as a keyboard and a mouse, and receives input 

of information from the outside and inputs the information 

to the control unit 12. The input unit 11 receives input 

15 of a test script and a script engine binary, and outputs 

the test script and the script engine binary to the control 

unit 12.  

[0042] The test script is a script that is input when 

the script engine is dynamically analyzed to obtain the 

20 execution trace. The details of the test script are 

described later. The script engine binary is an executable 

file that constitutes the script engine. The script engine 

binary may be composed of a plurality of executable files.  

[0043] The control unit 12 has an internal memory 

25 configured to store therein computer programs defining 

various kinds of processing procedures and requested data, 

and executes various kinds of processing by the computer 

programs and data. For example, the control unit 12 is an 

electronic circuit such as a central processing unit (CPU) 

30 and a micro processing unit (MPU). The control unit 12 

includes an execution trace acquisition unit 121, a hook 

point detection unit 122, a tap point detection unit 123, 

and an analysis function imparting unit 124.
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[0044] The execution trace acquisition unit 121 receives 

a test script and a script engine binary as input. The 

execution trace acquisition unit 121 executes the test 

script while monitoring the execution of the script engine 

5 binary, thereby acquiring an execution trace. The 

execution trace is configured by an API trace and a branch 

trace. The API trace records the invoked system API and 

its arguments at the time of execution. The branch trace 

records the type of branch instruction, the branch source 

10 address, and the branch destination address at the time of 

execution. It is known that the API trace can be obtained 

by a method called API hook, and the branch trace can be 

obtained by instruction hook. The execution trace 

acquisition unit 121 stores the acquired execution trace in 

15 the execution trace DB 21.  

[0045] The hook point detection unit 122 includes a 

backtrace analysis unit 1221 and a difference execution 

analysis unit 1222. The hook point detection unit 122 

extracts and analyzes an execution trace stored in the 

20 execution trace DB 21, and finds candidates of a hook 

point. The backtrace analysis unit 1221 and the difference 

execution analysis unit 1222 both serve to detect the 

candidates of the hook point. The hook point detection 

unit 122 inputs the execution trace to the backtrace 

25 analysis unit 1221.  

[0046] The backtrace analysis unit 1221 searches for 

calls to the system API related to the analysis target for 

execution traces, and detects hook point candidates by 

backtracing. In other words, the backtrace analysis unit 

30 1221 applies the backtrace from the system API 

corresponding to the language element to be analyzed to 

detect the hook point.  

[0047] The difference execution analysis unit 1222
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detects hook point candidates by extracting the differences 

among a plurality of execution traces with different 

acquisition conditions and finding the portions that 

satisfy specific conditions. The difference execution 

5 analysis unit 1222 detects hook points based on the 

differences found among a plurality of execution traces 

with the different conditions. In this manner, the 

difference execution analysis unit 1222 detects hook points 

using an algorithm that detects the occurrence of sequence 

10 with high homology a specific number of times. For 

example, the difference execution analysis unit 1222 uses a 

modified Smith-Waterman algorithm as an algorithm for 

detecting a specific number of occurrences of a sequence 

with high homology.  

15 [0048] The tap point detection unit 123 detects a tap 

point by applying a hook to the hook point candidates 

obtained by the hook point detection unit 122 and searching 

the memory for the arguments of the hooked function. Based 

on the monitoring at the hook point, the tap point 

20 detection unit 123 detects the tap point, which is the 

memory monitoring point to be logged out by the code for 

analysis. In addition, the tap point detection unit 123 

determines the hook point candidate with a tap point as a 

hook point.  

25 [0049] The analysis function imparting unit 124 applies 

a hook to the hook point and the tap point that have been 

obtained, and imparts an analysis function to the script 

engine by outputting a log of the language element 

corresponding to the hook point and the argument appearing 

30 at the tap point. In other words, the analysis function 

imparting unit 124 imparts an analysis function by applying 

a hook to the script engine based on the hook point and tap 

point.
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[00501 The output unit 13 is, for example, a liquid 

crystal display and a printer, and outputs various kinds of 

information including information on the provision of an 

analysis function. The output unit 13 may be an interface 

5 configured to input and output various kinds of data from 

and to an external device, and may output various kinds of 

information to the external device.  

[0051] The storage unit 14 is implemented by a storage 

device such as a semiconductor memory element as 

10 represented by a random access memory (RAM) and a flash 

memory, a hard disk, or an optical disc, and stores therein 

processing programs for operating the analysis function 

imparting device 10 and data used in the execution of the 

processing programs.  

15 [0052] The execution trace DB 21 stores therein 

execution traces acquired by the execution trace 

acquisition unit 121. The hook point DB 22 stores therein 

hook point candidates detected by the difference execution 

analysis unit 1222. The tap point DB 23 stores therein a 

20 tap point detected by the tap point detection unit 123.  

[00531 Configuration of Test Script 

First, a test script is described. FIG. 2-1 to FIG.  

2-3 are diagrams illustrating examples of the test script.  

[0054] A test script is a script that is input into the 

25 script engine for dynamic analysis. This test script 

serves to specify the language elements to be analyzed in 

the script engine. Therefore, in this form, a script that 

contains only the language elements to be analyzed is used.  

For example, if you want to analyze a process related to a 

30 language element called CreateObject to obtain the hook 

point and the tap point of this language element, create a 

test script that calls only CreateObject, as illustrated in 

FIG. 2-1. This test script is to be prepared in advance of
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the analysis and is to be created manually. This creation 

requests knowledge of the target scripting language 

specification.  

[00551 In the test script for backtrace analysis, the 

5 arguments of the language elements, which can be 

arbitrarily set, are set to characteristic values. In this 

manner, it is determined to which system API the arguments 

passed in the script were finally passed by the script 

engine.  

10 [00561 In differential execution analysis, a plurality 

of test scripts are used, such as the test script 

illustrated in FIG. 2-2 (A for differential execution 

analysis) and the test script illustrated in FIG. 2-3 (B 

for differential execution analysis). Then, in the 

15 differential execution analysis, hook points are detected 

by comparing the execution traces for each. The test 

scripts include scripts that call the language element to 

be analyzed only once, as in A for differential execution 

analysis, and scripts that call the language element a 

20 plurality of times, as in B for differential execution 

analysis. This allows the analysis function imparting 

device 10 to identify the part related to the language 

element by capturing the trace part that appears a 

plurality of times when the execution traces are compared.  

25 [0057] Configuration of Execution Trace 

Next, an execution trace is described. FIG. 3 is a 

diagram illustrating an example of the execution trace. As 

described above, the execution trace is configured by an 

API trace and a branch trace. FIG. 3 is a part of the 

30 execution trace. The configuration of the execution trace 

is described below with reference to FIG. 3.  

[00581 The log line of the branch trace, for example, 

has the format illustrated in lines 1 through 10 of FIG. 3,



Docket No. PNMA-20766-US,EP,AU: FINAL 
17 

and consists of three elements: "type," "from," and "to.  

The "type" indicates whether the branch instruction 

executed is a call instruction, a jmp instruction, or a ret 

instruction. The "from" element indicates the source 

5 address of the branch. The "to" field indicates the 

address of the branch destination.  

[00591 An API trace log line, for example, has the 

format illustrated in lines 11 to 13 of FIG. 3, and 

consists of five elements: "type", "name", "argindex", 

10 "argname", and "arg". The "type" takes only the value 

"API" to indicate that it is a log line of API trace. The 

name of the API is stored in "name". The index of the 

argument of the API is stored in "argindex". The name of 

the argument is stored in "argname". The value of the 

15 observed argument is stored in "arg".  

[00601 Configuration of Execution Trace DB 

Next, the data configuration of data stored in the 

execution trace DB 21 is described. FIG. 4 is a diagram 

illustrating an example of the data configuration of data 

20 stored in the execution trace DB 21.  

[00611 The execution trace DB 21 is a DB configured to 

store acquired execution traces therein. As illustrated in 

FIG. 4, the execution trace DB 21 has a table schema of 

"id", "trace id", "imagename", "branchindex", 

25 "branch-type", "src addr", "dst addr", and "args".  

[00621 "id" is an identifier allocated to be unique in 

the entire table, and has an integer value. "trace id" is 

an identifier allocated to be unique for each acquired 

execution trace, and has an integer value. "image name" is 

30 the name of the executable file of the script engine to be 

analyzed, from which the execution trace is obtained.  

"branch-index" is an ordinal number that indicates how many 

branches are recorded in one execution trace.
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"branch-type" indicates by which instruction the branch was 

made.  

[00631 "branchtype" can be jmp, call, ret, and the like 

depending on the branch obtained from the execution trace.  

5 When the system API is called, "branch-type" also stores 

the type of the called system API. "src addr" holds the 

branch source. "dst addr" holds the address of the branch 

destination. In the case of a branch in "image-name", the 

offset may be stored. "Args" records the arguments when 

10 the system API is called.  

[0064] Configuration of Hook Point DB 

Next, the data configuration of data stored in the 

hook point DB 22 is described. FIG. 5 is a diagram 

illustrating an example of the data configuration of data 

15 stored in the hook point DB 22.  

[00651 The hook point DB 22 is a DB configured to store 

detected hook point candidates therein. As illustrated in 

FIG. 5, the hook point DB 22 has a table schema of "id", 

"trace id", and "hookpoint addr".  

20 [00661 "id" and "traceid" are similar to those in the 

execution trace DB 21. "hookpoint addr" holds an address 

of a hook point candidate. As described above, the hook 

point is the head address of the function.  

[0067] Configuration of Tap Point DB 

25 Next, the data configuration of data stored in the tap 

point DB 23 is described. FIG. 6 is a diagram illustrating 

an example of the data configuration of data stored in the 

tap point DB 23.  

[00681 The tap point DB 23 is a DB configured to store 

30 detected tap point candidates therein. As illustrated in 

FIG. 6, the tap point DB 23 has a table schema of "id", 

"trace id", "hookpoint addr", "tappointargnumber", and 

"variabletype".
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[00691 "id", "trace id", and "hookpoint addr" are 

similar to those in the execution trace DB 21.  

"tappointargnumber" indicates how many arguments of the 

function pointed to by the hookpoint is the tap point.  

5 "variabletype" is the type of the variable.  

[00701 Processing in Backtrace Analysis Unit 

Next, processing in the backtrace analysis unit 1221 

is described with reference to FIG. 7. FIG. 7 is a diagram 

for describing an example of processing in the backtrace 

10 analysis unit 1221.  

[0071] The backtrace based detection method is 

implemented by analyzing the logs of the execution traces 

that are obtained. This backtrace-based detection method 

is used to detect hook points of language elements that 

15 request interaction with the system. In other words, it is 

effective for language elements that involve calls to the 

system API.  

[0072] This method is based on the assumption that a 

language element that needs to interact with the system 

20 will call the requested system API from the code area 

related to that language element in the script engine.  

Therefore, in this detection method, the code part related 

to the language element is identified by following the 

arrows Y1 to Y3 from the system API call marked with a 

25 black X in FIG. 5 to the code area of the script engine 

marked with white x, and the hook point related to the 

language element that exists there is detected.  

[0073] For this purpose, first, the backtrace analysis 

unit 1221 finds the calls in which the arguments of the 

30 language elements being executed in the script appear as 

arguments of the system API. Then, the backtrace analysis 

unit 1221 traces back from there to the caller based on the 

branch trace. When the backtrace analysis unit 1221
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reaches the script engine, it detects N branches from the 

call point in the script engine as hook point candidates.  

The reason why the backtrace is traced N times from the 

script engine is because it takes into account the case 

5 where the system API is called via stubs, etc., instead of 

using the point where the backtrace reaches the script 

engine as the hook point. For example, N = 10 is used for 

this N.  

[0074] Processing in Difference Execution Analysis Unit 

10 Next, processing in the difference execution analysis 

unit 1222 that uses another hook point detection method is 

described. Differential execution analysis is a method of 

dynamic analysis by acquiring a plurality of execution 

traces while changing the conditions and by analyzing the 

15 differences among the execution traces. This detection 

method is effective for language elements that do not 

involve calls to the system API.  

[0075] For example, the Eval function of VBScript is a 

closed language element in the script engine, and there is 

20 no need to call the system API. However, manual analysis 

has an interest because manual analysis has useful 

information for the analyst. For such language elements, 

the detection method by backtracing that depends on the 

system API is not effective, but the method by this 

25 differential execution analysis can perform detection. The 

method is based on the assumption that only the execution 

trace of the code related to the language element will 

appear as a difference between the execution trace when 

only the element is called once and the execution trace 

30 when analysis is executed a plurality of times.  

[0076] The difference execution analysis unit 1222 

receives a plurality of test scripts and their execution 

traces as input. The test scripts include scripts that
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call the language element to be analyzed only once (e.g., A 

for differential execution analysis in FIG. 2-2) and 

scripts that call it a plurality of times (e.g., B for 

differential execution analysis in FIG. 2-3). Then, the 

5 difference execution analysis unit 1222 detects the 

differences by comparing the execution traces to one 

another. In this way, the difference execution analysis 

unit 1222 captures the part of the trace related to the 

language element to be analyzed that appears in the 

10 difference when the execution traces are compared.  

[0077] FIG. 8 is a diagram illustrating an example of 

processing in the difference execution analysis unit 1222.  

In FIG. 8, an execution trace (referred to as execution 

trace A) for the test script (A for difference execution 

15 analysis) in FIG. 2-2 and an execution trace (referred to 

as execution trace B) for the test script (B for difference 

execution analysis) in FIG. 2-3 are compared.  

[0078] In the test script (A for differential execution 

analysis), the Eval function, which is the language element 

20 to be analyzed, is called only once, and in the test script 

(B for differential execution analysis), the Eval function 

is called a plurality of times (three times). Therefore, 

when the execution trace A is compared with the execution 

trace B, it is understood that in the branch trace portion, 

25 a subset of branch traces that appear only once in 

execution trace A and three times in execution trace B, 

such as portions R11, R21, R23, and R25 in FIG. 8. This 

part is the set of branches corresponding to the Eval 

function of the language element to be analyzed, and is a 

30 candidate hook point.  

[0079] This extraction can be achieved by the Smith

Waterman algorithm, which is a local alignment detection 

method that extracts subseries with high homology from two
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or more series. However, since the Smith-Waterman 

algorithm does not take into account the constraint on the 

number of occurrences, such as one occurring once in one 

and three in the other, as mentioned earlier, the following 

5 modifications were made.  

[00801 Processing by Modified Smith-Waterman Algorithm 

Next, processing by a modified Smith-Waterman 

algorithm is described with reference to FIG. 9. FIG. 9 is 

a diagram illustrating an example of the processing by a 

10 modified Smith-Waterman algorithm.  

[0081] The Smith-Waterman algorithm is a sequence 

alignment algorithm based on dynamic programming (DP), 

which can extract subsequence with high homology from two 

or more sequences.  

15 [0082] In this algorithm, a table called "DP table" 

illustrated in FIG. 9 is used. In the DP table, one 

sequence is placed at the head of the table and the other 

sequence at the side, and the match score is entered in 

each cell. With the subscript in the x-axis direction 

20 being i and the subscript in the y-axis direction being j, 

the score F(i,j) in the cell (i,j) is calculated based on 

Expression (1). Up to the creation of this DP table, it is 

the same as the ordinary Smith-Waterman algorithm. The 

s(i,j) and d in Expression (1) are indicated as Expressions 

25 (2) and (3).  

[0 0831 

0 

. .,j a ' F( i-1, j-1) + s (i, j)( ) F(1,j=max(1) 
F i -1, j)+ d 

F(i,j-1)+d 

F2 (match) (2) 

- 2 (unmatch)
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d=-1 (3) 

[0084] A, B, and C in FIG. 9 are combined to form one 

part each of R11, R21, R23, and R25 in FIG. 8. S is the 

5 part R10 and R20 that appears at the beginning of the 

execution trace in FIG. 8. E is the part R12 and R26 that 

appears at the end of FIG. 8. M is the part R22 and R24 

that appears between parts R21, R23, and R25. Originally, 

each of these elements consists of a log of a plurality of 

10 branching traces, but for simplicity, the alphabet is used 

and compressed.  

[0085] By backtracking from the cell with the largest 

score (cell Cl in FIG. 7), the subsequence with the highest 

homology (dashed lines W1 and SABC including cell C1 in 

15 FIG. 7) is found and the processing is finished, but in the 

modified method, further search is performed from here.  

[0086] The difference execution analysis unit 1222 

extracts the subsequences with high homology again for the 

same row (part W1l in FIG. 7) in the DP table excluding the 

20 subsequences extracted by the algorithm. The difference 

execution analysis unit 1222 repeats this process for the 

number of times the test script is invoked, and if the 

similarity of each substring among the extracted substrings 

(substrings Wi, W2, and W3 in FIG. 7) is greater than or 

25 equal to a threshold value, the branch trace log that 

constitutes the substring is detected as a hook point 

candidate is detected as a hook point candidate. On the 

other hand, if the similarity of each substring is less 

than the threshold, the difference execution analysis unit 

30 1222 examines the next cell with the highest score.  

[0087] Processing in Tap Point Detection Unit 

Next, processing in the tap point detection unit 123
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is described with reference to FIG. 10. FIG. 10 is a 

diagram illustrating an example of processing in the tap 

point detection unit 123.  

[00881 Tap point detection plays the following two 

5 roles: first, to determine the final hook point from among 

the hook point candidates obtained by hook point detection, 

and second, to identify the memory location to be logged 

out when hooking. The tap point is detected by searching 

for the argument of the function that is the hook point.  

10 [00891 For this purpose, the tap point detection unit 

123 applies a hook to the hook point candidates that has 

been obtained so far and obtains the execution trace again.  

The arguments can be obtained by referring to them 

according to the calling convention. Because the type 

15 information of each argument is not available at this time, 

heuristics are requested for further search.  

[00901 For this heuristics, a search as illustrated in 

FIG. 10 is used. First, if the argument cannot be referred 

to as a pointer, it is assumed to be a value. If the 

20 argument can be referred to as a pointer, it is referred to 

as a pointer. Both cases of referring to it as a value and 

as a pointer are considered as various types.  

[0091] For example, in FIG. 10, it is referred to as the 

LPCSTR and LPBSTR types as well as the int type value. As 

25 a result, if the argument used in the test script is 

observed in the hook point candidate, the tap point 

detection unit 123 determines the hook point and the point 

where the argument is obtained is considered as the tap 

point. In the case of FIG. 8, if there is an argument 

30 named WScript.Shell in the test script, the tap point 

detection unit 123 detects this argument as a tap point 

because this argument is observed when it is considered as 

an LPBSTR type.
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[00921 Of course, the process of the tap point detection 

unit 123 is not limited to the above, and other search 

methods may be used. For example, a method to obtain type 

information by reverse engineering without using heuristics 

5 (for details, see, for example, J. Lee, T. Avgerinos, and 

D. Brumley, "TIE: Principled Reverse Engineering of Types 

in Binary Programs", Network and Distributed System 

Security Symposium, Internet Society, 2011) may be used.  

[0093] Processing in Analysis Function Imparting Unit 

10 Next, processing in the analysis function imparting 

unit 124 is described. The analysis function imparting 

unit 124 receives a script engine binary and the hook point 

and the tap point detected through the above-mentioned 

processing as input. The analysis function imparting unit 

15 124 applies a hook to the hook point in the script engine.  

As a function to be implemented at the time of hooking, the 

analysis code is inserted so that the execution of the 

language element corresponding to the hook and the memory 

at the tap point as its argument are output as a log. This 

20 analysis code can be easily generated if the hook point and 

tap point are known. In this manner, the behavior of the 

script is logged out when executed, thus imparting an 

analysis function.  

[0094] The imparting of the analysis function by hooking 

25 may be implemented by directly rewriting the binary for the 

script engine binary, or by rewriting the memory image when 

the binary is executed and expanded on the process memory.  

[0095] Processing Procedure in Analysis Function 

Imparting Device 

30 FIG. 11 is a flowchart illustrating a processing 

procedure of an analysis function imparting method 

according to the embodiment.  

[0096] First, as illustrated in FIG. 11, the input unit
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11 receives a test script and a script engine binary as 

input (Step S1). Next, the execution trace acquisition 

unit 121 performs execution trace acquisition processing 

(Step S2). The backtrace analysis unit 1221 detects hook 

5 point candidates by backtrace analysis processing (Step 

S3). In this case, when a hook point candidate has been 

detected (Yes at Step S4), the analysis function imparting 

device 10 proceeds to Step S7. On the other hand, when a 

hook point candidate has not been detected (No at Step S4), 

10 the difference execution analysis unit 1222 performs 

difference execution analysis processing (Step S5).  

[0097] When a hook point candidate has not been detected 

(No at Step S6), the analysis function imparting device 10 

finishes the processing because there is no detection of 

15 hook point candidates. On the other hand, when a hook 

point candidate has been detected (Yes at Step S6), the 

analysis function imparting device 10 proceeds to Step S7.  

[0098] The tap point detection unit 123 performs tap 

point detection processing (Step S7). When a hook point 

20 and a tap point have not been detected (No at Step S8), the 

analysis function imparting device 10 finishes the 

processing.  

[0099] On the other hand, when a hook point and a tap 

point have been detected (Yes at Step S8), the analysis 

25 function imparting unit 124 performs analysis function 

imparting processing (Step S9). The analysis function 

imparting device 10 outputs the script engine binary 

imparted with the analysis function on the output unit 13 

(Step S10), and finishes the processing.  

30 [0100] Processing Procedure of Execution Trace 

Acquisition Processing 

Next, the execution trace acquisition processing (Step 

S2) illustrated in FIG. 11 is described. FIG. 12 is a
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flowchart illustrating a processing procedure of the 

execution trace acquisition processing illustrated in FIG.  

11.  

[0101] First, the execution trace acquisition unit 121 

5 receives a test script and a script engine binary as input 

(Step Sl). Then, the execution trace acquisition unit 121 

applies a hook to the received script engine to obtain the 

API trace (Step S12). The execution trace acquisition unit 

121 also applies a hook to obtain the trace of the branch 

10 instruction (Step S13). Then, the execution trace 

acquisition unit 121 inputs the test script received in 

that state to the script engine to execute the test script 

(Step S14), and stores the acquired execution trace in the 

execution trace DB 21 (Step S15). When the execution trace 

15 acquisition unit 121 has finished executing all the 

inputted test scripts (Yes at Step S16), the process is 

finished. On the other hand, when the execution trace 

acquisition unit 121 has not completely executed all of the 

input test scripts (No at Step S16), the flow returns to 

20 the execution of the test scripts (Step S14) and continues 

the processing.  

[0102] Processing Procedure of Backtrace Analysis 

Processing 

Next, the flow of backtrace analysis processing (Step 

25 S3) illustrated in FIG. 11 is described. FIG. 13 is a 

flowchart illustrating a processing procedure of the 

backtrace analysis processing illustrated in FIG. 11.  

[0103] First, the backtrace analysis unit 1221 extracts 

an execution trace from the execution trace DB 21 (Step 

30 S21). The backtrace analysis unit 1221 receives a test 

script as input (Step S22). The backtrace analysis unit 

1221 scans the arguments during the call of the system API 

existing in the execution trace (Step S23).
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[0104] In this case, if there is no match between the 

arguments in the test script and the arguments in the 

system API (No at Step S24), the backtrace analysis unit 

1221 finishes the processing, assuming that there are no 

5 hook points that can be detected by backtrace analysis.  

[0105] On the other hand, when there is a match between 

the arguments in the test script and the arguments of the 

system API (Yes at Step S24), the backtrace analysis unit 

1221 traces the branches in the execution trace backward, 

10 starting from the matched system API (Step S25). Then, the 

backtrace analysis unit 1221 sets the N branches obtained 

by tracing back N times from the point where the tracing 

reaches the script engine as hook point candidates (Step 

S26). Then, the backtrace analysis unit 1221 outputs these 

15 hook point candidates and ends the processing (Step S27).  

[0106] Processing Procedure of Difference Execution 

Analysis Processing 

Next, the flow of the difference execution analysis 

processing (Step S5) illustrated in FIG. 11 is described.  

20 FIG. 14 is a flowchart illustrating a processing procedure 

of the difference execution analysis processing illustrated 

in FIG. 11.  

[0107] First, the difference execution analysis unit 

1222 extracts an execution trace from the execution trace 

25 DB 21 (Step S31). Then, the difference execution analysis 

unit 1222 performs Smith-Waterman algorithm application 

processing (Step S32). By performing the processing, the 

difference execution analysis unit 1222 extracts 

differences among a plurality of execution traces under 

30 different acquisition conditions to find a part satisfying 

a particular condition.  

[0108] When a hook point candidate has been detected 

(Yes at Step S33), the difference execution analysis unit
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1222 outputs the hook point candidate (Step S34). On the 

other hand, when a hook point candidate has not been 

detected (No at Step S33), the difference execution 

analysis unit 1222 finishes the processing.  

5 [0109] Processing Procedure of modified Smith-Waterman 

algorithm application processing 

Next, the flow of the modified Smith-Waterman 

algorithm application processing (Step S32) illustrated in 

FIG. 14 is described. FIG. 15 is a flowchart illustrating 

10 a processing procedure of the modified Smith-Waterman 

algorithm application illustrated in FIG. 14.  

[0110] First, the difference execution analysis unit 

1222 extracts an execution trace from the execution trace 

DB 21 (Step S41). In this case, the execution trace is an 

15 execution trace for differential execution analysis, and 

hence two types of execution traces are retrieved: an 

execution trace that calls the language element to be 

analyzed once and an execution trace that calls it a 

plurality of times.  

20 [0111] The difference execution analysis unit 1222 

places the execution trace that calls the language element 

to be analyzed once on the front side of the DP table (Step 

S42). The difference execution analysis unit 1222 places 

the execution trace that is also called a plurality of 

25 times at the head of the DP table (Step S43). Then, the 

difference execution analysis unit 1222 sets i=0, j=0 (Step 

S44), and calculates the match score F(i,j) based on the 

Expression (1) (Step S45).  

[0112] Here, the difference execution analysis unit 1222 

30 determines whether i is greater than the number of rows 

(Step S46). When the difference execution analysis unit 

1222 determines that i is not greater than the number of 

rows (No at Step S46), the difference execution analysis
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unit 1222 adds 1 to i (Step S47), and then returns to the 

calculation of the match score (Step S45) to continue the 

processing.  

[0113] On the other hand, if the difference execution 

5 analysis unit 1222 determines that i is greater than the 

number of rows (Yes at Step S46), the difference execution 

analysis unit 1222 determines whether j is greater than the 

number of columns (Step S48). When the difference 

execution analysis unit 1222 determines that j is not 

10 greater than the number of columns (No at Step S48), the 

difference execution analysis unit 1222 sets i = 0, adds 1 

to j (Step S49), and then returns to the calculation of the 

match score (Step S45) to continue the processing.  

[0114] In contrast, if the difference execution analysis 

15 unit 1222 determines that j is greater than the number of 

columns (Yes at Step S48), the difference execution 

analysis unit 1222 extracts the cell with the largest match 

score (Step S50) and backtracks from there to extract the 

sequence with the highest homology (Step S51).  

20 [0115] The difference execution analysis unit 1222 newly 

extracts the upper (N-1) sequence for the same row as the 

extracted sequence (Step S52). The difference execution 

analysis unit 1222 calculates the degree of similarity for 

each of the N extracted sequence in all of the previous N 

25 (Step S53). The difference execution analysis unit 1222 

determines whether each calculated similarity exceeds a 

predetermined threshold (Step S54).  

[0116] If the difference execution analysis unit 1222 

determines that the calculated similarities do not exceed 

30 the respective predetermined thresholds (Yes at Step S54), 

the branch included in the extracted sequence is set as a 

hook point candidate (Step S55), and the processing is 

terminated by outputting this hook point candidate (Step
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S56). In contrast, if the difference execution analysis 

unit 1222 determines that each calculated similarity does 

not exceed a predetermined threshold (No at Step S54), the 

difference execution analysis unit 1222 extracts the cell 

5 with the next largest match score (Step S57), backtracks 

and extracts the sequence (Step S58), and returns to Step 

S52 to continue the processing.  

[0117] Processing Procedure of Tap Point Detection 

Processing 

10 Next, the flow of the tap point detection processing 

(Step S7) illustrated in FIG. 11 is described. FIG. 16 is 

a flowchart illustrating a processing procedure of the tap 

point detection processing illustrated in FIG. 11.  

[0118] First, the tap point detection unit 123 receives 

15 a test script and a hook point candidate as input (Steps 

S61 and S62). The tap point detection unit 123 applies a 

hook to all locations of the candidate hook point 

candidates (Step S63) and executes the test script (Step 

S64). When the tap point detection unit 123 reaches the 

20 hook point candidates, the tap point detection unit 123 

searches for the arguments of the hooked functions (Step 

S65). At the time of this search, the tap point detection 

unit 123 determines whether the same argument as the one 

specified in the test script is found (Step S66).  

25 [0119] If the tap point detection unit 123 determines 

that the same argument specified in the test script has not 

been found (No at Step S66), the tap point detection unit 

123 assumes that there is no hook point and tap point (Step 

S67), and finishes the processing.  

30 [0120] On the other hand, if the tap point detection 

unit 123 determines that the same argument as the one 

specified in the test script was found (Yes at Step S66), 

the hook point candidate where the matched argument was
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found is determined as the hook point (Step S68), and the 

location of the matched argument is set as the tap point 

(Step S69). Then, the tap point detection unit 123 outputs 

the hook point and tap point (Step S70), and the processing 

5 is finished.  

[0121] Processing Procedure of Analysis Function 

Imparting Processing 

Next, the flow of the analysis function imparting 

processing (Step S9) illustrated in FIG. 11 is described.  

10 FIG. 17 is a flowchart illustrating a processing procedure 

of the analysis function imparting processing illustrated 

in FIG. 11.  

[0122] First, the analysis function imparting unit 124 

receives a script engine binary and the detected hook point 

15 and tap point as input (Step S71 to Step S73). The 

analysis function imparting unit 124 applies a hook to the 

hook point of the script engine (Step S74), and generates 

and inserts code so that the code that outputs the memory 

at the tap point is executed at the time of this hooking 

20 (Step S75). The analysis function imparting unit 124 

outputs the obtained script engine applied with the hook as 

a script engine with the analysis function (Step S76), and 

finishes the processing.  

[0123] Effects of Embodiment 

25 As described above, the analysis function imparting 

device 10 according to the present embodiment uses a test 

script to acquire an execution trace from a script engine 

to which an analysis function is to be imparted. The 

analysis function imparting device 10 analyzes the 

30 execution trace by backtrace analysis and difference 

execution analysis to detect hook point candidates.  

Furthermore, the analysis function imparting device 10 

applies a hook to the hook point candidates and executes
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the hook point candidates to search the memory, thereby 

determining a hook point and detecting a tap point.  

Subsequently, the analysis function imparting device 10 

applies a hook to the script engine based on the obtained 

5 hook point and tap point to impart an analysis function to 

the script engine.  

[0124] In this manner, the analysis function imparting 

device 10 can detect a hook point and a tap point even for 

proprietary script engines for which only binaries are 

10 available, and impart an analysis function without 

requiring manual reverse engineering.  

[0125] Because the analysis function imparting device 10 

implements script engine level hooking, it is possible to 

monitor the behavior of the script in the vicinity of the 

15 script, making it possible to achieve analysis without 

semantic gaps.  

[0126] Unlike script level hooking, the analysis 

function imparting device 10 applies a hook in a way that 

does not depend on the language specifications of the 

20 scripting language, and hence the analysis function 

imparting device 10 can impart an analysis function to 

script engines for a wide variety of scripting languages.  

[0127] As described above, the analysis function 

imparting device 10 can analyze a script engine and impart 

25 an analysis function retroactively to the script engine, 

thereby automatically imparting an analysis function 

without semantic gaps to script engines of a wide variety 

of scripting languages.  

[0128] In other words, the analysis function imparting 

30 device 10 is useful for analyzing the behavior of malignant 

scripts written in a wide variety of scripting languages, 

and is suitable for performing analysis on malignant 

scripts without being affected by semantic gaps.



Docket No. PNMA-20766-US,EP,AU: FINAL 
34 

Therefore, according to the present embodiment, by using 

the analysis function imparting device 10 to impart an 

analysis function to various script engines, it is possible 

to analyze malicious scripts and make use of them for 

5 detection and other countermeasures.  

[0129] Other Embodiments 

System Configuration, etc.  

The components of each device illustrated in the 

figure are functional concepts, and do not necessarily need 

10 to be physically configured as illustrated in the figure.  

In other words, the specific form of dispersion and 

integration of each device is not limited to the one 

illustrated in the figure, and all or part thereof can be 

functionally or physically distributed and integrated in 

15 any unit according to various loads and usage conditions.  

In addition, all or any part of the processing functions 

performed by each device can be implemented by a CPU and a 

program that is analyzed and executed by the CPU, or by 

hardware using wired logic.  

20 [0130] In addition, among the processes described in the 

present embodiment, all or part of the processes described 

as being performed automatically can be performed manually, 

or all or part of the processes described as being 

performed manually can be performed automatically by known 

25 methods. In addition, the processing procedures, control 

procedures, specific names, and information including 

various data and parameters illustrated in the above 

documents and drawings can be changed at will, except as 

otherwise noted.  

30 [0131] Computer Program 

FIG. 18 is a diagram illustrating an example of a 

computer in which the analysis function imparting device 10 

is implemented when a computer program is executed. A
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computer 1000 includes, for example, a memory 1010 and a 

CPU 1020. The computer 1000 includes a hard disk drive 

interface 1030, a disk drive interface 1040, a serial port 

interface 1050, a video adapter 1060, and a network 

5 interface 1070. The units are connected by a bus 1080.  

[0132] The memory 1010 includes a read only memory (ROM) 

1011 and a RAM 1012. For example, the ROM 1011 stores 

therein a boot program such as a basic input output system 

(BIOS). The hard disk drive interface 1030 is connected to 

10 a hard disk drive 1090. The disk drive interface 1040 is 

connected to the disk drive 1100. For example, a removable 

storage medium such as a magnetic disk and an optical disc 

is inserted to the disk drive 1100. The serial port 

interface 1050 is connected to, for example, a mouse 1110 

15 and a keyboard 1120. The video adapter 1060 is connected 

to, for example, a display 1130.  

[0133] For example, the hard disk drive 1090 stores 

therein an OS 1091, an application program 1092, a program 

module 1093, and program data 1094. In other words, a 

20 computer program that defines each piece of processing in 

the analysis function imparting device 10 is mounted as the 

program module 1093 in which codes that can be executed by 

the computer 1000 are written. For example, the program 

module 1093 is stored in the hard disk drive 1090. For 

25 example, the program module 1093 configured to execute the 

same processing as the functional configuration in the 

analysis function imparting device 10 is stored in the hard 

disk drive 1090. Note that the hard disk drive 1090 may be 

substituted with a solid state drive (SSD).  

30 [0134] Data used for the processing in the above

mentioned embodiment is stored in, for example, the memory 

1010 and the hard disk drive 1090 as the program data 1094.  

The CPU 1020 reads the program module 1093 and the program
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data 1094 stored in the memory 1010 and the hard disk drive 

1090 onto the RAM 1012 and executes the program module 1093 

and the program data 1094 as necessary.  

[0135] Note that the program module 1093 and the program 

5 data 1094 are not necessarily requested to be stored in the 

hard disk drive 1090, and, for example, may be stored in a 

removable storage medium and read by the CPU 1020 through 

the disk drive 1100. Alternatively, the program module 

1093 and the program data 1094 may be stored in another 

10 computer connected through a network (such as LAN and WAN).  

The program module 1093 and the program data 1094 may be 

read by the CPU 1020 from another computer through the 

network interface 1070.  

[0136] While the embodiment applying the invention made 

15 by the inventor has been described, the present invention 

is not limited by the description and drawings that form 

part of the disclosure of the present invention by the 

present embodiment. In other words, all other embodiments, 

examples, and operational techniques, etc., made by those 

20 skilled in the art, etc., based on the present embodiment 

are included in the scope of the invention.  

[0137] Throughout this specification and the claims 

which follow, unless the context requires otherwise, the 

word "comprise", and variations such as "comprises" and 

25 "comprising", will be understood to imply the inclusion of 

a stated integer or step or group of integers or steps but 

not the exclusion of any other integer or step or group of 

integers or steps.  

[0138] The reference in this specification to any prior 

30 publication (or information derived from it), or to any 

matter which is known, is not, and should not be taken as 

an acknowledgment or admission or any form of suggestion 

that that prior publication (or information derived from
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it) or known matter forms part of the common general 

knowledge in the field of endeavour to which this 

specification relates.  

[Reference Signs List] 

5 [0139] 10 analysis function imparting device 

11 input unit 

12 control unit 

13 output unit 

14 storage unit 

10 21 execution trace DB 

22 hook point DB 

23 tap point DB 

121 execution trace acquisition unit 

122 hook point detection unit 

15 123 tap point detection unit 

124 analysis function imparting unit 

1221 backtrace analysis unit 

1222 difference execution analysis unit
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[THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS] 

1. An analysis function imparting device comprising: 

an acquisition unit configured to execute a script 

5 engine while monitoring the script engine to acquire an 

execution trace including an application programming 

interface (API) trace and a branch trace; 

a first detection unit configured to analyze the 

execution trace, and detect a hook point that is a location 

10 to which a hook is applied and a code for analysis is 

inserted, wherein the first detection unit includes a first 

analysis unit configured to detect the hook point based on 

a difference found between execution traces with different 

conditions; 

15 a second detection unit configured to detect, based on 

monitoring at the hook point, a tap point that is a memory 

monitoring location at which the code for analysis outputs 

a log; and 

an imparting unit configured to apply a hook to the 

20 script engine to impart an analysis function to the script 

engine based on the hook point and the tap point.  

2. The analysis function imparting device according to 

claim 1, wherein the first analysis unit is configured to 

25 detect the hook point by using an algorithm for detecting 

that sequences having high homology appear a particular 

number of times.  

3. The analysis function imparting device according to 

30 claim 1 or 2, wherein the first analysis unit is configured 

to use a modified Smith-Waterman algorithm as the algorithm 

for detecting that sequences having high homology appear 

the particular number of times.
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4. The analysis function imparting device according to 

any one of claims 1 to 3, wherein the first detection unit 

includes a second analysis unit configured to detect the 

5 hook point by applying backtrace from a system API 

corresponding to a language element to be analyzed.  

5. The analysis function imparting device according to 

any one of claims 1 to 4, wherein the second detection unit 

10 is configured to determine a hook point candidate having 

the tap point as a hook point.  

6. An analysis function imparting method to be executed 

by an analysis function imparting device, the analysis 

15 function imparting method comprising: 

a step of executing a script engine while monitoring 

the script engine to acquire an execution trace including 

an application programming interface (API) trace and a 

branch trace; 

20 a step of analyzing the execution trace, and detecting 

a hook point that is a location to which a hook is applied 

and a code for analysis is inserted, wherein the hook point 

is detected based on a difference found between execution 

traces with different conditions; 

25 a step of detecting, based on monitoring at the hook 

point, a tap point that is a memory monitoring location at 

which the code for analysis outputs a log; and 

a step of applying a hook to the script engine to 

impart an analysis function to the script engine based on 

30 the hook point and the tap point.  

7. An analysis function imparting program that causes a 

computer to execute:
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a step of executing a script engine while monitoring 

the script engine to acquire an execution trace including 

an application programming interface (API) trace and a 

branch trace; 

5 a step of analyzing the execution trace, and detecting 

a hook point that is a location to which a hook is applied 

and a code for analysis is inserted, wherein the hook point 

is detected based on a difference found between execution 

traces with different conditions; 

10 a step of detecting, based on monitoring at the hook 

point, a tap point that is a memory monitoring location at 

which the code for analysis outputs a log; and 

a step of applying a hook to the script engine to 

impart an analysis function to the script engine based on 

15 the hook point and the tap point.
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Dim objShell
Set objShell = CreateObject(“WScript.Shell”)

TEST SCRIPT

Eval(“1+1”)

TEST SCRIPT (A FOR DIFFERENCE EXECUTION ANALYSIS)

Eval(“1+1”)
Eval(“1+1”)
Eval(“1+1”)

TEST SCRIPT (B FOR DIFFERENCE EXECUTION ANALYSIS)

PNMA-20766-PCT
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id trace_id hookpoint_addr

… … …

1 1 0x51804

… … …

id trace_id hookpoint_addr

… … …

1 1 0x51804

1 1 0x51804

tappoint_arg_number variable_type

… …

2 LPCSTR

3 VARIANTARG

… … … … …

PNMA-20766-PCT
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SCRIPT

I/O INTERFACE

PARSER

PROCESS VM

LIBRARY A

LIBRARY B

SYSTEM LIBRARY

SCRIPT ENGINE

…

Y3

Y2

Y1

SYSTEM API HOOK

EXECUTION TRACE

BACKTRACE

DETECTED HOOK 
POINT CANDIDATES
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TIME-SERIES 
DIRECTION OF 

BRANCH TRACE 
LOG

R20

R21

R22

R23

R24

R25

R26

EXECUTION TRACE BEXECUTION TRACE A

R10

R12

R11

S A B C M A B C M A B C M E

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

S 0 2 0 0 0 0 0 0 0 0 0 0 0 0 0

A 0 0 4 2 0 0 2 0 0 0 2 0 0 0 0

B 0 0 2 6 4 2 0 4 2 0 0 4 2 0 0

C 0 0 0 4 8 6 4 2 6 4 2 2 6 4 2

E 0 0 0 0 6 7 5 3 4 5 0 1 4 5 3

C1W1 W2 W2

W11
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20a1352

34214738

0x00

WScript.shell

…

…

int

LPCSTR

LPBSTR

…

…
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START

INPUT TEST SCRIPT AND SCRIPT ENGINE 
BINARY AT INPUT UNIT

HAS HOOK
POINT CANDIDATE BEEN 

DETECTED?

END

BACKTRACE ANALYSIS PROCESSING

EXECUTION TRACE ACQUISITION 
PROCESSING

DIFFERENCE EXECUTION ANALYSIS 
PROCESSING

TAP POINT DETECTION PROCESSING

HAS HOOK 
POINT AND TAP POINT BEEN 

DETECTED?

ANALYSIS FUNCTION IMPARTING 
PROCESSING

OUTPUT SCRIPT ENGINE BINARY IMPARTED 
WITH ANALYSIS FUNCTION AT OUTPUT 

UNIT

HAS HOOK 
POINT CANDIDATE BEEN 

DETECTED?

S1

YES

NO

YES

NO

NO

YES

S2

S3

S4

S6

S8

S5

S7

S9

S10
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EXECUTION TRACE 
ACQUISITION PROCESSING

RECEIVE TEST SCRIPT AND SCRIPT ENGINE 
BINARY AS INPUT

HAVE ALL 
INPUT TEST SCRIPTS BEEN 

EXECUTED?

RETURN

S16

S11

YES

NO

APPLY HOOK FOR ACQUIRING API TRACE TO 
SCRIPT ENGINE

APPLY HOOK FOR ACQUIRING TRACE OF 
BRANCH INSTRUCTION TO SCRIPT ENGINE

INPUT TEST SCRIPT TO SCRIPT ENGINE TO 
EXECUTE TEST SCRIPT

STORE ACQUIRED EXECUTION TRACE IN 
EXECUTION TRACE DB

S12

S13

S14

S15
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BACKTRACE ANALYSIS 
PROCESSING

EXTRACT EXECUTION TRACE FROM 
EXECUTION TRACE DB

IS THERE 
MATCH BETWEEN ARGUMENT IN
TEST SCRIPT AND ARGUMENT OF 

SYSTEM API?

RETURN

RECEIVE TEST SCRIPT AS INPUT

SCAN ARGUMENTS OF SYSTEM API CALL IN 
EXECUTION TRACE

TRACE BACK BRANCH WITH MATCHED 
SYSTEM API AS STARTING POINT

DETERMINE N HOOK POINTS BY TRACING 
BACK FROM POINT REACHED BY SCRIPT 

ENGINE AS HOOK POINT CANDIDATES

OUTPUT HOOK POINT CANDIDATES

S24

S21

YES

NO

S22

S23

S25

S26

S27
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DIFFERENCE EXECUTION 
ANALYSIS PROCESSING

EXTRACT EXECUTION TRACE FROM 
EXECUTION TRACE DB

HAS HOOK 
POINT CANDIDATE BEEN 

DETECTED?

RETURN

S33

S31

YES

NO

Smith-Waterman ALGORITHM APPLICATION 
PROCESSING

OUTPUT HOOK POINT CANDIDATE

S32

S34
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MODIFIED Smith-Waterman 
ALGORITHM APPLICATION 

PROCESSING

EXTRACT EXECUTION TRACE FROM 
EXECUTION TRACE DB

IS i GREATER THAN
NUMBER OF ROWS?

RETURN

S46

S41

SET EXECUTION TRACE THAT CALLS 
LANGUAGE ELEMENT TO BE ANALYZED ONCE 

TO FRONT SIDE OF DP TABLE

SET EXECUTION TRACE THAT CALLS 
LANGUAGE ELEMENT TO BE ANALYZED N 

TIMES TO HEAD OF DP TABLE

SET i=0, j=0

CALCULATE MATCH SCORE F(i,j) BASED ON 
EXPRESSION (1)

EXTRACT CELL WITH MAXIMUM MATCH SCORE

PERFORM BACKTRACKING TO EXTRACT 
SEQUENCE HAVING HIGH HOMOLOGY

NEWLY EXTRACT UPPER (N-1) SEQUENCES IN 
REGARD TO SAME ROWS AS EXTRACTED 

SEQUENCE

CALCULATE DEGREE OF SIMILARITY FOR ALL N 
EXTRACTED SEQUENCES

IS j GREATER THAN 
NUMBER OF COLUMNS?

HAS 
DEGREE OF SIMILARITY

EXCEEDED PREDETERMINED
THRESHOLD?

DETERMINE BRANCH INCLUDED IN EXTRACTED 
SEQUENCES AS HOOK POINT CANDIDATE

OUTPUT HOOK POINT CANDIDATE

ADD 1 TO i

SET i=0 AND ADD 1 TO j

EXTRACT CELL WITH THE NEXT 
LARGEST MATCH SCORE

PERFORM BACKTRACKING TO 
EXTRACT SEQUENCE

S42

S43

S44

S47

S49

S48

S50

S51
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