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(57) ABSTRACT 
A method and system of authenticating a mobile terminal 
may include using a Mobile Virtual Network Operator 
(MVNO) authentication device managed by a mobile virtual 
network operator, receiving an authentication request sent 
from the mobile terminal from a relay device via a MVNO 
base station configured to provide a service of the mobile 
virtual network operator, where the relay device is located 
between the MVNO base station or a Mobile Network Opera 
tor (MNO) base station configured to provide a service of a 
mobile network operator and the MVNO authentication 
device or a MNO authentication device managed by the 
mobile network operator, and determining whether or not 
access from the mobile terminal, as a MVNO mobile terminal 
registered as a user of the mobile virtual network operator, 
based on the authentication request is permitted. 

14 Claims, 15 Drawing Sheets 

MVNOUSER 
FC ATHEATIONLING 
e MESE AUTHENTCATIONBILLING 

MNOBASE 
STATION 

MVNOMS MNOMS 

C 

  

  

    



U.S. Patent Mar. 26, 2013 Sheet 1 of 15 US 8,406.738 B2 

FIG.1 
-RELATED ART 

NETWORK 

20OB MVNOUSERAUTHENTICATION 
s 7 Y& Rd./BILLING 

MNOBASE OO eMNOUSERAUTHENTICATION 
STATION STATION |BILLING 

1OOA 1OOB 100C 1OOD 

MVNOMS MNOMS MVNOMS MNOMS 

  



U.S. Patent Mar. 26, 2013 Sheet 2 of 15 US 8,406.738 B2 

FIG.2 

13 
MVNO 

NETWORK 

7 

12 

i-S 

S 
MVNOBASE A 
STATION A/VA 

MNOBASE 
STATION 

MVNOMS 

1A 

  

  



U.S. Patent Mar. 26, 2013 Sheet 3 of 15 US 8,406.738 B2 

FIG.3 

FIG.3A 

1 MVNOBASE 20 3 MNO 4 5 - MVNO 
STATION ASNGW P-AAA H-AAA 

ESTABLISHMENT OF RADIOLINK (1) 

(2) AUTHENTICATION REQUEST 
(3) MVNO ID AUTHENTICATION REQUEST 

AUTHENTICATION RESPONSE 

(7) KIPADDRESSREQUESTIRESPONSE(DHCP) 
  



U.S. Patent Mar. 26, 2013 Sheet 4 of 15 US 8,406.738 B2 

FG3 

FIG.3B 

1 MVNOBASE20 3 MNO 4 5 - MVNO 
STATION ASNGW P-AAA H-AAA 

7 

(10) USER DATA COMMUNICATION 

(11) KDISCONNECTION REQUESTRESPONSE 
(12) BILLINGSTOPREQUEST   



U.S. Patent Mar. 26, 2013 Sheet 5 Of 15 US 8,406.738 B2 

FIG.4 

13 

MVNOA 
H-AAA 

4 

12 

11 L5 
ASNGW 

ASN 
Nay MVNOUSER 
a Y R FC AUTHENTCATIONBLLING 
V- MNOUSER 7 20 AVV P AERTONELN 

MVNOBASE MNOBASE 
STATION STATION 

MVNOMS MNOMS 



U.S. Patent Mar. 26, 2013 Sheet 6 of 15 US 8,406.738 B2 

(1) 

(2) 

(8) 

(13) 

(14) 

FIG.5 

1 MNOBASE 2 3 MNO 4 5 - MVNO 
sh-ASNGWr EANA H-AAA 

ESTABLISHMENT OFRADIOLINK 

AUTHENTICATION REQUEST AUTHENTICATION 

(3) REQUESI 
(SAUTHENTICATION REQUESI 

AUTHENTICATION latercole AUTHENTICATIONRESPONSE RESPONSE AUTHENTCATONRESPONSE (5) 

BILLING START 

MOBILEPCONNECTION 

REQUEST 

IPADDRESSREQUESTIRESPONSE (DHCP 

(9) (10) 

USERDATACOMMUNICATION 

(16) BILLINGSTOPREQUEST 
SNECONRELESTREP) is 

NGSIPREEBLNGSOFREES 17 
(18) 

BILLING START 

(11) 

  

  

    

    

  

    

  

  



79 

US 8,406.738 B2 U.S. Patent 

  

  



US 8,406.738 B2 U.S. Patent 

  



U.S. Patent Mar. 26, 2013 Sheet 9 Of 15 US 8,406.738 B2 

FIG.8 

MVNOBASE STATION SC 
MNO BASE STATION 

MVNOMS 

  

  



U.S. Patent Mar. 26, 2013 Sheet 10 of 15 US 8,406.738 B2 

FIG.9 

MS 1 MNOBASE 2 MVNOBASE20 MNO 4 5 - MVNO 
STATION STATION P-AAA H-AAA 

DCDUDC 
MESSAGE 

DL-MAPUL-MAP 
SERVICE 

INFORMATION 

(1A) 

DCDUDC-MESSAGE DL-MAP, 
UL-MAP SERVICE INFORMATION (1B) 

UMAP 
(INITIALRANGING) 

UMAP 
(INITIALRANGING) 

(3) SELECTBS 

UMAP 
(CDMAALLOCATION) 

(9) AUTHENTICATION PROCESS 

      

    

  

  

    

  

    

    

  

  



U.S. Patent Mar. 26, 2013 Sheet 11 of 15 US 8,406.738 B2 

FIG 10 

40 

M 
44 41 42A 43 42B 

SERVICE 
HEADER MESSAGE CONTENT INFORATIONFIELD 

FIG.11 

SERVICEC 
SERVICEB 

SERVICE A SERVICED 

44A 

FEESETTINGSERVICEMPLEMENTATION occo 
INFORMATIONABOUTEASE STATION 

4.4B 

color|||||||||||| 
44C 

color||||||||||| 

FEESETTING SERVICEMPLEMENTATION 
INFORMATIONABOUTMVNOBASESTATION 

FEE SETTING SERVICE 
REQUIREMENT OFMS 

  

  

  



U.S. Patent Mar. 26, 2013 Sheet 12 of 15 US 8,406.738 B2 

FIG. 12 

PROVIDE SERVICE INFORMATION TOMS 
TOGETHER WITHDCD MESSAGE, UCD MESSAGE, S21 

DL-MAP MESSAGE, AND UL-MAP MESSAGE 

RECEIVE INITIAL RANGING 
FROM MS 

CONTINUE CONNECTION 
PROCESS OF MS S23 

  



U.S. Patent Mar. 26, 2013 Sheet 13 of 15 US 8,406.738 B2 

FIG.13 

COMPARE SERVICE INFORMATION 
RECEIVED FROMBS WITH 
CONNECTION POLICY AND 
DETERMINEDESIREDBS 

TRANSMIT INITIALRANGING TOMS 

CONTINUE CONNECTION 
PROCESS OF MS 

  



U.S. Patent Mar. 26, 2013 Sheet 14 of 15 US 8,406.738 B2 

FIG.14 

MVNOBASE STATION s-N-1 MNO BASE STATION 
V 

MNO MS 

1B 

  



U.S. Patent Mar. 26, 2013 Sheet 15 Of 15 

FIG.15 

US 8,406.738 B2 

MS 1 MNOBASE 2 MVNOBASE20 MNO 4 5 - MVNO 
STATION STATION P-AAA H-AAA 

DCDUDC 
MESSAGE (1A) 

DL-MAPUL-MAP 

DCDUDC-MESSAGE 
DL-MAP, UL-MAP (1B) 

UL-MAP 
(INITIALRANGING) 

UL-MAP 
(INITIALRANGING) 

INTIALRANGING 

RNGRSP(SUCCESS) 
UL-MAP 

(CDMAALLOCATION) 

RNGREQ 

AUTHENTICATION PROCESS 

  

    

  

    

  

  

    

    

    

  

  



US 8,406,738 B2 
1. 

MOBILE TERMINAL AUTHENTCATION 
METHOD AND SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application is based upon and claims the benefit of 
priority of the prior Japanese Patent Application No. 2009 
155512 filed on Jun. 30, 2009, the entire contents of which are 
incorporated herein by reference. 

FIELD 

Various embodiments disclosed herein relate to a method 
and system of authentication and billing of terminal(s) in a 
radio access network. 

BACKGROUND 

With the recent prevalence of mobile terminals such as 
cellular phones, various companies have provided communi 
cation service. Providers of communication service include 
Mobile Network Operators (MNOs) and Mobile Virtual Net 
work Operators (MVNOs). Generally, MNOs are companies 
that have their own facilities for setting up radio access net 
works, such as base stations. MVNOs are companies that do 
not have their own facilities such as base stations and that 
lease facilities from MNOs to deploy service. The MVNOs 
handle authentication of MVNO users and billing of usage 
fees but are not responsible for control or the like of base 
stations. 

FIG. 1 is a diagram illustrating an example of user authen 
tication and billing involved when mobile terminals 100 
(100a, 100b, 100c, and 100d) use a radio access network. In 
FIG. 1, MS stands for Mobile Station. In the illustrated 
example, it is assumed that the mobile terminals 100a and 
100c are MVNO user terminals and that the mobile terminals 
100b and 100d are MNO user terminals. The mobile termi 
nals 100 transmit authentication request messages to an 
Access Service Network Gateway (ASNGW) 300 serving as 
a relay device via MNO base stations 200 (200a and 200b) 
controlled by a MNO. The ASNGW 300 transfers the authen 
tication request messages to a Proxy Authentication Autho 
rization Accounting Server (P-AAA server) 400. The P-AAA 
server 400 sorts the authentication request messages in accor 
dance with whether each of the mobile terminals 100 is a 
MNO user terminal or a MVNO user terminal. For example, 
upon receipt of authentication requests from the mobile ter 
minals 100a and 100c that are MVNO user terminals, the 
P-AAA server 400 transfers the authentication request mes 
sages to a Home Authentication Authorization Accounting 
(H-AAA) server 500 of a MVNO. The H-AAA server 500 
performs authentication of MVNO users and handles charges 
to MVNO users. On the other hand, the mobile terminals 
100b and 100d are mobile terminals 100 of MNO users. Thus, 
upon receipt of authentication request messages from the 
mobile terminals 100b and 100d, the P-AAA server 400 
transfers the authentication request messages to an H-AAA 
server 600 of the MNO. The H-AAA server 600 of the MNO 
performs authentication of MNO users and charging to MNO 
USCS. 

In the related art, for example, Japanese National Publica 
tion of International Patent Application No. 2005-5394.62 
describes a radio network control device having independent 
resource controllers for each operator. It is discussed that the 
resource controllers allocate radio resource to a subscriber 
unit in response to an operator ID associated with a service of 
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2 
the subscriber unit so that different qualities of service are 
achieved for different operators. Furthermore, for example, 
Japanese Laid-open Patent Publication No. 2007-235495 dis 
cusses a base station control device including a database for 
registering accessible areas for each operator ID of a mobile 
terminal. In addition, for example, Japanese National Publi 
cation of International Patent Application No. 2003-534714 
discusses a network including a network element that stores a 
list of selectable networkelements. It is discussed that this list 
is accessed using an identifier for identifying a routing area, a 
location area, or the like. 
As described above, the authentication request messages 

transmitted from the mobile terminals 100 are sorted by the 
P-AAA Server 400 of the MNO to the H-AAA servers 500 and 
600 of the operators that provide service to the mobile termi 
nals 100. Thus, it may be difficult for the MVNO to perform 
authentication or billing related processing using information 
other than the information sent from the mobile terminals 100 
to the P-AAA server 400 of the MNO. The MVNO is not 
enabled to customize authentication or billing related method 
as desired. 

SUMMARY 

In accordance with an embodiment, a method of authenti 
cating a mobile terminal using a Mobile Virtual Network 
Operator (MVNO) authentication device managed by a 
mobile virtual network operator is provided. The method 
includes receiving an authentication request sent from the 
mobile terminal from a relay device via a MVNObase station 
configured to provide a service of the mobile virtual network 
operator, where the relay device being located between the 
MVNO base station or a Mobile Network Operator (MNO) 
base station configured to provide a service of a mobile net 
work operator and the MVNO authentication device or a 
MNO authentication device managed by the mobile network 
operator, and determining whether access from the mobile 
terminal, as a MVNO mobile terminal registered as a user of 
the mobile virtual network operator, based on the authentica 
tion request is permitted. 
An object and advantages of the invention will be realized 

and attained by means of the elements and combinations 
particularly pointed out in the claims. It is to be understood 
that both the foregoing general description and the following 
detailed description are exemplary and explanatory and are 
not restrictive of the various embodiments, as claimed. 

Additional aspects and/or advantages will be set forth in 
part in the description which follows and, in part, will be 
apparent from the description, or may be learned by practice 
of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

These and/or other aspects and advantages will become 
apparent and more readily appreciated from the following 
description of the embodiments, taken in conjunction with the 
accompanying drawings of which: 

FIG. 1 is a diagram illustrating an example of user authen 
tication and billing involved when a mobile terminal uses a 
radio access network; 

FIG. 2 is a diagram illustrating an example of an operation 
performed in an authentication and billing method via a 
MVNO base station: 

FIGS. 3A and 3B are sequence diagrams illustrating 
examples of an operation for authentication and billing of a 
mobile terminal via a MVNO base station; 
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FIG. 4 is a diagram illustrating an example of an operation 
performed when a mobile terminal requests authentication 
via a MNO base station; 

FIG. 5 is a sequence diagram illustrating an example of an 
operation for authentication and billing of a mobile terminal 
via a MNO base station; 

FIG. 6 is a diagram illustrating an example of a payment 
method for a fee generated for charging for communication 
performed via a MVNO base station; 

FIG. 7 is a flowchart illustrating an example of an operation 
of an ASNGW: 

FIG. 8 is a diagram illustrating an example of a method for 
allowing a base station to select a desired mobile terminal; 

FIG. 9 is a sequence diagram illustrating an example of an 
operation performed when a mobile terminal selects a desired 
base station; 

FIG. 10 is a diagram illustrating an example of a notifica 
tion signal broadcast from a base station; 

FIG. 11 is a diagram illustrating an example of a service 
information field and a connection policy of a mobile termi 
nal; 

FIG. 12 is a flowchart illustrating an example of an opera 
tion of a base station in a connection method that allows a 
selection of a base station; 

FIG. 13 is a flowchart illustrating an example of an opera 
tion of a mobile terminal in a connection method that allows 
a selection of a base station; 

FIG. 14 is a sequence diagram illustrating an example of an 
operation performed when a mobile terminal is connected to 
a MNO base station; and 

FIG.15 is a sequence diagram illustrating an example of an 
operation performed when a mobile terminal is connected to 
a MNO base station. 

DETAILED DESCRIPTION 

Reference will now be made in detail to the embodiments, 
examples of which are illustrated in the accompanying draw 
ings, wherein like reference numerals refer to the like ele 
ments throughout. The embodiments are described below to 
explain the present invention by referring to the figures. 
A system illustrated in FIGS. 2, 3A, 3B, 4 and 5 includes at 

least two types of base stations: a MNO base station 2 and a 
MVNO base station 20. In the following description, it is 
assumed that, based on agreements or the like between a 
MNO and a MVNO, the MVNO is allowed to set or change 
the content or the like of messages sent and received via the 
MVNO base station 20. Depending on the agreements 
between the MNO and the MVNO, the operation of MVNO 
base stations may be performed by the MVNO in place of the 
MNO, or the MVNO may ask the MNO to install a MVNO 
base station. 

In the system illustrated in FIGS. 2, 3A, 3B, 4 and 5, an 
ASNGW 3 serving as a relay device determines a transfer 
destination of a control message transmitted from a mobile 
terminal 1 in accordance with whether the control message 
has passed through the MVNO base station 20 or the MNO 
base station 2. Examples of the control message may include 
an authentication request message and a billing start request 
message. When the control message has passed through the 
MVNO base station 20, the ASNGW 3 transfers the control 
message to an H-AAA server 5 of the MVNO. That is, the 
P-AAA server 4 of the MNO is not required to sort control 
messages sent via the MVNO base station 20. Thus, a mes 
sage sent via the MVNO base station 20 may include infor 
mation that is not requested by the MNO, or may have a 
configuration different from a message used by the MNO. 
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4 
Therefore, the MVNO may select information used for 
authentication or billing from a wide range, and may easily 
customize the authentication method, the billing method, and 
the like. An example of the operation performed in an authen 
tication and billing method according to an embodiment will 
be described in the context of four cases with reference to 
FIGS. 2, 3A, 3B, 4 and 5. In the following description, it is 
assumed that one MVNO and one MNO provide individual 
service. 

FIG. 2 is a diagram illustrating an example of the operation 
performed in an authentication and billing method via a 
MVNO base station. A system illustrated in FIG. 2 includes 
an Access Service Network (ASN) 11, a Connectivity Service 
Network (CSN) 12, and a MVNO network 13. In the illus 
trated system, a MVNO identifier for uniquely identifying the 
MVNO and a MNO identifier for uniquely identifying the 
MNO are used. Furthermore, it is assumed that mobile termi 
nals 1 registered as users of the MVNO, that is, mobile ter 
minals 1a and 1c (see FIG. 4), store a MVNO identifier 
(MVNO ID) for identifying the MVNO in which the mobile 
terminals 1a and 1c are registered. It is also assumed that 
mobile terminals 1 registered as users of the MNO, that is, 
mobile terminals 1b and 1d (see FIG. 4), store a MNO iden 
tifier for identifying the MNO in which the mobile terminals 
1b and 1d are registered. MS stands for Mobile Station. 
The ASN 11 includes the base stations (2, 20) and the 

ASNGW 3, and is configured to perform processing relating 
to radio access. The MNO base station 2 and the MVNO base 
station 20 provide radio access to the mobile terminals 1 by, 
for example, relaying control messages such as authentica 
tion request messages. The MNO base station 2 and the 
MVNO base station 20 are assigned base station identifiers 
for base station identity. In the following description, the 
MNO base station 2 may also be referred to as a “MNO base 
station” to clarify the difference between the MNO base 
Station 2 and the MVNO base Station 20. The MNO base 
station may notify the mobile terminals 1 of information 
about service regarding communication performed via the 
MNO base station, as described below. 
The MVNO base station 20 may set a billing condition for 

the use of the MVNO base station 20 in accordance with the 
setting conditions notified by the H-AAA server 5. The 
MVNO base station 20 may also notify the mobile terminals 
1 of service information such as the content of service or a 
billing condition for communication performed via the 
MVNO base Station 20. 
The ASNGW 3 supports or manages authentication, and 

determines the authentication device to which an authentica 
tion request message received from a mobile terminal 1 is 
transferred to in accordance with, for example, the base sta 
tion through which the authentication request message has 
passed. The ASNGW 3 stores information of the base stations 
such as at least the base station identifier of the MVNO base 
Station 20 connected to the ASNGW 3. The ASNGW 3 also 
stores a MVNO identifier for identifying the MVNO that 
provides communication service via the MVNO base station 
20. Further, the ASNGW 3 stores the MNO identifier of the 
MNO that permits the transfer of a control message received 
via the MVNO base station 20 when service is provided to a 
user of the MNO via the MVNO base station 20. 
The ASNGW 3 transfers the control message received via 

the MVNO base Station 20 to the MVNOAH-AAA server 5 
of the MVNO. Here, the ASNGW 3 may also be designed to 
transfer the control message to the H-AAA server 5 of the 
MVNO when a MVNO identifier or the MNO identifier of the 
MNO that permits the transfer of the control message is 
assigned. In contrast, upon receipt of a control message via 
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the MNO base station 2, the ASNGW 3 transfers the control 
message to the H-AAA server 6 of the MNO. The transfer of 
the control message is described in detail below. The 
ASNGW 3 may store the MVNO identifier or the MNO 
identifier in a memory in table or database form. 
The ASNGW 3 may also record in a table or a database a 

terminal identifier for specifying a mobile terminal of a MNO 
user or a MVNO user who is permitted to perform commu 
nication via the MVNO base station 20, and may store the 
terminal identifier in the memory. Further, the ASNGW 3 
may perform processes such as processes for billing informa 
tion, management of radio resource, management of trans 
mission resource, processes regarding handover or location 
update, and termination of radio-related functionality. While 
specific processes are described herein as examples, the 
present invention is not limited to performing any particular 
type of process. 

The CSN 12 includes the P-AAA server 4, the H-AAA 
server 6, and a Home Agent (HA) 7, which are used to per 
form processes such as connection to the Internet, connection 
to the MVNO network 13, authentication using an authenti 
cation server, and home agent processes based on the Mobile 
Internet Protocol (IP). 
The P-AAA server 4 and the H-AAA Server 6 of the MNO 

perform an authentication or billing process on MNO users. 
As described below, for example, upon receipt of an authen 
tication request from the ASNGW 3, the P-AAA server 4 
transfers an authentication request sent from a MNO user to 
the H-AAA server 6 of the MNO, and transfers an authenti 
cation request sent from a MVNO user to the H-AAA server 
5 of the MVNO. The H-AAA server 6 of the MNO processes 
an authentication request, a billing request, or the like trans 
ferred from the P-AAA Server 4 or the H-AAA server 5 of the 
MVNO to perform authentication or billing on MNO users. 
The home agent 7 registers the mobile terminals 1 or manages 
position information. The home agent 7 further intercepts 
packets transmitted to the mobile terminals 1 or packets trans 
mitted from the mobile terminals 1, and relays the intercepted 
packets to the destination Such as the mobile terminals 1. 

The MVNO network 13 is a network provided by the 
MVNO, and includes the H-AAA server 5 of the MVNO. The 
H-AAA server 5 of the MVNO performs authentication and 
billing on MVNO users. In addition, for example, the H-AAA 
server 5 may also notify the H-AAA server 6 of the MNO of 
an authentication request from a MNO user or a calculated 
amount to be charged for the use by a MNO user. Further, the 
H-AAA server 5 may set a billing condition suitable for the 
MVNO base station 20. For example, the H-AAA server 5 
may set an additional fee for a MVNO base station 20 that is 
installed in a less accessible region Such as an island or a 
mountainous region, and may send the setting to the MVNO 
base station 20. 
An operation performed in Case 1 when the mobile termi 

nal 1a that is a MVNO user terminal requests authentication 
via the MVNO base Station 20 will now be described with 
reference to FIG. 2. 

First, the mobile terminal 1a located in the communication 
area of the MVNO base Station 20 is connected to the MVNO 
base Station 20. The MVNO base Station 20 notifies the 
mobile terminal 1a of a base station identifier for identifying 
the MVNO base station 20 using, for example, a notification 
signal or the like before a connection is established with the 
mobile terminal 1a. When a connection is established 
between the mobile terminal 1a and the MVNO base station 
20, the mobile terminal 1a establishes a radio link with the 
ASNGW 3. 
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6 
When a radio link is established with the ASNGW 3, the 

mobile terminal 1a generates an authentication request mes 
sage for requesting the MVNO in which the mobile terminal 
1a is registered as a user to authenticate the mobile terminal 
1a. The authentication request message includes the base 
station identifier of the MVNO base station 20 connected to 
the mobile terminal 1a, and the MVNO identifier for identi 
fying the MVNO requested by the mobile terminal 1a to 
perform authentication. The mobile terminal 1a transmits the 
authentication request message to the ASNGW 3 via the 
MVNO base Station 20. 
The ASNGW 3 specifies the base station through which the 

received authentication request message has passed on the 
basis of the base station identifier included in the received 
authentication request message. Upon recognition that the 
authentication request message has passed through the 
MVNO base station 20, the ASNGW 3 determines that the 
authentication request message is transferred to the H-AAA 
server 5 of the MVNO. Then, it is determined whether or not 
the MVNO identifier included in the authentication request 
message is equal to the MVNO identifier of the MVNO 
determined by the ASNGW 3 as the transfer destination of the 
authentication request message. When the MVNO identifier 
is equal to (matches) the identifier of the transfer destination 
of the authentication request message, the ASNGW 3 trans 
fers the authentication request message to the H-AAA server 
5 of the MVNO. 
Upon receipt of the authentication request message from 

the ASNGW 3, the H-AAA server 5 of the MVNO authenti 
cates the mobile terminal 1a, and transmits an authentication 
response message to the ASNGW3. The ASNGW 3 transfers 
the response message to the mobile terminal 1a via the 
MVNO base station 20. When authentication has succeeded, 
the communication service to the mobile terminal 1a is 
Started via the MVNO base Station 20. 
With the use of the above authentication method, the 

H-AAA server 5 of the MVNO may receive an authentication 
request message directly from the ASNGW3. Thus, the infor 
mation used by the H-AAA server 5 for authentication or the 
authentication request message may have a different configu 
ration from information or a message used by the H-AAA 
server 6 of the MNO. 

FIG. 3 is a sequence diagram illustrating an example of an 
operation for authentication and billing of a mobile terminal 
1 via the MVNO base station 20. The authentication and 
billing involved when the mobile terminal 1a performs com 
munication via the MVNO base station 20 will be described 
with reference to FIG. 3. 

(1) A radio link is established between the mobile terminal 
1a and the ASNGW 3. As described above, before a radio link 
is established, the mobile terminal 1a is connected to the 
MVNO base station 20 located between the mobile terminal 
1a and the ASNGW 3, and obtains the base station identifier 
of the MVNO base Station 20. 

(2) The mobile terminal 1a transmits an authentication 
request message to the ASNGW3. The authentication request 
message includes a base station identifier for identifying the 
MVNO base Station 20 and a MVNO identifier. 

(3) The ASNGW 3 compares the base station identifier 
included in the received authentication request message with 
the base station identifier stored in advance, and determines 
whether or not the received authentication request message 
has passed through the MVNO base station 20. Alternatively, 
when the ASNGW 3 stores the relationship between the num 
bers of ports and the base stations (2, 20) connected to the 
ports, the ASNGW 3 may determine whether or not the 
received authentication request message has passed through 
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the MVNO base Station 20 on the basis of the number of the 
port through which the authentication request message has 
been received. 

Then, the ASNGW 3 checks the MVNO identifier, and 
determines whether or not the authentication request message 
is transferred. Here, it is assumed that the authentication 
request message includes the MVNO identifier of the MVNO 
to which the ASNGW 3 transfers the authentication request 
message and that it is determined that the authentication 
request message is transferred to the H-AAA server 5. Note 
that the ASNGW 3 may discard an authentication request 
message that is not transferred to the H-AAA server 5. 

(4) The ASNGW 3 transfers the authentication request 
message including the MVNO identifier to the H-AAA server 
5 of the MVNO. 

(5) The H-AAA server 5 of the MVNO compares the 
MVNO identifier assigned to the MVNO that operates the 
H-AAA server 5 with the MVNO identifier included in the 
authentication request message, and checks whether both 
match. When the MVNO identifiers match, the H-AAA 
server 5 determines whether or not the access from the mobile 
terminal 1a is permitted on the basis of the received authen 
tication request message, and transmits an authentication 
response message to the ASNGW 3. Here, it is assumed that 
the access from the mobile terminal 1a is permitted. 

(6) The ASNGW 3 transfers the authentication response 
message to the mobile terminal 1a via the MVNObase station 
20. 

(7) When the access is permitted, the mobile terminal 1 a 
queries the ASNGW 3 about an assigned IP address using, for 
example, the Dynamic Host Configuration Protocol (DHCP). 
When the mobile terminal 1a is informed of the assigned IP 
address, a connection is established between the home agent 
7 that transfers packets to the mobile terminal 1a and the 
ASNGW 3. 

(8) The ASNGW 3 transmits a billing start request message 
to the H-AAA Server 5. 

(9) The H-AAA server 5 transmits a billing start response 
message to the ASNGW 3 in response to the billing start 
request message, and starts billing for the communication of 
the mobile terminal 1a. 

(10) The mobile terminal 1a performs user data communi 
cation with the communication destination Such as the coun 
terpart terminal via the home agent 7. During the user data 
communication, the H-AAA server 5 may receive a notifica 
tion of information used for the calculation of an amount to be 
charged from the ASNGW 3, the MVNO base station 20, or 
the like. In this case, the H-AAA server 5 requests the 
ASNGW 3 or the MVNO base Station 20 to transmit the 
information used for the calculation of the amount to be 
charged in accordance with the setting of the MVNO. For 
example, the H-AAA server 5 may specify, as the information 
used for the calculation of the amount to be charged, the use 
status such as the number of packets used by the mobile 
terminal 1a or the communication time, the base station iden 
tifier of the MVNO base station 20, and the like. 

(11) When the mobile terminal 1a completes the commu 
nication, the mobile terminal 1a transmits a disconnection 
request message to the ASNGW 3, and the ASNGW 3 trans 
mits a disconnection response message to the mobile terminal 
1a. 

(12) When the mobile terminal 1a completes the commu 
nication, the ASNGW 3 transmits a billing stop request mes 
sage to the H-AAA server 5. The ASNGW 3 may notify the 
H-AAA server 5 of the use status such as the number of 
packets or the call time when transmitting a billing stop 
request message. 
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(13) Then H-AAA server 5 calculates the amount to be 

charged on the basis of the use status or the like. Further, the 
H-AAA server 5 transmits a billing stop response message to 
the ASNGW 3, and the billing-related process ends. 

Accordingly, during authentication or billing, an authenti 
cation request message or a billing start request message is 
transmitted from the ASNGW 3 directly to the H-AAA server 
5. Therefore, the information used by the H-AAA server 5 
about authentication or billing of access from the mobile 
terminal 1a that performs communication via the MVNO 
base station 20 may be different from the information sent to 
the P-AAA server 4 of the MNO. Thus, for example, the 
MVNO may take a billing method or an authentication 
method that is different from the billing method or authenti 
cation method of the MNO. For example, the MVNO may 
change the amount to be charged in accordance with the place 
where the MVNO base station 20 is installed, and may pro 
vide a modified billing rate Such as a phone call fee discount 
for a limited time or additional charge for donation for a 
limited time, regardless of the billing condition of the MNO. 

In the operation described in Case 1, the ASNGW 3 selects 
an authentication request message to be transferred in proce 
dure (3). In this manner, the ASNGW 3 selects a control 
message to be processed, thereby preventing a control mes 
sage that is not processed by the H-AAA server 5 or 6 from 
being transferred to the H-AAA server 5. Therefore, the pro 
cess of the ASNGW 3 may reduce the load on the H-AAA 
Server 5. 
An operation performed in Case 2 when the mobile termi 

nal 1b that is a MNO user terminal requests authentication via 
the MVNO base Station 20 will now be described with refer 
ence to FIG. 2. Note that the MVNO may reject the authen 
tication of the mobile terminal 1b of the MNO user via the 
MVNO base Station 20. When the authentication of the 
mobile terminal 1b is rejected, the operation of Case 2 is not 
performed. 

First, the mobile terminal 1b located in the communication 
area of the MVNO base Station 20 is connected to the MVNO 
base station 20, and establishes a radio link with the ASNGW 
3. As in Case 1, the mobile terminal 1b is notified of a base 
station identifier for identifying the MVNO base station 20 
using, for example, a notification signal or the like, and the 
establishment of a radio link is also performed in a procedure 
similar to that of Case 1. 

Then, the mobile terminal 1b creates an authentication 
request message including the base station identifier of the 
MVNO base station 20 and a MNO identifier, and transmits 
the authentication request message to the ASNGW 3 via the 
MVNO base station 20. Upon receipt of the authentication 
request message including the base station identifier of the 
MVNO base station 20, the ASNGW 3 determines that the 
transfer destination is the H-AAA Server 5 of the MVNO. 
Further, the ASNGW 3 compares the MNO identifier 
included in the authentication request message with the MNO 
identifier stored in advance, and determines whether or not 
the authentication request message is transferred. When both 
match, the ASNGW 3 transfers the authentication request 
message to the H-AAA server 5 of the MVNO. 
Upon receipt of the authentication request message from 

the ASNGW 3, the H-AAA server 5 of the MVNO determines 
whether the authentication request message includes a 
MVNO identifier or a MNO identifier. Upon detection of a 
MNO identifier, the H-AAA server 5 determines that the 
mobile terminal 1b is a mobile terminal 1 of a MNO user. 
The H-AAA Server 5 of the MVNO transfers the authen 

tication request message about the access from the mobile 
terminal 1b to the H-AAA Server 6 of the MNO. The H-AAA 
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server 6 of the MNO authenticates the mobile terminal 1b, 
and transmits an authentication response message to the 
H-AAA Server 5 of the MVNO. The H-AAA Server 5 of the 
MVNO transfers the authentication response message to the 
ASNGW 3, and the ASNGW 3 transfers the authentication 
response message to the mobile terminal 1b via the MVNO 
base station 20. When authentication has succeeded, the com 
munication service to the mobile terminal 1b is started via the 
MVNO base Station 20. 
The authentication and billing procedure involved when 

the mobile terminal 1b performs communication via the 
MVNO base Station 20 will be described with reference to 
FIG. 3. In Case 2, in addition to the operation performed in 
Case 1, operations indicated by dotted blocks in FIG. 3 are 
performed. The establishment of a radio link between the 
MVNO base station 20 and the mobile terminal 1b is per 
formed in a way similar to that in procedure (1) described in 
Case 1. 

(2) The mobile terminal 1b transmits an authentication 
request message to the ASNGW3. The authentication request 
message includes a base station identifier for identifying the 
MVNO base Station 20 and a MNO identifier. 

(3) The ASNGW 3 recognizes that an authentication 
request message that has passed through the MVNO base 
station 20 has been received using the base station identifier. 
Then, the ASNGW 3 checks the MNO identifier, and deter 
mines whether or not the authentication request message is 
transferred. Here, it is assumed that a setting is made so that 
the ASNGW 3 transfers an authentication request message of 
a MNO user and that the authentication request message is to 
be transferred to the H-AAA server 5. 

(4) The ASNGW 3 transfers the authentication request 
message including the MNO identifier to the H-AAA server 5 
of the MVNO. 

(4a) The H-AAA server 5 of the MVNO transfers the 
authentication request message including the MNO identifier 
to the H-AAA Server 6 of the MNO. The H-AAA Server 6 of 
the MNO authenticates the mobile terminal 1b. Here, it is 
assumed that the access from the mobile terminal 1b is autho 
rized. 

(4b) The H-AAA server 6 of the MNO transmits an authen 
tication response message to the H-AAA server 5 of the 
MVNO. 

(5) The H-AAA server 5 of the MVNO transfers the 
authentication response message to the ASNGW 3. 
The procedure from the operation for transferring the 

authentication response message from the ASNGW 3 to the 
mobile terminal 1b to the operation for transmitting a billing 
start request message to the H-AAA server 5 is similar to that 
in procedures (6) to (8) described in Case 1. 

(8a) The H-AAA server 5 of the MVNO transfers the 
billing start request message to the H-AAA server 6 of the 
MNO. 

(8b) The H-AAA server 6 of the MNO transmits a billing 
start response message to the H-AAA server 5 of the MVNO 
in response to the billing start request message. 

(9) The H-AAA server 5 of the MVNO transfers the billing 
start response message to the ASNGW 3, and performs a 
process for calculating the amount to be charged for the 
communication of the mobile terminal 1b. That is, the 
H-AAA server 5 of the MVNO calculates the amount to be 
charged for the use of service by the mobile terminal 1b on 
behalf of the H-AAA server 6 of the MNO. 

(10) The mobile terminal 1b performs user data communi 
cation with the communication destination Such as the coun 
terpart terminal via the home agent 7. During the user data 
communication, the H-AAA server 5 of the MVNO receives 
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10 
a notification of information used for the calculation of the 
amount to be charged from the ASNGW 3, the MVNO base 
station 20, or the like. As in Case 1, the information used for 
the calculation of the amount to be charged may be informa 
tion corresponding to the setting of the MVNO. 

(11) When the mobile terminal 1b completes the commu 
nication, the mobile terminal 1b transmits a disconnection 
request message to the ASNGW 3, and the ASNGW 3 trans 
mits a disconnection response message to the mobile terminal 
1b. 

(12) When the mobile terminal 1b completes the commu 
nication, the ASNGW 3 transmits a billing stop request mes 
sage to the H-AAA server 5. 

(12a) The H-AAA server 5 of the MVNO transfers the 
billing stop request message to the H-AAA server 6 of the 
MNO. When the H-AAA server 5 of the MVNO calculates 
the amount to be charged for the communication of the 
mobile terminal 1b before the billing stop request message is 
transferred, the H-AAA server 6 of the MNO may be notified 
of the amount to be charged together with the billing stop 
request message. 

(12b) Upon receipt of the billing stop request message, the 
H-AAA server 6 of the MNO transmits abilling stop response 
message to the H-AAA server 5 of the MVNO. 

(13) The H-AAA server 5 of the MVNO transfers the 
billing stop response message to the ASNGW 3. The H-AAA 
server 5 of the MVNO may also transfer the billing stop 
response message and then calculate the amount to be 
charged to the mobile terminal 1b. 

Accordingly, during the authentication or billing of a MNO 
user, an authentication request message or a billing start 
request message is transmitted to the H-AAA server 5 of the 
MVNO, and is then transferred to the H-AAA server 6 of the 
MNO. Therefore, the MNO selects information used for the 
authentication of a user accessing via the MVNO base station 
20 from the information included in the authentication 
request message received by the H-AAA server 5 of the 
MVNO. Furthermore, since the H-AAA server 5 of the 
MVNO calculates the amount to be charged, even when the 
MNO and the MVNO calculate the amount to be charged or 
the like using different methods, the amount to be charged for 
the communication of the mobile terminal 1b is calculated 
using a calculation method used by the MVNO. 
When the ASNGW 3 Stores the terminal identifier of the 

MNO user who is permitted to perform communication via 
the MVNO base station 20, the ASNGW 3 compares the 
terminal identifier included in the authentication request mes 
sage with the stored terminal identifier in procedure (3). 
When the terminal identifier included in the authentication 
request message matches the terminal identifier stored in the 
ASNGW 3, the authentication request message is transferred 
to the H-AAA server 5. In this modification, the content of 
service may be changed and/or customized for each user. For 
example, a specific user among MNO users may be permitted 
to perform communication via the MVNO base station 20. 
An operation performed in Case 3 when the mobile termi 

nal 1c that is a MVNO user terminal requests authentication 
via the base station 2 will now be described with reference to 
FIG. 4. 

First, the mobile terminal 1c located in the communication 
area of the MNO base station 2 is connected to the MNO base 
station 2. When a connection is established between the 
mobile terminal 1c and the base station 2, the mobile terminal 
1C establishes a radio link with the ASNGW 3. When a radio 
link is established with the ASNGW 3, the mobile terminal 1C 
generates an authentication request message for requesting 
authentication, and transmits the authentication request mes 
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sage to the ASNGW 3 via the MNO base station 2. The 
authentication request message includes a MVNO identifier 
for identifying the MVNO in which the mobile terminal 1c is 
registered as a user. However, the authentication request mes 
sage may not necessarily include the base station identifier of 
the MNO base station 2 to which the mobile terminal 1c is 
connected. 
Upon confirmation that the received authentication request 

message includes no base station identifiers, the ASNGW 3 
recognizes that the authentication request message has been 
transmitted via the MNO base station 2. Then, the ASNGW 3 
transfers the authentication request message to the P-AAA 
server 4 of the MNO. 
Upon receipt of the authentication request message, the 

P-AAA Server 4 of the MNO determines whether the mobile 
terminal 1c that is requesting authentication using the mes 
sage is a mobile terminal of a MNO user or a mobile terminal 
of a MVNO user. In this case, when the authentication request 
message includes a MVNO identifier, the P-AAA server 4 
determines that the authentication request message is an 
authentication request message sent from a MVNO user ter 
minal. Then, the P-AAA server 4 determines that the mobile 
terminal 1c is a mobile terminal 1 of a MVNO user, and 
transfers the authentication request message to the H-AAA 
Server 5 of the MVNO. 
Upon receipt of the authentication request message, the 

H-AAA server 5 of the MVNO authenticates the mobile 
terminal 1c, and transmits an authentication response mes 
sage to the P-AAA server 4. The P-AAA server 4 transfers the 
response message to the mobile terminal 1c via the ASNGW 
3 and the MNO base station 2. When authentication has 
succeeded, the communication service to the mobile terminal 
1c is started via the MNO base station 2. 

In the foregoing description, the authentication request 
message transmitted from the mobile terminal 1c includes no 
base station identifiers. However, the mobile terminal 1c may 
transmit an authentication request message including a base 
station identifier for identifying the MNO base station 2 to the 
ASNGW 3. In this case, upon confirmation that the authen 
tication request message includes the base station identifier of 
the MNO base station 2, the ASNGW 3 may transmit the 
authentication request message to the P-AAA server 4. That 
is, the ASNGW 3 may transfer a message that has passed 
through the MVNO base station 20 to the H-AAA server 5 
(Case 1), and may transfer a message that has passed through 
the MNO base station 2 to the P-AAA server 4 (Case 3). In 
this manner, the ASNGW 3 may determine a transfer desti 
nation of an authentication request message in accordance 
with the base station through which the authentication request 
message has passed. 

FIG. 5 is a sequence diagram illustrating an example of an 
operation for authentication and billing of the mobile termi 
nal 1c via the MNO base station 2. The authentication and 
billing involved when the mobile terminal 1c performs com 
munication via the MNO base station 2 will be described with 
reference to FIG. 5. 

(1) A radio link is established between the mobile terminal 
1C and the ASNGW 3. 

(2) The mobile terminal 1c transmits an authentication 
request message including a MVNO identifier to the ASNGW 
3. 

(3) The ASNGW 3 transfers the authentication request 
message received via the MNO base station 2 to the P-AAA 
server 4 of the MNO. It may be determined that the authen 
tication request message has passed through the MNO base 
station 2 on the basis of, as described above, the authentica 
tion request message that includes no base station identifiers. 
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(4) Upon detection that the mobile terminal 1c is a MVNO 

user terminal on the basis of the MVNO identifier included in 
the authentication request message, the P-AAA server 4 
transfers the authentication request message to the H-AAA 
Server 5 of the MVNO. 

(5) The H-AAA server 5 of the MVNO determines, on the 
basis of the received authentication request message, whether 
or not the access from the mobile terminal 1c is permitted, and 
transmits an authentication response message to the P-AAA 
server 4 of the MNO. Here, it is assumed that the access from 
the mobile terminal 1c is permitted. 

(6) The P-AAA server 4 of the MNO transfers the authen 
tication response message to the ASNGW 3. 

(7) The ASNGW 3 transfers the authentication response 
message to the mobile terminal 1c via the MNO base station 
2. 

(8) When the access is permitted, a connection is estab 
lished between the mobile terminal 1c and the home agent 7 
via the ASNGW 3 using the IP address assigned to the mobile 
terminal 1C. 

(9) The ASNGW 3 transmits a billing start request message 
to the P-AAA server 4 of the MNO. 

(10) Since the mobile terminal 1c is a mobile terminal 1 of 
a MVNO user, the P-AAA server 4 of the MNO transfers the 
billing start request message to the H-AAA server 5 of the 
MVNO. 

(11) The H-AAA server 5 of the MVNO transmits abilling 
start response message to the P-AAA server 4 of the MNO, 
and starts billing for the communication of the mobile termi 
nal 1c. 

(12) The P-AAA server 4 of the MNO transfers the billing 
start response message to the ASNGW 3. 

(13) The mobile terminal 1c performs user data communi 
cation with the communication destination Such as the coun 
terpart terminal via the home agent 7. During the user data 
communication, the H-AAA server 5 receives a notification 
of information used for the calculation of the amount to be 
charged from the ASNGW 3, the MNO base station 2, or the 
like via the P-AAA server 4. 

(14) When the mobile terminal 1c completes the commu 
nication, the mobile terminal 1c transmits a disconnection 
request message to the ASNGW 3, and the ASNGW 3 trans 
mits a disconnection response message to the mobile terminal 
1C. 

(15) When mobile terminal 1c completes the communica 
tion, the ASNGW 3 transmits a billing stop request message 
to the P-AAA server 4 of the MNO. 

(16) The P-AAA server 4 of the MNO transfers the billing 
stop request message to the H-AAA server 5 of the MVNO. 

(17) The H-AAA server 5 of the MVNO transmits abilling 
stop response message to the P-AAA server 4 of the MNO. 
The H-AAA server 5 calculates the amount to be charged on 
the basis of the use status or the like. 

(18) The billing stop response message is transferred from 
the P-AAA server 4 to the ASNGW 3, and the billing-related 
process ends. 
An operation performed in Case 4 when the mobile termi 

nal 1d that is a MNO user terminal requests authentication via 
the MNO base station 2 will now be described with reference 
to FIG. 4. The mobile terminal 1d located in the communica 
tion area of the MNO base station 2 is connected to the MNO 
base station 2 and then establishes a radio link with the 
ASNGW 3. Then, the mobile terminal 1d generates an 
authentication request message including a MNO identifier, 
and transmits the authentication request message to the 
ASNGW 3 via the MNO base Station 2. 
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The ASNGW 3 recognizes that the authentication request 
message has been transmitted via the MNO base station 2 
operated by the MNO using any of the methods described in 
Case 3, and transfers the authentication request message to 
the P-AAA Server 4 of the MNO. 
Upon confirmation that the authentication request message 

includes a MNO identifier, the P-AAA server 4 of the MNO 
determines that the mobile terminal 1d that is requesting 
authentication is a mobile terminal of a MNO user. Then, the 
P-AAA server 4 transfers the authentication request message 
to the H-AAA Server 6 of the MNO. 
Upon receipt of the authentication request message, the 

H-AAA server 6 of the MNO authenticates the mobile termi 
nal 1d, and transmits an authentication response message to 
the P-AAA server 4. The P-AAA server 4 transfers the 
response message to the mobile terminal 1d via the ASNGW 
3 and the MNO base station 2. When authentication has 
Succeeded, the communication service to the mobile terminal 
1d is started via the MNO base station 2. 
The operation for the authentication and billing of the 

mobile terminal 1d of the MNO user is almost similar to the 
operation described in Case 3 with reference to FIG. 5. How 
ever, the authentication and billing of the MNO user is per 
formed by the H-AAA server 6 of the MNO. Thus, the opera 
tion performed by the H-AAA server 5 of the MVNO in 
procedures (4), (5), (10), (11), (16), and (17) described in 
Case 3 is performed by the H-AAA server 6 of the MNO in 
Case 4. 
As described above, in the system that operates in the 

manner described in Cases 1 to 4, an authentication request 
message transmitted to the ASNGW 3 via the MVNO base 
station 20 is transmitted to the H-AAA server 5 of the MVNO. 
That is, independently of whether a mobile terminal 1 is a 
MVNO user terminal or a MNO user terminal, the transfer 
destination of the authentication request message is deter 
mined in accordance with the base station through which the 
authentication request message has passed. Therefore, as 
described in Cases 1 and 2, an authentication request message 
that has passed through the MVNO base station 20 is trans 
ferred to the H-AAA server 5 regardless of whether the 
authentication request message has been transmitted from a 
MNO user terminal or a MVNO user terminal. In the descrip 
tion with reference to FIGS. 2, 3A, 3B, 4, 5 and 6, the 
ASNGW 3 and the like transfer a received authentication 
request message. However, a Remote Authentication Dial In 
User Service (RADIUS) message may be generated based on 
a received authentication request message, and may be trans 
mitted. 
As described above, an authentication request message that 

has passed through the MVNO base station 20 is transferred 
to the H-AAA server 5 of the MVNO without having to pass 
through the P-AAA server 4. Thus, information used by the 
MVNO to perform authentication or billing for communica 
tion performed via the MVNO base station 20 may not nec 
essarily be the same as information used by MNO to perform 
authentication or billing. Therefore, the MVNO may set con 
ditions of authentication or billing for communication per 
formed via the MVNO base station 20 at the discretion of the 
MVNO, and may customize the authentication or billing 
method as desired. 

In addition, a system that operates in the manner as in 
Cases 1 to 4 may reduce the load on the P-AAA server 4, 
which may also be beneficial to the MNO. Since an authen 
tication request message that has passed through the MVNO 
base station 20 is not forwarded to the P-AAA server 4, the 
P-AAA server 4 may only be required to process authentica 
tion request messages received via the MNO base station 2. 
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Thus, the number of messages processed by the P-AAA 
server 4 may be reduced. If the load on the P-AAA server 4 is 
increased in future due to the development of business by the 
MNO or MVNO, the use of the method described above may 
reduce the load on the P-AAA server 4. 

FIG. 6 is a diagram illustrating an example of a payment 
method for a fee generated by charging for communication 
performed via the MVNO base station 20. When a MVNO 
user 31 performs communication via the MVNO base station 
20, as described in Case 1, the H-AAA server 5 of the MVNO 
performs authentication and billing. Then, as illustrated in 
FIG. 6, a MVNO32 provides service to the MVNO user 31, 
and the MVNO user 31 pays a user usage fee to the MVNO 
32. 

In contrast, as in Case 2, when a MNO user 33 performs 
communication via the MVNO base station 20, authentica 
tion is performed by the H-AAA server 6 of the MNO. When 
the authentication has succeeded in the H-AAA server 6, the 
MVNO32 provides, on behalf of a MNO34, communication 
(substitute service) to the mobile terminal 1b via the MVNO 
base station 20. Furthermore, the H-AAA server 5 of the 
MVNO calculates a usage fee for the substitute service. Then, 
in the relationship between the MVNO32 and the MNO user 
33, as illustrated in FIG. 6, the MVNO32 provides commu 
nication service to the MNO user 33 and calculates the 
amount to be charged. The MNO user 33 pays the user usage 
fee to the MNO 34. Here, even when the MNO user 33 
receives service from the MVNO32 instead of the MNO 34, 
the MNO user 33 does not pay the usage fee directly to the 
MVNO 32 because there is no contract between the MNO 
user 33 and the MVNO32. 
The MNO 34 that has received the userusage fee from the 

MNO user 33 pays a usage fee for the substitute service, 
which has been provided to the MNO user33, to the MVNO 
32. Since the MVNO 32 leases a Radio Access Network 
(RAN) from the MNO 34 to provide service, the MVNO32 
pays a RAN connection fee to the MNO34. Depending on the 
agreements or the like between the MNO 34 and the MVNO 
32, the MVNO 32 may pay the balance between the MNO 
user's usage fee and the RAN connection fee to the MNO34. 

In calculating an amount to be charged, the MVNO32 may 
calculate a usage fee for the substitute service provided to the 
MNO user33 using a method different from that for the user 
usage fee of the MVNO user 31. Further, the billing method 
may be based on any of packet-based charging and time 
based charging. The amount to be charged may be calculated 
based on any pricing structure such as a flat-rate pricing 
structure, a metered-rate pricing structure, or a price cap plan 
structure. Data used for the calculation of the amount to be 
charged. Such as the communication time or the number of 
communication packets, may be managed by the MVNObase 
station 20 or by the ASNGW 3. The H-AAA server 5 of the 
MVNO calculates the amount to be charged on the basis of 
the information obtained from the MVNO base station 20 or 
the ASNGW 3, and sends the amount to be charged to the 
H-AAA Server 6 of the MNO 34. 

FIG. 7 is a flowchart illustrating an example of the opera 
tion of the ASNGW 3. Operation S11 to S13 and S17 are 
performed by the ASNGW 3 in Cases 3 and 4. Operation S11, 
S12, and S14 to S17 represent the operation in Case 1. Opera 
tion S11, S12, and S14 to S18 represent the operation in Case 
2. In the example illustrated in FIG. 7, it is assumed that an 
authentication request message transmitted from a mobile 
terminal 1 to the ASNGW 3 includes a base station identifier 
for identifying the MVNO base station 20 or a MNO base 
station identifier for identifying the MNO base station 2. In 
the illustration of FIG. 7, the ASNGW 3 generates an 
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RADIUS message based on a received authentication request 
message, and transmits the RADIUS message to the P-AAA 
server 4 or the H-AAA server 5. 
Upon receipt of an authentication request message from 

the mobile terminal 1, the ASNGW 3 checks the base station 
identifier or MNO base station identifier included in the 
authentication request message, and determines whether or 
not the authentication request message has been received via 
the MVNO base station 20 (operation S11 and S12). When 
the authentication request message has been received via the 
MNO base station 2, the ASNGW 3 transmits a RADIUS 
message created based on the received authentication request 
message to the P-AAA server 4 (operation S13 and S17). 
When the authentication request message has been 

received from the MVNO base station 20, on the other hand, 
the ASNGW 3 compares the MVNO identifier included in the 
authentication request message with the MVNO identifier 
stored in the ASNGW 3 (operation S14). When both match, 
the ASNGW 3 adds information about the H-AAA Server 5 of 
the MVNO to a RADIUS message created based on the 
received authentication request message, and transmits the 
resulting RADIUS message to the H-AAA server 5 (opera 
tion S15 to S17). 
When the MVNO identifier included in the authentication 

request message received from the MVNO base station 20 is 
different from the MVNO identifier stored in the ASNGW 3, 
the mobile terminal 1 that has transmitted the authentication 
request message is a MNO user terminal. Thus, when the 
MVNO identifier included in the authentication request mes 
sage is different from the stored identifier, it is determined 
whether or not a connection from the MNO user is permitted 
(operation S18). When a connection from the MNO user is 
permitted, the RADIUS message is transmitted to the H-AAA 
server 5 of the MVNO (operation S15 to S17). When a con 
nection from the MNO user is not permitted, the connection is 
rejected and the process ends (operation S19). When the 
connection is rejected, an error message may be transmitted 
to the mobile terminal 1, or the operation of the ASNGW 3 
may be terminated without informing the mobile terminal 1 
of the rejection. 
As described above, an authentication request message that 

has passed through the MVNO base station 20 is directly 
processed by the H-AAA server 5 of the MVNO. Thus, the 
MVNO may customize the method of authentication or bill 
ing via the MVNO base station 20 as desired. For example, a 
usage fee may be changed in accordance with the condition of 
the MVNO base station 20, and the MVNO base station 20 
installed in a region where it is difficult to build a communi 
cation infrastructure, such as an island or a mountainous 
region, may use an additional pricing option. Thus, a com 
mercially viable pricing structure may be realized. With the 
use of the method of an embodiment, the MVNO may 
develop business using the MVNObase station 20 in an island 
or the like, thereby overcoming the digital divide. In addition, 
in an area within which the MVNO wishes to increase market 
share, conversely, the MVNO may set a discount rate for 
communication performed via the MVNO base station 20 
situated in a target area. 

Such billing conditions for each MVNO base station 20 
may be collectively set or changed by the H-AAA server 5, 
and an operator at the H-AAA server 5 may perform setting 
using a desired user interface or command. Furthermore, a 
plurality of billing conditions may be prepared in advance in 
the H-AAA server 5, and when a billing condition is set or 
changed, the H-AAA server 5 may send a notification of a 
suitable billing condition to the MVNO base station 20 for 
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which the setting is made. Moreover, the H-AAA server 5 
may also set or change billing conditions per unit of areas. 

Here, it may be desirable that MVNOs inform users of a 
billing rate different from a normal fee, such as a discount fee 
or an additional fee. For example, the application of a dis 
count fee may be indicated with a visual marker or the like on 
the mobile terminals 1 to facilitate user recognition. This may 
involve a potential increase inadvertising awareness. Further, 
the mobile terminals 1 may be informed of the application of 
an additional fee, thus avoiding trouble over fees charged to 
users. Further, in a system, desirably, a user located in com 
munication areas of a plurality of base stations having differ 
ent billing conditions is allowed to select a desired base 
station as the connection destination. 

Accordingly, a system that allows the MVNO base station 
20 or the MNO base station 2 to notify the mobile terminals 1 
of conditions relating to connections, such as billing condi 
tions, and that allows users to select a desired base station will 
now be described with reference to FIGS. 8 to 15. With the use 
of the method described below, a MVNO may provide service 
that allows a MVNO user to select a base station to which a 
mobile terminal 1 is to be connected. In this system, further 
more, the MVNO may contract with a specific MNO user to 
allow the contracted MNO user to select a base station. 

FIG. 8 is a diagram illustrating an example of a method for 
allowing (enabling) the mobile terminal 1a to select a desired 
base station. In an embodiment, it is assumed that the mobile 
terminal 1a is located in a communication area covered by 
both base stations, namely, the MNO base station 2 and the 
MVNO base Station 20. The MVNO base Station 20 and the 
MNO base station 2 notify, when transmitting a notification 
signal, the mobile terminal 1a of service available via the 
MVNO base Station 20 and the MNO base station 2 and 
conditions such as billing conditions. The mobile terminal 1 a 
selects a desired base station as the connection destination in 
accordance with a predetermined connection policy, and 
transmits a ranging message (Initial Ranging). When the 
mobile terminal 1a has no predetermined connection policy, 
conditions sent from the MVNO base station 20 and the MNO 
base station 2 may be displayed on a screen provided in the 
mobile terminal 1a, and a desired base station may be selected 
in accordance with a user input. 

FIG. 9 is a sequence diagram illustrating an example of an 
operation performed when the mobile terminal 1a selects a 
desired base station. The mobile terminal 1a is located in the 
communication area of overlapping coverage of the two base 
stations, namely, the MNO base station 2 and the MVNObase 
station 20, and receives notification signals from both the 
MNO base Station 2 and the MVNO base Station 20. The 
example in FIG.9 illustrates a case where service information 
received from the MNO base station 2 is compared with 
service information received from the MVNO base station 20 
and where the mobile terminal 1a is connected to the MVNO 
base station 20. 

(1) As indicated in (1a) and (1b), the MNO base station 2 
and the MVNO base station 20 broadcast notification signals. 
Each of the notification signals includes a Downlink Channel 
Descriptor (DCD) message, an Uplink Channel Descriptor 
(UCD) message, a Downlink Mapping (DL-MAP) message, 
an Uplink Mapping (UL-MAP) message, and service infor 
mation. The MNO base station 2 and the MVNO base station 
20 include base station identifiers for identifying the MNO 
base station 2 and the MVNO base station 20, respectively, in 
the notification signals which are transmitted. Each of the 
base station identifiers may be implemented using, for 
example, but not limited to, a Code-Division Multiple Access 
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(CDMA) code. Each of the base station identifiers may be an 
identifier capable of uniquely specifying a base station. 

Here, the service information includes desired conditions 
that may be used by the mobile terminal 1a to select a desired 
base station as the connection destination, such as, for 
example, but not limited to, a pricing structure applied when 
the base station is used, available service, and throughput. 
The DCD message defines characteristics of the downlink 
physical layer, and the UCD message defines characteristics 
of the uplink physical layer. The DL-MAP message includes 
downlink burst allocation information, and the UL-MAP 
message includes uplink burst allocation information. 

FIG. 10 is a diagram illustrating an example of a notifica 
tion signal 40 broadcast from a base station. The notification 
signal 40 includes a header 41, message content 42, a check 
field 43, and a service information field 44. The header 41 and 
the message content 42 (42a, 42b) include information indi 
cating that the signal is the notification signal 40, the DCD 
message, the UCD message, the DL-MAP message, the UL 
MAP message, and any other Suitable messages. The check 
field 43 is a field indicating whether or not service informa 
tion is being transmitted, and the mobile terminal 1a checks 
the check field 43 to recognize whether or not the service 
information field 44 includes service information. For 
example, when the service information field 44 includes ser 
vice information, all the bits of the check field 43 may be “1”. 
Accordingly, the base stations (2, 20) and the mobile terminal 
1a recognize in advance the value of the check field 43 that 
includes service information. A procedure in which the 
mobile terminal 1a selects a desired base station as the con 
nection destination using the service information will be 
described in detail below. 

(2) As indicated in (2a) and (2b), the MNO base station 2 
and the MVNO base Station 20 broadcast the UL-MAP mes 
sages. The mobile terminal 1a obtains from the UL-MAP 
messages the intervals during which the MNO base station 2 
and the MVNO base station 20 perform initial ranging. 

(3) The mobile terminal 1a compares the content of the 
service information transmitted from each of the MNO base 
station 2 and the MVNO base station 20 with the connection 
policy of the mobile terminal 1a, and determines a desired 
base station (BS) as the connection destination. FIG. 11 is a 
diagram illustrating an example of a service information field 
and the connection policy of the mobile terminal 1a. Here, it 
is assumed that the notification signal 40 transmitted from the 
MNO base station 2 includes a service information field 44a 
and that the notification signal 40 transmitted from the 
MVNO base station 20 includes a service information field 
44b. It is also assumed that the example of the connection 
policy of the mobile terminal 1a, when represented using a 
scheme written in the service information field 44, may be 
represented in a manner as in a service information field 44c. 
In the illustrated example, the mobile terminal 1a does not use 
services A, C, and D but uses a service B. Thus, upon receipt 
of the notification signals 40 from the MNO base station 2 and 
the MVNObase station 20, the mobile terminal 1a checks the 
service information fields 44a and 44b in the received mes 
sages, and searches for a base station that is available to 
provide the service B. As illustrated in FIG. 11, the MNO base 
station 2 is not available to provide the service B but the 
MVNO base station 20 is available to provide the service B. 
Thus, the mobile terminal 1a selects the MVNO base station 
20 as the connection destination. 

(4) The mobile terminal 1 transmits an Initial Ranging 
message to the MVNO base station 20 that has been deter 
mined as the connection destination. In this case, the mobile 
terminal 1 includes a base station identifier for identifying the 
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MVNO base station 20 in the Initial Ranging message. The 
mobile terminal 1 does not send a response to the MNO base 
station 2 that is not determined as the connection destination. 

(5) The MVNO base station 20 checks the radio status of 
the mobile terminal 1a from the Initial Ranging message, and 
transmits a Ranging Response (RNG RES) message to the 
mobile terminal 1a. When the radio status of the mobile 
terminal 1 meets the condition required by the MVNO base 
station 20, the MVNO base station 20 transmits a message 
indicating “Success” to the mobile terminal 1a. When the 
radio status of the mobile terminal 1a is outside the condition 
required by the MVNO base station 20, the MVNO base 
station 20 transmits a message indicating “Abort” or “Con 
tinue to the mobile terminal 1a. 

(6) When the message indicating “Success” is transmitted 
to the mobile terminal 1a, the MVNO base station 20 records 
the success of ranging in CDMA Allocation included in the 
UL-MAP message, which is transmitted to the mobile termi 
nal 1a. 

(7) The mobile terminal 1a transmits a Ranging Request 
(RNG REQ) message to the MVNO base station 20, and 
enters a bandwidth allocation procedure. 

(8) The MVNO base station 20 transmits a RNG RES 
message to the mobile terminal 1a to inform the mobile 
terminal 1a of the Radio Frequency (RF) power level adjust 
ment value, the frequency offset value, the timing offset 
value, and any other Suitable value. 

(9) A connection is established between the mobile termi 
nal 1a and the MVNO base station 20, and the mobile termi 
nal 1a performs an authentication response message process 
with the H-AAA Server 5 of the MVNO via the MVNO base 
station 20. 

FIG. 12 is a flowchart illustrating an example of the opera 
tion of a base station in a connection method that allows the 
selection of a base station. Each of the base stations (2, 20) 
broadcasts service information together with a DCD mes 
sage, a UCD message, a DL-MAP message, and a UL-MAP 
message to inform the mobile terminal 1 located in the com 
munication area of service information Such as available Ser 
vice (operation S21). A base station that has received an 
Initial Ranging message from the mobile terminal 1a per 
forms a connection process of the mobile terminal 1a (opera 
tion S22 and S23). 

FIG. 13 is a flowchart illustrating an example of the opera 
tion of the mobile terminal 1a in a connection method that 
allows the selection of a base station. The mobile terminal 1a 
compares service information received from the base stations 
(2, 20) with the connection policy, and determines a desired 
base station as the connection destination (operation S31). 
Then, the mobile terminal 1a transmits an Initial Ranging 
message to the base station selected as the connection desti 
nation, and performs a connection process (operation S32 and 
S33). 
With the use of the above method, users such as MVNO 

users and contracted MNO users are provided with a connec 
tion method that allows the selection of a base station. In the 
procedure (3) described with reference to FIG. 11, the mobile 
terminal 1a selects a desired base station as the connection 
destination in accordance with the connection policy stored 
therein. Alternatively, the mobile terminal 1a may select a 
desired base station as the connection destination in accor 
dance with a user input. In this case, for example, base sta 
tions that may be connected to the mobile terminal 1a and fees 
applied in each of the base stations are displayed on the 
screen. Then, when the user selects the MVNO base station 
20 to which a discount fee is applied, in procedure (4), the 
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mobile terminal 1a transmits an Initial Ranging message to 
the Selected MVNO base Station 20. 

The example in which the MVNO base station 20 that is 
available to provide the service desired by the mobile terminal 
1a exists has been described with reference to FIG. 11. How- 5 
ever, neither the MNO base station 2 nor the MVNO base 
station 20 to which the mobile terminal 1a may be connected 
may meet the connection condition of the mobile terminal 1a. 
Thus, when none of the base stations (2, 20) is available to 
provide the desired service, the mobile terminal 1a may addi- 10 
tionally store a condition for selecting a base station. For 
example, priorities may be set for the services in order with 
the service B given the highest priority and the service A, the 
service C, and the service D given Subsequent priorities in 
descending order. When there is no base station that is avail- 15 
able to provide the service B, the mobile terminal 1a may be 
connected to a base station that is available to provide the 
service A. 
The connection method may also be set on the basis of the 

billing condition in addition to the service type. For example, 20 
a setting may be made so that the mobile terminal 1a is 
connected to a base station to which a normal fee or a discount 
fee is applied but not to a base station to which an additional 
fee is applied. Further, billing condition priorities may be 
given to “discount fee”, “normal fee, and “additional fee' in 25 
descending order, and the mobile terminal 1a may be con 
nected to a base station to which the additional fee is applied 
unless a base station to which the normal fee is applied exists. 

FIG. 14 is a diagram illustrating an example of an operation 
performed when the mobile terminal 1b is connected to a base 30 
station. Here, it is assumed that the mobile terminal 1b is a 
mobile terminal 1 that does not support the notification of 
service information for selecting a desired base station. Thus, 
even upon receipt of the notification signal 40 indicating that 
the check field 43 includes service information, the mobile 35 
terminal 1b does not select a desired base station as the 
connection destination using the content of the service infor 
mation field 44. A base station to which the mobile terminal 
1b is to be connected is determined in accordance with the 
intensity or the like of the notification signal 40 transmitted 40 
from the MNO base station 2 or the MVNO base station 20. 

FIG.15 is a sequence diagram illustrating an example of an 
operation performed when the mobile terminal 1b is con 
nected to a base station. 

(1)As indicated in procedures (1a) and (1b), the MNO base 45 
station 2 and the MVNO base station 20 broadcast notifica 
tion signals. Each of the notification signals includes a DCD 
message, a UCD message, a DL-MAP message, a UL-MAP 
message, and a base station identifier. 

(2) As indicated in procedures (2a) and (2b), the MNO base 50 
station 2 and the MVNO base station 20 broadcast the UL 
MAP messages. 

(3) The mobile terminal 1b obtains from the UL-MAP 
messages the intervals during which the MNO base station 2 
and the MVNO base station 20 perform initial ranging. Fur- 55 
ther, the mobile terminal 1b selects a desired base station as 
the connection destination on the basis of the intensity or the 
like of the notification signals received in procedure (1), and 
transmits an Initial Ranging message to the selected base 
station. Here, since the mobile terminal 1b is a mobile termi- 60 
nal 1 that does not support the notification of service infor 
mation, service information is not used for the selection of a 
base station even when the service information is included in 
the service information field 44. 

The operation in procedures (4) to (8) is similar to that in 65 
procedures (5) to (9) described with reference to FIG.9. The 
MVNO base station 20 which is the connection destination 

20 
transmits an RNG RSP message indicating “Success” and 
CDMA Allocation to the mobile terminal 1b. When band 
allocation and the notification of the frequency offset values 
and the like are completed between the mobile terminal 1b 
and the MVNO base station 20, the mobile terminal 1b per 
forms an authentication response message process with the 
H-AAA Server 5 via the MVNO base Station 20. 

Accordingly, since the presence of service information is 
checked using the check field 43, the mobile terminals 1 may 
be notified of service information using the notification signal 
40 without interference with the operation of the mobile 
terminals 1 if the mobile terminals 1 do not use the service 
information to select a base station. 
The present invention is not to be limited to the foregoing 

embodiments, and a variety of modifications may be made. 
Some examples will now be described. 

In the foregoing description, one MVNO is used. An exem 
plary modification of the operation in Case 1 for performing 
authentication when a first MVNO and a second MVNO 
provide individual service and the MVNO base station 20 is 
operated by the first MVNO will now be described. In this 
exemplary modification, the first MVNO may prevent the 
second MVNO from providing service using the MVNObase 
station 20. In this case, the ASNGW 3 stores in advance an 
identifier for identifying the first MVNO as the identifier of a 
company that operates an object to which a control message 
is transferred, but does not store the MVNO identifier of the 
Second MVNO. 

In procedure (3) in Case 1, the ASNGW 3 checks the 
MVNO identifier included in the authentication request mes 
sage, and determines whether or not the MVNO identifier 
specifies a company that operates an object to which a control 
message is transferred. For example, when the MVNO base 
station 20 is specified by the base station identifier and the 
MVNO identifier indicates the first MVNO, the ASNGW 3 
transmits an authentication request message to the H-AAA 
server 5 of the first MVNO. When the MVNO identifier 
included in the authentication request message that specifies 
the MVNO base station 20 is an identifier for identifying the 
second MVNO, the ASNGW 3 rejects authentication, and 
does not transfer the authentication request message. 

With the above exemplary modification, in an area where a 
plurality of MVNOs develop business, the first MVNO may 
reject authentication or billing of users of other MVNOs. 

Furthermore, a modification of the operation described in 
Case 2 may allow authentication of a mobile terminal 1 of a 
user of a MVNO different from the MVNO that operates the 
MVNO base station 20. That is, access from a mobile termi 
nal 1 of a user of a third MVNO is authorized via the MVNO 
base station 20 of the first MVNO using an operation similar 
to the operation described in Case 2. In this case, the MVNO 
identifier of the third MVNO that permits user communica 
tion may be registered in advance in the ASNGW 3. Then, the 
user of the third MVNO whose MVNO identifier has been 
registered may be authorized, and the amount to be charged 
thereto may be calculated. In such a case, the first MVNO 
notifies the third MVNO of the amount to be charged calcu 
lated by the H-AAA server 5, and the usage fee of the MVNO 
base station 20 may be collected from the third MVNO. 

In addition, any of the foregoing embodiments may also be 
implemented using mobile IPs, and may be implemented 
using a desired radio interface standardized in International 
Mobile Telecommunications-2000 (IMT-2000). 

In FIG. 2, a system in which the home agent 7 is provided 
in the CSN 12 has been described by way of example. How 
ever, the home agent 7 may be provided in the MVNO net 
work 13. 
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Further, in the illustration of FIGS. 2, 3A, 3B, 4 and 5, each 
of the mobile terminals 1 is notified of a base station identifier 
using a notification signal, by way of example. The MNO 
base station 2 or the MVNO base station 20 may also notify 
each of the mobile terminals 1 of a base station identifier 
using any control signal other than a notification signal. 

Further, in any of Cases 1 to 4, the ASNGW.3 may store the 
relationship between the numbers of ports and the base sta 
tions (2, 20) connected to the ports. In this case, the ASNGW 
3 may also determine whether or not an authentication 
request message has passed through the MVNO base station 
20 on the basis of the number of the port at which the authen 
tication request message has been received. That is, the 
ASNGW 3 may be modified so as to determine from which 
base Station of the MNO base station 2 and the MVNO base 
station 20 a control message has been received without using 
a base station identifier. The relationship between the num 
bers of the ports and the base stations (2, 20) connected to the 
ports may also be stored as a table in a memory of the 
ASNGW 3. 

Accordingly, there is provided an authentication and bill 
ing method in which an authentication request received by a 
relay device via the MVNO base station 20 is transferred to 
the H-AAA server 5 of the MVNO regardless of whether the 
authentication request is an authentication request from a 
MVNO user or an authentication request from a MNO user. 
The H-AAA Server 5 of the MVNO determines whether or 
not access is permitted in response to an authentication 
request transmitted from a MVNO user. Further, the H-AAA 
server 5 transfers an authentication request transmitted from 
a MNO user to the H-AAA server 6 of the MNO. With the use 
of the above method, the MVNO may set or change informa 
tion used by the MVNO for authentication and billing regard 
less of the authentication and billing method performed by 
the MNO. That is, the MVNO may customize the billing 
method or the authentication method as desired. 

According to an embodiment, a computer implemented 
method of managing a service to a mobile terminal includes 
receiving a request including from the mobile terminal using 
a leased base station configured to provide a service, and 
determining a transfer destination of the request based on a 
base station through which the authentication request mes 
sage has passed. A relay device may be located between a first 
base station or a second base station configured to selectively 
provide a service of a mobile network operator and an authen 
tication device or an authentication device managed by the 
mobile network operator. 
The embodiments can be implemented in computing hard 

ware (computing apparatus) and/or Software. Such as (in a 
non-limiting example) any computer that can store, retrieve, 
process and/or output data and/or communicate with other 
computers. The results produced can be displayed on a dis 
play of the computing hardware. A program/Software imple 
menting the embodiments may be recorded on computer 
readable media comprising computer-readable recording 
media. The program/software implementing the embodi 
ments may also be transmitted over transmission communi 
cation media. Examples of the computer-readable recording 
media include a magnetic recording apparatus, an optical 
disk, a magneto-optical disk, and/or a semiconductor 
memory (for example, RAM, ROM, etc.). Examples of the 
magnetic recording apparatus include a hard disk device 
(HDD), a flexible disk (FD), and a magnetic tape (MT). 
Examples of the optical disk include a DVD (Digital Versatile 
Disc), a DVD-RAM, a CD-ROM (Compact Disc-Read Only 
Memory), and a CD-R (Recordable)/RW. An example of 
communication media includes a carrier-wave signal. 
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Further, according to an aspect of the embodiments, any 

combinations of the described features, functions and/or 
operations can be provided. 

All examples and conditional language recited herein are 
intended for pedagogical purpose to aid the reader in under 
standing the invention and the concepts contributed by the 
inventor to furthering the art, and are to be construed as being 
without limitation to such specifically recited examples and 
conditions, nor does the organization of such examples in the 
specification relate to a showing of the Superiority and infe 
riority of the invention. Although the embodiments of the 
present inventions have been described in detail, it should be 
understood that the various changes, Substitutions, and alter 
ations could be made hereto without departing from the spirit 
and scope of the invention, the scope of which is defined in the 
claims and their equivalents. 
What is claimed is: 
1. A method of authenticating a mobile terminal using a 

Mobile Virtual Network Operator (MVNO) authentication 
device managed by a mobile virtual network operator, the 
method comprising: 

receiving an authentication request sent from the mobile 
terminal from a relay device via a MVNO base station 
configured to provide a service of the mobile virtual 
network operator, the relay device being located 
between the MVNO base Station or a Mobile Network 
Operator (MNO) base station configured to provide a 
service of a mobile network operator and the MVNO 
authentication device or a MNO authentication device 
managed by the mobile network operator, the authenti 
cation request including a mobile virtual network opera 
tor identifier identifying a mobile virtual network opera 
torand a base station identifier identifying the MVNO or 
MVO base station via which the authentication request 
is transmitted from the mobile terminal to the relay 
device; 

determining whether access from the mobile terminal serv 
ing as a MVNO mobile terminal registered as a user of 
the mobile virtual network operator is permitted, based 
on the mobile virtual network operator identifier 
included in authentication request; and 

transferring, upon receiving the authentication request sent 
from a MNO mobile terminal registered as a user of the 
mobile network operator from the relay device, the 
authentication request to the MNO authentication 
device. 

2. The method according to claim 1, comprising: 
calculating an amount to be charged to the MVNO mobile 

terminal from which access is permitted in accordance 
with the base station identifier, and 

wherein the authentication request includes the base sta 
tion identifier, and the base station identifier is config 
ured to identify the MVNO base station, or the MNO 
base station that relays the authentication request. 

3. The method according to claim 2, comprising: 
calculating an amount to be charged to the MNO mobile 

terminal from which access is permitted in accordance 
with the base station identifier when providing the ser 
vice via the MVNO base Station to a MNO mobile ter 
minal registered as a user of the mobile network opera 
tor, and 

notifying the MNO authentication device of the amount to 
be charged. 

4. A method for authenticating a mobile terminal using a 
relay device, the method comprising: 

receiving, by the relay device, an authentication request 
sent from the mobile terminal via a Mobile Virtual Net 
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work Operator (MVNO) base station configured to pro 
vide a service of a mobile virtual network operator or a 
Mobile Network Operator (MNO) base station config 
ured to provide a service of a mobile network operator, 
the relay device being located between the MVNO base 
station or the MNO base station and a MVNO authenti 
cation device managed by the mobile virtual network 
operator or a MNO authentication device managed by 
the mobile network operator, the authentication request 
including a mobile virtual network operator identifier 
identifying a mobile virtual network operator or a 
mobile network operator identifier identifying a mobile 
network operator, and a base station identifier identify 
ing the MVNO or MVO base station via which the 
authentication request is transmitted from the mobile 
terminal to the relay device; 

determining via which of the MVNO base station and the 
MNO base station the authentication request has been 
received, based on the base station identifier included in 
the authentication request; 

transferring the authentication request to the MVNO 
authentication device to determine whether access from 
the mobile terminal serving as a MVNO mobile terminal 
registered as a user of the mobile virtual network opera 
tor is permitted, based on the mobile virtual network 
operator identifier included in the authentication 
request, upon receipt of the authentication request via 
the MVNO base station; and 

transferring the authentication request to the MNO authen 
tication device to determine whether access from the 
mobile terminal serving as a MNO mobile terminal reg 
istered as a user of the mobile network operator is per 
mitted, based on the mobile network operator identifier 
included in the authentication request, upon receiving 
the authentication request via the MNO base station. 

5. The method according to claim 4, comprising: 
transmitting the MNO authentication request to the 
MVNO authentication device to transfer the MNO 
authentication request to the MNO authentication 
device upon receipt of a MNO authentication request for 
requesting the mobile network operator to perform 
authentication from a MNO mobile terminal registered 
as a user of the mobile network operator via the MVNO 
base station. 

6. The method according to claim 4, comprising: 
storing a terminal identifier for identifying a MVNO-base 

station-associated MNO mobile terminal that is regis 
tered as a user of the mobile network operator and that 
represents a mobile terminal configured to receive a 
service via the MVNO base station; 

determining whether a mobile terminal that has transmitted 
the authentication request is the MVNO-base-station 
associated MNO mobile terminal using the terminal 
identifier upon receipt of an authentication request for 
using the service of the mobile network operator via the 
MVNO base station; and 

discarding the authentication request in a case where the 
authentication request is not transmitted from the 
MVNO-base-station-associated MNO mobile terminal. 

7. The method according to claim 4, comprising: 
causing the MVNO base station or the MNO base station to 

notify the mobile terminal of service information indi 
cating a condition of service provided through commu 
nication performed via the MVNO base station or the 
MNO base Station. 
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8. The method according to claim 5, comprising: 
causing the MVNO base station or the MNO base station to 

notify the mobile terminal of service information indi 
cating a condition of service provided through commu 
nication performed via the MVNO base station or the 
MNO base Station. 

9. The method according to claim 6, comprising: 
causing the MVNO base station or the MNO base station to 

notify the mobile terminal of service information indi 
cating a condition of service provided through commu 
nication performed via the MVNO base station or the 
MNO base Station. 

10. A mobile terminal authentication system, comprising: 
a Mobile Virtual Network Operator (MVNO) base station 

configured to provide a service of a mobile virtual net 
work operator, 

a Mobile Network Operator (MNO) base station config 
ured to provide a service of a mobile network operator; 

a MVNO authentication device configured to be managed 
by the mobile virtual network operator; 

a MNO authentication device configured to be managed by 
the mobile network operator; and 

a relay device configured to execute an operation includ 
ing: 
receiving an authentication request from a mobile ter 

minal via the MVNO base Station or the MNO base 
station, the authentication request including a mobile 
virtual network operator identifier identifying the 
mobile virtual network operator or a mobile network 
operator identifier identifying a mobile network 
operator, and a base station identifier identifying the 
MVNO or MVO base station via which the authenti 
cation request is transmitted from the mobile terminal 
to the relay device, 

transferring the authentication request to the MVNO 
authentication device to determine whether access 
from the mobile terminal serving as a MVNO mobile 
terminal registered as a user of the mobile virtual 
network operator is permitted, based on the mobile 
virtual network operator identifier included in the 
authentication request upon receiving the authentica 
tion request via the MVNO base station, and 

transferring the authentication request to the MNO 
authentication device to determine whether access 
from the mobile terminal serving as a MNO mobile 
terminal registered as a user of the mobile network 
operator is permitted, based on the mobile network 
operator identifier included in the authentication 
request, upon receiving the authentication request via 
the MNO base Station. 

11. The authentication system according to claim 10, 
wherein the authentication request includes the base station 
identifier for identifying the MVNO base station or the MNO 
base station that relays the authentication request, and 

wherein the MVNO authentication device calculates an 
amount to be charged to the MVNO mobile terminal 
from which access has been permitted in accordance 
with the base station identifier. 

12. The authentication system according to claim 10, 
wherein the MVNO authentication device calculates, when 
providing service to a MNO mobile terminal registered as a 
user of the mobile network operator via the MVNO base 
station, an amount to be charged to the MNO mobile terminal 
from which access has been permitted in accordance with the 
base station identifier, and notifies the MNO authentication 
device of the amount to be charged. 
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13. The authentication system according to claim 10, 
wherein upon receipt of an authentication request transmitted 
from a MNO mobile terminal registered as a user of the 
mobile network operator, the MVNO authentication device 
transfers the authentication request transmitted from the 
MNO mobile terminal to the MNO authentication device. 

14. The authentication system according to claim 10, 
wherein the relay device causes the MVNO base station or the 
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MNO base station to notify the mobile terminal of service 
information indicating a condition of service provided 
through communication performed via one of the MVNO 
base station or the MNO base station. 


