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and making request to client system via communication module that security
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information of security token. First digital counter; extracting hardware informa-
tion of security token to generate secondary digital identity; decrypting first veri-
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digital identity using secret key to produce third verification information pack; re-
placing first and second verification information pack with third verification in-
formation pack.
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A METHOD OF CONTROLLING LICENSE KEY GENERATION

FIELD OF INVENTION
The present invention relates to a method or mechanism employed to control
authorized use of a software, particularly limiting copy of license keys can be

generated by a known vendor or reseller.

BACKGROUND OF THE INVENTION
Piracy is a significant problem leading to billion of income lose in the software
industry annually. Different approaches and measurements have been implemented in
the industry to prevent unauthorized installation, use or copy of a software particular
at the end user side. For example, United State patent application no 5864620
discloses a system and method for controlling distribution of software to an user ina
multitiered distribution chain that a license clearing house is established in the system
to be responsible for controlling usage rights of a software. The license clearing house
sends out reply containing authentication certificate and a master key once validated
request sent by the user. Another method of softwarevveriﬁcation is described in
United States patent applicatiori no 6898286 which validates the product license using
" a verification code generated from the hardware of the computer installed with the
software.

Inoue discloses another system to manage number of software installed in a computer
network in another United States patent application no. 2003/0061136. The system
particularly involves a license management‘ apparatus in communication With a
computer which send a request the license management apparatus to acquire approval
to use the software, while the license management provide the approval as long the
software concurrently used is less than a maximum licensed. The license management
apparatus in the disclosed system also closely monitor the number of computer using
the software by actively requesting update from the connected computer. Further
license management system is provided in United State patent with publicatidn no.

2010/0031372 to control number of subset computer allowed to used the software. A
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peripheral licensing is used in the system dedicated to store licensing information
‘while storing of such information into the device is prevented once the number of

subset computer using the software exceeds the authorized number.

However, the abovementioned system and management system are particular aiming
to avoid piracy at the user end while, in fact, piracy can be performed as well at the
reseller or distributor end especially the reseller end is offered the right to generéte
authentic licensing key to activate use of a software. This type of multitier distribution
system may jeopardize interest of the software author as the software author may be
exposed to the risk of not being informed about extra generated license key and no
receiving any royalty thereof from the reseller. Thus, it is important to have an
effective mechanism to render the software author the right to control license
activation key generated by the reseller in order to protect interest of the software

author.

SUMMARY OF THE INVENTION
_The present invention aims to provide a mechanism to monitor and control the
amount of license key generated by a known software reseller or distributor from a

client system of the software distribution network.

Another object of the present invention is to providé_ a license and royalty
management system to protect intérest of the software author. The reseller and/or
distributor may have to pay the royalty owing to the s>oftware‘ author before the
reseller and/or distributor can acquire license key from the client system upon finished

the previous allocated amount.

Further object of the present invention is to offer a mechanism to monitor and control
the amount of license key generated by a known software reseller using a down
counter to limit the number of license can be generated thereof through the client
system. Identical copy of down counter is stored in a database of the client system for
verification purpose and it is employed as an approach to' counter tampering of the

recorded copy in the security token.
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At least one of the preceding objects is met, in whole or in part, by the present
invention, in which one of the embodiment of the present inVention involves a method
of generating a software license key for a software vendor in a client system
.comprising the steps of connecting a security token and making request of license key
generation to the client system through a communication module that the security
token contains a first verification information pack, encrypted using a secret key,
including a primary digital identity of the software vendor genérated based on
hardware information of the security token and a first digital counter having an iﬁtegér
N; extracting hardware information of the security token to generate a secondary
digital identity; decrypting the first verification information pack using the secret key
to gain access of the primary digital identity and the digital counter; verifying the
primary digital identity is similar to the secondary digital identity and N is not equal
to zero; decrypting a second verification information pack, which containing a tertiary
digital identity and a second digital counter having an integer X; generating Z copy of
license key that Z is smaller than N or X upon verifying that the primary and tertiary
digital identities are the same while N equals to X; generating a third digital counter
having an integer of (N-Z) or (X-Z); encrypting the third digital counter together with
the primary or tertiary digital identity using the secret key to produce a third

- verification information pack; and replacihg the first and second verification

information pack with the third verification information pack.

In another aspect of the disclosed method, the first verification information pack is
provided into the security token via the steps compris_ing of connecting the security .
token to the client system through a communication module; retrieving the hardware
information to generate the primary digital identity; encrypting the primary digital
identity with the integer N provided by the client system, using the secret key, to
produce the first verification information pack; and storing the first verification

information pack on the security token.

Still another aspect of the method includes additional step of storing the first
verification information pack into a database of the client system as the second

verification information pack.
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Preferably, the security token of the present invention is a smart card, USB (Universal
Serial Bus) storage device or smart-card-based USB device, while the communication

module is bluetooth, RFID (Radio Frequency Identification), or USB coupling.

BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 shows one embodiment of the disclosed method to verify the license

key generation by the reseller through a client system;

Figure 2 shows one embodiment of the disclosed method in generating the
license key upon verifying the authenticity of the connected security

token;

Figure 3 show a sub-sequence in the disclosed method which inform rejection
of license key generation upon failing the verification process shown in

figure 1 ; and

Figure 4 shows a sub-sequence of the disclosed method in setting up or
refreshing the security token together with embedding the counter into -

the security token.

DETAILED DESCRIPTION OF THE INVENITON

One skilled in the art will readily appreciate that the present invention is well adapted
to carry out the objects and obtain the ends and advantages mentioned, as well as
those inherent therein. The embodiment describes herein is not intended as limitations

on the scope of the invention.

The present invention includes a method, as shown in both figure 1 and 2, of
generating a software license key for a software vendor in a client system cofnprising
the steps of connecting a security token and making request of license key generation
(110) to the client system through a communication module that the security token
- contains a first verification information pack, encrypted using a secret key, including
a primary digital identity of the s.oftware vendor generated based on hardware

information of the security token and a first digital counter having an integer N;
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' extfacting hardware informatibn (120, 1'30) of the security token to generate a
secondary digital identity; decrypting the first verification information pack (140).
uSing the secret key to gain access of the prifnary digitél identity and the digital
counter; verifying (220) the primary digital identity is similar to the secondary digital
identity and N is not equal to zero; decrypting (150, 160) a second verification
information pack, which containing a tertiary digital identity and a second digital
counter having an integer X; generating Z copy of license key (310) that Z is smaller
than N or X upon verifying (230) that the primary and tertiary digital identities are the
same while N equals to X; generating (330) a third digital counter having an integer of
(N-Z) or (X-Z); encrypting the third digital counter together with the primary or
tertiary digital identity using the secret key to produce a third verification information
pack; and replacing (340, 350) the first and second verification information pack with

the third verification information pack.

It is important to be noted the security token is preferably a device equipped with
storage capacity in order to store the encrypted first Vefiﬁcation information pack for
reading and identity validation to prompt the client system to generate the license keys
. thereof. The first verification information pack contains encrypted information, the
primary digital identity, which is device and vendor-specific. More specifically, the
primary digital identity is generated mainly from seriai number of the security token
with or without in combination of other information which is device specific. In turn, .
the serial number of the security token is used as reference to identify the vendor
assigned to this particular security token. The security token of the present can adapt
many known formats available in the field. For example, it can be a smart card, a USB
storage device or smart-card-based USB device as long sufficient storage space are
available for reading, writing and storing the first verification information pack.
Further, the security token of the present invention shall possess as well a
communication module to make the stored information accessible for reading, writing
and processing by the client system. The communication module can be either
contact-based or contactless-based. Bluetooth, RFID, or GSM frequency may be used
in the contactless-based communication module to exchange information, while USB
coupling or other chips reading approaches éfe. applicable in the present invention to

facilitate communication establishment, Most preferably, USB-based module, but not
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limited to, is employed in the present invention for identification, verification and
communication purposes in the disclosed method that it is preferably illustrated in the. -

~ embodiment shown in figure 1, 2 and 4.

Generally, the present invention can be divided into three major phases along the
license key generation process. It firstly involves a series of process for verification of
the connected security token, as shown in figure 1, followed by either an license .
génerating phase as in figure 2 or rejection phase as in figure 3. Failing in any one of
the verification steps leads to instant rejection phase and termination of the process
loop, whereas license key is generated in the license generating phase with immediate
update of information in the stored counter at both security token and client server

upon success the verification process.

As in setting forth, the request to generate one or more license key from the client
S)}Stem is firstly made by establishing connection (110) with the client system using
the security token. The connection herein can refer to communication with physical
contact such as USB or contactless through bluetooth module. The client system
conducts a preliminary»‘ verification (210). if the connécting security token. was. a
recognizable format or not. Once the client system fails to recognize the format of the
device wishing to make the connection, the failure status is reported (410) to the
vendor through a message displayed on an user interface followed by termination and
exit (420) of the process loop. Passing the preliminary verification subjects the
connected security token to subsequent process which the client system retrieve
unique information of the connected security token and use the unique information to
generate a secondary digital identity using a secret key. The unique information is
preferably serial number of the security token assigned to it by the manufacturer that
partial of or complete serial number is used in generating (120) the secondary digital
identity. The digital identity can directly derive from the serial number or being
. created through a specific algorithm using information derived from the serial -
number. Meanwhile, the client system read (130) the information available in the
security token and begins the decryption (140) to acquire the primary digital identity
and the first digital counter having an integer N upon detecting the encrypted

information in the token. The client system performs another verification step at this



WO 2012/070922 PCT/MY2011/000069

7 : _
stage by comparing (220) the on spot-generated secondary digital identity to the
decrypted primary digital identity. Verification is considered success if complete
match is found or failure initiates failing message (410) with immediate exits (420) of
the process loop. Additionally, the client system also trigger the rejéction phase
immediately once it finds the integer N is zero. Confirmation of the complete match
and N is not Zero trigger the client system to read (150) and decrypt (160) the second
verification information pack stored locally in the database of the client system. The
encrypted second verification information pack contains a tertiary digital identity and
a second digital counter having an ihteger X. Preferably, the encrypted file of the

second verification information pack of the present invention is assigned with a name
| épeciﬁc to the connected security token and/or the vendor. Preferably, name of the
encrypted file of the second verification is created based on the unique information of
the specific security token also. Such feature facilitates update or replacement of the
old file with the latest one using the identical file name in both security token and
database of fhe client system. With the decrypted data from the _secohd verification ,
~ information pack, the client system again matches the primary and tertiary digital
| identity for verifying the identity and authenticity of the security token. Also, the
client system also match the integer X of the second digital counter to the integer N of
the first digital counter that equal value of X and N corroborate to the authenticity of
the user. Upon passing the verification step (230) at this stage, the prbcess is directed
to the acceptance phase, as in figure 2, where the client system generate the license
key. Likewise, flunking the verification test at this step (230) initiates the failure
message (410) followed by instant exit (420) of the process.

At the license generating phase, the client system generates (310) the license key
requested by the vendor once the authentication process compléted. Preferably, Z
copies of license key are generated where the value of Z has to be smaller than N or
X. User interface at the client system shall display an error message to the vendor if
the value of Z is higher than N or X. Alternatively, the client system only allows one
license key to be generated per session where Z = 1. The license key generated can
either save into the security token as a new separate documerit or being sent to an user
account belong to the vendor. The client generates (320) a third digital counter which

has an integer of (N-Z) or (X-Z) once the license key generation is complete. The
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client system then begins to éncrypt (330) the third digitél counter together w1th the
primary digital identity or the tertiary digital identity to produce an encrypted third
verification information pack. The newly produced third verification information pack
possessing the updated digital counter is used to replace the first and second
verification information pack of older version in both the security token and the
database of client system. According to the preferred embodiment, the third
verification inforfnation pack is stored to the security token (340) replacing the first
verification information pack . Likewise, the third verification information pack is
written (350) to the local database of the client system replacing the second
verification information pack. A report may be delivered to user interface informing
the vendor about the success status or the process may be returned (360) the.
verification process in order to generate further license key. The later scenafio is
-employed' particularly when the method has limited the number of key can be
generéted per session is one or Z = 1. Further, the client system may store another log
report recording all the interaction in between the vendor and the client system as

another counter measurement to track all the license key generation record.

In respect with another embodiment, the client system may have to format or set up
the security token before the security token can be aétually used for verification and
recording purpose in the license key generation process; It is important that a new first
verification information pack has to be created and stored into a new security token..
Preferably, the first verification information pack is provided into the security token
via the steps comprising of connecting (510) the sedurity token td the client system
through a communication module; retrieving the hardware information (530) to
generate the primary digital identity; encrypting the primary digital identity with the
integer N provided (520) by the client system, using the secret key, to produce the
first verification information pack; and storing (550) the first verification information
pack on the security token. More specifically, as in the foregoing description, the
communication module can be of contact-based or contactless-based module
depending on the format of the security token. The set up process started with
establishing connection in between the chent system and the securlty token The chent‘
system, as illustrated in the ﬁgure 4, may have provided (520)-a predetermmed integer |

to the digital counter that the vendor has no privilege in interfering the value of the
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integer. Optionally, a range of integer may be selectable to the vendor through the
user interface available at the client system along the set up process (not shown in any
drawing) that the optirrial value of the integer may be varied from one vendor. For
example, vendors whom have deposited money to the software author may be given
much higher value to the contrary. Nevertheless, before any actual process can be
performed to the security token, the client system has to first verify (240) the
connected security token is in recognizable and/or authorized format. Device fails the
verification lead to direct exits (570) of the process loop, preferably with an error
message displayed on the user interface to inform the vendor of such failure. Upon
verification, the client system retrieve (530) the unique information of the security
token, for example serial code of the token, to generate a first digital identity. The first
digital identity can be solely or partially derived from the retrieved unique
information or even created from an alédﬁthm -. ﬁsing the retrieved information.
- Together the first digital counter with integer N and the first digital identity are |
‘encrypted (540) by the client system using a secret key, which can be one or more
algorithm originated, to produce the first verification information pack. The client
then stores (550) the created first verification information pack into the security token.
Preferably, the client cater a storing or wrfting status report (560) to the vendor
informing failure or success of the set up. Finally, the process loop exits (570) upon

complete of the set up process.

In one embodiment, used security token is re-formatted by the client system when the
digital counter equals to zero or the vendor is given a new/pre-formatted security
token from the in-charge personnel of the client system in exchange of the used

security token without the need of going through a top-up process.

More preferably the disclosed method also includes the step of storing the first
verification information pack created in the setting up of the security token into a
database of the client system that the stored information is applied as second .
verification information pack to be used for verification in the later stage of license
“key generation. This stored second verification information is tagged with a registered

account of the vendor in the client system that the information is vendor-specific.



WO 2012/070922 PCT/MY2011/000069

10

The present disclosure includes as contained in the appended claims, as well as that of
the foregoing description. Although this invéntion has been described in its preferred
form with a degree of particularity, it is understood that the present disclosure of the
preferred form has been made only by way of example and that numerous changes in
the details of construction and the combination and arrangements of parts may be

resorted to without departing from the scope of the invention.
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CLAIMS

1. A method of generating a software license key for a software vendor in a
client system comprising the steps of
connecting a security token and making request of license key generation‘
(110) to the client system through a communication module that the security
token contains a first verification information pack, encrypted using a secret
key, including a primary digital identity of the softwafe vendor generated
based on hardware information of the security token and a first digital counter
having an integer N; | »
extracting hardware information (120, 130) of the security token.to generate a
secondary digital identity;

~ decrypting the first verification information pack (140) using the secret key to
gain access of the primary digital identity and the digital counter;
verifying (220) the primary digital identity is similar to the secondary digital
identity and N is not equal to zero; _ _ ' |
decrypting (150, 160) a second verification information pack, which
cohtaining a tertiary digital identity and a second digital counter having an
| integer X;

generating Z copy of license key (310) that Z is smaller than N or X upon
verifying (230) that the primary and tertiary digital identities are the same -
while N equals to X; |
generating (330) a third digital counter having an integer of (N-Z) or (X-Z);
encrypting the third digital counter together with the primary or tertiary digital
identity using the secret key to produce a third verification information pack;
and '_ |
replacing (340; 350) the first and second Ver_iﬁcation' information pack with

the third verification information pack.

2. A method of claim 1, wherein the first verification information pack is
provided into the security token via the steps compriéing of _
connecting (510) the security token to the client system through " a

communication module;
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retrieving the hardware information (530) to generate the primary digital

identity; _ ‘

encrypting the primary digital identity with the integer N provided (520) by

the client system, using the secret key, to produce the first verification
~ information pack; and

storing (550) the first verification information pack on the security token.

3. A method of claim 2 further comprising step of storing the first verification
information pack into a database of the client system as the second verification -

~ information pack.

4. A method of claim 1, wherein the security token is a smart card, USB storage .

device or smart-card-based USB device.

5. A method of claim 1 or 2, wherein the communication module is bluetooth,

RFID, or USB coupling.
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