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name. A computing device operates in a first mode when 
receiving the tokens and in a second mode when not receiving 
the tokens. Also, the network name can include a URL, a part 
of a URL, or data usable to obtain a URL. A computing device 
can utilize the URL to obtain content from a data communi 
cation network. The computing device can display a link to 
the content, which may include a graphical icon associated 
with the content. 
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OPERATION OF A COMPUTING DEVICE 
INVOLVING WIRELESS TOKENS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of U.S. patent 
application Ser. No. 13/219.307, filed on Aug. 26, 2011, 
entitled OPERATION OF A COMPUTING DEVICE 
INVOLVING WIRELESS TOKENS: which claims priority 
to U.S. Provisional Application Ser. No. 61/377,724 filed on 
Aug. 27, 2010, entitled OPERATION OF A COMPUTING 
DEVICE INVOLVING WIRELESS SECURITY TOKENS: 
and to U.S. Provisional Application Ser. No. 61/385,369 filed 
on Sep. 22, 2010, entitled OPERATION OF ACOMPUTING 
DEVICE INVOLVING WIRELESS SECURITY TOKENS: 
and to U.S. Provisional Application Ser. No. 61/393,758 filed 
on Oct. 15, 2010, entitled OPERATION OF ACOMPUTING 
DEVICE INVOLVING WIRELESS SECURITY TOKENS: 
and to U.S. Provisional Application Ser. No. 61/405,345 filed 
on Oct. 21, 2010, entitled OPERATION OF ACOMPUTING 
DEVICE INVOLVING WIRELESS SECURITY TOKENS: 
and to U.S. Provisional Application Ser. No. 61/451,099 filed 
on Mar. 9, 2011, entitled OPERATION OF ACOMPUTING 
DEVICE INVOLVING WIRELESS SECURITY TOKENS: 
and to U.S. Provisional Application Ser. No. 61/454,021 filed 
on Mar. 18, 2011, entitled OPERATION OF A COMPUT 
ING DEVICE INVOLVING WIRELESS SECURITY 
TOKENS: and to U.S. Provisional Application Ser. No. 
61/524.401 filed on Aug. 17, 2011; the disclosures of which 
are incorporated by reference herein in their entireties. To the 
extent appropriate, a claim of priority is made to each of the 
above disclosed applications. 

BACKGROUND 

0002 Private transmission of wireless security tokens 
requires a sync or pairing between devices (e.g., Bluetooth R), 
Near Field Communications, etc.) so that token information 
remains confidential. Syncing or pairing between devices 
enables the devices to connect, but connecting to the wrong 
Source can make the device Vulnerable to hacking or other 
destructive activity. In many cases, public transmission of 
wireless security tokens (allowing the wireless security 
tokens to be publicly obtained within the broadcast range) 
would sufficiently achieve the desired result while avoiding a 
bridge being created between devices. Therefore, public 
transmission of wireless security tokens should be chosen 
whenever public broadcasts will not compromise the objec 
tive. 
0003) A system and method for publicly transmitting 
wireless security tokens is described, for example, in U.S. 
Ser. No. 12/554,798, titled DATA PACKET GENERATOR 
FOR GENERATING PASSCODES, the disclosure of which 
is incorporated by reference herein it its entirety. Further 
information can be found in U.S. Ser. No. 12/898,928, titled 
LOCATION BASED CONSUMER INTERFACE FOR 
RETAIL ENVIRONMENT, the disclosure of which is incor 
porated by reference herein in its entirety. 

SUMMARY 

0004. The present disclosure relates generally to operation 
of a computing device involving wireless tokens. In one con 
figuration, and by non-limiting example, the wireless token is 
transmitted using radio frequency signals, such as Wi-Fi, 
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according to one of the IEEE 802.11 family of protocols. 
Other embodiments utilize other forms of communication of 
Such tokens. 
0005 One aspect is a token generator comprising: a pro 
cessor device; and a wireless communication device operably 
connected to the processor device and configured to wire 
lessly transmit a token using radio frequency signals accord 
ing to a radio frequency data communication protocol, 
wherein the token is transmitted by the wireless communica 
tion device as a network name according to the data commu 
nication protocol, and the token includes at least a portion of 
a uniform resource locator. 
0006 Another aspect is a method of operating a token 
generator, the method comprising: wirelessly transmitting a 
token with the token generator, the token generator including 
at least a processing device and a wireless communication 
device, wherein the token is transmitted with radio frequency 
signals according to a radio frequency data communication 
protocol as a network name, the token including at least a 
portion of a uniform resource locator. 
0007. A further aspect is a mobile computing device com 
prising: a processor device; a wireless communication device 
operably connected to the processor device to wirelessly 
receive a token encoded in a radio frequency signal, the token 
including at least part of a uniform resource locator; and a 
cellular communication device operably connected to the 
processor device to wirelessly request data through a data 
communication network using the at least part of the uniform 
resource locator. 
0008. Yet another aspect is a method of operating a mobile 
computing device, the method comprising: wirelessly receiv 
ing a token from a radio frequency signal using a wireless 
communication device, the token including at least a part of a 
uniform resource locator, and sending a request to a web 
server with a cellular communication device using at least the 
part of the uniform resource locator. 
0009. A further aspect is a system comprising: a token 
generator operable to wirelessly transmit security tokens 
periodically; and a mobile computing device operable to 
receive the security tokens from the token generator, wherein 
the mobile computing device operates in a first mode when 
the security tokens are periodically received, and in a second 
mode when the security tokens are not periodically received. 
0010. Another aspect is a method of operating a mobile 
computing device, the method comprising: monitoring for 
and receiving a security token if available; operating the 
mobile computing device in a first mode if the security token 
is received; and operating the mobile computing device in a 
second mode if the security token is not received. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0011 FIG. 1 is a schematic block diagram of a mobile 
computing device. 
0012 FIG. 2 is schematic block diagram of a token gen 
eratOr. 

0013 FIG. 3 is a flow chart illustrating an exemplary 
method of operating a mobile computing device. 
0014 FIG. 4 is a schematic block diagram of an example 
remote control including a token generator. 
0015 FIG. 5 is a schematic diagram of a system and 
method for providing content during a tour. 
0016 FIG. 6 is a schematic diagram of a system and 
method for providing content during a lecture. 
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0017 FIG. 7 is a schematic diagram of an example system 
for social networking. 
0018 FIG. 8 is a screen shot of an example user interface 
displayed by the system shown in FIG. 7. 
0019 FIG. 9 is a schematic block diagram of an example 
token transmitted by a token generator. 
0020 FIG. 10 is a schematic block diagram of an example 
system including a token generator server, a social network 
ing server, and an IT/company server. 
0021 FIG. 11 illustrates an example system for commu 
nicating a URL to a mobile computing device. 
0022 FIG. 12 is a schematic block diagram of an example 
content delivery system for delivering content to a computing 
device. 
0023 FIG. 13 is a schematic block diagram of another 
example content delivery system. 
0024 FIG. 14 is a screen shot of an example user interface 
illustrating an example domain registration process for reg 
istering a domain with a token server. 
0025 FIG. 15 is a screen shot of an example user interface 
illustrating the completion of the domain registration process 
shown in FIG. 14. 
0026 FIG. 16 is a screen shot of an example user interface 
display depicting information associated with tokens that 
have been collected. 
0027 FIG. 17 is a block diagram illustrating an example 
token according to a first token protocol. 
0028 FIG. 18 is a block diagram illustrating another 
example token according to a second token protocol. 
0029 FIG. 19 is a block diagram illustrating another 
example token according to a third protocol. 
0030 FIG. 20 is a schematic block diagram illustrating an 
example proximity-based information distribution system. 
0031 FIG. 21 is a schematic block diagram of an example 
payment system. 
0032 FIG.22 is a schematic block diagram illustrating the 
operation of an example token protocol server. 
0033 FIG. 23 is a screen shot of an example user interface 
of a token registration process, such as provided by the token 
protocol server shown in FIG. 22. 

DETAILED DESCRIPTION 

0034 Various embodiments will be described in detail 
with reference to the drawings, wherein like reference numer 
als represent like parts and assemblies throughout the several 
views. Reference to various embodiments does not limit the 
Scope of the claims attached hereto. Additionally, any 
examples set forth in this specification are not intended to be 
limiting and merely set forth some of the many possible 
embodiments for the appended claims. 
0035. One example scenario in which public transmission 
of wireless security tokens can be beneficial occurs when a 
computing device assigned to a corporate employee is mis 
placed, but the computing device has access to the corporate 
information technology (IT) resources. When this occurs, 
corporate employees are sometimes hesitant to contact the IT 
help desk to report the computing device (such as illustrated 
in FIG. 1) as missing. Instead, the employees may prefer to 
wait and see if the missing device will turn up, rather than to 
notify the IT help desk immediately. Some employees ratio 
nally or irrationally fear retribution if it is discovered that they 
lost, or potentially lost, a computing device, for example. This 
creates a hesitancy to report missing devices, which in turn 
compromises end point security for the period of time 
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between when the device goes missing and when the IT help 
desk takes action to secure the device. The public transmis 
sion of wireless security tokens can be used, however, to 
adjust the operation of the computing device when it has been 
misplaced, so that the security riskis reduced. This is only one 
of the many possible uses of wireless security tokens, and 
additional systems and methods involving the use of Such 
tokens are described herein. 
0036) Examples of computing devices include mobile 
computing devices and non-mobile computing devices. An 
example of a non-mobile computing device is a personal 
computer. Examples of mobile computing devices include a 
laptop computer, a tablet computer, a Smartphone, a personal 
digital assistant, a cellular phone, and the like. 
0037 FIG. 1 illustrates an example of a computing device, 
such as a mobile computing device 152. The mobile comput 
ing device 152 typically includes at least a processor device 
32 and one or more wireless communication devices 40. 
Some embodiments further include one or more of a display 
device 30, a memory device (such as one or more computer 
readable storage devices) 34, a power Supply 36, and one or 
more input devices 38. The wireless communication device 
40 can include a cellular communication device, or the 
mobile computing device can include a second wireless com 
puting device in the form of cellular communication device 
42. Computing devices typically include one or more hous 
ings. 
0038 Public transmission of wireless security tokens 
through web-enabled RFID can sufficiently solve this or other 
problems. Web-enabled RFID is described, for example, in 
U.S. Ser. No. 61/307,710 titled DATA PACKET GENERA 
TOR AND IMPLEMENTATIONS OF SAME, the disclosure 
of which is hereby incorporated by reference in its entirety. 
0039. An example of the memory devices described herein 

is a computer readable storage media. Examples of computer 
readable storage media include magnetic cassettes, flash 
memory cards, digital video disks, Bernoulli cartridges, com 
pact disc read only memories, digital versatile disk read only 
memories, random access memories, or read only memories. 
Some embodiments include non-transitory media. 
0040. The computing device typically includes at least 
some form of computer-readable media. Computer readable 
media includes any available media that can be accessed by 
the computing device. By way of example, computer-read 
able media include computer readable storage media and 
computer readable communication media. 
0041 Computer readable storage media includes volatile 
and nonvolatile, removable and non-removable media imple 
mented in any device configured to store information Such as 
computer readable instructions, data structures, program 
modules or other data. Computer readable storage media 
includes, but is not limited to, random access memory, read 
only memory, electrically erasable programmable read only 
memory, flash memory or other memory technology, com 
pact disc read only memory, digital versatile disks or other 
optical storage, magnetic cassettes, magnetic tape, magnetic 
disk storage or other magnetic storage devices, or any other 
medium that can be used to store the desired information and 
that can be accessed by the computing device. 
0042. In some embodiments, one or more computer read 
able storage media store program instructions, which when 
executed by one or more processing devices, causes the one or 
more processing devices to perform one or more of the opera 
tions, methods, or functions described herein. 
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0043 Computer readable communication media typically 
embodies computer readable instructions, data structures, 
program modules or other data in a modulated data signal 
Such as a carrier wave or other transport mechanism and 
includes any information delivery media. The term “modu 
lated data signal” refers to a signal that has one or more of its 
characteristics set or changed in Such a manner as to encode 
information in the signal. By way of example, computer 
readable communication media includes wired media such as 
a wired network or direct-wired connection, and wireless 
media Such as acoustic, radio frequency, infrared, and other 
wireless media. Combinations of any of the above are also 
included within the scope of computer readable media. 
0044 FIG. 2 is a schematic block diagram of an example 
token generator 102 that transmits wireless security tokens. In 
this example, the token generator 102 includes a timer 52, a 
processor device 54, a memory device 58 (such as including 
one or more computer readable storage devices), a power 
Supply device 60 (Such as including a battery) 62, and a 
wireless communication device 64 (Such as including an 
antenna 66). 
0045. In its most basic configuration, the token generator 
102 includes a processor device 54 and a wireless communi 
cation device 64. 
0046. An example of a wireless communication device 64 

is a wireless radio frequency transmitter, such as conforming 
to one or more of the IEEE 802.11 family of protocols. In 
Some embodiments, the wireless communication device 64 is 
an Amplitude Modulated (AM) radio transmitter. In other 
embodiments, the wireless communication device is a fre 
quency modulated (FM) radio transmitter. Other examples of 
wireless communication devices 64 include Bluetooth R. 
devices, near-field communication devices, Zibee, Bluetooth 
low energy, Wi-Fi direct devices, or a wide variety of other 
possible wireless communication devices. Other wireless 
transmitters are used in other embodiments. The wireless 
security tokens are typically only detectable within a short 
distance from the token generator, Such as within a few cen 
timeters or within a few meters, but can be broadcast with 
more or less power and/or with variations in antennas and/or 
with variations in case design to make the tokens detectable 
within other ranges. Similarly, the sensitivity of receiving 
wireless communication devices can be adjusted to increase 
or reduce token transmission distances. 

0047. In some embodiments, the passcode or token is sent 
from a cloud-based server to a mobile computing device 152 
(such as a Smartphone) to then be broadcast at least once from 
the mobile computing device 152 via a Service Set Identifier 
(SSID) of a Wi-Fi (or other wireless) network created in or by 
the mobile computing device 152. In this embodiment the 
mobile computing device 152 actually becomes the token 
generator. This functionality allows the user to receive cloud 
based two factor authentication for a second computing 
device. Such as a laptop, without the need for the user to type 
anything into the second computing device and without the 
need for the second computing device to everjoin the pseudo 
network represented by the locked SSID created by the 
mobile computing device 152. In some embodiments new 
passcodes or tokens are sent from a server to the mobile 
computing device 152 periodically, Such as once per minute, 
or when needed, to be broadcast at least once. 
0.048. In some embodiments, 64 characters are available 
for each digit in the passcode or token. Other embodiments 
use more or less characters for each digit. Still other embodi 
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ments vary the amount of characters available for each digit. 
Some embodiments use a combination of printable and non 
printable ASCII characters. 
0049 FIG. 3 is a flow chart illustrating a method of oper 
ating a computing device involving a token generator. In 
addition, FIG.3 also illustrates a method of operating a token 
generator 102, and a method of operating a computing device 
152. 

0050. As shown in FIG. 3, a computing device 152 oper 
ated in the vicinity of a separate token generator 102 can be 
operated in a first mode 90 when wireless security token(s) 
are collected by the computing device 152. The receipt of the 
tokens 88 confirms to the computing device 152 (or another 
computing device in data communication with the computing 
device 152) that the token generator 102 is nearby. For 
example, access to resources (whether locally or in the cloud) 
can be granted as wireless security tokens are collected, sent 
to the server for verification, and approved. When wireless 
security tokens are not collected 92, such as when the token 
generator 102 is no longer within the vicinity of the comput 
ing device 152, the computing device is operated in a second 
mode 94. For example, ifa computing device stops collecting 
approved wireless security tokens, actions can be taken to 
automatically or manually achieve the objectives of the IT 
help desk. Furthermore, if a computing device 152 is no 
longer collecting approved wireless security tokens and activ 
ity on the device is recognized (herein “unauthorized') then 
any of the following can take place. Each of the following are 
examples of the second mode of operation: 
0051 (1) information related to the identity of the autho 
rized user is restricted; 
0.052 (2) the unauthorized user's operation of the comput 
ing device 152 is recorded through various means and/or can 
be communicated to any party of concern; 
0053 (3) the current location of the computing device 152 

is identified through various means and is communicated to 
any party of concern; 
0054 (4) various functionality of the computing device 
152 is restricted; 
0055 (5) the owner of the computing device 152 is noti 
fied of the breach (or potential breach); 
0056 (6) sensitive information on the computing device 
152 is communicated to an off-site server and/or is erased 
from the device 152; and/or 
0057 (7) various information about the unauthorized user 

is collected and communicated to any party of concern. 
0058. It is noted that people other than corporate employ 
ees are also interested in device security, and would likely 
also benefit from devices that operate in this manner, in some 
instances. In some embodiments, doctors and nurses can 
access records using the techniques described herein. 
0059. In some embodiments, a computing device 152 is 
considered to be within the vicinity of a token generator if the 
distance between the two devices is determined to be less than 
50 feet, 20 feet, 15 feet, 10 feet, 6 feet, 5 feet, 4 feet, 3 feet, 2 
feet, or 1 foot. In some embodiments, the distance is deter 
mined by a strength of a wireless signal. Such as measured in 
dBm. In some embodiments, a computing device 152 is con 
sidered to be within the vicinity of a token generator 102 if a 
wireless security token signal is detected by the receiving 
device, or if the strength of the wireless security token signal 
is below the noise floor threshold of the receiving device at the 
given distance. 
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0060. In some embodiments, the token generated by a 
token generator 102 is used as part or all of of a Uniform 
Resource Locator (URL). An example of a URL is www. 
example.com/example.htm. In some embodiments, the URL 
is preceded by the scheme name, a colon, and two forward 
slashes (e.g. http://). The URL can be used to access a 
resource available through a web server identified by the 
hostname (e.g., example.com). 
0061. In some embodiments, the token is appended to a 
known URL as a document name. For example, if the token is 
“1234, a URL can be formed by appending the token to a 
given hostname (e.g., www.example.com). Such as www. 
example.com/1234.htm. 
0062 Tokens generated by a token generator 102 can be 
determined in advance by a server that has either previously 
received a copy of the tokens that will be generated, or can 
compute the tokens based on a known formula, or other 
methods. 
0063. Because of this, the server can store content to be 
delivered to a computing device 152 through a URL associ 
ated with the token. In this way, when a computing device 152 
makes a request for the resource at www.example.com/1234. 
htm, the server responds by providing the appropriate con 
tent. 

0064. In some embodiments, the token generator 102 
changes the token that is broadcast periodically. So, for 
example, a first token may be transmitted at about 9:01 AM, 
and a second token is transmitted at about 9:02 AM. A com 
puting device 152 that is within the broadcast range of the 
token generator 102 can receive the first token at 9:01 AM and 
access the content at that URL until 9:02 AM. At that time, the 
computing device 152 receives the second token, and 
accesses the content at the new URL until 9:03 AM. 

0065. In some embodiments, the content associated with a 
URL is only available during a limited period of time, such 
that if a computing device 152 attempts to access the URL 
associated with the first token at 9:03 AM, the content that 
was previously available is no longer available. 
0066 By utilizing a changing token within a URL, a wide 
variety of applications are possible. Several specific examples 
will be described below to illustrate some of the possible 
capabilities. 
0067. In some embodiments, a desired resource is broken 
into a plurality of portions, and each portion is associated with 
a single token URL. For example, a digital recording of a song 
is divided into one minute segments. The first segment is 
made available at a first URL associated with a first token. A 
computing device 152 can receive the first token only if it is 
within the broadcast range of the token generator 102, in 
which case the computing device 152 can access the first one 
minute segment. If the computing device 152 remains within 
the broadcast range of the token generator 102, the second 
token can be received approximately one minute later, which 
provides access to the second URL where the second segment 
of the song is available. The computing device 152 can there 
fore continue to play the song so long as the computing device 
152 is near the token generator 102 and continues to receive 
the changing tokens. 
0068. Other resources can be similarly segmented. For 
example, a confidential message can be transmitted by seg 
menting the message into a plurality of sections. A first por 
tion of the message can be obtained at a first URL associated 
with a first token. The second portion of the message can be 
obtained at a second URL associated with a second token, etc. 
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0069. In some embodiments, tokens change more fre 
quently than once per minute, Such as once per second, or 
once per millisecond, or less frequently Such as once per day. 
0070. In some embodiments, many different pages are 
available at the host associated with different tokens. For 
example, each page can be permanently, semi-permanently, 
or temporarily associated with a single word (or even a single 
letter). In this example, someone randomly entering URLS 
with random numbers may be able to access pages occasion 
ally, but they would only obtain a single word. Even if mul 
tiple words were identified, the person would not know the 
order of the words and would be unable to determine the 
overall content of the message. In addition, some embodi 
ments include pages that are associated with a code, but the 
code is not included in a token. Unless the computing device 
152 is within the broadcast range of the token generator 102. 
the computing device 152 is unable to determine whether the 
code was part of a token or not, and therefore unable to 
determine whether the associated word is part of the message. 
0071. In case the internal clock of the token generator 102 
were to drift, the web pages associated with a token can be 
operated to remain active for a duration of time greater than 
the expected time that the code should be generated. For 
example, in Some embodiments a web page is made available 
10 seconds earlier than the start of the token broadcast time 
and remains active for 10 seconds after the token broadcast 
time. Other embodiments include other durations of time. 

0072. In some embodiments, a resource is periodically 
moved among multiple different URLs. Returning to the 
example of a digital recording, rather than segmenting the 
digital recording into different segments, the digital recording 
can be periodically moved to different URLs. For example, a 
Software application running on the computing device 152 
receives a token and accesses the URL associated with the 
token to begin accessing the digital recording. After a period 
of time, a second token is received and the Software applica 
tion accesses the next URL associated with the second token 
to continue to access the digital recording. If the second token 
is not received, the URL associated with the first token will 
stop providing access to the digital recording after a duration 
of time has elapsed. In some embodiments, the digital record 
ing is available at both URLs for a period of time to allow time 
for the computing device 152 to transition from the first URL 
to the second URL and to accommodate for a possible drift in 
the token generator's 102 clock as compared to the server's 
clock. 

0073. Any website can be secured in this manner by mov 
ing the content of the website to different URLs associated 
with a token. The software application can operate to refresh 
the display periodically, and if a token is not received at the 
appropriate time, the content will cease to display. Alterna 
tively, other actions can be taken if a token is not received at 
the appropriate time. So long as the correct token continues to 
be received, the Software application can continue to display 
the content without any interruption to the user. In some 
embodiments, the web site is programmed to cause the Soft 
ware application, such as an Internet Browser, to automati 
cally refresh periodically. In some embodiments, the web site 
is configured to display differently on different devices. In 
this way, a web site can have a first format when viewed on a 
stationary computing device, and a second format when 
viewed on a mobile computing device 152. For example, the 
second format can display the web site to appear as an app 
running on the mobile computing device 152. 
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0.074 As another example, a news agency communicates 
breaking news by posting the news, or portions of the news, 
on web pages at URLs associated with changing tokens. 
0075 AS another example, an organization communicates 
meeting times and locations by posting the information on 
web pages at URLs associated with changing tokens. 
0076. As another example, a web page that collects con 
fidential or sensitive information, such as billing, identity, 
medical, and/or credit card numbers receives the information 
through a web page that moves to different URLs periodically 
while the information is being entered. This shows, for 
example, that the user entering the information is near to a 
token generator 102 (such as to provide evidence that the 
person is the person associated with token generator 102, or 
that the person is in the vicinity of a token generator 102 that 
is at a known location). The changing URL also reduces the 
chance that all of the confidential information will be improp 
erly acquired by another. 
0077. In some embodiments, messages or other data can 
be communicated between two token generating computing 
devices 152 that are near to each other. For example, one of 
the computing devices 152 transmits a token within a limited 
broadcast range. The other computing device 152, located 
within the broadcast range, receives the token. A URL asso 
ciated with the token is then used to access the message or 
communication, or the token is authenticated by a server 
before granting access to resources. As noted above, only a 
portion of the message or data may be available at a given 
URL, while another portion of the message or data is avail 
able at a second or subsequent URL. These features can be 
used within Social networking sites, as well as other sites. See, 
for example, the examples described with reference to FIGS. 
7-10 herein. 

0078. In some embodiments, the token generator 102 is 
used to provide access to a communication network. For 
example, the token generator 102 is used to provide access to 
a small cellular base station, such as a picocell or femptocell. 
In one example, the Small cellular base station operator per 
mits or denies access by the mobile computing device 152 to 
the cellular base station based on tokens received from the 
token generator 102. For example, in some embodiments a 
Software application operating on the mobile computing 
device 152 determines whether the use should be granted 
access to the Small cellular base station based on tokens 
received (or a lack thereof). The mobile computing device 
152 periodically receives tokens from a token generator 102. 
Such as carried by the user of the mobile computing device 
152. The token generator 102 is registered to the user who has 
previously registered with the small cellular base station net 
work access provider, Such as by providing credit card infor 
mation and authorizing the network access provider to charge 
the credit card to permit the user to access the network. The 
software application utilizes the tokens to confirm that the 
user is authorized to access the network, such as by transmit 
ting the token to a server to Verify that access should continue 
to be permitted. In another possible embodiment, the tokens 
are delivered directly to the small cellular base station server, 
which permits or denies access to the network based on the 
tokens and the status of the user's account associated with the 
tokens. In some embodiments, each token results in a deduc 
tion from a set of previously purchased credits in the user's 
account, or a charge to the user's credit card, or similar billing 
method. If the credits are depleted or the credit card cannot be 
charged, access to the network is terminated. Alternatively, if 
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a token is not received after a period of time, the network 
access is terminated. In some embodiments, a monthly Sub 
Scription allows the owner of the token generator to use a 
certain quantity of tokens to facilitate being boosted by the 
Small cellular base station. In some embodiments, the owner 
of the token generator 102 can turn the token broadcasts 
on/off in accordance with her willingness to have the small 
cellular base station boost the cellular signal. In some 
embodiments, multiple computing devices 152 near the token 
generator can receive the same tokens (and therefore can 
receive a boosted signal through accessing the Small cellular 
base station). This can make the token generator appear to be 
the source of the increased data speeds, even though the token 
generator is actually providing access to the Small cellular 
base station. Sometimes this is helpful among a group of 
friends, colleagues, classmates, etc. 
0079. In some embodiments, multiple token generators 
102 are used, such as to provide a system and method for 
secure communication. For example, as described above, a 
token generator 102 can be used to identify a web site where 
a portion of desired content is available. In one example, the 
content is a portion of a live audio, video, or audio and video 
communication stream. When a computing device 152 
receives a token from the token generator 102, the computing 
device 152 navigates to a URL associated with the token. The 
communication stream from a remote user is then communi 
cated through that URL by a server computing device for a 
period of time. A second token is Subsequently transmitted by 
the token generator 102. At that time, the computing device 
152 navigates to another web site at the URL associated with 
the second token. The communication stream is then pro 
vided to the user through that URL, while the communication 
stream ceases to be provided though the prior URL after a 
period of time. Similarly, communication received from the 
user is received through the URL and transferred by the server 
across the network to the intended recipient. In this way, the 
communication with a remote user can only be followed by a 
computing device 152 that receives the tokens from the token 
generator 102. 
0080. This communication can be further secured by hav 
ing both (or all) parties to the communication using a token 
generator 102. In this example, the remote user also has a 
token generator 102 that transmits tokens occasionally. A 
computing device 152 near to the token generator 102 
receives the token and accesses the URL associated with the 
received token. The tokens generated by the remote user's 
token generator 102 will typically be different from the 
tokens generated by the other user's token generator 102. As 
a result, the content is either posted on multiple URLs (so the 
remote users computing device accesses a different set of 
URLs having the same content during the course of the com 
munication) or alternatively, approval is granted to direct both 
computing devices 152 to one URL in particular, which may 
be a new URL to both of them if they have both logged into 
one URL creating system. In other embodiments, all user's 
token generators 102 produce the same tokens, and therefore 
direct them all to the same URL(s). 
I0081. In some embodiments, a computing device 152 is 
not permitted to participate in a communication unless it is in 
the vicinity of a token generator 102 and the tokens received 
match the server predicted tokens. 
0082 In some embodiments, a Voice Over Internet Proto 
col (VOIP) communication (or other form of network or 
electromagnetic communication) is secured using one or 
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more token generators. For example, at least one character 
istic or property of the communication is adjusted based on a 
token received from the token generator (102). An example of 
a characteristic is a communication port that the communica 
tion is provided through; an encryption key or algorithm for 
encoding the communication; a frequency, amplitude, phase, 
quadrature, or other modulation of the communication signal 
or data; a URL: an IP address; or any other adjustable char 
acteristic or property of the communication. 
0083. In some embodiments, the owner or controller of a 
token generator 102 submits content to an FM radio station in 
order that the content, once broadcast, can be received and 
stored in memory on all mobile computing devices 152 tuned 
to that FM channel. 
0084. In some embodiments, the owner of the token gen 
erator 102 enters the serial number of his token generator 102 
at or near the time of content Submission. A request for future 
tokens is then made to the token generator server by the FM 
radio station server. Once received, the desired content and 
known tokens are merged and broadcast via FM radio. 
0085 Mobile computing devices 152 can only access that 
content from storage while receiving the correct tokens, in 
Some embodiments. In some embodiments this process is 
used, for example, for artistic purposes, social networking, ad 
hoc product promotions, warnings, group meetings, decen 
tralized media, marketing communications stunts, “progs' 
(proximity blogs), etc. FM radio stations offer paid or public 
options for this type of content Submission and delivery, in 
Some embodiments. This reduces the amount of data that 
must be sent across the data communication network, for 
example. 
I0086. In some embodiments, a mobile computing device 
152 includes more than one FM radio chip to receive multiple 
FM data delivery channels at one time. 
0087. Referring again to FIG.3, in some embodiments the 
method further includes a validation operation between 
operations 88 and 90. The validation operation is performed 
to validate the public security token before operating in the 
first mode. In some embodiments, the operation includes 
comparing the token to data stored in computer readable 
storage media of the mobile computing device 152, such as in 
a lookup table. In another embodiment, the token (or a portion 
of the token) is sent to a token server for validation. Upon 
receipt of a message validating the token, operation 90 is 
performed. If the token is not validated, the mobile computing 
device 152 operates in the second mode 94. 
0088 FIG. 4 illustrates an example of a remote control 100 
including a token generator 102. In this example, the remote 
control includes a housing 104, one or more user interface 
devices 106, and electronic circuitry 108. 
0089. An example of the token generator 102 is described 
herein. In one example configuration, the token generator 
generates one or more tokens, and each token includes at least 
one code. The codes can be communicated by the electronic 
circuitry 108, Such as in a radio frequency signal. 
0090 Housing 104 provides a protective enclosure for 
electronic circuitry 108. In some embodiments, the housing 
104 also forms a handle to be held in a user's hand. In some 
embodiments, the housing 104 is sized and configured to be 
held in a user's hand. 
0091 User input devices 106 receive input from a user. 
One or more user input devices 106 can be included. In this 
example, the user input devices 106 are buttons. Examples of 
user input devices include a backbutton 112, a forward button 

Jul. 16, 2015 

114, a play/pause button 116, a power button 118, a mute 
button 120, and a laser button 122. 
0092. In some embodiments, content is arranged in an 
order. An example of this is a set of slides in a presentation. 
The slides are arranged to have a first slide, a second slide, a 
third slide, etc., and the slides are assembled in the order in 
which they are to be displayed. In other words, the second 
slide is intended to be shown following the first slide. 
0093. When displaying content having such an order, the 
remote control 110 can include a back button 112 and a 
forward button 114. The back and forward buttons 112 and 
114 are used to advance the content according to the pre 
defined order of the content. More specifically, the back but 
ton 112 is selected to advance the content in reverse order, and 
the forward button is selected to advance the content in the 
predetermined order. 
0094 Play/pause button 116 is provided in some embodi 
ments to start and stop the presentation of media content, Such 
as a video or audio presentation. 
(0095 Power button 118 is provided to turn on or off one or 
more devices or features. For example, in Some embodiments 
the power button 118 turns on or off a projector. In another 
example, the powerbutton 118 turns on or off a sound system. 
In yet another example, the powerbutton 118 is used to enable 
or disable an application, or a feature of an application, where 
the application is running on a mobile computing device. 
0096. Mute button 120 is provided to toggle sound on and 
off. Similarly, some embodiments include a volume control 
adjust sound (e.g., increase or decrease the Volume) generated 
by an audio system. 
0097 Laser button 122 toggles on and off a laser pointer 
130. 

(0098. Other input devices 106 are used in other embodi 
ments. For example, Some embodiments include a touch 
screen device configured to receive input from the user. 
0099 Electronic circuitry 108 includes a token generator 
102 and associated circuitry, such as illustrated in FIG. 2. For 
example, the token generator 102 includes a processor, a 
power Supply, and a wireless communication device. In addi 
tion, in some embodiments the electronic circuitry 108 fur 
ther includes input/output circuitry to receive input from 
input devices 106, and a laser beam generator 130. 
0100. Upon selection of input devices 106, the tokengen 
erator 102 transmits a signal including a token. In some 
embodiments, the signal is generated repeatedly over a period 
of time, such as 5-10 seconds. The token generated is associ 
ated with the particular input device 106 that is selected. In 
this way, the token includes or is associated with a command 
in some embodiments. Once received by a computing device 
152 (e.g., FIG. 1), the command is performed by the comput 
ing device 152. For example, when the forward button 114 is 
selected, the signal includes a token associated with a forward 
command. Once the token is received at the computing device 
152, the token is interpreted as a forward command, causing 
the device to advance to the next slide in the presentation. 
0101. In another embodiment, the computing device 152 
device is programmed to operate as the remote control device 
100. For example, selectable controls are displayed in a user 
interface, which can be selected to perform the same opera 
tions as the remote control input devices 106. 
0102. Further, in some embodiments a stationary token 
generator 102 operates as the remote control. In this embodi 
ment, advancement of content in a presentation occurs when 
a mobile computing device 152 moves into close proximity to 
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the token generator 102 and receives a token. For example, 
during a tour, a plurality of token generators 102 can be 
distributed around the site. As the guests move from display to 
display of the site, the content automatically updates to show 
the content associated with the nearby display. 
0103) A presentation software application can be made to 
interact with this remote control 100. In some embodiments a 
presenter's computer responds to an infrared signal from the 
remote control while other nearby computers (running com 
plimentary software) simultaneously (or shortly thereafter) 
respond to the tokens received via a network name (such as 
via a locked 802.11 SSID broadcast from the remote control). 
In this way, people in the audience can follow along with the 
presentation automatically, without ceding a greater level of 
control or computer access to the presenter, the presenters 
computer, a network or anyone else. 
0104. In some embodiments, a presentation software 
application includes an export function so that the registered 
owner or license holder of the program can enter the serial 
number of their remote control into the program prior to an 
export function, resulting in that particular remote controls 
100 tokens being merged into the exported presentation mate 
rial. Exporting into an app, or posting material to a website, or 
exporting into a non-editable version of the original Software 
application are all considered helpful uses of this embodi 
ment. In some embodiments, certain digits within the locked 
802.11 network name can be programmed to cause the 
exported apps to perform varying levels of functionality. For 
example, if the 32" digit of an SSID broadcasted by a remote 
control is the letter “A” that can mean that all exported soft 
ware should respond to the first 31 digits, whereas if the 32" 
digit of that SSID is the character “B” then the only premium 
software should respond. This type of functionality can be 
useful in a variety of settings. By nonlimiting example, a 
professor at a university could export his Microsoft Power 
Point program to include a premium version and an auditing 
version. Those students who paid for the class can access the 
premium version, while those students auditing the class 
could only access the auditing version. Many similar uses are 
possible in other embodiments. 
0105. In some embodiments, user's can opt in or out of 
functional features. For example, a student in a university 
auditorium may choose to click on link(s) within an exported 
app without being redirected to the next app page at the 
moment the professor clicks the remote control. This avoids 
interrupting the students online experience. The same stu 
dent may choose to be notified of the occurrence of a “next 
slide' event or may alternatively choose a short extension 
prior to being redirected to the next app page in the exported 
app. 
0106. In some embodiments, presentation templates are 
provided. The templates can be edited in a presentation soft 
ware application to add content. Content can include, for 
example, images, videos, text, animations, audio, links to web 
pages, or other desired content. In some embodiments, logos 
or other identifying information can be added to the templates 
to brand the presentation for aparticular individual, company, 
or organization. 
0107 FIGS. 5-6 illustrate exemplary systems utilizing the 
remote control 100. FIG.5 is a schematic diagram of a system 
150 and method for providing content during a tour. In this 
example, a tour guide is providing a tour to several guests. The 
tour guide carries the remote control 100 while giving the 
tour. Guests carry mobile computing devices 152. Such as 
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Smartphones or tablet computers (e.g., an iPad tablet com 
puter). The mobile computing devices 152 include a wireless 
communication device configured to receive the signal gen 
erated by the remote control 100. The tour guide can adjust 
the content displayed on the mobile computing devices 152. 
For example, as the tour guide leads the guests to display D, 
the tour guide selects the forward button 114. The signal 
generated by the remote control 100 is received by the mobile 
computing devices, which respond to the signal by displaying 
content on mobile computing devices 152 associated with 
display D. 
0108. In some embodiments, the content is pre-loaded on 
the mobile computing device 152. A software application is 
also stored in memory of the mobile computing device 152, 
which operates to control the presentation of the content on 
the mobile computing device 152 in response to signals 
received from the remote control 100. In some embodiments, 
the application prompts the guest (or other user) for informa 
tion at the beginning of the tour, such as the tour guide's 
name, an ID number for the tour, a serial number on the 
remote control 100, or other information. This information 
can then be used by the Software application to grant access to 
the content (while also preventing those without the informa 
tion from gaining access to the content). The information is 
also useful to allow the mobile computing device 152 to 
distinguish between signals received from multiple remote 
controls—so that only the remote control 100 associated with 
the information entered is used to control the content on the 
mobile computing device 152. 
0109 FIG. 6 is a schematic diagram of a system 200 and 
method for providing content during a lecture. For example, 
the lecture may be a business presentation, a lecture at an 
educational institution, or any other lecture having associated 
content to be displayed on computing devices 152. In this 
example, system 200 includes remote control 100, mobile 
computing devices 152, and audiovisual system 154. In this 
example, the audiovisual system 154 includes a control unit 
202, projector 204, and speakers 206. 
0110. The speaker uses the remote control to advance the 
presentation on mobile computing devices 152. In addition, 
the audiovisual system 202 receives the signal from the 
remote control 100 and also adjusts display D generated by 
the projector 204. In some embodiments, the audiovisual 
system 202 receives the token generated by the remote con 
trol and adjusts the display in the same way as the mobile 
computing devices 152. In another embodiment, however, 
remote control 100 includes a second communication device 
that operates to control the audiovisual system. An example 
of a second communication device is light emitting diode, 
such as an infrared diode or near infrared diode. Other com 
munication devices are used in other embodiments. 

0111. In some embodiments, some of the input devices 
106 (shown in FIG. 4) of remote control 100 are used to 
control the presentation of content on mobile computing 
devices 152, while other input devices 106 are used to control 
the operation of the audiovisual system 154. Further, in some 
embodiments, some input devices 106 are used to control 
both the mobile computing devices and the audiovisual sys 
tem 154. 

0112 For example, in some embodiments the mobile 
computing devices 152 do not generate Sound. This could be 
disruptive if each mobile computing device 152 was playing 
its own audio content particularly if the audio was not 
closely synchronized. To prevent this, the Sound is generated 
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by the audiovisual system 202, and input devices 106 associ 
ated with the sound (e.g., button 120) are used to adjust the 
operation of the audiovisual system 202. 
0113 Various presentation software applications can be 
used to present content, such as Microsoft's PowerPoint(R) 
presentation graphics program, Apple's Keynote(R) applica 
tion program, and Prezi. 
0114. In some embodiments, remote control 100 transmits 
a token including a URL, a part of a URL, or data that can be 
used to obtaina URL, such as described in more detail herein. 
0115 FIGS. 7-8 illustrate a system 220 and method for 
Social networking. In this example, the system 220 includes a 
plurality of mobile computing devices 152 and 152". Some 
embodiments further include separate token generators 102. 
0116. In the example illustrated in FIG. 7, a group of 
participants are gathered at a location, including Participants 
A, B, C. Each participant has a mobile computing device, 
whether a token generating mobile computing device 152 or 
a non-token generating mobile computing device 152". The 
token generating mobile computing devices 152' are token 
generators 102 that are programmed to broadcast a token, or 
incorporate a token generator 102. The mobile computing 
devices 152" are not programmed to broadcast a token, and so 
the participants B and C also have a separate token generator 
102 that operates to broadcast the token(s). 
0117. When participants are near enough to each other, the 
tokens broadcast by a token generator 152 or 102 can be 
received by one or more of the mobile computing devices 152 
or 152". For example, when Participant A's mobile comput 
ing device 152 is within the broadcast range of Participant 
C’s token generator 102, Participant A's mobile computing 
device can receive the tokens transmitted from Participant C’s 
token generator 102. 
0118 When a token is received, the token can be evaluated 
by a mobile computing devices 152 or 152" (or transmitted to 
a server for evaluation) to determine if Participants A and C 
have a relationship. As shown in FIG. 7, a relationship has 
been identified between Participants A and C. 
0119 FIG. 8 is a screen shot of an example user interface 
230, such as displayed on Participant A’s mobile computing 
device 152', shown in FIG. 7. 
0120 In this example, a social networking application 
running on the mobile computing device 152 or 152" caused 
the mobile computing device 152 or 152" to detect tokens 
broadcast from token generators. The tokens are then evalu 
ated with relationship data for the user. The relationship data 
may be stored on the mobile computing device 152 or 152". 
or in a data storage device accessible through the network. If 
a relationship is found, user interface 230 can display infor 
mation about the identified relationship. The relationship can 
include an existing relationship, a potential future relation 
ship, or a Suggested relationship based on shared character 
istics, for example. 
0121. In the example shown in FIG. 8, Participant A (John 
James) is alerted by user interface 230 that Participant C 
(Joshua Alan) is nearby, and that Participant A and Participant 
Chave three common relationships, including Andrew Alan, 
Nicole James, and Frank Forrest. In some embodiments a 
profile photograph of Participant C is displayed, so that Par 
ticipant A can look around and try to find the person. 
0122. In some embodiments, the user interface 230 dis 
plays a set of actions that can be taken in response to the 
identification of a relationship, by displaying selectable con 
trols 234, 236, 238, and 240. 
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I0123 For example, a selectable control 234 can be 
selected to ping Participant C. The ping transmission can 
occuracross a network Such as the Internet or across a cellular 
network, or may also occur through a direct wireless data 
connection between nearby computing devices, or as a Sub 
sequent token broadcast. If selected, the system operates to 
generate a display (or other detectable alert) to inform Par 
ticipant C that Participant A is nearby, and perhaps that Par 
ticipant A is interested in meeting or locating Participant C. 
0.124. The selectable control 236 can be selected to add the 
identified contact (Participant C) to a contact list for future 
reference. 
0.125. The selectable control 238 can be selected to sendan 
electronic business card to the contact (Participant C). In 
another embodiment, an e-mail, text message, or other elec 
tronic message can be sent to the contact (Participant C). 
0.126 The selectable control 240 can be selected to request 
to connect to the person. This is useful, for example, to 
politely request permission from the person before attempt 
ing to meet, in case Participant C is currently busy or other 
wise not available to talk with Participant A. Upon selection, 
a request is displayed to Participant C, providing Participant 
C with the option to accept, decline, or ignore the request, for 
example. If the request is accepted, the system can operate to 
guide Participant A to the current location of Participant C. 
and vice versa. For example, a map or arrow is displayed that 
shows the location of the other participant based on direc 
tional data associated with the signal. In another embodiment, 
messages can be used to arrange a meeting place (e.g., “meet 
at the front entrance'), or a telephone call can be initiated for 
oral communication. 
I0127. The system can be used to identify a variety of 
different relationships. For example, the system can identify 
friends, demographics, people with common interests, busi 
ness relationships, people sharing a common characteristic 
(such as a mutual relationship, a common membership or 
interest in a club, group, organization, or company, etc.). In 
Some embodiments, proximity is a common characteristic. 
I0128. In some embodiments, the system includes an 
online Social networking system and database, and utilizes 
the system and database to identify relationships. Examples 
of online Social networking systems include systems by Face 
book, Inc. of Palo Alto, Calif.; eHarmony, Inc of Santa 
Monica, Calif.; Meetup Inc. of New York, N.Y.: LinkedIn 
Corporation of Mountain View, Calif., or other social net 
working systems. 
I0129 FIG. 9 is a schematic block diagram of an example 
token 250 transmitted by a token generator 102. In this 
example, the token 250 includes a plurality of token portions, 
including a first portion 252, a second portion 254, a third 
portion 256, a fourth portion 258, a fifth portion 260, and a 
sixth portion 262. More or fewer token portions are used in 
other embodiments. 

0.130. The token encodes data that can be used for a variety 
of purposes. For example, a first portion 252 of the token 
includes a device code. An example of a device code is three 
digits, such as “WP that identifies a type of device that is 
generating the token. Other embodiments utilize device codes 
having more or fewer than 3 digits. When then token is 
included in an SSID, it is useful to have a device code that 
identifies the SSID as a token generated by a token generator, 
rather than the identification of a wireless network. This per 
mits a receiving computing device, for example, to avoid 
processing SSID's that do not have one of a predetermined set 
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of device codes. In addition, the device code can identify the 
type of device that is generating the token 250. 
0131) A second portion 254 is a social code. The social 
code is used for Social networking applications, such as illus 
trated and described in FIGS. 7-8. For example, the social 
networking code includes 7 digits, which can be made up of 
any combination of numbers, letters, or symbols (referred to 
herein as alphanumeric characters). 
0132 A third portion 256 is an IT security code or com 
pany code. The IT security code or company code can be 
used, for example, to permit access to a company's secure 
network, or to permit access to the building itself by unlock 
ing doors or permitting an elevator to stop at a secured floor. 
0133. A fourth portion 258 is a customer code. The cus 
tomer code can identify the user that is authorized to use the 
token generator. An example of a customer code is a 5 digit 
alphanumeric code. 
0134. A fifth portion 260 is a time code. The time code 
includes data identifying a current time when the token is 
transmitted. An example of a time code is an 8 digitalphanu 
meric code. 
0135 A sixth portion 262 is a diagnostic code, which 
conveys diagnostic data. An example of a diagnostic code is a 
two digitalphanumeric code. 
0136. As noted above, other embodiments can include 
other quantities of codes, and other lengths of tokens and 
token portions, and many other types of token portions. For 
example, anything that can be measured, detected, or digitally 
communicated can be included in a token. 
0137 In some embodiments, tokens that are transmitted 
by a token generator change periodically. For example, in 
Some embodiments the second and third code portions 
change once per minute. Other portions may not change, or 
may change less frequently in Some embodiments. Other 
portions. Such as the time code 260, may change more fre 
quently, Such as with each transmission of the token. A diag 
nostic code in the sixth code portion may change only as 
needed. Some portions may only be populated at certain 
times, or under certain circumstances. For example, some 
portions may only be populated when other portions are not 
populated. 
0138 An example providing further explanation of the use 
of the different portions of the token 250 is illustrated and 
described with reference to FIG. 10. 
0139 FIG. 10 is a schematic block diagram of an example 
system 280 including a token generator server 282, a com 
munication network 284, a social networking server 286, and 
an IT/company server 288. 
0140. In this example, the token generator server 282 gen 
erates tokens (or algorithms for generating tokens). The 
tokens can be generated according to a set of rules, and can 
also utilize a physical random number generator or by an 
algorithm. In some embodiments, the tokens that are gener 
ated are programmed into token generators to be transmitted 
at the identified times. Alternatively, in some embodiments 
tokens are generated by the token generator server 282, but 
are only sent to a token generator when the token is needed, 
Such as through a network Such as the Internet or a cellular 
network. Portions of the tokens are provided to other servers 
in Some embodiments, such as the Social networking server 
286 and the IT/company server 288. 
0141. The social networking server 286 is provided with a 
set of social codes 290 that will be generated by a token 
generator 102 associated with Participant C throughout a 
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given day, as well as other participants, and other days. These 
are sometimes referred to as anticipated or predicted codes. 
0142. The IT/company server 288 is provided with a dif 
ferent set of IT security codes that will be generated by the 
same token generator associated with Participant C through 
out the same given day, as well as other participants and other 
days. These are also sometimes referred to as anticipated or 
predicted codes. 
0143. The code portions 290 and 292 can then be used by 
the servers 286 and 288 to identify a token that is received. For 
example, if a token 250 is transmitted by a token generator at 
11:49 AM on a given day, the token 250 may be received by 
a computing device and transmitted to the Social networking 
server 286 and/or to the IT/company server 288. 
0144. Upon receipt of the complete token 250, the servers 
286 and/or 288 evaluate the token. For example, the social 
networking server 286 retrieves the social code 254 from the 
full token 250 and compares the received social code 254 to a 
code within the set of predicted codes 290 to determine 
whether they match. A match permits the server to authenti 
cate that the code was likely generated by a token generator 
102 associated with Participant C, and then, knowing that 
information, to take further action, such as to determine 
whether the user of the computing device that received the 
token has any relationships with Participant C. 
0145 As another example, when the full token 250 is 
received by IT/company server 288, the server 288 retrieves 
the IT security code 256 from within the token 250 and 
compares the code with the predicted code within the set of 
predicted codes 292. If a match is found, the server 288 
determines that the code is associated with Participant C, and 
Subsequent action can be taken, Such as to permit Participant 
C access to the building, or to permit Participant C access to 
a secure network. 
0146 In this example, the social networking server 286 is 
not provided the predicted codes 292 that are provided to the 
IT/company server 288. This is beneficial because it permits 
portions of the known code to be controlled by different 
entities. If the predicted codes 292 are only shared with the 
IT/company server 288, the codes can be maintained in con 
fidence by the IT/company server 288 to prevent others from 
accessing the predicted codes, and therefore can be used for 
more secure applications, such as to permit access to a build 
ing or to permit access to a secured network or network 
SOUC. 

0.147. On the other hand, the social codes 254 can be more 
widely distributed, such as to a variety of different social 
networking servers 286, where the codes will be used for 
applications that do not require as much security. Such as the 
example Social networking uses described herein. 
0148 FIG. 11 illustrates an example system for commu 
nicating a URL to a mobile computing device, and also illus 
trates an example method of communicating a URL to a 
mobile computing device. In this example, the system 300 
includes a token generator 102 and a mobile computing 
device 152. Although the mobile computing device is 
described, non-mobile computing devices can also be used in 
other embodiments. 
014.9 The token generator 102 includes at least a process 
ing device and a wireless communication device. Another 
example of a token generator 102 is illustrated and described 
with reference to FIG. 2. The token generator 102 wirelessly 
transmits data in a public transmission that can be received by 
a mobile computing device 152. One example of such a public 
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transmission is a network name. A more specific example is a 
service set identifier (SSID), such as defined by the IEEE 
802.11 family of wireless communication protocols. The net 
work name can be received by the mobile computing device 
152 without requiring the mobile computing device 152 to 
connect to a network identified by the network name. 
0150. In another embodiment, other network names can 
be used. For example, in some embodiments the network 
name is a Bluetooth device name. In some embodiments, the 
network name identifies a wireless personal area network 
(WPAN), a wireless local area network (WLAN), a wireless 
mesh network, a wireless wide area network, or a mobile 
device network. In another embodiment, the public transmis 
sion is broadcast from or through one of these networks in 
Such a way that the receiving device does not have to connect 
to the network in order to receive the transmission. 
0151. In some embodiments, the transmission from the 
token generator 102 includes a uniform resource locator 
(URL) 304. In other embodiments, the transmission includes 
a portion of a URL or data associated with a URL (e.g., data 
that can be used to obtain a URL or portion of a URL). 
0152 AURL can include one or more of the following: a 
Scheme name (e.g., http:), a colon, a domain name (e.g., 
“www.example.org), an IP address (e.g., "127.0.0.1), a port 
number (e.g., "21), a path (e.g., “/123.html), and a query 
string (e.g., "query-example+string'). 
0153. As one example, the network name 302 is the URL 
304, such as “http://www.example.com.” 
0154 When the mobile computing device 152 is within 
the broadcast range of the token generator 102, the mobile 
computing device 152 operates to receive the network name 
302 and, as a result, the URL.304. The network name is stored 
in a computer readable storage medium, and can be used to 
access content 306 using the URL 3.04. 
0155 For example, the mobile computing device 152 uses 
the URL 304 to access a web site identified by the URL 304 
and to download and/or display the content 306 to the user. 
0156 FIG. 12 is a schematic block diagram of an example 
content delivery system 308 for delivering content to a com 
puting device. Such as the mobile computing device 152. In 
this example, the content delivery system 308 includes a 
computing device 310, wireless network device 312 (such as 
a wireless access point or wireless router) including a token 
generator 102, the mobile computing device 152, and a web 
server 316. In this example, the wireless network device 312 
wirelessly transmits 318 a network name 322 including a 
URL324. The web server communicates across a data com 
munication network 320. 
0157. The computing device 310 is any suitable comput 
ing device (such as a personal computer, mobile computing 
device, and the like) that is configured to communicate with 
the wireless network device 312, such as through a USB or 
other Suitable data communication connection and commu 
nication protocol. In some embodiments, the wireless net 
work device 312 includes an interface configured to adjust 
settings of the wireless network device 312. For example, in 
some wireless network devices 312 the interface can be 
accessed through an IP address entered into a browser soft 
ware application. The name 322 of the wireless network is 
then set to include the URL324. Other interfaces are used in 
other embodiments. 
0158. In an example embodiment, a user utilizes the com 
puting device 310 to set the name 322 of the wireless network 
device 312. For example, the user is prompted to enter a 
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network name 322, and the user enters a URL324. The URL 
is then saved in computer readable storage medium of the 
wireless network device 312 and transmitted 318 as the net 
work name 322. 

0159. The wireless network device 312 is, in some 
embodiments, a device that allows wireless devices to con 
nect to a wired network, such as a wireless access point or a 
wireless router. A cellular base station is another example of 
a wireless network device 312. 

(0160 The wireless network device 312 includes a token 
generator 102 (or, alternatively, the wireless network device 
312 is a token generator 102), and operates to generate wire 
less transmissions 318. Some embodiments include multiple 
token generators. Some embodiments include multiple wire 
less communication devices. Some embodiments operate to 
generate multiple tokens, such as to cycle through a set of 
multiple tokens. At least one of the wireless transmissions 
318 includes a network name 322, in some embodiments, in 
which the URL324 is transmitted. For example, the URL324 
is part of a locked SSID. In some embodiments the wireless 
network device 312 alternates between two or more transmis 
sions, such as the URL324 and a non-URL. For example, the 
wireless network device 312 can alternate between “www. 
joescoffee.com” and "Joe's Coffee.” 
0.161 The mobile computing device 152 receives the net 
work name 322 and saves the URL 324. In some embodi 
ments the URL 324 is encrypted prior to saving. In some 
embodiments a filtering operation is performed to evaluate 
the URL prior to saving, as discussed in more detail herein, so 
that undesired URLs are not saved or visited. 

0162 The mobile computing device 152 can then use the 
URL324 to perform one of a variety of possible actions. For 
example, the URL is displayed to the user. As another 
example, the URL is used to access content 306 from a web 
server 316, where the content is identified by or available at 
the URL. The content is retrieved from the server 316 across 
network 320. 

0163 The network 320 can include multiple networks, 
Such as one or more of the Internet, a local area network, a 
cellular network, and the like, which cooperatively form the 
network 320. 

0164 FIG. 13 is a schematic block diagram of an example 
content delivery system 340. In this example, the content 
delivery system includes a computing device 310, wireless 
network device 312 (such as a wireless access point or wire 
less router) including a token generator 102, the mobile com 
puting device 152, a web server 316, and a token server 342. 
In this example, the wireless network device 312 wirelessly 
transmits 318 a network name 322 including a token 344, 
which includes at least a portion of a URL 324, or data 
associated with or that can be used to obtain—a URL. At 
least some of the data communication within the content 
delivery system can be transmitted across network 320. 
0.165. In this example, the token 344 includes a domain 
code 346, at least a portion of a URL324, and optionally other 
data 348. The domain code 346 is data associated with a 
portion of a URL, Such as the domain. An example of a 
domain is "www.example.com. In some embodiments, the 
domain code 346 is data that can be used to identify a domain. 
For example, the domain code 346 can be sent to a token 
server 342, which determines the domain associated with the 
domain code 346 and sends the domain to the requester. The 
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domain can then be combined with the URL portion 324 to 
access content from web server 316. Such as using a browser 
Software application. 
0166 In some embodiments, the wireless network device 
312 and token generator 102 need to be supplied with the 
domain code 346. To do so, a computing device 310 is used to 
access a token server 342 (or another server) to complete a 
registration process. An example of the registration process is 
illustrated and described with reference to FIG. 14-15. Upon 
Successful registration, the domain code 346 is Supplied to the 
computing device 310. 
0167. The domain code 346 can then be supplied to the 
wireless network device 312 and the token generator 102. 
where it is saved, in Some embodiments. In some embodi 
ments the domain codes change periodically, Such as every 
few weeks or months. This can prevent or reduce mapping of 
the codes by third parties. 
0168 The wireless network device 312 then initiates a 
wireless transmission of token 344, which may be repeated 
periodically. In some embodiments the wireless transmission 
includes the token 344 as a network name. Other embodi 
ments transmit the token in a message other than a network 
name. The token 344 includes, for example, the domain code 
346, at least a portion of a URL324, and other data 348, if any. 
0169. When a mobile computing device 152 is within the 
broadcast range of the wireless network device 312, the 
mobile computing device 152 operates to receive the token 
344, including the domain code 346, URL portion 324, and 
other data 348. 
0170 The mobile computing device 152 sends the domain 
code 346 to token server 342. In some embodiments addi 
tional data from token 344 is also sent. In some embodiments, 
the additional data includes a unique identifier of the mobile 
computing device 152, a time stamp (e.g., cellular time 
stamp), a signal strength of the token generator 102, etc. 
(0171 Token server 342 receives the domain code 346 
from the mobile computing device 152, and identifies a 
domain identified by the domain code 346. In one example 
embodiment, the token server 342 includes a database that 
associates domain codes with domains. In some embodi 
ments, the database includes one or more lookup tables 350. 
The token server 342 locates the domain code 346 in the 
lookup table 350, and retrieves the domain identified by the 
domain code 346. In some embodiments, additional content 
is also stored in the database. Such as a graphical element 
associated with the domain code. The database may also 
include a brief text-based description or name associated with 
the domain. The domain and the graphical element (and any 
other desired content from the token server 342 database) are 
returned to the mobile computing device 152. 
0172. In some embodiments, the token server 342 per 
forms additional steps to evaluate the domain code before 
returning the domain. For example, in some embodiments the 
other data 348 of token 344 includes a verification code. The 
Verification code is a code assigned to the token generator 102 
for transmission during a predetermined period of time, for 
example. The period of time can be one minute, one hour, one 
day, one week, one month, or any other period of time. The 
verification code can be generated by the token generator 102 
according to a predetermined algorithm known to the token 
server, or can be obtained from a lookup table provided by the 
token server, for example. Upon receipt of the domain code 
346 and the verification code, the token server 342 determines 
whether the verification code is associated with the domain 
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code 346, and whether the time at which the token 344 was 
transmitted by wireless network device 312 is within a pre 
determined period of time. If the verification code is deter 
mined to be a valid code, the token server 342 proceeds to 
return the domain and graphical element, and possibly other 
data, to the mobile computing device 152. If not, an error 
message is returned. Alternatively, if the Verification code is 
not validated, no further action may occur, or another differ 
ent action may occur. 
0.173) Once the mobile computing device 152 receives the 
domain from token server 342, the mobile computing device 
152 generates the complete URL by combining the domain 
with the URL portion 324. For example, the domain “www. 
example.com' is combined with the URL portion 324"/123. 
html to generate the full URL “www.example.com/123. 
html 

0.174. In some embodiments, the mobile computing 
device 152 uses the URL to retrieve content 306 from the web 
server 316. Any content 306 that can be supplied by a web 
server and identified by a URL can be supplied. In addition, 
any action that can be accomplished with a URL can be 
performed using the URL. The URL can include data in 
addition to the domain and a path, such as a search query, a 
command, program code (including markup language (e.g., 
XML and HTML), program code (e.g., Java, C#, C, etc.), or 
executable binary code, etc.). A token can similarly include 
Such data, including program code. The network name can 
also include Such data, including program code. In some 
embodiments, the content that is provided does not pass 
through the token server 342, and so the token server has no 
record of what content has been provided by web server 316 
to mobile computing device 152. In addition, in some 
embodiments the token server 342 does not even know the 
full URL for the content. User privacy is therefore protected. 
0.175. In some embodiments, the mobile computing 
device 152 receives the domain and the graphical element 
from the token server 342 and stores the URL (including the 
domain and the path, etc.), and the graphical element. In some 
embodiments, the data is encrypted prior to storage in a 
computer readable storage medium of the mobile computing 
device. Multiple URLs and graphical elements can be stored 
in this manner as the mobile computing device 152 moves 
into the broadcast range of multiple different wireless net 
work devices 312. In some embodiments, the mobile com 
puting device 152 displays a list showing at least some of the 
tokens that have been collected. For example, the list can 
include the graphical element. An example is illustrated and 
described in more detail with reference to FIG. 16. The 
mobile computing device 152 can receive the domain and 
graphical element data prior to ever encountering a token 
generator 102 that matches it, in some embodiments. For 
example, at the time that the Software application is loaded 
onto the mobile computing device. 
0176 Exemplary uses of the system shown in FIG. 13 
include the following. The system can be used to enhance a 
parade. For example, each float in the parade includes a token 
generator 102. People watching the parade can collect tokens 
344 on the mobile computing device 152 to access additional 
content. As another example, token generators can be 
arranged at exhibits of a museum, and mobile computing 
devices 152 can be used to obtain additional content relating 
to the exhibits. Other examples include tours (cities, muse 
ums, historical Societies, etc.), airports (maps, visitor infor 
mation, local amenities, etc.), taxis and buses (advertise 
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ments), corporations (scrolling news relevant by department, 
on campus Social networking features, etc.), universities (link 
to news site or a social networking page), residential real 
estate open houses (e.g., to show room by room features of a 
home, etc.), musicians (making their own exclusive down 
loads available during concerts, etc.), and education (to reg 
ister attendance, device agnostic Internet presentations, etc.). 
Other embodiments are used for other purposes. 
0177. In some embodiments, wireless network device 312 
transmits multiple (or even many) different tokens. The 
tokens can be transmitted simultaneously using multiple 
token generators, or consecutively by cycling through a set of 
tokens. As one example, the wireless network device is 
arranged in a public space, such as connected to a street light 
where the wireless network device 312 can receive a constant 
power Supply and Solar recharging, for example. The wireless 
network device 312 can operate to transmit tokens for a vari 
ety of businesses or people, such as those businesses that are 
on that same block. In some embodiments, the system forms 
a billboard system that displays content on mobile computing 
device 152. This wireless network device 312 can be referred 
to as a multi-subscriber beacon. 

0.178 Rather than cycling through a large number of 
tokens, another possible embodiment transmits a single URL, 
a portion of a URL, or data that can be used to obtain a URL. 
A web site is then accessed using the URL with the mobile 
computing device. The web site includes data defining mul 
tiple URLs. The mobile computing device reads this data and 
generates a display showing all (or a subset of) the URLs from 
the web site (and/or associated graphical icons) as if they had 
all been obtained directly from the token generator. 
0179. In some embodiments, the data for a web site 
includes a software code or command that is sent from the 
Web server along with the web site data. The software code or 
command, when received by a mobile computing device 
including a wireless communication device (e.g., Wi-Fi), ini 
tiates a scan using the wireless communication device. Such 
as to receive network names or receive only those network 
names that meet certain specifications (such as if the token 
protocol code meets certain criteria, Such as including 
“WP). In some embodiments, the mobile computing device 
then accesses one or more additional web sites identified by 
the network name, provides a list of the web sites or domains, 
or retrieves content associated with a received token. 

0180. In some embodiments the graphical element 
includes a transaction symbol (e.g., a dollar sign, or a trans 
action amount) that indicates a “buy-it now' function. Upon 
selection of the graphical element, a transaction is approved. 
For example, when the user approaches a vending machine, 
the vending machine token generator sends a token that 
causes the mobile computing device to display the graphical 
element including the transaction symbol. The user can select 
the graphical element to approve the crediting of an appro 
priate amount to the vending machine, so that a purchase can 
be made from the vending machine. 
0181 FIG. 14 is a screen shot of an example user interface 
362 displayed on computing device 310, illustrating an 
example domain registration process for registering a domain 
with a token server 342. 

0182. The user interface 362 is displayed on computing 
device 310. The user interface 362 can be a user interface of 
a software application running on computing device 310, or 
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the display of a web page from a web server, such as from 
token server 342 or another web server associated with the 
token server 342. 

0183 In this example, the user interface 362 prompts the 
user to enter information to complete the registration process. 
The information can include, for example, a user name, a 
password, a first and last name, a home address, a business 
name, a business address, the domain 363 to be registered, a 
graphical element to be associated with the domain, a verifi 
cation that the user registering is the owner of the web domain 
or an authorized representative of the owner, and payment 
information. After the information has been entered, a regis 
terbutton is selected 364. 

0184. Upon selection of the register button, the registra 
tion information is evaluated by the server 342. In some 
embodiments, the token server 342 confirms that the user 
and/or business is the owner of the domain, or is authorized by 
the domain owner. In some embodiments the domain owner is 
notified of the registration, along with instructions describing 
how to notify the token server operator if the registration has 
not been authorized by the domain owner. 
0185. The payment may be a flat fee to register a domain, 
or may be a recurring Subscription fee. In addition, different 
levels of registration or subscription may be available. For 
example, some levels can be purchased to cause the system to 
automatically promote the domain in listings, such as using 
the priority code 406 described herein. Some levels will cause 
the system to include the domain in a featured listing section, 
for example. Some levels will increase the rank of a domain 
for a ranking algorithm. 
0186. In some embodiments, a graphical element is Sup 
plied which will be displayed as part of the token display, 
illustrated and described in FIG. 16. In another possible 
embodiment, generic icons may be available for selection. In 
this case, several domain codes can be associated with the 
same graphical element. Limitations can be placed on what 
domains can utilize certain generic graphical elements to 
avoid consumer confusion, if necessary. 
0187 FIG. 15 is a screen shot of an example user interface 
362 displayed on computing device 310, illustrating the 
completion of the domain registration process. 
0188 Upon successful completion of the domain registra 
tion process, the user interface 362 informs the user that the 
registration has been completed Successfully. In some 
embodiments, the user interface 362 displays the domain 
code 365 that has been assigned to the domain 366, as well as 
the graphical element associated with the domain. The 
domain 366, domain code 365, and graphical element 368 are 
stored in the token server 342 database, and data associating 
the domain 366 and graphical element 368 with the domain 
code 346 is entered into lookup table 350 (FIG. 13), for 
example. 
0189 In some embodiments, upon successful completion 
of the registration process, the user interface 362 prompts the 
user to send the domain code 346 to the token generator 102. 
If the token generator 102 is in data communication with the 
computing device 310 (FIG. 13), selection of the send button 
370 initiates the transfer of the domain code 346 to the token 
generator 102. The data communication can occur through a 
universal serial bus (USB) port, for example, or any other 
wired or wireless communication device(s). The data com 
munication can also involve one or more data communication 
networks, in Some embodiments. In other embodiments, the 
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data must be communicated to the token generator by a direct 
wired connection, or manually, for added security. 
0.190 FIG. 16 is a screen shot of an example user interface 
display of a mobile computing device 152, depicting infor 
mation associated with tokens that have been collected. 

0191 After the mobile computing device 152 has col 
lected one or more tokens from one or more token generators 
102 (e.g., FIG. 13), information about the tokens is displayed 
in user interface 380. This example shows the information in 
a list format. 

0.192 The user interface 380 includes a separate token 
display for each token. This example illustrates example 
token displays 382. 384, 386, 388, and 390. Each display is 
associated with one of the tokens 344 (e.g., FIG. 13) that have 
been received by the mobile computing device 152. 
0193 For example, display 382 displays information that 
was received from ABC Corp. The token display 382 includes 
the graphical element 368 and the domain 363. Other infor 
mation can be displayed in other embodiments. For example, 
the information can include text, video, audio, animations, 
etc. In some embodiments, the domain is not displayed. Such 
information can be provided by the domain owner during the 
registration process, Such as through the user interface 362 
shown in FIG. 14. 

(0194 Token displays 384,386,388 include similar infor 
mation. Displays 382,384, 386, and 388 are all examples of 
displays associated with domains that have been registered 
with token server 342. 

0195 In some embodiments, the user interface 380 can 
also include information about tokens that were received for 
domains that are not registered with token server 342. Such as 
the token of wireless transmission 318 illustrated and 
described with reference to FIG. 12. In this case, the URL 
from the token is displayed without any additional informa 
tion from the token server 342. 

0196. In some embodiments, token displays 382. 384, 
386,388, and 390 are selectable. In some embodiments token 
displays 382, 384, 386, 388, and 390 are selectable links, 
which are linked to the URL, and therefore also linked to the 
content available using the URL. Upon selection of one of the 
token displays, an action is performed. In some embodiments, 
the displays act as links. Upon selection of one of the displays, 
such as display 382, content is retrieved from web server 316 
using the URL. The content is then displayed in user interface 
380 or in a separate window, such as a browser window. An 
example of the content is a web page. Other examples of 
content include a file (e.g., document, movie, video, image, 
presentation), an app for the mobile computing device, music, 
or any other content that is downloadable in a digital format. 
Alternatively, the URL can cause the web server to take an 
action, which may or may not include sending content to the 
mobile computing device 152. For example, the URL can 
cause the web server to send content to another mobile com 
puting device 152, another computing device, or otherwise 
take an action associated with a resource. 

0197) In another possible embodiment, upon selection of 
one of the displays, a menu is displayed that includes a variety 
of possible options. Some of the options include, for example, 
a save option, alike or dislike option, a share option, an option 
to retrieve the content using the URL, an automatic display 
option, or a variety of other possible options. Upon selection 
of the desired option, the associated action is completed by 
the mobile computing device. 
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0198 An automatic display option can be selected to 
instruct the mobile computing device to automatically 
retrieve all content from the identified domain as tokens are 
received. In this way, as the mobile computing device is 
moved around a location the content can be automatically 
updated based on the mobile computing device's proximity to 
token generators. For example, if touring a museum, the 
mobile computing device can automatically access content 
relating to the nearest exhibit, without requiring the user to 
request the content for each exhibit. In some embodiments, 
content can be integrated with display timers so as to keep the 
user interface seamless (for example, if someone is halfway 
through a video, the video is allowed to continue playing until 
it reaches the end to avoid interrupting the video). 
(0199. In some embodiments, the user interface is customi 
Zable. For example, the user can apply custom settings to the 
user interface to adjust the order in which token displays are 
listed, to filter token displays (e.g., so that some of the token 
displays are not shown), or to organize token displays (e.g., 
within certain categories), etc. 
0200. The order in which the token displays are arranged 
can be adjusted on the mobile computing device 152. In some 
embodiments, the token displays are arranged in reverse chro 
nological order, Such that the most recently received token is 
displayed at the top of the list. In another possible embodi 
ment, a ranking algorithm at a server is used to determine the 
order of the token displays. The ranking algorithm can con 
sider a variety of factors, such as an alphabetical order, a 
relevance score (e.g., how relevant the token is to a search 
query), an interest score (e.g., how relevant the token is to the 
users interests), a time that the token was received, an 
elapsed time since the token was received, a priority code as 
described herein, whether the token is associated with a fea 
tured business, etc. In some embodiments, the token displays 
are only shown in the user interface 380 for a predetermined 
period of time after the token has been received. The period of 
time can be variable on one or more factors, such as the 
priority code or a relevance score. In some embodiments the 
token displays are securely archived for review at a later date 
or time. 

0201 In some embodiments, if multiple tokens are 
received for the same domain, the mobile computing device 
152 can operate to display only one of the token displays to 
avoid having a large number of the same or similar token 
displays being included in the user interface 380. In some 
embodiments, the user interface 380 displays a message oran 
icon indicating that multiple tokens have been received, and 
prompting the user to provide an input if the user wants to see 
each of the individual token displays in the user interface 380. 
Upon receipt of the input, the individual token displays are 
shown in the user interface. 

0202. In some embodiments, user interface 380 includes a 
search interface for searching for tokens matching or related 
to a search query. 
0203. In some embodiments, token displays include a 
graphical feature to identify a characteristic of the token 
display. For example, if particular content has been autho 
rized by the providing user as OK for others to syndicate, the 
token display can be represented with a graphical feature that 
highlights the boundary around the token display in a particu 
lar color (e.g., green). The token can then be shared with 
others upon selecting a syndicate (or “share’) option from a 
menu on the mobile computing device 152. 
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0204. In some embodiments the MAC address and/or 
timestamps are used to allow or disallow syndication. 
0205. In some embodiments, token displays are grouped. 
Tokens can be grouped according to a variety of factors. Such 
as topic, tag, Subject, etc. These factors can be included in the 
token or stored in the token server 342. As one example, one 
page of a user interface can display all tokens associated with 
a group'sporting goods. Another page can display all tokens 
associated with “people nearby. The user can select between 
the different groups. In some embodiments the order in which 
tokens are displayed is based on a ranking algorithm, which 
considers the group as at least one of the factors in generating 
a ranking score. In some embodiments the mobile computing 
device detects movement, Such as shaking Upon detection of 
the movement, the user interface adjusts the order of token 
displays or the group that is currently displayed, and displays 
the title of the new token display group (i.e., people nearby). 
0206 FIG. 17 is a block diagram illustrating an example 
token 344 generated by a token generator 102 according to a 
first token protocol. In this example, the token includes a total 
of 32 digits. Other embodiments include more or fewer digits. 
As described herein, in some embodiments the token 344 is 
wirelessly transmitted by a token generator 102. In some 
embodiments the token 344 is transmitted as a network name. 
0207. In this example, the token includes several token 
portions, including a token protocol code 402, a domain code 
346, a verification code 404, a priority code 406, and a URL 
portion 324. 
0208. The token protocol code 402 identifies a protocol of 
the token 344. In this example, the protocol code “WP*H' 
identifies the first protocol, which can be used to indicate that 
the token 344 conforms to the protocol depicted in FIG. 17. In 
some embodiments, the mobile computing device 152 that 
receives the token 344 can identify the token 344 as a token by 
confirming that the token 344 includes the token protocol 
code 402, or at least one of a plurality of token protocol codes. 
If a network name, for example, does not include the token 
protocol code, the network name is ignored. In some embodi 
ments the token protocol code 402 has four digits. Other 
embodiments have more or fewer digits. 
0209. The domain code 346 is the domain code provided 
by the token server 342 after successful completion of the 
registration process described in FIGS. 14-15, for example. In 
Some embodiments, the domain code 346 changes occasion 
ally or periodically. In some embodiments the domain code 
346 has five digits. Other embodiments have more or fewer 
digits. 
0210. The verification code 404 can be used to verify 
token 344, as described herein. In some embodiments the 
verification code 404 has three digits. Other embodiments 
have more or fewer digits. 
0211. The priority code 406 can be used to indicate rela 

tive priority between multiple tokens 344. In some embodi 
ments the priority code 406 has four digits. Other embodi 
ments have more or fewer digits. 
0212. As one example, during the registration process the 
domain owner can be given the opportunity to pay for an 
increased priority code 406. The priority code 406 is used by 
the mobile computing device to adjust the order or display 
properties of information associated with the token 344, in 
some embodiments. For example, the priority code 406 can 
be used to improve the ranking of the token in a ranking 
algorithm, increase the size of the graphical element or token 
display (see, FIG. 16), increase the duration that a token 
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display will remain in the user interface 380 (FIG. 16) after 
the token is received, or otherwise adjust the display proper 
ties of the token display (e.g., flashing, highlighting, back 
ground color, font type, font size, font style, animation, etc.). 
0213. The URL portion 324 includes at least a portion of a 
URL, or data that can be used to obtaina URL. Some embodi 
ments include a path of the URL. If the length of the URL 
portion is too long to fit within the available quantity of digits, 
a URL mapping system or service can be used to provide a 
shortened URL, URL portion, or URL code that can be used 
to obtain the full URL, or URL portion, or otherwise access 
the content identified by the URL. Examples of URL map 
ping services include littleurl, tinyrul, is.gd, url.ie, easyurl, 
jmp2.net, w3t.org, Xilin, Xaddr.com, doiop.com, Snurl, and 
the like. In some embodiments a data compression and 
decompression algorithm is used. In some embodiments the 
URL portion includes sixteen digits. Other embodiments 
have more or fewer digits. 
0214. In some embodiments, a URL mapping server is 
provided, such as to linka short URL with a longer URL. The 
URL mapping server, in addition to allowing a token to 
include a shorter URL, can also be used to track usage of the 
system. In some embodiments, a fee is charged upon each use 
of the URL mapping server. For example, each time that a 
user is directed to a web site associated with a company, that 
company is charged a fee. As another example, the company 
may purchase a number ofuses, and the URL mapping server 
will redirect to the company's web site until the number of 
uses has been exceeded. In some embodiments, the fees are 
determined through an auction process. 
0215. Other token protocols can beformed of one or more 
of these token portions and/or other token portions. 
0216 FIG. 18 is a block diagram illustrating another 
example token 344 generated by a token generator 102 (e.g., 
FIG. 12) according to a second token protocol. In some 
embodiments, the first token protocol shown in FIG. 17 is 
compatible with the second token protocol shown in FIG. 18. 
0217. In this example, the token 344 includes a token 
protocol code 402 and a URL portion 324. The token protocol 
code 402 and the URL portion 324 collectively form a com 
plete URL in some embodiments. 
0218. In this example, the token protocol code 402 is 
“www.” Like the token protocol code 402 shown in FIG. 17. 
the token protocol code 402 includes four digits, for example. 
A mobile computing device receiving either token 344 can 
use the token protocol code 402 to identify whether the data is 
a token at all, and if so, which protocol the token conforms to. 
In this case “www.’ identifies the token 344 as belonging to 
the second protocol. Other embodiments include more or 
fewer digits for the token protocol code 402, and may include 
more than two protocols. 
0219. The URL portion 324 contains the remainder of the 
URL, such that the combination of the token protocol code 
402 and the URL portion 324 forms the complete URL. As 
discussed above, URL mapping can be used to provide a 
shortened URL if desired, or compression and decompres 
sion can similarly be used. Alternatively, a token having more 
digits is used. As another alternative, several tokens can be 
used to obtain different portions of the URL, which can then 
be combined into the full URL. 
0220 FIG. 19 is a block diagram illustrating another 
example token 344 according to a third protocol. In this 
example, the token 344 includes token protocol code 402, 
special use code 412, verification code 404, unique ID lookup 
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code 414, authentication code 416, real-time authentication 
code 418, token generator style code 420, and monitoring 
data or authorized signal strength code 422. 
0221. In some embodiments, the token protocol code 402, 
verification code 404, and authentication code 416 are 
defined in the token generator 102 at the time of manufacture. 
The other token portions are populated by the mobile com 
puting device 152, for example. 
0222. The real-time authentication code 418 is a code 
generated by a server that is in data communication with the 
token generator 102. Such as when the mobile computing 
device is also a data packet generator, as described in more 
detail with reference to FIG. 20. In this case, the server can 
supply a real-time authentication code 418 to the mobile 
computing device 152, which in turn broadcasts the real-time 
authentication code 418 as part of token 344. The real-time 
authentication code 418 is then received by devices within the 
broadcast range of the mobile computing device 152. For 
example, a nearby laptop computer. The laptop computer (or 
other computing device) transfers the real-time authentica 
tion code back to the server to verify that the laptop computer 
is within the broadcast range of the mobile computing device. 
In this way, the real-time authentication code can function as 
a one-time password (or public security token). For example, 
if the process is completed Successfully, the user using the 
laptop is permitted to continue to use the laptop. If the process 
is not completed Successfully, the laptop is disabled. A com 
puting device can thereby be adjusted between different oper 
ating modes, as described in more detail herein. 
0223 FIG. 20 is a schematic block diagram illustrating an 
example proximity-based information distribution system 
440. In this example, the system 440 includes mobile com 
puting devices 152 and 152". Some embodiments further 
include web server 316, and some embodiments include 
token server 342. 
0224. In this example, the mobile computing device 152' is 
also a token generator 102, and operates to generate a token 
442 that is transmitted to another mobile computing device 
152". Either of the mobile computing devices 152 can alter 
natively be another type of computing device. Examples of 
mobile computing devices 152 are smartphones, tablet PC's, 
and the like. 
0225. The system 440 can be used to perform the opera 

tions, methods, and functions described elsewhere herein. 
However, because the mobile computing device 152 is the 
token generator 102, the single mobile computing device 152 
can perform the operations of both the computing device 310 
and the token generator 102 (see, for example, FIGS. 12 and 
13), and communication between those separate devices 
(e.g., via USB or other communication systems) is not 
required. 
0226. In some embodiments, the user of the mobile com 
puting device 152 desires to communicate information to 
other mobile computing devices 152". To do so, the mobile 
computing device 152 can generate and senda token, Such as 
by transmitting a token as described herein. For example, a 
token can be transmitted as a public transmission. In another 
example, the token is transmitted as a network name. In some 
embodiments, the network name or the public transmission 
include a URL, part of a URL, or data associated with a URL. 
0227. When mobile computing device 152" is within the 
broadcast range of mobile computing device 152', the mobile 
computing device 152" can receive the token 442. Upon 
receipt, the token can be stored, added to a list of token 
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displays, or the content associated with the token can be 
retrieved from web server 316 using the URL. In some 
embodiments, tokens are encrypted prior to storage for Secu 
rity and user privacy. 
0228. Some embodiments include a token server. In this 
example, the user of the mobile computing device 152 can 
register with the token server through a similar process as 
illustrated in FIGS. 14-15, except that in some embodiments 
the user and mobile computing device may not be associated 
with any particular domain. Instead, the user is registered, and 
an identification code 444 is provided to uniquely identify the 
user. In this way, the identification code 444 can be used as 
part of the token. For example, the identification code 444 can 
be used as the unique ID lookup code 414 shown in FIG. 19. 
0229. In this example, the token 442 is received by the 
mobile computing device 152" and includes the ID code 444 
and at least a portion of a URL. In some embodiments, before 
the mobile computing device 152" will use the token, the ID 
code 444 is forwarded to the token server 342 for verification. 
Upon verification, information about the token is displayed, 
or content is retrieved from a web server 316 identified by the 
URL 

0230. In some embodiments, the proximity-based infor 
mation distribution system 440 is at least part of a social 
networking system. The system permits people to interact 
with each other when they are in proximity to each other, for 
example. 
0231. As one example, a user can have his computing 
device 152 transmit a token including a URL to a web site that 
includes biographical information about himself. Examples 
of such web sites include a LinkedIn page, a myspace page, a 
relationship page (e.g., match.com or eHarmony page), and a 
personal home page. In this way, the token acts like a personal 
business card that can be viewed by people that are within the 
broadcast range of the mobile computing device 152'. 
0232. In another example, a user can promote information 
available at a web site by transmitting a token including a 
URL to the web site. The web site may be the site for his band, 
a web site with educational material, or any other content 
available on a web page. 
0233. The system shown in FIG. 20 can also integrate with 
other Social networking systems, such as any one or more of 
the systems included in the Conversation Prism, available at 
www.conversationprism.com. In addition, social influence 
scores such as Klout scores can integrate with and be influ 
enced by the system. In some embodiments, the system can 
integrate with or interact with the StumbleUpon system. In 
Some embodiments, the system can interact with or integrate 
with the Gigwalk system. In some embodiments, the system 
can interact with or integrate with the Layar System. 
0234. In some embodiments, tokens received by a mobile 
computing device 152" can be used by the mobile computing 
device 152" (or another computing device) to provide context 
for various functions. For example, if the mobile computing 
device 152" receives tokens from five nearby mobile comput 
ing devices 152', and each token includes links to social 
networking pages for the users of the five nearby mobile 
computing devices 152', the data from the Social networking 
pages could be compared to provide context for other func 
tions. For example, if the data shows that many of the people 
have the same hobby listed, the context could be used to 
improve search rank results for web pages that have content 
associated with that hobby. As another example, the Social 
networking page for the user of mobile computing device 
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152" could be modified to emphasize information that may be 
more likely to be of interest to those nearby. The human brain 
uses context information to help interpret events, and in this 
same way, context information received from tokens can be 
used by computing devices to improve functionality. 
0235. In some embodiments, a system such as shown in 
FIG. 20 can be used as a payment system. For example, a 
consumer using mobile computing device 152" can receive a 
token from a vendor mobile computing device 152 at a sport 
ing event. The mobile computing device 152 can have a 
highly directional antenna, if desired, to direct the token to the 
mobile computing device 152". The token is received by the 
mobile computing device 152". The token can include a trans 
action amount within the special use code 412 (FIG. 19), for 
example. The mobile computing device 152" then prompts 
the user to confirm that the user wants to proceed with the 
transaction along with a display of the transaction amount. 
Upon confirmation, the token is sent to the token server 342 or 
another server for processing of the payment. A confirmation 
is sent to the vendor mobile computing device 152 (e.g. 
illuminating a light at the mobile computing device), and the 
Vendor provides the product to the consumer. The system can 
similarly be used in other vending or purchasing scenarios 
(e.g., a pop machine, a point of sale terminal, a purchase 
through a television equipped with a token generator 102. 
etc.). 
0236. In some embodiments involving mobile computing 
devices 152, the transmission of and scanning for a token can 
be timed to occur at known time intervals. These time inter 
vals may correspond to time intervals required by mobile 
computing device 152 operating systems, such as to conserve 
battery power. For example, one operating system may be 
configured to send and receive only in the first twenty seconds 
of each minute, based on clocks that are synchronized to a 
cellular network clock. If so, the sending of tokens can be 
timed to occur within the required time intervals. 
0237 FIG. 21 is a schematic block diagram of an example 
payment system 460. In some embodiments, the payment 
system includes token server 342, point of sale terminal 464, 
mobile computing device 152, and payment server 466. At 
least some communication typically occurs across a data 
communication network 320. Such as including the Internet. 
In this example, a consumer using mobile computing device 
152 completes a purchase from a point of sale terminal using 
mobile computing device 152. 
0238. In some embodiments, a transaction is initiated by a 
point of sale terminal 464, which sends a request 470 to the 
token server 342 including the transaction amount. The token 
server 342 includes, in Some embodiments, a database includ 
ing tokens and hash codes associated with the tokens. In 
addition, the transaction amount is stored in the database and 
associated with the token and hash code to which it relates. In 
another embodiment, the token server 342 generates a token 
according to a token generation algorithm, and then uses 
another algorithm to generate a hash code for the token. The 
hash code is then sent back to the point of sale terminal 464. 
Alternatively, the token itself is sent to the point of sale 
terminal in Some embodiments. 

0239. The point of sale terminal 464, which is or includes 
a computing device, also includes a token generator 102. The 
point of sale terminal 464 is, for example, a cash register in a 
retail store, a mobile computing device of a service provider 
(e.g., a plumber or a street vendor), a vending machine, or a 
variety of other possible devices. The token generator 102 
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generates and wirelessly sends a token 344 to the mobile 
computing device 152 of the consumer that is nearby the point 
of sale terminal. In this example, the token 344 includes a 
token protocol code, the transaction amount, and the hash 
code from the token server 342. 

0240. In some embodiments, the token includes additional 
or different data. For example, in some embodiments the 
token includes a URL, portion of a URL, data associated with 
a URL, or data that can be used to obtain a URL. The mobile 
computing device 152 uses the URL to retrieve additional 
data, such as the transaction amount and the hash code, or to 
access a user interface where the transaction can be com 
pleted through the network 320, such as through a web inter 
face of the payment server 466. 
0241. In another embodiment, as illustrated in FIG. 21, the 
mobile computing device 152 prompts the user to approve the 
transaction, and upon approval, sends an approval message to 
token server 342. In this example, the approval message 
includes the transaction amount and the hash code. The token 
server compares the hash code and the transaction amount to 
the data in the database and confirms that they are the same as 
stored in the database. 

0242 Time stamps can also be used as another confirma 
tion. For example, by comparing the time at which the token 
server 342 sent the hash code, to a time stamp indicating the 
time at which the token was received by the mobile comput 
ing device 152, a confirmation can be made that they are 
within a predetermined period of time apart. In another 
example, the token server requires that the hash code be 
returned within a timeout period (e.g., 30 seconds, 2 minutes, 
5 minutes, etc.) in order for the transaction to be completed. 
0243. Once the transaction amount and hash code have 
been confirmed by the token server, the token server retrieves 
the full token from the database, and sends the token and the 
transaction amount to the payment server 466. The payment 
server 466 evaluates the token to confirm that the token is 
valid, and then completes an electronic payment transaction 
to cause the payment to be made from the consumer's account 
associated with the mobile computing device 152 to the per 
Son or business associated with the point of sale terminal 464. 
In some embodiments, the token is compliant with standards 
of the payment card industry (PCI). 
0244. Some embodiments involve syndication of the 
token 344 to another mobile computing device 152". In this 
example, after the mobile computing device 152 has received 
the token 344, the user can be prompted to identify another 
person to whom the token 344 should be transferred. In this 
example, the user identifies the owner of mobile computing 
device 152", which may be nearby or remote from mobile 
computing device 152. The token 344 is then transferred by 
any Suitable communication, such as across network 320 
(such as in an e-mail, or through a third party server—Such as 
a social networking server, etc.), in a text message, or by 
wirelessly transmitting the token 344 using radio frequency 
signals, such as in a network name, or through other near-field 
communication, etc. Such syndication of tokens can also be 
used other tokens described herein. 

0245. The user of mobile computing device 152" is then 
prompted to approve the transaction, and upon approval, the 
transaction amount and hash code are sent to token server 
342, and payment is completed by the payment server 466. 
0246 FIGS. 22-23 illustrate examples of a token protocol 
registration process and system. 
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0247 FIG.22 is a schematic block diagram illustrating the 
operation of an example token protocol server 480. Tokens, as 
described herein, can be generated according to a variety of 
different data protocols. Several examples of token protocols 
are described herein, such as illustrated in FIGS. 17-19. In 
addition to these protocols, a wide variety of alternative pro 
tocols could also be used. A token protocol server 480 is 
provided in some embodiments to manage these protocols. 
0248 For example, the token protocol server includes a 
database 482 that links token protocol codes with the associ 
ated protocols. In this way, a token protocol code can be 
provided to the token protocol server 480, for example, which 
uses the token protocol code to retrieve data defining the 
protocol associated with the token protocol code. The data 
defining the protocol is then sent to the requesting computing 
device. 
0249. In another possible embodiment, an entire token is 
provided to the token protocol server, and the token protocol 
server interprets the token according to the appropriate pro 
tocol, by retrieving the token protocol code from the token, 
and then identifying the associated protocol from the data 
base 482. In some embodiments, the token protocol server 
480 is the same as the token server 342 described herein. 
0250 FIG. 23 is a screen shot of an example user interface 
490 of a token protocol registration process. In some embodi 
ments, the user interface 490 is provided by the token protocol 
server 480 (FIG. 22), or by a separate token protocol regis 
tration server that is in data communication with the token 
protocol database 482. 
0251. The user interface 490 prompts the user to define the 
new protocol. Such as by giving the protocol a name, identi 
fying the total number of digits that can be included in the 
protocol, and identifying the types of data that are intended to 
be included in the token. For example, digits 1 to 4 are 
designated for the token protocol code. In some embodiments 
the token protocol code digits are required to be included in 
the protocol, and cannot be modified by the user, so that the 
protocol of a given token can be identified upon receipt of the 
token. Digits 5 to 10 are designated for the domain code. 
Digits 11 to 32 are designated for a vehicle identification 
number. The protocol can define more or fewer token seg 
ments, as desired. A registration button is provided to com 
plete the protocol definition process. 
0252. In some embodiments, the user is required to pay to 
register the new protocol. The payment may be a one-time 
payment or a periodic Subscription fee. 
0253) A token protocol code is then assigned to the proto 
col, or selected by the user. The protocol code is unique, in 
Some embodiments, so that no two protocols share the same 
protocol code. In this example, the new protocol is assigned 
the protocol code "AD*1.” 
0254. Upon completion of the registration, the new token 
protocol code and associated protocol are stored in the token 
protocol database 482 (FIG.22). 
0255. Some of the systems and methods described herein 
can also be used to enhance interactive gaming. For example, 
teams are granted advanced features (extra lives, strength, 
virtual currency, etc.) when the mobile computing devices 
being used are verifiably near to one another, or near a special 
token generator having a code to unlock special features. 
0256 In some embodiments, some of the systems 
described herein are used to access resources. Some embodi 
ments include purchase orders. A purchase order can be 
placed and tokens generated by the mobile computing device 
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152 can tell vendors about the purchase order that has been 
placed. If a vendor wants to fulfill the order, the vendor can 
locate the user and complete the transaction. In some embodi 
ments a photograph of the user is accessible so that the vendor 
can identify the user. 
0257 Some embodiments include work orders, which 
define a service that is needed and the terms upon which 
payment will be made. For example, a token can be broadcast 
that is associated with a work order to mow a lawn. If a service 
provider receives the token, and is willing to complete the 
work, the work order can be accepted, the service provided, 
and the transaction completed. In some embodiments, the 
user placing the work order must approve completion of the 
work order before the transaction is completed. 
0258 Some embodiments influence Internet search 
results based on tokens that are received. The tokens indicate 
proximity, and can be used to influence search results pro 
vided by an Internet search engine. 
0259 Some embodiments utilize audio triangulation. 
0260 The various operations, methods, and functions 
described herein as being performed by a computing device 
(including mobile computing devices and servers) can alter 
natively be performed by multiple computing devices. In 
addition, any of the operations described as being performed 
by a particular computing device can alternatively be per 
formed by another computing device. For example, opera 
tions can be performed on the mobile computing device 152 
using a software application running on the mobile comput 
ing device 152, or alternatively can be performed at a server 
which is in data communication with the mobile computing 
device 152. A more specific example is the generation of the 
user interface 380 shown in FIG. 16 and associated sorting, 
filtering, and/or ranking algorithms. The various embodi 
ments can perform operations on a computing device or uti 
lize cloud computing, for example. 
0261. In an example embodiment, a token generator 102 is 
integrated with a restaurant paging system that operates to 
alert customers when a table is ready. Other examples are 
described herein. 
0262 Some embodiments are or include one or more of 
the following: 
0263 A System comprising a token generator operable to 
wirelessly transmit security tokens periodically; and a mobile 
computing device operable to receive the security tokens 
from the token generator, wherein the mobile computing 
device operates in a first mode when the security tokens are 
periodically received, and in a second mode when the security 
tokens are not periodically received. 
0264. A method of operating a mobile computing device, 
the method comprising: monitoring for and receiving a secu 
rity token if available; operating the mobile computing device 
in a first mode if the security token is received; and operating 
the mobile computing device in a second mode if the security 
token is not received. 
0265 A method wherein when the mobile computing 
device is in the first mode, the mobile computing device 
broadcasts the passcode for use in two factor authentication 
for a second computing device. 
0266. A method of accessing a resource, the method com 
prising: receiving a token with a wireless communication 
device of a computing device; requesting information with 
the computing device through a network at a URL using the 
token as part of the URL, and receiving data to the wireless 
communication device in response to the request. 
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0267 A method of providing content across a network, the 
method comprising: receiving a request for information 
through a network at a server computing device, the request 
including a URL including a token generated by a token 
generator, and sending data from the server computing 
device, the data being associated with the token. 
0268 A remote control device comprising: a housing; at 
least one input device; and electronic circuitry comprising at 
least a processing device, and a wireless communication 
device, wherein the electronic circuitry generates and wire 
lessly transmits a token upon receipt of an input from the 
input device. 
0269. A remote control wherein the token is broadcast as a 
network name. 

0270. A remote control wherein the token is broadcast as a 
service set identifier according to an IEEE 802.11 wireless 
communication standard. 
0271. A method of operating a mobile computing device, 
the method comprising: displaying a first content item of a 
presentation; receiving a token from a remote control, the 
token including a code; and displaying a second content item 
of the presentation after receiving the token from the remote 
control. 
0272. A method wherein receiving the token comprises 
receiving a wireless radio frequency signal. 
0273. A method wherein the token is a network name. 
0274. A method wherein the first content item and the 
second content item are web pages. 
0275. A method further comprising retrieving the second 
content item with a URL including the code, prior to display 
ing the second content item. 
0276 A Social networking system, comprising: a token 
generator associated with a first person, and operable to wire 
lessly transmit a token; a mobile computing device associated 
with a second person, and operable to receive the wirelessly 
transmitted token when the mobile computing device is 
within a transmission range of the token generator, and to 
transmit at least a portion of the token across a network; and 
a server coupled to the network to receive the token and 
search for a relationship between the first person and the 
second person in a Social networking database, and to send 
data to the mobile computing device to alert the second per 
son to the relationship. 
0277. A token generator including at least a processing 
device and a wireless communication device, wherein the 
token generator transmits at least a portion of a URL as a 
network name using the wireless radio frequency communi 
cation device. 

0278 A method of promoting web content, the method 
comprising transmitting with a wireless network device at 
least a portion of a URL as a network name. 
0279 A method of accessing web content, the method 
comprising: wirelessly receiving at least a portion of a URL 
with a computing device; using the at least a portion of the 
URL to retrieve content from a server computing device. 
0280 A method of accessing web content, the method 
comprising: wirelessly receiving data associated with a URL 
with a computing device; generating and displaying a graphi 
cal element on the computing device; and retrieving content 
using the URL upon selection of the graphical element. 
0281. A method of accessing web content, the method 
comprising: wirelessly receiving data associated with a URL 
with a computing device; sending a portion of the data to a 
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server; receiving an identification of a domain from the 
server; and retrieving content using the URL, the URL includ 
ing the domain. 
0282. A method of operating a token server, the method 
comprising: receiving at least a portion of a network name 
from a mobile computing device, the network name originat 
ing from a token generator, identifying a domain associated 
with at least the portion of the network name; and sending the 
domain to a mobile computing device. 
0283. A method of operating a mobile computing device, 
the method comprising: receiving a wirelessly transmitted 
token with a wireless communication device, the token 
including data; wirelessly sending at least a portion of the data 
to a server through a data communication network using a 
cellular communication device; receiving at least a portion of 
a uniform resource locator from the server through the data 
communication network; and retrieving data from a Web 
server using the at least a portion of the uniform resource 
locator. 
0284. A method further comprising displaying on a dis 
play device of the mobile computing device a graphical ele 
ment, and wherein retrieving data occurs after receiving an 
input from a user selecting the graphical element. 
0285. A mobile computing device comprising: a processor 
device; a display configured to generate a user interface and 
operably connected to the processor device; an input device 
configured to receive input from a user and operably con 
nected to the processor device; a wireless communication 
device operably connected to the processor device and con 
figured to wirelessly receive a token transmitted with a radio 
frequency signal according to a data communication proto 
col, the token including at least part of a uniform resource 
locator; and a cellular communication device configured to 
wirelessly request data through a data communication net 
work using the at least part of a uniform resource locator. 
0286 A mobile computing device comprising: a processor 
device; a display configured to generate a user interface and 
operably connected to the processor device; an input device 
configured to receive input from a user and operably con 
nected to the processor device; a cellular communication 
device configured to wirelessly communicate with a data 
communication network and operably connected to the pro 
cessor device; a wireless communication device operably 
connected to the processor device and configured to wire 
lessly transmit a token using a radio frequency signal accord 
ing to a data communication protocol, wherein the token 
includes at least part of a uniform resource locator. 
0287. A mobile computing device comprising: a processor 
device; a display configured to generate a user interface and 
operably connected to the processor device; an input device 
configured to receive input from a user and operably con 
nected to the processor device; a cellular communication 
device configured to wirelessly communicate with a data 
communication network and operably connected to the pro 
cessor device; a wireless communication device configured to 
wirelessly transmit a token using radio frequency signals 
according to a data communication protocol, wherein the 
token includes at least part of a uniform resource locator. 
0288 A token generator comprising: a processor device; 
and a wireless communication device operably connected to 
the processor device, wherein the wireless communication 
device is configured to wirelessly transmit data using radio 
frequency signals according to a data communication proto 
col, wherein the wireless communication device transmits a 
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token including data as a network name according to the data 
communication protocol, and wherein the data is one of a 
uniform resource locator, a portion of a uniform resource 
locator, and usable to obtain a uniform resource locator. 
0289. A token generator comprising: a processor device; 
and a wireless communication device, wherein the token 
generator wirelessly transmits at least a part of a uniform 
resource locator as a network name. 
0290. A token generator wherein the network name is 
transmitted according to an IEEE 802.11 wireless communi 
cation protocol. 
0291. A token generator wherein the token generator is 
one of a remote control, a wireless network device, and a 
mobile computing device. 
0292 A token generator wherein the token generator is a 
Smartphone. 
0293. The various embodiments described above are pro 
vided by way of illustration only and should not be construed 
to limit the claims attached hereto. Those skilled in the art will 
readily recognize various modifications and changes that may 
be made without following the example embodiments and 
applications illustrated and described herein, and without 
departing from the true spirit and scope of the following 
claims. 

1. A token generator comprising: 
a processor device; and 
a wireless communication device operably connected to 

the processor device and configured to wirelessly trans 
mit a token using radio frequency signals according to a 
radio frequency data communication protocol, wherein 
the token is transmitted by the wireless communication 
device as a network name according to the data commu 
nication protocol, and the token includes at least a por 
tion of a uniform resource locator. 

2. The token generator according to claim 1, wherein the 
radio frequency data communication protocol is a Wi-Fi pro 
tocol according to one of the IEEE 802.11 family of proto 
cols, and wherein the network name is a Wi-Fi network name. 

3. The token generator of claim 1, wherein the token gen 
erator is a mobile computing device further comprising: 

a touch sensitive display configured to generate a user 
interface, operably connected to the processor device, 
and operable to receive input from a user; and 

a cellular communication device configured to wirelessly 
communicate with a cellular data communication net 
work and operably connected to the processor device. 

4. The token generator of claim 1, wherein the data further 
includes a transaction amount. 

5. The token generator of claim 1, wherein the token gen 
erator is one of a remote control, a non-mobile computing 
device, a mobile computing device, a keychain, and a wireless 
network device. 

6. A method of operating a token generator, the method 
comprising: 

wirelessly transmitting a token with the token generator, 
the token generator including at least a processing 
device and a wireless communication device, wherein 
the token is transmitted with radio frequency signals 
according to a radio frequency data communication pro 
tocol as a network name, the token including at least a 
portion of a uniform resource locator. 
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7. The method of claim 6, wherein the token generator is a 
mobile computing device, and further comprising: 

receiving an input into a touch sensitive display of the 
mobile computing device; 

wirelessly transmitting the token after receipt of the input 
to a second mobile computing device that is within a 
wireless transmission range of the mobile computing 
device. 

8. The method of claim 7, wherein the input provides a 
transaction amount, and wherein the token includes the trans 
action amount to request approval of a transaction from the 
second mobile computing device. 

9. The method of claim 8, further comprising: 
sending a request to a token server including the transac 

tion amount; 
receiving a hash code from the token server in response to 

the request; and 
including the hash code in the token when wirelessly trans 

mitting the token. 
10. The method of claim 6, wherein the token generator is 

a wireless network device providing a wireless hotspot for 
accessing a data communication network, the method further 
comprising alternating between transmission of the token and 
transmission of a descriptive name of the wireless hotspot. 

11-13. (canceled) 
14. A method of operating a mobile computing device, the 

method comprising: 
wirelessly receiving a token from a radio frequency signal 

using a wireless communication device, the token 
including at least a part of a uniform resource locator; 
and 

sending a request to a web server with a cellular commu 
nication device using at least the part of the uniform 
resource locator. 

15. The method of claim 14, wherein receiving the token 
comprises receiving the token from a network name from the 
radio frequency signal according to a wireless radio fre 
quency data communication protocol. 

16. The method of claim 15, wherein the token includes a 
transaction amount, and further comprising displaying the 
transaction amount to the user with a display device and 
prompting the user to approve a transaction. 

17. The method of claim 16, wherein prompting the user to 
approve a transaction comprises displaying a graphical ele 
ment, and further comprising receiving approval of the trans 
action by receiving an input selecting the graphical element. 

18. The method of claim 14, further comprising: 
displaying a selectable graphical icon on the mobile com 

puting device, the graphical icon including a company 
logo; 

receiving an input selecting the graphical element; and 
sending the request for data upon receipt of the input. 
19. The method of claim 18, further comprising receiving 

multiple tokens including multiple different URLs, and a 
selectable graphical element for each of the multiple tokens. 

20. The method of claim 14, wherein sending the request to 
the web server causes the web server to generate a work order. 

21-22. (canceled) 


