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Scalable Distributed Parallel Access Memory Systems with Internet Routing
Applications

Related Patent and Patent Applications

The disclosed system and operating method are related to subject matter disclosed in the
following patents and patent applications that are incorporated by reference herein in their

entirety:

1. U.S. Patent No. 5,996,020 entitled, “A Multiple Level Minimum Logic

Network”, naming Coke S. Reed as inventor;

2. U.S. Patent No. 6,289,021 entitled, “A Scaleable Low Latency Switch for Usage

in an Interconnect Structure”, naming John Hesse as inventor;

3. United States patent application serial no. 09/693,359 entitled, “Multiple Path

‘Wormhole Interconnect”, naming John Hesse as inventor;

4, United States patent application serial no. 09/693,357 entitled, “Scalable

Wormhole-Routing Concentrator”, naming John Hesse and Coke Reed as inventors;

5. United States patent application serial no. 09/693,603 entitled, “Scaleable
Interconnect Structure for Parallel Computing and Parallel Memory Access”, naming John Hesse

and Coke Reed as inventors;

6.  United States patent application serial no. 09/693,358 entitled, “Scalable
Interconnect Structure Utilizing Quality-Of-Service Handling”, naming Coke Reed and John

Hesse as inventors;

7. United States patent application serial no. 09/692,073 entitled, “Scalable Method
and Apparatus for Increasing Throughput in Multiple Level Minimum Logic Networks Using a

Plurality of Control Lines”, naming Coke Reed and John Hesse as inventors;

8.  United States patent application serial no. 09/919,462 entitled, “Means and
Apparatus for a Scaleable Congestion Free Switching System with Intelligent Control”, naming

John Hesse and Coke Reed as inventors;
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9. United States patent application serial no. 10/123,382 entitled, “A Controlled
Shared Memory Smart Switch System”, naming Coke S. Reed and David Murphy as inventors;

10.  United States patent application serial no. xx/xxx,xxx entitled, “Means and
Apparatus for a Scaleable Congestion Free Switching System with Intelligent Control II”, naming
Coke Reed and David Murphy as inventors;

11. Means and Apparatus for a Scaleable Network for Use in Computing and Data

Storage Management, naming Coke Reed and David Murphy as inventors;

12. United States patent application serial no. xx/xxx,xxx entitled, “Means and
Apparatus for a Scaleable Congestion Free Switching System with Intelligent Control 1117,
naming John Hesse, David Murphy and Coke Reed as inventors.

Related Publications

1. Anthony J. McAuley and Paul Francis, “Fast Routing Table Lookup Using
CAMSs” Proc. IEEE INFOCOM 1993, vol. 3 pp. 1382 — 1391, San Francisco, USA.

2. Merit Networks, Inc. See http://www.merit.edu

The Related Patents and Publications

The incorporated reference by Merit Networks studies the composition of the routing for

arouter. This information is mentioned in the section entitled “A Parameterized Example”.

BACKGROUND OF THE INVENTION

In a wide variety of computing and communication systems information is stored in
memory. A standard random access memory includes many memory address locations, some of
which contain information. With conventional indexing schemes the data content of a memory
cell is used with a hash or index to produce the address location of the data. The address has no
real or direct relationship with the information contained in the data. In some applications,
memory size is too large to practically address and access data using the conventional schemes.
With large memories, an alternative technique for storing and accessing data is desired. Some of

suitable alternative methods are termed content addressable memories or CAMs.

One application of content addressable memory is the storage of output ports based on
Internet Protocol addresses. When a message arrives at a line card of an Internet Protocol router,

the Internet Protocol address is examined. The message’s target output port is based on the IP
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address. The current standard address is a binary sequence of the form {by, by, ..., brimax-1}> With
Nmax = 2%, so that the total number of Internet Protocol version 4 (IPv4) addresses is currently
2%2. The number in base 10 is approximately 4 billion. A conventional memory with an address
size of this magnitude is impractical for efficient access. Accordingly, some type of content
addressable memory is generally used. Plans are in place to greatly expand the number of Internet
Protocol addresses. The proposed Internet Protocol address standard version 6 (IPv6) sets Nmax
to 2'% an increase to 2'%® Internet Protocol addresses. The address size increase greatly elevates

the storage and accessing complexity.

The number of entries in a target output lookup system grows with the number of output
ports. The number of copies of the memory grows with the number of input ports. Therefore, for
systems with a large number of ports, an answer to the problem of output port lookup based on

Internet Protocol address is desired.

Various techniques have been devised to address storage complexity. For example,
“Routing Lookups in Hardware at Memory Access Speeds”, by Pankaj Gupta, Steven Lin and
Nick McKeown. IEEE INFOCOM April 1998, vol. 3 pp. 1240 — 1247, San Francisco, USA,
describes a data system that can be used effectively in looking up an Internet Protocol address
(IPv4) provided that one has a particular data structure available. Unfortunately, the reference
does not have a complete solution to the efficient construction and maintenancé of the data

structures.

SUMMARY OF THE INVENTION

In accordance with an embodiment of a system, a memory controller separates a2 memory
into multiple banks and enables a plurality of selected banks to be accessed concurrently. The
memory controller further comprises a logic that creates a representation of a tree structure in
memory and builds routing tables accessed by pointers at nodes in the tree memory structure, and
a logic that finds a target memory address based on a received Internet Protocol (IP) address used

by the tree memory structure and the routing table.
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BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the illustrative systems and associated technique relating to both
structure and method of operation, may best be understood by referring to the following

description and accompanying drawings.

5 FIG. 1A is a schematic diagram showing a main data storage tree illustrating named

nodes and edges.

FIG. 1B is a tabular diagram that illustrates the main tree memory for storing the
information in the tree and a routing table identifying output ports and desirability of the output

ports based on the number of hops to the destination.

10 FIG. 1C is an alternative illustration showing the main tree memory that stores the
information in the tree with labels of the odd numbered nodes shown in addition to the even

numbered nodes.

FIG. 2A is a schematic diagram depicting a main data storage tree that is obtained by
adding data to the tree of FIG. 1A.

15 FIG. 2B is a schematic tabular diagram that illustrates the main tree memory and the
routing table that is associated with FIG. 2A.

FIGs. 3A through 3G are a tree diagrams showing construction of a routing tree. FIG.

3A shows a first step in building an S-tree based on the application of a single route packet.

FIG. 3B illustrates the continued building of the S-tree based on the application of two
20  additional route packets.

FIG. 3C illustrates the continued construction of the S-tree based on the application of an
additional 9 route packets.

FIG. 3D illustrates a sub-tree tour following a left-hand-rule tour path.
FIG. 3K illustrates the storage of four K-trees in two K-tree memory banks.

25 FIG. 3F and FIG. 3G illustrate partial tours to update the K-tree directory and the Low
Banks.

FIG. 3H and FIG. 31 illustrate the removal of nodes and edges from a tree.
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FIG. 4A is a table illustrating the association of callout numbers, node labels, and binary
sequences with a K-tree having root 302, as depicted in FIG. 3D. FIG. 4A also illustrates the K-
tree memory and routing tables associated with the same K-tree of FIG. 3D.

FIG. 4B is a table that illustrates the S-tree memory and associated routing table
corresponding to the S-tree illustrated in FIG. 3C.

FIG. 5 is a tree diagram that illustrates the addition of nodes and branches to an S-tree.

FIG. 6A is a schematic block diagram showing inclusion of the lookup system into a

router of the type disclosed in listed related patent application No. 10.
FIG. 6B is a block diagram depicting a multiple level lookup module.

FIG. 6C is a block diagram that illustrates an /O device (IOD) of the type used in the
router of FIG. 6A.

FIG. 7 is a schematic block diagram that illustrates a lookup system included in a router
of the type disclosed in listed related patent application No. 10, in which the lookup system sends

its output directly to the request processor.

FIG. 8A is a tree diagram showing a section of the main tree structure centered at level K.

As illustrated, only two nodes on level K have associated K-trees.

FIG. 8B is a block diagram illustrating use of a link list LL to point to entries in the Low
Banks.

DETAILED DESCRIPTION

What are desired are structures and operations for loading, updating and accessing data

structures.

Accordingly to some embodiments, a central memory is divided into banks in a manner
that enables access to a plurality of memory banks. In one embodiment, each of the banks is
structured as a part of a large binary tree that is configured to accommodate data in the form that
the data is received. Packets, the structure of which are the basis for a routing table, and an entire
tree of pointers into the routing table are specified before defining various data banks and

structures used by the input port devices to access the banks.
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Route Packets

Entries in the tree are received from downstream routers. In an illustrative embodiment,
the downstream packets are called route packets. Route packets have the form (Seq, Sig, Opt,
RV, Opc). For a route packet RP:

RP = (Seq, Sig, Opt, RV, Opc).

The Seq field contains a binary sequence. For Internet Protocol standard IPv4, the length
of Seq is 32. For Internet Protocol standard IPv6, the length of Seq is 43. The Sig field contains
an integer from 1 to 32 for IPv4 and from 1 to 48 for IPv6. Arrival of a route packet (Seq, Sig,
Opt, RV, Opc) at input port N of a router indicates that a message with leading Sig bits {bo, b1,
.., bgig1} of the Internet Protocol address equal to the leading Sig bits of Seq can reach the target
IP address through output port Opt. The RV field identifies a measure of worth of the route
packet output port.

For example, two route packets are RP1 and RP2 with RP1 equal to (Seql, Sigl, Optl,
RV1, Opel) and RP2 equal to(Seq2, Sig2, Opt2, RV2, Opc2). In an example, Sigl is equal to
Sig2 and the first Sig1 bits of Seq1, denoted by SQ, are equal to the first Sig2 bits of Seq2, also
denoted by SQ since the two sequences are the same. A packet P has an Internet Protocol address
TPa such that the first (Sigl = Sig2) bits of IPa also equal SQ. IfRV1 is greater than RV2, the
packet P is desired to be sent through output port Optl. Similarly, if RV2 is greater than RV1,
packet P is desired to be sent through output port Opt2. IfRV1 is equal to RV2, then the choice
of Opt1 or Opt2 can be arbitrary. A Val field based on RV can be defined in a number of ways.
For a goal of selecting an output port that reduces or minimizes the number of hops to the final
destination, then an acceptable Val function gives a larger Val for a fewer number of hops. An
example of an acceptable Val function is Val equal to [C1 — (the number of hops to the
destination)] in which C1 is larger than the limit or bound on the number of hops to destination
reported by a route packet. In one embodiment, the Val function is usefully defined so that two
route packets with unequal Sig values also produce unequal magnitudes for Val. An example of
such a useful definition for Val, a definition that is used hereinafter in the discussion of other

embodiments, is
Val =[C, - RV - (Sig/Cy)],
where RV is the number of hops to the destination. In the equation, C, is a constant such that C,

is greater than the maximum number of address bits in an internet protocol address. The function

satisfies the two criteria that 1) fewer hops correspond to higher Val and 2) route packets with
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different Sig numbers generate different Val numbers. A route packet received in the form (Seq,
Sig, Opt, Hops, Opc) can be converted to the form (Seq, Sig, Opt, Val, Opc) for use by the router

so that a route packet may also be written as a functional term, as follows:
RP = (Seq, Sig, Opt, Val, Opc),

where the use of Val to replace RV assumes that RV has been converted to the appropriate Val as
appropriate for a particular embodiment. The field Opc contains an operation code indicating
how to handle the route packet data. Operation code functions include, but are not limited to: 1)
examination for possible addition to the routing tables as is discussed immediately hereinafter; 2)
removing an entry from the routing table data base; and 3) modifying the Val field in a routing
table entry. In a simple embodiment, Opc is set to 0 to remove the route packet data from the

database, and Opc is set to 1 to add the route packet data to the database.
Routing Table Memory Overview

The routing table memory, otherwise called the routing table, indirectly associates a
partial Internet address with a list of ordered pairs with each of the pairs having an output port for
the first entry of the pair and a value for the second member of the pair. The notation for the pair
can be (Opt, Val). The partial Internet address is a binary sequence having a length of at least one
but not longer than the total length of an Internet Protocol address, for example 32 bits for IPv4.
The Val field provides a measure of worth of the output port Opt, with a larger value of Val
corresponding to a larger merit of worth. In one embodiment, the output port of choice is that
which transfers a message to the final destination using the minimal number of hops. In other
embodiments, Val is the sum of the weights associated with hops in route to the target. In more
complicated conditions, the Val field may indicate that one output port is more desirable for
messages with a certain priority, while a different output port is desirable for messages with
another priority. Accordingly, a message of a defined priority uses the table to find the best
output port to use based on the partial Internet Protocol address and the message priority. A

routing table memory entry RTE at address z is written:
RTE(z) = {[Opt:(2), Val;(2)], [Opt(2), Vak(z)), ..., [Optx(z), Valx(2)]}

For illustrative purposes, [Opt*(z), Val*(2)] denotes a member of the sequence RTE(z)
with the largest Vai(z) entry. In the some embodiments, [Opt*(z), Val*(z)] is [Opti(z), Valy(2)].
In a slight variant, RTE(z) has the form {[Opt*(z), Val*(z)], pointer}, where the pointer points to
{[Optx(2), Valy(2)], [Opts(2), Vals(@)], ..., [Optx(z), Val(z)x]}. For some embodiments,
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particularly embodiments in which updating does not occur, the length of the sequence is always

one. With a sequence length of one, the routing table memory entry RTE(z) has the form:
Alternate RTE(z) = [Opt*(z), Val*(z)].

The address z of the memory item RTE(Z) is an integer pointer which is stored in a tree
structure described immediately hereinafter. In one embodiment, a plurality of [Opt(z), Val(z)]
pairs is listed in case one of the pairs is to be deleted when the list of pairs is updated. In other
embodiments, only one pair is listed. One embodiment with only one pair listed uses two tree
structures, a first structure that is currently in use to assign output ports to packets and a second
structure that is in the process of being updated. Items in the routing table are accessed using a
tree of pointers. The illustrative systems and methods can store, update, and use the tree

structures to lookup target output ports.
Main Tree Structure

The illustrative method can efficiently determine output port information based on packet
header information. The method utilizes a plurality of data structures. The data structure content
changes with time based in part on the arrival of route packets and based in part on the arrival of
data packets. The data structures are configured and altered using a system of sub-trees of the
main tree. Individual nodes of the main tree comprise a data item. The nodes are accessed
indirectly by chaining through the tree. The nodes point to data in the routing table. The tree is
limited to a minimum size by enforcing a rule that all terminal nodes point to an entry in the
routing table. Therefore, each node of the tree is associated with a binary sequence of length less
than or equal to Nmax, but not every such binary sequence is associated with a node of the tree.
Storage of all binary sequences of length less than or equal to Nmax with Nmax equal to 32 is
impractical. Extension of storage to accommodate Nmax of 48 sequences is even less practical.
Thus, the nodes of the tree are not referenced directly by associated binary sequences but rather

indirectly by pointers.

In some embodiments, the main tree is not stored as a unit. For a predetermined integer
parameter S, sub-trees with roots on level S are created, perhaps in parallel, and stored in a
manner described hereinafter. A portion of the nodes of the binary tree have associated pointers
that point to items in the routing table. Therefore, the routing table can be accessed via a tree

structure.

The entire tree can be held in one contiguous portion of memory. The process of looking
up a packet output port based on the Internet Protocol address {b, by, ..., bamax-1} defines a simple

case in which Val is not dependent upon message packet priority. The target output can be

-8 -
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located via searching the tree by moving from the root node A, located on level 0 along an edge
to a level 1 node A, associateci with the one long binary sequence {b,}, then moving along an
edge to a level 2 node A, associated with the two long binary sequence {b, b}, then moving
along yet another edge to a level 3 node A; associated with the three long binary sequence {bq, by,
b,}, and so forth, until the node associated with the Nmax long binary sequence {by, by, ..., Dymax.

1} is reached or until a stop flag is reached indicating the end of the tree down that sequence.

For each node Z of the tree, a unique binary sequence B equal to {by, by, ..., b,} exists
such that Z is associated with B. Z is “defined” by B and B is said to be the “defining sequence”
of Z. The nature of the main tree is such that binary sequences {bo, by, ..., b,} exist withn <
Nmax, for which the tree has no corresponding node. Each node Z of the tree has exactly one
node sequence X, Xj, X, ..., X, such that: 1) each node X; of the sequence is on level j; 2) each
adjacent pair of nodes X; and Xj,, of the sequence are connected by an edge; and 3) Z is equal to
X The sequence Xy, Xi, X,, ... X, is referred to as “the bridge to Z”. As the tree is traversed
along the bridge node sequence Xy, X;, X, ..., a temporary storage location CB, called a
“clipboard”, is updated. At the root node X, the clipboard entry Clip(Xo) = {CO(X,), CV(X)} is
initialized to (-1, -1) unless an RTE(s) is associated with X, via a pointer s, in which case Clip(X,)
is set to [Opt*(s), Val*(s)]. Movement from a node X, on level n-1 to a node X, on level n
causes the clipboard entry Clip(X,) to be equal to Clip(X,.;) unless: 1) an RTE(t) equal to
[Opt*(t), Val*()] is associated with X,, and 2) Val*(t) is greater than or equal to CV(X,.,). When
the two conditions are satisfied, Clip(X,) is set to [Opt*(t), Val*(t)]. In this manner, for each
node Z of the tree, the optimal output port based on the bridge to Z is defined by the function Clip

as follows:
Clip(Z) = {CO(Z), CV(Z)}.

In many circumstances that use backiracking, a history of the contents of the clipboard
along the bridge to Xy can be conveniently maintained at each step N. The history is captured in
a sequence Clip(Xy), Clip(X;), Clip(Xy), .., Clip(Xy).

Each node of the tree has a unique associated integer. The integer is defined as the
“name” or “label” of the node. A node with label X is referred to as node X. The node label is
also an address in a Main Tree Memory that stores data associated with the tree. The content of
the Tree Memory at address location A comprises a four-long sequence of integers. For the node
A, a tree data item at A, denoted by TD(A), has the form:

TD(A) = {LF(A), RF(A), TP(A), Ad(A)}.
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The integer LF(A) is a flag (Left Flag at A) that indicates whether a node exists in the tree
that is reached by branching to the left at node A. If LF(A) is equal to 0, then no such node exists.
IfLF(A) is equal to 1, then a node B is an immediate successor of node A and can be reached by
branching left at node A. The edge of the tree connecting the two nodes A and B is denoted by
(A, B). The integer RF(A) is a flag, Right Flag at A, indicating whether a node in the tree can be
reached by branching to the right at node A. If RF(A) is equal to 0, no such node exists. If RF(A)
is equal to 1, then anode C is an immediate successor of node A and can be reached by branching
right at node A. The edge of the tree connecting the two nodes A and C is denoted by (4, C). If
both LF(A) and RF(A) are set to zero, then A is a terminal node of the tree. If at least one of the
integers LF(A) and RF(A) is set to one, then TP(A) is an integer that indicates the “name” of an
immediate successor of A. In a convenient embodiment, TP(A) is always an even integer. If
LEF(A) is equal to 1, then node A has an immediate successor node B that is reached by branching
left at A and B equal to TP(A). If RF(A) is equal tol, then node A has an immediate successor
node C that is reached by branching right at node A and C is equal to TP(A) + 1. Some nodes of
the tree are associated with a routing table memory entry. The field Ad(A) in TD(A) is an integer
that points to the routing table entry RTE[AJ(A)]. Ad(A) is an integer that is the address in the
routing table of the output port data associated with the node A. If no output port data is
associated with node A, then Ad(A) is set to -1.

Output ports are identified for access based on the Internet Protocol address {by, by, ...,
bmax-1}. In a first example, the process begins at root node A, on level 0, In an embodiment
discussed hereinafter, the process begins at level S. In yet another embodiment, the process
begins at a level K, with K > S. In another embodiment, output ports are always found by using
data structures defined hereinafter. In the various embodiments, the arrival of a data packet does
not cause a tree to be traversed. The structures are constructed and updated by using the tree
structures defined herein. The clipboard comprises a special memory location CB. The content
of CB is initially set to (-1, -1). Information at the root level of the tree (level 0) is stored in Main
Tree Memory address Ao. If Ad(A,) is equal to s and greater than or equal to 0, then [Opt*(s),
Val*(s)] is placed on the “clipboard” at memory location CB, and thus CO(A,) is equal to Opt*(s)
and CV(A,) is equal to Val*(s). However, if Ad(Ay) is less than 0, then the contents of CB is
unchanged, and thus CO(A,) is equal to CV(Ay) and equal to -1. The process at level 0 is

complete.

If b, is equal to 0 and LF(A,) is equal to 0, then the process ends and the contents of CB
is the target output port. The process ends because b, equal to 0 means that the direction to the
next node in the tree must be along the 0 path, the left edge, but LF(A,) equal to 0 implies that the
tree does not extend further in the 0 direction. Similarly, if by is equal to 1 and RF(A,) is equal to

-10 -
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0, then the process ends and the contents of CB is the target output port. Ifbo is equal to 0 and
LF(Ay) is equal to 1, then the information at level-one on the tree is at the address A;, where A, is
equal to TP(Ay). If by is equal to 1 and RF(Ay) is equal to 1, then the information at level 1 on the
tree is at the address A,, where A; is equal to TP(A,) plus 1. At level 1 of the tree, A, is

associated with the one bit binary sequence {bo}.

If Ad(A,) is equal to -1, then the contents of the temporary storage location CB is left
unchanged, and thus Clip(A,) is equal to Clip(Ao). If Ad(A;) is equal to t and greater than or
equal to 0 and CV(A,) is greater than Val*(t), then the contents of the clipboard is also left
unchanged, and thus Clip(A,) is equal to Clip(Ao). However, if t is greater than or equal to 0 and
Val*(t) is greater than CV(A,), then the contents of CB equals Clip(A,) and is equal to [Opt*(t),
Val*(t)]. By the definition of Val, CV(A) can never be equal to Val*(t). Processing at level 1 is

complete.

If b, is equal to 0 and LF(A,) is equal to 0, then the process ends and CB contains the
target output port. Similarly, if b, is equal to 1 and RF(A,) is equal to 0, then the process ends
and CB contains the target output port. Ifb; is equal to 0 and LF(A;) is equal to 1, then the
information at level 2 on the tree is at the address TP(A;) and A, is equal to TP(A,). Ifb, is equal
to 1 and RE(A,) is equal to 1, then the information at level 2 on the tree is at the address TP(A,) +
1 and A, is equal to TP(A;) +1. In either case, A, is associated with the two bit binary sequence

{bO’ bl}

If Ad(A,) is equal to -1, then the contents of the temporary storage location CB is left
unchanged, and thus Clip(A,) is equal to Clip(A;). If Ad(A,) is equal to u> 0 and CV(A,) is
greater than Val*(u), then the contents of the clipboard is also left unchanged, and thus Clip(A,) is
equal to Clip(A;). However, if u is greater than or equal to 0 and Val*(u) is greater than CV(A)),
then the contents of CB is equal to Clip(A,) and equal to [Opt*(u), Val*(u)]. Val*(u) can never
be equal to CV(A,), Processing at level 2 is complete.

The inductive step at level N of the tree either terminates the process at level N or
traverses from level N of the tree to level N+1 of the tree. If by is equal to 0 and LF(Ay) is equal
to 0, then the process ends and CB contains the target output port. Similarly, if by is equal to 1
and RF(Ay) is equal to 0, then the process ends and CB contains the target output port. If by is
equal to 0 and LF(Ay) is equal to 1, then the information at level N+1 on the tree is at the address
TP(Ay) and Ay is equal to TP(Aw). Ifb, is equal to 1 and RF(Ay) is equal to 1, then the
information at level N+1 on the tree is at the address TP(Ay) + 1 and Ay is equal to TP(Ay) +1.
In either case, Ay is associated with the N+1 bit binary sequence {bo, by, ..., bx}.
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If Ad(Ans+1) is equal to -1, then the contents of the temporary storage location CB are left
unchanged, and thus Clip(Ay.1) is equal to Clip(An). If Ad(An+) is equal to v> 0 and CV(Ay) >
Val*(v), then the contents of the clipboard is also left unchanged, and thus Clip(Ay+) is equal to
Clip(Ax). However, if v> 0 and Val*(v) > CV(Ay), then the contents of CB is equal to
Clip(Ans+1) and equal to [Opt*(v), Val*(v)]. The inductive step at level N+1 is complete,

concluding the discussion of looking up output ports using the main tree.

The process of adding items to the tree proceeds in a straight forward manner. The
process is triggered by the arrival of a route packet (Seq, Sig, Opt, RV, Opc), where the Opc field
indicates an add operation, for example by Opc equal to 1. The process is accomplished by
chaining through the sequence Seq to the node Xg;; on level Sig. A first case can chain through
Seq to Xs;, along existing tree nodes and edges. If a pointer to the routing table designates Xgg,
the routing table element pointed to by Ad(Xs;,) is modified. If no such pointer exists, then
Ad(Xs;,) is modified to point to a new routing table entry containing Opt and Val from the route
packet. In a second case, the existing tree does not chain through Seq to node Xg;, on level Sig,
but terminates at an existing node E on a level L, with L less than Sig. New nodes X1, Xp42, -+
Xs;y are then added to the tree. The appropriate flag, LF(E) or RF(E), is changed from zero to one
and TP(E) points to Xp+1. At node Xg;, AD(Xsig) points to the new member of the routing table

containing the Opt and Val from the arriving route packet.

The process of deleting items from the tree involves chaining through the tree to level Sig
and deleting the proper pointer and aliering the data item to which the pointer refers. If the
alteration results in the deletion of the entire data item, then the location in the memory which
holds that data item is released. During the process of traversing the tree, the proper information
is saved to enable retracing the steps in case any of the LF or RF values are to be reset from 1
back to 0.

In one embodiment, the tree is constantly updated. In a second embodiment, two copies
of the tree are maintained, but only one copy is continuously updated. Updating of the other copy
takes place by periodically deleting the tree that is not updated and replacing with a copy of the

updated one.
Defining Parameters of the Data Structure

Letters designating nine integers S, V, K, J, U, W, D, Q and M can be used as design
parameters that define the system. Sub-trees of the main tree that have root nodes on level S of
the main tree are termed S-trees. The sub-trees can be updated using parallel hardware. The

number V banks of memory, called S-banks, store the S-trees. In one embodiment, each S-tree is
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in a separate bank, so that V =25, ‘S-banks are conveniently constructed and updated with V
separate processors with each processor capable of reading and writing a memory space allocated

to the processor.
The S-banks are written as: SBy, SBy, ..., SBv.i.

A directory with an address space defined as the set of S long binary sequences, referred
to as the level S directory, contains data that summarizes the information contained in the tree

nodes on levels 0 through S. The level S directory entry at address Z has the form:
LSE(Z) = {SF(Z), SBN(Z), SBE(Z), SO(Z), SV(Z)}

and is defined as follows. The binary sequence {by, by, ..., bs.1} is the binary representation of Z.
The main tree is chained along {by, b, ..., bs.1} until either: 1) A level S node is reached, in
which case that level S node is denoted by X; or 2) a terminal node is reached on a level T <§, in
which case that terminal node is denoted by X. The first field SF(Z) is a flag that is set to 1
provided that X is on level S and X is a non-terminal node of the tree; otherwise SF(Z) is set to 0.
If SF(Z) =0, then SBN(Z) = SBE(Z) = -1 and SO(Z) and SV(Z) are defined using Clip(X) so that
SO(Z) = CO(X) and SV(Z) = CV(X). Otherwise, if SF(Z) =1, the fields are defined as follows.
SBN(Z) indicates the S-bank containing the S-tree with root at X and SBE(Z) indicates the
location of X within said S-bank. SO(Z) and SV(Z) are defined using Clip(X) so that SO(Z) =
CO(X) and SV(Z) = CV(X). In the simple case with V =25, SBN(Z) = Z and SBE(Z) = 0.

The integer K is greater than the integer S. Sub-trees of the main tree having root nodes
that lie on level K of the main tree are referred to as K-trees. K-trees have root nodes on level K-
S of the S-trees. The K-trees are stored in a K-tree memory that is composed of U banks of
memory. Conveniently, but not necessarily, an integer J can be defined such that U=2’. The

memory banks that store the K-irees are referred to as K-banks.
The K-banks are written as KBy, KBy, ..., KBy.;.

A directory having an address space that is the set of K long binary sequences, called the
level K directory, contains data that summarizes the information contained in the tree nodes on
levels 0 through K. The level K directory entry at address Z has the form:

LKE(Z) = {KF(Z), KBN(Z), KBE(Z), KO(Z), KV(Z), KLB(Z)}.

The level K directory is analogous to the level S directory. The binary sequence {by, by,
..., bg.1} is the binary representation of Z. The main tree is chained along {by, by, ..., b1} until

either: 1) A level K node is reached, in which case the level K node is denoted by X; or 2) a
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terminal node is reached on a level T <X, in which case the terminal node is denoted by X. The
first field KF(Z) is a flag that ils setto 1 provided that a non-terminal, main-tree node X is defined
by Z. Otherwise KF(Z) is set to 0. If KF(Z) is equal to 0, then KBN(Z) is equal to KBE(Z) and
equal to -1 and SO(Z) and SV(Z) are defined using Clip(X) so that KO(Z) is equal to CO(X) and
KV(Z) is equal to CV(X). Otherwise, if 0 <KBN(Z) < U-1, then KBN(Z) indicates the K-bank
containing the K-tree with root at X and KBE(Z) indicates the location of X within the K-bank.
KO(Z) and KV(Z) are defined using Clip(X), so that KO(Z) is equal to CO(X) and KV(Z) is equal
to CV(X). KIL.B(Z) is an integer that is used in embodiments employing Low Banks defined
hereinafter. Since KI.B(Z) is not used in all embodiments, LKE(Z) is sometimes written without
the KLB(Z) parameter.

The format of a tree data entry is the same for the main tree, for an S-tree, and for a K-

tree. In all cases, a data item at node A has the form:
TD(A) = {LF(A), RF(A), TP(A), Ad(A)}

In some embodiments, yet another data structure is used that is called a low-order-bit
memory (Low Memory) because, in situations used, the output port assignment depends on low
order bits in the Internet Protocol address. Such lookups depend on more than K bits of the
address, and therefore cannot be ascertained using only the KO(Z) field of the level K directory.
The Low Memory is built using the K-trees. The Low Memory is divided into W banks, the Low
Banks, which are denoted by:

LBy, LBy, ..., LBw.1.

An integer D exists such that each of the Low Banks has an address space of size 2°. The
contents of the n™ Low Bank at the D long polybit address Z is written:

LB,(Z) = {LBF(Z), MBX(Z), LO(Z), LV(Z), Use(Z)}.

LBF(Z) is a flag that is set to 0 to indicate no data is in the remaining fields and is set to 1
to indicate the presence of data in the fields. MBX(Z) is a polybit sequence of length (Nmax — D)
that is described hereinafter. LO(Z) is an output port, LV(Z) is a value associated with LO(Z),
and Use(Z) is an integer related to the amount of time since the last use of the port value LO(Z).
The role of the Low Memory is described hereinafter. In various embodiments, the disclosed
structures and techniques can efficiently maintain and use the data structures defined herein. In
some embodiments, more than two directories are used. For embodiments with more than two
directories, in addition to the level S and K directories, a next directory is used on level M, where

M> K. Thelevel M directory contains Q banks.
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Level S Directory and Level K Directory

The main tree is used to construct the level K directory. The level S directory can be
constructed by the same method. The directories can be constructed by a more efficient method.
The level K directory has 2% addresses that are filled sequentially from 0 to 2%-1. A description
of directory loading at address X can be described using a binary sequence {bo, by, ..., by} that
corresponds to the binary representation of X. Term x, denotes the root node of the main tree.
Term x; denoted the main tree node such that the node sequence {x,, x;} is defined by the binary
sequence {bo}. Term x, denoted the node of the main tree such that the node sequence {Xo, X1, X2}
corresponds to the binary sequence {b,, b;}. The process continues until a node on level K is
reached or until the process is stopped by a flag. The process constructs a node sequence {Xo, X1,
<. X5} withJ <K

Node x; is a terminal node of the tree provided that 1) J <K or 2) J =K and LF(x;) =
LR(x;) = 0. Ifx; is a terminal node, the level K directory entry at the terminal node X is defined
by LKE(X) = {KF(X), KBN(X), KBE(X), KO(X), KV(X), KLB(X)}, where KF(X) =0, KBN(X)
=KBE(X) = -1, and Clip(x;) is used to set KO(X) to CO(x;) and KV(X) to CV(x;). The optional

variable KB that is used in embodiments employing low banks is discussed hereinafter.

If x; is not a terminal node of the tree, then J is equal to K and one or both of the flags
LF(xx) and RF(xx) is set to one. Under these conditions, the level K directory entry LKE(X) is
defined by first setting KF(X) = 1, indicating that a K-tree with root at X is stored in a K-bank.
The process of filling in the level K directory entries at 0, 1, ..., (X-1) has located K-trees in
various banks of the K-tree memory. In a first embodiment, a K-bank KBy is selected that
presently contains a minimum number, possibly zero, of K-tree nodes and KBN(X) is set to
MinN. In a second embodiment, a K-bank KBy, is selected that presently contains a minimum
number of K-trees and KBN(X) is set to MinT. In the various embodiments, Min is set to MinN
or MinT, as is appropriate. If KBy, does not already contain a K-tree, KBE(X) is set to 0. If
KB\, already contains one or more K-trees, selected integers are used as labels of the K-tree
nodes in KBy, KBE(X) denotes an even positive integer that is not already used to label a node
of a K-tree already in KBy, The procedure can use a list of available integers. If K is equal to
24 and Nmax is equal to 32, then each K-tree has less than 514 nodes, so that if KBy, already
contains L trees, KBE(X) can be set to (514 « L). In yet another simple embodiment, the label of
anode in the main tree is the same as the label of the corresponding node in the K-tree located in
a K-bank, so that KBE(X) is set to the label of the level K node that is the root of the given K-
tree. KO(X) is set to CO(x;) and KV(X) to CV(x;).
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~ The method for constructing the level X directory may also be used to construct the level
S directory, except that the setting of SBN and SBE may be easier than the setting of KBN and

KBE. Other more efficient methods of building the directories are disclosed herein.

In systems that select a most desirable output port depending upon the QoS of the
message, the process can be modified in two ways. In a first embodiment, a group of ranges of
quality of service are defined so that within a defined range of the group, the choice of most
desirable output port does not depend on QoS. A separate directory is built for each range of
quality of service. The directories can be conveniently constructed simultaneously while chaining
through the tree. A second embodiment uses only one directory. Multiple entries of most
desirable output port are placed in the same directory. Each of the entries can have a dedicated

field. The single directory can be loaded in the same order as the multiple directories.
Storing the K-Trees in Memory Banks

In some embodiments, the number of K-banks is significantly larger than the number of
line cards. Systems employing structures and techniques described in related patent application
No. 10 have only one output port lookup per message packet, and therefore, on average, have
fewer lookups than message packet segments. Moreover, some message packets have output
ports assigned by a level K directory lookup so that accessing the K-banks for such message
packets is unnecessary. Special memory, for example the Low Banks, is used for some messages
that do not access the K-banks. As a result, any given K-bank is accessed infrequently. Some
embodiments have an additional level M directory with M > K with the K banks used to update
the level M directory but not to lookup output ports for arriving messages.

The K-tree memory banks, called K-banks, are placed in a location that is accessible by
each of the line cards. Simultaneous accessing of the K-banks by the line cards is enabled by
using interconnect structures specified in the listed related patents and patent applications. The
system illustrative system has U K-banks. In many embodiments, U is less than or equal to 2!,
With a possible wide variance in the number of nodes per K-tree, some of the K-banks may be
configured to hold more K-trees than other K-banks to roughly equalize the number of nodes per
K-bank. Therefore, the K-banks can be used to attain a degree of balance in the tree structure.
Some embodiments have multiple copies of the K-banks, further reducing the frequency of
requests to any K-bank and also decreasing the physical distance from an input port to the closest

appropriate K-bank.

When a message packet enters an input port and the target output port for the message is

not found in the special memory and the message packet’s final output port is not resolved in the
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level K directory, then the target output port address can be looked up in the K-banks. The level
K directory points to the K-tree that is used to resolve the message packet’s output port. A
network of the type described in the listed related patents and patent applications connects the line
cards to the K-banks. Packets referred to as “request port” packets are sent to logic associated
with the requisite memory bank and cause the tree lookup process described hereinabove to
produce a target output port. The request packet header, which is used to direct the request packet
to the designated memory bark, is built using level K directory information. The request packet
payload contains the memory bank address of the sub-tree. The request packet also contains
contents to be placed on the clipboard at the beginning of the K-tree search. The request packet
payload also contains the address of the input port that sent the request packet. The lookup in the
K-tree is accomplished by chaining through a binary sequence as described hereinabove. The
target output port is returned in a “port answer” packet to the line card that sent the “request port”
packet. Additional identification information is included in both the “request port” and the

“answer port” packets.

Construction and use of the packets is similar to the construction and use of the request
and answer packets described in listed reference patent applications No. 8 and No. 10. Lookup
into the sub-tree can be done using standard memory or by using special purpose processor-in-
memory (PIM) chips described hereinafter. Information in the K-trees can be used to construct
yet another type of memory structure referred to as Low Banks.

Special Routing Tables and the Low Banks -

In several instances message output ports are looked up in memory other than the level-K
directory and the K-banks. A first instance occurs for message packets having an indicator in the
header that additional message packets bound for the same address are to follow, for example in
file transfers. Data packets with followers have one type of header indicator. Message packets
that are followers have another type of indicator in the header. Data packets between the first and
last packets contain both leader and follower indicators in the header and can have a local routing
table for exclusive use or can share local routing tables with other types of message packets that
use local routing tables. In one embodiment, storage is used only for messages with output ports

that cannot be resolved by using only the level K directory.

A second instance occurs for message packets that have a special classification of
guaranteed service. In effect, streams of the packets use a dedicated bandwidth in the form of a
virtual circuit connection. Packets in the streams also contain header information indicating level
of service. Output port information can be stored with messages utilizing the follower indicator

or can have a dedicated routing table. In some applications counts of messages of selected types
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are maintained to make proper charges and ensure that messages of a selected classification do not
use more bandwidth than a predetermined amount. The output port lookup function can be
conveniently incorporated with billing and bandwidth enforcement functions. Therefore separate
and in some cases local memory can be conveniently used for messages with headers indicating a

guaranteed service classification.

A third instance occurs for message packets outside the first two categories that cannot be
looked up in the level K directory. The messages can be looked up by traversing the K-trees in
the K-banks or can be looked up in a special “Low Order Bit Memory” that is built from the K-
trees. The “Low Order Bit Memory” is divided into W “Low Banks” denoted by LBy, LBy, ...,
LBy. In one embodiment, the Low Banks are stored locally on the line card. In a second
embodiment, the Low Banks are stored in a central location. In a third embodiment, multiple

copies of the Low Banks are included with several line cards sharing a single copy.

The following describes an efficient method of constructing and using the Low Banks.
Each address of a Low Bank entry is part of an Internet Protocol address. The entry contains the
rest of the address along with information including the target output port. In some embodiments
with the most desirable target output port dependent on quality of service, multiple target output
ports and associated information are included for each port. In the illustrative case, the most
desirable system output port for a message packet does not depend on the quality of service (QoS)
of the message. In this case, the convenient form of Val is defined by Val = [C; - RV — (Sig/C,)],

where RV is the number of hops to the destination.

If the output port for a message cannot be found in the special routing tables or in the
level K directory, then the Low Banks are used in the following manner. The Internet Protocol
address X, an Nmax long polybit, is divided into two parts: part X, is the address of a Low Bank
entry and part X3 is a second field of the Low Bank entry. In a first example, X, can include the
first two bytes with Xj containing of the remaining bytes. In a second example, X, can include
the second two bytes with Xp containing the remaining bytes. In a third example, X, can be the
even bits of the address and Xz can be the odd bits of the address. In general, the set X, is
defined by a mask MA, wherein a 1 bit in the mask indicates the location of a bit in Xa. The set
Xg s defined by the mask MB, wherein a 1 bit in the mask MB indicates the location of a bit in
Xg. Each of the Nmax locations in the address is in either X, or Xg, but not both. The integer D
denotes the number of ones in the mask MA, and thus, Nmax — D denotes the number of ones in
the mask MB. W banks are contained in the Low Bank lookup memory with each bank having 2°
addresses. The W Low Banks are denoted by LBy, LBy, ..., LBy..
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The mask MA is applied to the Internet Protocol address X to produce the D long polybit
X,. Each of the Low Barks is examined at address X,. Each memory access returns five data

fields of the form:
{LBF(Xa), MBX(X4), LO(Xa), LV(Xa), Use(Xa)}.

The field LBF(X,) is a one bit flag that is set to 1 to indicate that valid lookup data is
stored at the address X, and set to 0 when no valid data is stored. An output port is found ifa
Low Bank LBy exists such that at address X, of LBy, LBF(X,) = 1 and MBX(Xa) = Xs. LOXA)
is the desired output port and the field LV(X,) is a value associated with an output port LOXa)-
Following the successful finding of an output port, Use(X.) is set to zero in bank LBy and
Use(X,) is incremented by one in each of the other Low Banks.

If none of the Low Banks contain the output port at local address X4, then the output port
is obtained by searching the appropriate K-tree and information associated with the output port is
placed in the N Low Bank at address X4 provided that either: 1) for that bank, LBF(X4) is equal
to 0 or 2) no bank exists with LBF(X,) is equal to 0 and the N® bank is a Low Bank with the
largest value of Use(X,). The output port is obtained by searching the designated K-tree in the
following manner. The first K bits of the Internet Protocol address, denoted by the K long polybit
7, are used as an address of the level K directory. The root of the K-tree to be searched is
contained in KBggn(zy at KBE(Z). The K-tree is searched and, upon completing the search, at
address X, in the N® Low Bank LBF(X,) is set to 1, MBX(X,) is set to Xp, and LO(X4), and
LV(X,) are set to the contents of the clipboard at the end of the tree search. In each Low Bank,
Use(X,) is incremented by 1 and then in the N" Low Bank, Use(X,) is set to 0.

The Low Banks are updated when a change is made to the level K directory or to a K-tree
and the change alters the contents of the Low Banks. One method described herein uses a linked
list data structure. The linked list is referred to as LL. Each member of LL includes an ordered
triple of integers of the form (Num, MXA, LLP), where Num points to a specific Low Bank LBy,
MXA points to an address within LBy, and LLP points to another member of LL.

A list of integers is available to be used as items in the linked list. The list of integers is
called AVLL. When an item is added to Low Bank LBy at address X,, the associated level K
directory entry LKE(Z) is examined. In case KLB(Z) is equal to S with S not equal to -1, then
KLB(Z) is not altered. The content of LL at S is examined and if S points to another entry T of
LL, then T is examined and the process is continued until an entry of the form (Num, MXA, -1) is
found. The entry is changed to (Num, MXA, V), where V is taken from AVIL, and a new entry
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(N, X4, -1) is added to the linked list LL at address V. If KLB(Z) is equal to -1, KLB(Z) is
changed to an integer I taken from AVLL and the entry (N, Xy, -1) is added to LL at address I.

When an item is removed from Low Bank memory location X, in LBy, the associated
Level K directory address Z is identified as the first K bits of the Internet Protocol address derived
from the Low Bank memory location by recombining X, and X using the masks MA and MB.
The entry [Num, MXA, W] is in the linked list LL at address KLB(Z) and is not pointed to by any
other member of the list. Beginning with [Num, MXA, W], the links can be followed to the
membér [N, X4, T] to be deleted. The member can be removed and the links reconnected. If
KILB(Z) is the memory location to be deleted, and W is equal to -1, then LKE(Z) is modified by
resetting KLB(Z) to -1.

When a route packet RP arrives that may alter the content of a Low Bank entry because of
the alteration of a level K directory entry at address Z or because of the alteration of the K-tree
pointed to by the level K directory entry at Z, then an update-low-bank packet (ULB packet) is
sent to a processor that manages the Low Banks. The ULB packet has the form:

ULB = {DF, LBP, RP]}.

The delete flag field DF is set to zero if the route packet RP caused the deletion of an
entire K-tree and is otherwise set to one. The LBP field contains the value of KLB(Z) prior to the
arrival and processing of the route packet. RP is the arriving route packet. The Low Bank
processor is able to go through the linked list to find all of the Low Bank Memory locations that
may be affected by the arrival of RP and alter the contents as appropriate. A packet can affect
multiple level K directory entries so that multiple update-low-bank packets are sent.

In the present illustrative embodiment, only the output ports found in the K-trees are
stored in the Low Memory so that the number of entries can be kept low and updating is an
infrequent event. Moreover, only IP addresses that have previously been used are stored in the

Low Memory so that the amount of data stored in the Low Banks is reduced or minimized.

Some local memory can best be served by special handling, for example memory that is
reserved for special high priority messages with guaranteed throughput or messages that use
special bookkeeping. Specially-handled local memory can be accessed each time to update
predetermined statistics and guarantee that the contracted bandwidth is not violated. The
combination of the three techniques forms an economic, low-latency scheme that can scale up to
the new standards. An expanded version of the updating and use of the Low Banks is presented

hereinafter.
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A Parameterized Example

One example has S set to 6, J setto 9 (U= 2°=512), and K set to 24. The level K
directory contains 2> entries. A copy of the level K directory is included at each of the input
ports, or line cards in some applications of the system. The level K directory has an address space
of size 2%* with the contents of each address containing only a few bytes so that the data is
reasonably stored at each input port. Corresponding to an Internet Protocol address (bo, by, ...,
bsy), the first 24 bits serve as an address into the directory. In an alternative embodiment, several
input ports share a single level K directory, the level K directory is divided into banks and the
banks are addressed via a switch of the type described in the listed related patents and patent

applications.

An incoming message causes a lookup into the level K directory. A level K directory
data entry at the location Z = (bo, by, ..., bys) has the form {KF(Z), KBN(Z), KBE(Z), KO(2),
KV(Z), KLB(Z)}, where KF(Z) is a one bit flag. IF KF(Z) is equal to 0, the process is completed.
The existence of KF(Z) is equal to 1 in the first field causes a parallel lookup into the Low Banks.
A Low Bank hit ends the process. If misses occur in all W of the Low Banks, then the designated
K-tree is searched and the Low Banks are updated. An alternative embodiment has no Low
Banks and when KF(Z) is equal to 1, the appropriate K-tree is located in the K-banks and the K-
tree is searched for the output port.

The third reference gives data on the routing table of one backbone router. In the
example, 99.93% of the entries in the routing table were derived from 24 or fewer bits of the IP
addresses. Therefore, in the great majority of the cases, the target output port is located in a single
access of the level K directory. Moreover, given that the parameter W is sufficiently large, a
suitable number empty data positions are available in the Low Banks so that an arriving data

packet does not force a write over existing data.

In many computing, entertainment, and communication systems, limited data movement
capabilities can limit performance. In aspects of data movement, switching, and management, the
related patents and patent applications listed hereinabove represent a substantial advance in the
art. The listed patents and patent applications are incorporated by reference and form the

foundation of the present disclosure.

In various embodiments, the disclosed system is control logic for accessing information
in a storage system. In a particular embodiment, the disclosed system includes control logic for
data storage devices using content addressable memories (CAMs). In some applications, the

control logic performs output port number lookup based on the Internet Protocol (IP) address.
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The structures and operating methods disclosed herein address the difficulties of large-
capacity content addressable memories using tree structures in a novel way. Moreover, the
present disclosure solves addressing problems in a manner that can scale to the proposed Internet
Protocol addressing standard (IPv6). Moreover, the present disclosure describes a method
whereby multiple input ports can simultaneously access the data structure. Simultaneous access
can be attained using the structures and techniques described in the listed patent and patent
application references, enabling the construction of an extremely fast, cost effective, energy

efficient, and reliable Internet Protocol router with a small footprint.

Some embodiments of the present disclosure address the complexity of addressing under

the IPv6 standard and establish methods of managing the expanded standard.

Various embodiments employ several types of lookup tables. A first type of data
structure contains special addresses that can be associated with a single input port. A second type
of data structure is called a directory and is associated with an integer K and gives output port
information contained in route packets that are based on K or fewer bits. One embodiment
includes a plurality of directories such that a first directory corresponds to K bits and a second
directory corresponds to M bits, where M is an integer greater than K. Additional directories may
be used that correspond to integers greater than M. A third type of data structure is a tree that is
used to build and maintain the directories and, in some embodiments, is also used to locate data in
the routing tables. A fourth type of data structure uses hashing for the economical storage of
information accessed using the tree structure with the information simultaneously stored in

routing tables.

In some embodiments, data structures can be divided into memory banks in a manner that

enables simultaneous access of data structures.

Some embodiments include one central memory management system that enables
extremely efficient local lookup memory at the input ports. Local efficiency is particularly useful
in Internet Protocol systems running at high speed. The fast, efficient communication between
the central memory management and the input port line cards is enabled by the use of switches of
the type described in the referenced related patents and patent applications. A system utilizing
central memory management is particularly useful in routers that have a large port count. The
total cost of the central memory management can be amortized over the large number of line
cards. Switches in the referenced related patents and patent applications have latency that is

lower than a single lookup in conventional 60ns DRAM, improve throughput performance.
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The data structures disclosed herein can be used with structures and techniques disclosed
in the referenced related patent applications Nos. 8, 9, and 10 to construct a high bandwidth,

intelligent router with a large number of ports.

Referring to FIGURE 1A, a data tree is shown that can be used to find entries in the
routing table utilizing a method of storing the data in multiple memory banks. The method of
parallel access to the various banks can use switches of the type described in the listed related
patents and patent applications. The data tree and associated routing tables can be used by all of

the input ports.

The illustrative system includes central data storage and utilizes an efficient method of
building and using local line card memories. A collection of algorithms are utilized that build,

maintain and use data structures.
Tree Memory Structure

In an illustrative embodiment, the tree memory structure has multiple aspects including:
1) Representing the main tree in memory and building routing tables that are accessed via pointers
at nodes in the main tree memory; 2) Using route packets to add nodes to the main tree and data to
the routing table; and 3) Finding a target output port based on an IP address by using the main tree
and the routing table. The tree illustrated in FIG. 1A is representative of a tree with its root node
at level 0 or a sub-tree with root at level S (an S-tree) or a sub-tree with root at level K (a K-tree).
The symbol * indicates the presence of a pointer to the routing table. The method of treating each

of the three aspects is the same.

The illustrative tree and method operate with a root at level 0. The memory structure of
the tree with root at level 0 has the same form as the S-bank memory structure and the K-bank
memory structure with the exception that if S is a small integer, only one bank of memory may
practically be used for the tree with root at level 0. One embodiment has one level 0 memory
bank, the main tree memory, to hold data associated with nodes on levels from level O through
level S-1; V memory banks hold data associated with nodes on levels from level S through level
K-1, called the S-banks; and U memory banks hold nodes that are on levels K and above, called
the K-banks.

The tree illustrated in FIG. 1A contains a root node 102 and other nodes including the
nodes 104 and 108 and an edge 106. The nodes have node labels including the label 112, which
indicates the node name or node label of 4. The node with callout 104 has label 3 and is referred
to as node 3. Node labels are obtained from a list of available pointer values. Edge 106

connecting node 3 to node 7 is referred to as edge (3, 7). Some nodes point to routing table

-23 -



WO 2005/124577 PCT/US2005/020701

10

15

20

25

30

35

entries and are identified with an asterisk. Node 4 has a pointer to a routing table entry as

indicated by asterisk 110.

FIG. 1A can be used to show representation of the main tree in memory and the manner
that the main tree memory structure points to items in a routing table. Each of the numbered
nodes of the tree is defined by a binary sequence. In general, each level N node of the main tree is
defined by a binary sequence {bo, by, ..., by.i} of length N. However, some binary sequences of
length N do not correspond to any main tree nodes. Node 11 on level 4 is defined by the 4 long
binary sequence {0, 1,0, 1}. Branching to the left from a node on level N to a node on level
N+1 corresponds to adding a zero to the binary sequence that defines the level N node. Branching
to the right from a node on level N to a node on level N+1 corresponds to adding a one to the
binary sequence that defines the level N node. In this way, the sequence {0} containing the single
bit 0 defines node 2 and the sequence {1} containing the single bit 1 defines node 3. Branching to
the right from node 2 to node 5 adds a one to the binary sequence {0} defining node 2. Therefore,
the binary sequence defining node 5 is {0, 1}. Branching to the left from node 5 to node 8 adds a
0 to the binary sequence defining node 5. Therefore, the binary sequence defining node 8 is {0, 1,
0}. By applying these rules, the binary sequence defining node 24 at level 5 is the five long
sequence {1, 1,0, 1,0}. An asterisk by a node indicates an output port associated with that node.
For example, the asterisk by node 11 indicates that an output port is associated with node 11. The

binary sequence {0, 1, 0, 1} defines node 11.

The main tree memory shown in FIG. 1B is used to store the tree iltustrated in FIG. 1A.
The first column of the leftmost portion of main tree memory contains the number N of an even
numbered node. The next four columns in row N store data associated with node N. The
remaining four columns contain data associated with the odd numbered node N+1. In an alternate
embodiment illustrated in FIG. 1C, the odd numbered nodes are included explicitly. The routing
table illustrated in FIG. 1B is consistent with the type of main tree memory depicted in FIG. 1C
as well as that depicted in FIG. 1B.

Referring to FIG. 1B, the column heading LF refers to the left flag of the node N. IfLF
is set to 1, then a tree node exists that can be reached by branching to the left atnode N. IfLF is
set to 0, then no tree nodes can be reached by branching to the left at node N. LF is equal to 0 for
node 12, but LF is equal to 1 for node 8. The column RF refers to the right flag at node N that is
set to 1 to indicate the existence of nodes reachable by branching right at node N and is set to 0 to
indicate that no such nodes exist. For example, the right flag at node 12 is set to 1, but the right
flag at node 6 is set to zero. The column headings TP refer to tree pointers and are used to
indicate the immediate successors of a node N. If N has an immediate successor by branching to

the left, then that successor has the label TP. IfN has an immediate successor by branching to the
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right, then the successor has the label TP + 1. The column value Ad gives the address in the
routing table that contains the output port OP, the number of hops (Hops) needed to reach an
output port from OP, and a value of the output port Op, which is set to 100 — Hops — Sig/50. Sig
is the level of the node that points to the routing table. Ad is set to -1 for any node that does not

have associated output port information.

The leftmost column of the main tree memory contains the node label N. The next four
columns contain data pertaining to N. The remaining four columns describe data pertaining to the
node N+1. For example, data concerning node 13 is to be found in the last four columns of the
main tree memory on the node 12 row. Node 13 has no successors to the left, but does have
successors to the right. Therefore, LF is set to 0 and RF is set to one. The immediate successor to
the right is 15, for example TP+1 = 14 + 1 = 15. The last column of row 12 is a pointer to the
location of the output port in the routing table. The variable is set to 6. Row 6 of the routing
table, the row with Ad equal to 6, has OP equal to 2, Hops equal to 5, and Val equal to 100 —
Hops — (level of node 13)/50 = 95 - .06 = 94.94. Since the binary sequence defining node 13 on
the main tree is {1, 1, 1}, a message having an Internet Protocol address beginning with the
sequence {1, 1, 1} can reach the designated destination in 5 hops by exiting the router from output

port 2.

The following describes how a route packet causes data to be added to the routing table
and how the added data is pointed to by a tree node. Adding, deleting and updating data is a
straight forward process. For example, the process can add the information contained in a route
packet of the form (Seq, Sig, Opt, RV, Opc), where Seq = {0, 1,0, 1, 1, 0, b, ... , bmax-1}, Sig =
6, Opt=7, RV =Hops = 1, Val = 100 — Hops — Sig/50 =99 - .12 =98.88, and Opc = 1. The
information in the route packet indicates that a packet having an address beginning with the Sig
long sequence {0, 1,0, 1, 1, 0} can reach the designated destination in 1 hop from output port 7.
The setting of the operation code Opc to 1 indicates that information is to be added to the routing
table. Information is added into the routing table by tracing away from the tree root node using
the Internet Protocol address until address termination, then altering a flag, changing a pointer
value, and continuing. The process is illustrated in FIG. 2A by the addition of the nodes 29 and
30 in the main tree. The process begins at node 0. Since the first value of the binary sequence is
0, branching to the left is indicated. Atnode 0, LF is equal to 1 and TP equal to 2 indicating that
branching left from node 0 leads to node 2. The next value of the binary sequence is 1 indicating
branching to the right from node 2. Since the main tree memory entry for node 2 shows that RF is
equal to 1 and TP is equal to 4, the right branch from node 2 goes to node 5 (TP +1=4 + 1=15),
continuing in this manner until node 11 is reached. The four long binary sequence associated

with the level 4 node 11 is {0, 1, 0, 1}. The next step branches to the right to the level 5 node
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associated with {0, 1, 0, 1, 1}, but in Fig. 1B the RF value of node 11 is set to 0. Therefore, the
value is set to 1 as illustrated‘ir.l Fig. 2B. Also, anew TP is assigned to node 11. The new TP
value is obtained from a list of available pointer values (not shown). Assuming that the next
available even integer is 28, the TP value of 28 is assigned to node 11 so that branching to the
right from node 11 leads to node 29 (28+1). The integer 28 is removed from the list of available
even integers. In the next step, the integer 30 is assigned to the level 6 node associated with {0, 1,
0, 1, 1, 0} and a pointer into the routing table is assigned to node 30. The pointer is taken from a
list available integers to be used in the Ad field of the main tree memory and, consequently, in the
Ad field of the routing table. The list of available Ad integers is not shown. In the example, the
value of Ad is 12. Finally, the integer 12 is removed from the list of available Ad values and the
entries OP =7, Hops = 1 and Val =99 — 6/50 =99 - .12 = 98.88 are placed in the routing table at
address 12. Changes to FIG. 1B are illustrated in FIG. 2B.

An output port is looked up using the tree and the routing table. The method is illustrated
herein by finding the target output port corresponding to a message header containing the binary
sequence {1,1,0,1,0,1,1,0, b, ..., bymax-1}. Beginning at the top line of main tree memory
associated with node 0, RF is equal to 1 and TP is equal to 2, indicating that branching to the right
from node 0 leads to node 2+1. Therefore, the first step taken is along the edge (0, 3) to the level
1 node 3 associated with the one long binary sequence {1}. The main tree memory indicates that
the node 3 Ad value is 1. Therefore, 1 is the address of the output port information associated
with node 3 in the routing table. The contents of the routing table at address 1 is Opt =5, Hops =
6, and Val =94 - .02 =93.98. The data items Opt =5 and Val = 93.98 are stored on a clipboard at
memory location CB. At main tree memory location 3, RF is equal to 1 and TP is equal to 6.
Since the leading two bit binary sequence is {1, 1}, the next step is to move along edge (3, 7) to
node 7. Since node 7 Ad value is -1, contents of CB are unchanged. At main tree memory
location 7, LF is equal to 1 and TP is equal to 12. Since the leading three bit binary sequence is
{1, 1, 0}, the next step is to move along edge (7, 12) to node 12. The node 12 Ad value is 5 and
the (Opt, Val) contents at routing table address 5 is (3, 95.94). Since the current value of CB is
(5, 93.98) and since 93.98 < 95.94, the CB contents is updated to (3, 95.94). Node 12 has RF is
equal to 1 and TP is equal to 22, so the next move is along edge (12, 23) to the level 4 node 23
associated with the sequence {1, 1,0, 1}. The Ad value of node 23 is -1, so the CB value is not
updated. Consistent with the first five bits {1, 1, 0, 1, 0} of the Internet Protocol address, in
conjunction with LF equal to 1 and TP equal to 24 at node 23, the next move is to the level 5 node
with label 24. Since the node 24 Ad value is -1, the value of CB is not updated. The first six bits
{1, 1,0, 1,0, 1} of the Internet Protocol address indicate a branching to the right at node 24, but
the value of RF is 0 and thus that move is not allowed. The process terminates. The value of CB

indicates the proper output port and value pair (3, 95.94). Thus, the router sends the packet with
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Internet Protocol address of the form {1, 1,0, 1,0, 1, 1, 0, bs, ..., bs;} through output port 3 to a

downstream router with the downstream router at three hops from the packet’s final target,
The Level S Directory

The level S directory is a memory with 2° addresses. The level S directory entry at the S

long binary sequence Z address is written as:
LSE(Z) = {SF(Z), SBN(Z), SBE(Z), SO(Z), SV(Z)}.

The five fields of LSE(Z) are defined hereinbefore in the “Defining Parameters of the
Data Structure” section. In effective embodiments, S is small enough that the directory can be
filled quickly by the techniques described hereinbefore. In an embodiment with S is less than the
minimum value of Sig for all of the route packets and each S tree is in a separate bank, each level

S directory item is simply defined by:
ILSE(Z)={1,Z,0,-1, -1}.

A main purpose of the level S directory is to point to the location of the S-trees in the S-
banks.

The S-banks

Sub-trees with roots on level S are stored in the S-banks, which are denoted by {SBy, SB;,
..-s SBv.1}. As many as V processors can be used to create and load S-trees into the S banks, for
example in a parallel fashion with each processor loading a separate bank. The route packets are
placed in V separate sets. In a first embodiment, each tree is placed in a separate S-bank, so that
V=25 Inasecond embodiment, the number of S-banks is not equal to the number of S-trees and
multiple S-trees are placed in the same S-bank. In the first embodiment, memory is added to an
S-Bank as used while the S-Bank is being loaded so that two S-banks may differ in size.

The route packets, if any, that have a Sig value not exceeding S can be used to construct
the level S directory. The S-banks are loaded using route packets with Sig values greater than S.
In one embodiment, only route packets with S < Sig <K are used and a directory of level K is

built in exactly the same manner as the Low Bank directory of level S.

In one embodiment, all route packets have Sig values greater than S. The route packets
are placed in a collection of V mutually exclusive sets: {RP;, RP,, ... RPy.;}. The route packet P
is placed in set RPq provided that the first S bits of the binary address of Seq define the binary
representation of Q. The route packets in the set RPq are used to load S-bank SBy,.
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An S-tree can be constructed using information in a collection of route packets. Ina
small example illustrated in FIG. 3A, S is equal to 4, K is equal to 7 and V is equal to 2% or 16.
The S-banks are enumerated as {So, Si, ...S;s}. In the illustrative example, Q = 13, so all route
packets (Seq, Sig, Opt, RV, Opc) in RPq have the first four entries in Seq equal to {1, 1, 0, 1}
because 1101 is the binary representation of 13. Thus the root node 320 of the S-tree is defined
on level S by the sequence {1, 1,0, 1}. In an example, 12 route packets are contained in RPq

with the first three route packets being:

({1,1,0,1,0,0,0,1,..., bymax-1}, 8, Opt, RV, Opc),
({1,1,0,1,1,1,0,1,0,0,1,..., bymax-1}» 11, Opt, RV, Opc) and
({1,1,0,1,0,0, ..., bymax1}» 6, Opt, RV, Opc).

The operation control fields Opc indicate data is to be added to the tree. FIG. 3A
illustrates the tree after the first route packet has been used to create the first part of the tree. A
set of available numbers (not shown) are used to assign to nodes as the nodes are added to the S-
tree that is loaded into SBq. FIG. 3B shows the S-tree with root at node 0 in SBy; after the
information in the first three route packets has caused the tree to be altered. The third route
packet does not add nodes or edges to the tree but adds an asterisk 304 at node 4. FIG. 3C
illustrates the S-tree after additional route packets have been used to alter the S-tree. Node labels
are applied during placement on the tree subject to the conditions: 1) branching to the left uses an
even node label while branching to the right uses an odd node label; 2) two nodes with a common
predecessor use adjacent integers as labels. The extra node labeling conditions are illustrative of
one of a large class of labeling conditions. Removing the conditions does not substantially alter
the system and method. Labeling of nodes depends upon the order of route packets processing.

Removal of a node may, in some conditions, cause labels to be returned to the available list.
The K-banks and the Level K Directory

Sub-trees with roots on level K are stored in K-banks denoted by {KBy, KBy, ..., KBy.1}.
In the illustrative embodiment, an integer J exists such that U =2". The level K directory
addresses are the K long binary sequences. A level K data entry at address B = {bo, by, ..., bx.1}

has the form:
LKE(B) = {KF(B), KBN(B), KBE(B), KO(B), KV(B), KLB(B)}.

The KF(B) field is set to 1 to indicate that a main tree node A is on a level L, which is
greater than K, such that A is reached in the main tree by following a binary sequence of the form
{bo, by, ..., b1, by, ..., bL}. Accordingly, a K-tree at B = {by, by, ..., bx.1} has a K-tree root in
KBxan) at address KBE(B). KBE(B) is the label for the root of the K-tree in K-Bank KBksn)-
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Traversing the main tree along the bridge B results in placing the values {KO(B), KV(B)} on the
clipboard. KLB(B) as discussed in the section entitled Low Banks.

The K-trees, the level K directory, and the K-banks can be built from the S-trees in the S-
banks. Storage of S-trees in banks enables parallel construction and updating of both the level K
directory and the K-banks. The level K directory references the K-banks. In a first embodiment,

each input port contains a copy of the level K directory. In a second embodiment, a plurality of

“input ports shares a level K directory. In a third embodiment, only one level K directory is shared

by all of the input ports. In the second and third embodiments, a level K directory is divided into
multiple banks with the banks accessed using a switch of the type described in the listed related
patents and patent applications. In the second and third embodiments, a given level K directory
bank is associated with one or more K-banks. Each level K directory bank and associated K-
banks are conveniently placed in close proximity to the hardware that searches a K-tree pointed to
by KBN(B), KBE(B). The level K directory and the K-banks can be accessed in parallel. The
interconnect structure of listed related patents and patent applications No. 1 to 7 can be effectively
used to attain parallel lookup into multiple banks. Various embodiments can use a plurality of

level K directories.

The described techniques are completely general with respect to the parameters S, J, and
K. In one embodiment, parameters are conveniently setto S =4, J =8, and K = 24. In the small
illustrative example presented in FIG. 3A through FIG. 3E, S =4, ] is unspecified, and K = 7.

The K-banks are written as {KBy, KBy, ..., KBy.;}. In one embodiment, K-banks can
contain a plurality of K-trees. Associated with the K-bank is a routing table containing the
routing information pointed to by trees in the K-bank. Loading of the K-banks and associated
routing table is described. A program manages filling of the K-banks so that the K-banks hold
approximately the same amount of data. The 25 processors simultaneously fill the 2 banks. In

embodiments with J > S, only a portion of the K banks are filled at any time.

One algorithm for allotting K-trees to the K-banks uses an increasing sequence of control
numbers CNp, CNj, ..., CNy.; between 0 and 100 to define parameters for the process. A
processor begins filling an empty K-bank with K-trees until the K-bank is more than CN, % full
and then begins to fill a second K-bank. After all of the K-banks are at least CN, % full, the K-
banks receive additional trees until CN; % full and so forth until all of the K-trees are placed in K-
banks. The J-banks can be loaded with approximately the same amount of data. The process of

creating the level K directory and loading the K-banks can occur at the same time.
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The process can proceed in parallel with 2% processors working concurrently. The
process is accomplished by fraversing each of the 25 trees as illustrated in the model of FIG. 3D.
FIG. 3D depicts a method for retracing steps in the tree that uses a bit of added bookkeeping that
involves maintaining a running update of a backup sequence that allows moving toward the root
node of the tree. If V is node of the main tree on level L, then Vg, Vi, ..., Vi1 denote the bridge
to V and the backup sequence BU,, BUj, ..., BUy, is defined so that each member BU, of the
backup sequence contains three fields: 1) the label of node V,; 2) the defining binary sequence of
the node V,; and 3) contents of the clipboard at the node V,. BU, contains the label of the level S
root node, the contents of the clipboard at level S, and the S long binary sequence that defines the
S-tree root. When moving from node A on level N to node B on level N+1, BUy is loaded with
the label A, the binary sequence that defines A, and the contents of the clipboard at node A. The
sequence allows retracing the tree and also tracking of clipboard data and binary sequences. The
backup sequence is used in touring the tree. In another embodiment that uses more memory but

perhaps saves some time, the predecessor of a node N is stored in an additional field in TD(A).

In practical applications, the trees are generally larger than in the illustrative model. In
the model, an S-tree has a root on level 4 of the main tree and a K-tree has a root on level 7 of the
main tree, equivalent to level 3 of the S-tree. Four K-trees are illustrated in the model. Referring
to FIG. 3D, XT, conveniently denotes the K-tree with root node 302, KT, denotes the K-tree with
root node 318, KT; denotes the K-tree with root node at 330, and KT, denotes the K-tree with root
node at 332. In the illustrative example of FIG. 3E, KT, and KT, are stored in K-bank 380, which
is arbitrarily designated to be KBy, while KTs and KT, are stored in K-bank 382, arbitrarily
designated by KBx. One of the processors is assigned the task of loading the K-tree directory and
the K-banks associated with the S-tree illustrated in FIG. 3D. The method of touring the sub-tree
300, illustrated in FIG. 3D, follows the left-hand rule. S-tree 300 is denoted by Ts. The left-hand
rule is named because holding the left hand against the edge enables a complete tour of the tree.
The root 320 of the S-tree Ts is defined by an S long binary sequence of zeros and ones denoted
by {bo, by, ..., bs.}. The process of loading the portion of the level K directory at addresses with
leading address bits {bg, by, ..., bs.1} includes the steps of following the arrows. The tour begins
by branching to the left for three steps, using the contents of the memory at the nodes, to the level
K node 302. Because node 302 is on level K, when node 302 is reached in the tour, data is placed
in the K-tree directory at address {bo, by, ..., bs1, 0, 0, 0}. A data entry in the level K directory at
B has the form {KF(B), KBN(B), KBE(B), KO(B), KV(B), KLB(B)}. The data eniry at address B
= {by, by, ..., bg.1, 0, 0, 0} sets KF(B) to 1 because a K-tree is at the location, sets the K-bank
number KBN(B) to W to point to KBy, sets KBE(B) to 0 as the label for the root of the K-tree at
node 302, and sets [KO(B), KV(B)] to the present contents of CB. The clipboard is last examined
and possibly updated with the data associated with asterisk 304. KLB(B) is initialized to -1 when
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the level K directory is built. Therefore, the sub-tree directory entry at address {by, by, ..., bs.1, 0,
0,0} is [1, W, 0, KO(B), KV(B), -1].

Node 302 is the root node of KT}, the K-tree including edges and nodes that can be
reached by branching away from node 302. The sub-tree KT is stored in one of the K-banks.
When the traversal of the tree reaches node 302, one of the K-banks 380 is chosen to hold the data
stored in the sub-tree with root at 302. FIG. 3E illustrates two K-banks, a first K-bank 380 and a
second K-bank 382. Associated with K-bank 380 is a list of labels, for example integers,
available to be assigned to the nodes of the K-trees that are loaded into K-bank 380. No two
nodes on K-irees in the same K-bank are allowed to have the same label even if the nodes are on
different K-trees. A node number is chosen from the list to be the node number for node 302 that
identifies node 302 in the K-bank. In the illustrative example, node 302 can be the first node to
be placed in the bank and thus is assigned the label 0. Node 302 has the identifying label 6 with
respect to Ts as well as the identifying label 0 with respect to the K-tree with root at 302.
Therefore node 302, node 6 of an S-tree as illustrated in FIG. 3C, and node 0 of a K-tree
illustrated in FIG. 3E each identify the same node. The entry in S-bank memory corresponding
to node 302 is {1, 1, TP(6), Ad(6)} where the two leading ones indicate that the tree branches to
the left and to the right at node 302, TP(6) is the label of node 314 in the S-tree, and Ad(6) is -1
because no asterisk is at node 302. Since node 302 is reached by three left branches from the root
node of Ts, node 302 is identified with the K long sequence {by, by, ..., bs.1, 0, 0, 0}.

The method of loading the tree KT into the K-bank 380 is described assuming for
simplicity that no nodes have been placed in K-bank 380. Therefore, the node located at 302 is
designated by 0 in the K-tree. The K-tree with root at node 302 is traversed in the manner
indicated by the arrows in FIG. 3D. As the tree is toured, the nodes are visited in the order
illustrated in table 410 of FIG. 4A. In FIG. 4A, the node labels and associated binary sequences

relative to the KT, root node 302 are also listed.

The main tree binary sequence corresponding to node 314 is {bo, by, ..., bs.1, 0, 0, 0, 0}.
Relative to the K-tree KT, the node located at 302 is at level 0 and has the label 0. FIG. 3E
shows the K-tree KT labels. FIG. 4A shows the tree KT, labels with associated binary
sequences, associated nodes of KT, and the K-tree memory for KT;. The tour produces four
entries in the K-bank routing table. Entries are pointed to by the Ad field in the K-tree memory.
The Val field for a node N in the routing table is computed using the level of node N relative to
the entire tree with root node on level zero. For example, the first entry in the routing table
corresponds to node 312 of FIG. 3D. The node has label 9 on the S tree and label 3 on the K-tree
and is on level 8 of the main tree. A message with leading eight bits {bo, by, ..., bs.;, 0,0, 0, 1}
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can reach the target destination in 5 hops through output port 4. Given C; =100 and C, = 50, the
node has an associated Val = 100 — 5 — 8/50 = 94.84.

By continuing to retrace steps on the tour, the process moves from node 302 to 324.
Node 324 has no branch extending to the right. Therefore, no K-long binary sequences {by, by,
..., bs.1, 0,0, 1} are reachable in the tree. The K-tree directory enfry at sequence {bo, by, ..., bso1,
0,0,1}is (0,0, 0, Opt, Val, -1), where the first 0 indicates that no K-tree is at node {bq, by, ...,
bs.1, 0, 0, 1} and the (Opt, Val) pair are the contents of the clipboard at node 324. To retrace steps
in the tree, all of the node information including the contents of the clipboard is saved for each
node in the bridge from the S-tree root to the current node on the tour. The next entries into the
directory occur at address {by, by, ..., bs.1, 0, 1, 0} which correspond to the level K node 318 and
at address {bo, by, ..., bs.1, 0, 1, 1} with no corresponding level K node.

The tour continues to retrace steps toward the root 320 then away from the root to node
322. Since both LF and RF are zero at node 322 no level K nodes have associated binary
sequences begirming with {bo, by, ..., bs.1, 1, 0}. The directory entries at {b, by, ..., bs.1, 1, 0, 0}
and {b, by, ..., bs.1, 1, 0, 1} are both set to (0, 0, 0, Opt, Val) with Opt and Val being the contents
of CB at node 322. Node 322 points to a routing table entry so that the contents of CB at node
322 is either the routing table entry pointed to by node 322 or the contents of the clipboard at
node 320. In embodiments utilizing Low banks, the two directory entries are set to (0,0, 0, Opt,
Val, -1). Use of the final variable is described the discussion of Low Banks. Nodes on level K-1
with one flag set to 0 cause one entry in the sub-tree directory to be filled. Nodes on level K-1
with two flags set to O cause two entries in the sub-tree directory to be filled. Nodes on level K-n
with both flags set to zero cause 2" sub-tree directory entries to be filled with the same value. The
entries have the form (0, 0, 0, Opt, Val), where the (Opt, Val) pairs are the contents of CB at the
node with the two flags set to zero. Nodes on level K-n with only one flag set to zero cause 1/2)
« 2" = 2! jdentical entries in the sub-tree directory. The above example serves as an outline and
introduction to the formal definition of the algorithm for filling the level K directory by touring
the S-trees.

The algorithm for filling in the level K directory is defined using the functions Bin(X),
LBin(X), and RBin(X). For each S-tree node X of the main tree, Bin(X) denotes the binary
sequence associated with X. Bin(X) denotes the binary sequence in the main tree that defines X.
For the node X on level L, Bin(X) has the form:

Bin(X) = {bo(X), b:1(X), ..., bLa(X)}.
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For each S-tree node X on level L with L < K, LBin(X) denotes all K long binary

sequences beginning with the binary sequence {bo(X), by(X), ..., bL.1(X), 0}. That is to say,
LBin(X) denotes the set including all of the K long binary sequences of the form {bo(X), bi(X),
cees LX), 0, briy, brag, ..o, bra ). Similarly, RBin(X) denotes the set including the K long binary
sequences of the form {by(X), bi(X), ..., bL1(X), 1, br, braz, -, bk}

Accordingly, for X on level Lwith L <K
LBin(X) = All {by(X), b1(X), ..., br-1(X), 0, brs1, brsa, ..., bra}.
RBin(X) = All {by(X), b1(X), ..., br-1(X), 1,brs1, brsa, -.., bt}

The algorithm for filling in the level K directory involves touring the S-tree using the left-

hand rule. At each node Y of the tour, some information is kept in temporary storage including
the nodes of the bridge from the root of the S-tree to Y and, for each node Z of the bridge, Clip(Z)
=[CO(Z), CV(Z)] and the defining binary sequence of Z.

During the tour:

When moving from a node Y on level L-1 to a node X on level L with L <K and LF(X) =
0 and RF(X) = 1, {0, 0, 0, CO(X), CV(X), -1} is written to all of the level K directory
locations with addresses in LBin(X).

When moving from a node Y on level L-1 to a node X on level L with L <K and LF(X) =
RF(X) =0, {0, 0, 0, CO(X), CV(X), -1} is written to all of the level K directory locations
with addresses in LBin(X) and also to all of the level K directory locations with addresses
in RBin(X).

When moving from a node Y on level L+1 to a node X on level L with L <K and RF(X)
=0and LF(X) =1, {0, 0, 0, CO(X), CV(X), -1} is written to all of the level K directory
locations with addresses in RBin(X).

When moving from a node Y on level K-1 to a node X on level K and both LF(X) and
RF(X) equal 0, the value {0, 0, 0, CO(X), CV(X), -1} is written to the level K directory
location with address Bin(X).

When moving from a node Y on level K-1 to a node X on level K and at least one of
LF(X) and RF(X) equals 1, the value {1, KBN(X), KBE(X), CO(X), CV(X)} with
KBN(X) an available K-bank number and KBE(X) and available node label in KBxanex)
is written to the level K directory location with address Bin(X).

Applying the algorithm to an S-tree with the binary sequence {by, by, ..., bs.1} defining

the root, all level K directory locations with addresses beginning {bo, by, ..., bs.i} are filled. Asa

consequence of using the tour process, the level K directory entries are generated sequentially

-33 -



WO 2005/124577 PCT/US2005/020701

10

15

20

25

30

such that if an entry X is generated before an entry Y, then the address of X is less than the
address of Y. The level K directory is filled sequentially beginning at {b, by, ..., bs.1, 0,0, ..., 0}
on level K and proceeding to {by, by, ..., bs.1; 1, 1, ..., 1} on level K. To build the entire level K
directory, the algorithm is applied to all S-trees. An S-tree with the binary sequence {bo, by, ...,
bs.;} defining a root determines only those members of the level K directory having addresses
beginning with {b, by, ..., bs.1}. Therefore, if the level K is divided into 23 banks that can be
accessed independently, then the level K directory can be built in parallel using up to 28

Processors.

In FIG. 3C, four sub-trees (K-trees) have roots on level K. The roots are located at nodes
6,24, 12 and 13. FIG. 3E illustrates two K-banks. Each of the two K-banks holds two K-trees.
The labels W and X are used to set K-bank 380 to KBy and to set K-bank 382 to KBx. Node 302
on level K has label 6 in FIG. 3C and is associated with the K-long binary sequence (bo, by, ...,
bs.1, 0, 0, 0). Contents of the level K directory at address (bo, by, -, bs1,0,0,0)is {1, W, 0,
CO(6), CV(6)}, where the leading 1 is a flag indicating the presence of a K-tree. The second
entry W indicates the K-bank number holding the K-tree with root at 302. The third entry of 0
indicates the location of the K-tree within that bank and CO(6) and CV(6) are the contents of the
clipboard at node 4 of FIG. 3C. Node 4 is the last possible opportunity for the value of the
clipboard to be updated. Contents of the directory at address (b, by, .-, bg1,0,1,0)is {1, W, 8,
CO(24), CV(24)}, where the third entry of 8 indicates the node label of the node 318 in KBw and
the CO(24) and CV(24) values are the contents of the clipboard at node 320. Content of the
clipboard at node 320 can be (-1, -1). Node 318 has label 24 in the S-tree and label 8 in the K-
tree.

FIG. 4B shows the S-tree memory holding the S-tree with root node 320 illustrated in
FIG. 3C. FIG. 4A shows the K-tree memory holding the K-tree with root node 302 illustrated in
bank 380 of FIG. 3E. Routing tables of FIG. 4A and FIG. 4B illustrate the translation of
pointers from the S-tree memory to the K-tree memory. Node 22 of FIG. 3C is an example of the
pointer structures. The S-tree memory of FIG. 4B indicates that node 22 points to line 7 in the
routing table associated with the S-tree. Line 7 associates an (Opt, Val) pair (0, 95.82) with node
22. Node 4 of the K-tree has a root at 302. Node 4 of the K-tree is node 22 of the S-tree. In the
K-tree memory illustrated in FIG. 4A, node 4 points to line 2 in the K-tree routing table, which
associates the same (Opt, Val) pair (0, 95.82) with node 4.

An Algorithm for a Left-Hand-Rule Tour of a Sub-tree

In the last section, FIG. 3D illustrated an example of a left hand tour of the main tree.

The present section presents a general method for performing a tour of a sub-tree using the left-
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hand rule. X is the root node of the sub-tree ST. X is on level L of the main tree is not an end
node of the sub-tree, for example a terminal node of the main tree. The illustrative procedure
identifies the sequence SQ = (1, 1, ..., ng) of nodes visited during a left-hand-rule tour of ST.
The first term of SQ is X and the last term of SQ is also X so that ng = ng = X. The steps for
identifying other nodes in SQ include:

1. Examining LF(no) and RF(n,). If both fields are set to 0, then X is an end node and the
tour is complete.

2. IfLF(no) =1, then n; = TP(ny) with n; on level L + 1.

3. If LE(ne) = 0, but RF(ny) = 1, then the level L + 1 node n; = TP(no)+1.

4. Defining nr.; by induction based on ny and nr including consideration of six cases:

A. If the level of nyr., is less than the level of ny and nr is an end
node, LF(nr) and RF(ng) are both set to zero, then nr4; is equal to nr.i, with nry
on a level one less than the level of nr and an edge exists between nr+; and nr.

B. The level of nr; is less than the level of n and nr is not an end node, for example
at least one of LF(nr) and RF(ny) is not zero. If LF(nr) is equal to 1, then nr+ is
equal to TP(ny). If LF(nr) is equal to 0, then RF(ny) is equal to 1 and n is equal
to TP(nr)+1.

C. If the level of nr., is greater than the level of nr and RF(nr) is equal to 1, then ny
is equal to TP(nr) + 1.

D. If the level of nr., is greater than the level of ny, RF(nr) is equal to 0, and nris not
equal to X, then nr.; is the node on the level one less than the level of ny such that
an edge of the tree exists between nr and nrs.

E. If the level of n., is greater than the level of ny, RF(nr) is equal to 0, and nris
equal to X, then the tour is complete and nr is equal to ng and equal to X.

F. If the level of nr. is greater than the level of ny, RF(nr) is equal to 1, nr is equal
to X and nr, is equal to TP(X) + 1 then the tour is complete and ny is equal to ng
and equal to X.

Examples of Updating the Level K Directory and the K-trees.

Arrival of a route packet results in the updating of the routing table and may also alter the
level K directory. Route packet arrival may initiate a partial tour of a tree with the partial tour
potentially changing the level K directory in the manner of the complete tour to build the level K
directory. Route packets are first used to add or subtract information in the routing tables and to
modify the data structures pointing to the routing tables. Then the route packets are used to
update the level K directory. Finally, data may cause the sending of a packet to one or more Low
Bank processors, which may update data in the Low Banks. Updating of the level K directory
may be accomplished by making a partial tour of the tree. The partial tour visits those tree nodes
which: 1) are affected by the route packet information; 2) may affect the contents of the level K
directory or 3) may affect the Low Banks. The partial tour may change some of the level K
directory entries in the manner a tour building the K-tree directory changes the entries. Some
examples describe the partial tour updating procedure. In an illustrative embodiment, if a routing
table entry is written {(Opt;, Val,), (Optz, Valy), ..., (Optx, Valx)}, then Val, > Val, forall 1 <n <
X.
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The database modification can result from arrival of a route packet with Opc equal to 1
and the addition of data. In a first case; the route packet points to an existing node W and the
route packet (Opt, Val) pair has Val < Val, of the routing table entry pointed to by node W. (Opt,
Val) is inserted into the list of (Opt, Val) pairs pointed to by W, but after (Opt,, Val;), so that the
list now contains X+1 items, but the directory is not changed. In a second case, the added (Opt,
Val) pair is at a node W that does not point to the routing table. Node W may be an existing node
or may be defined during the process. A pointer is placed at node W pointing to the new routing
table entry {(Opt,, Val;)}, with (Opt,, Val;) = (Opt, Val). In a third case, the node W specified by
the route packet points to a routing table entry of the form {(Opt;, Valy), (Opt;, Vaby), ..., (Optx,
Valy)}, with the new entry Val > Val,. The new (Opt, Val) pair is added to the routing table so
that the routing table has X+1 entries for node W and routing table entries are rearranged so that
(Opty, Valy) is set to the arriving (Opt, Val) pair.

Referring to the small five node S-tree illustrated in the upper half of FIG. 5, the pair (5,
6) at node 0 is routing table data indicating that the message packet with leading bits of (bo, by, ...,
bs.1) can reach target in 6 hops by exiting through output port 5. Thus for node 0, the (Opt, Val)
pair is (5, 94 — S/C,). The integer pairs (3, 3) and (7, 2) also give (Opt, Hops) information
associated with nodes 4 and 6 respectively. The tour that loads the level K directory proceeds
from node 0 to node 2 and then to node 4. At node 4, all level K directory addresses with leading
bits (bo, by, ..., bs.1, 0, 0) are filled with (Opt, Val) fields set to (3, 97 — (S+2)/C,), clipboard
contents at node 4. The tour continues to node 2 where the four level K directory addresses (A, B,
C, D), each having S + 2 level leading bits (bo, by, ..., bs.1, 0, 1), are filled with (Opt, Val) fields
set to (5, 94 — S/Cy), clipboard contents at node 2.

Referring again to the upper half of FIG. 5, a first route packet arrives with Seq = (b, by,
s bg1, 0, 1,0, ..., byma), Sig = S + 3, (Opt, Hops) = (4, 6) so that (Opt, Val) = (4, 94 —
(S+3)/C,), and Opc is equal to 1 indicating that the route packet adds data to the tree. The packet
adds node 5 and node 8 to the tree as illustrated in lower half of FIG. 5, and the (Opt, Val) at
node 8 is (4, 94 — (S+3)/C,). The level K directory entries A and B have (Opt, Val) fields filled
with (5, 94 — S/C,), clipboard contents at node 8, while the directory entries at C and D also have
(Opt, Val) fields filled with (5, 94 — S/C,), clipboard contents at node 5. Therefore, the first route
packet addition to the data structure does not affect the level K directory. A route packet with
Opc equal to 1 adds a terminal node to the tree at a level L <K, but does not alter the level K
directory. A message with and IP address of the form (b, by, ..., bs.1, 0, 1, 0, ..., brmax) can reach
destination in 6 hops by exiting either output port 5 or output port 4. In the example, output port 5
is chosen over output port 4 because the level S Val for 6 hops (94 — S/C,) is greater than the level
S+3 Val for 6 hops (94 — (S+3)/C,). The Sig/C, term in the equation for Val ensures that route
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packets at different levels do not produce the same quantity for Val, simplifying updating of the
Low Banks.

Referring again to the lower half of FIG. 5, a second route packet arrives with Seq equal
to (bo, by, ..., bs.1, 0, 1, 0, ..., bumax), Sig equal to S + 3, (Opt, Hops) equal to (4, 2) so that (Opt,
Val) is equal to (4, 98 — (S+3)/C,), and Opc equal to 1, indicating that the route packet adds data
to the tree. The packet does not add any new nodes to the tree but does change the value of the
clipboard at node 8 from (5, 94 — S/C;) to (4, 98 — (S+3)/C,). The level K directory entries A and
B have (Opt, Val) fields changed from (5, 94 — S/C), clipboard contents at nodes 0, 2 and 5, to (4,
98 — (S+3)/C,), clipboard contents at node 8. Level K directory entries at C and D have (Opt,
Val) fields that remain filled with (5, 94 — S/C;), clipboard contents at nodes 0, 2 and 5. Addition
of the second route packet to the data structure affects the level K directory. A route packet with
Opc equal to 1 changes the routing table entry at a terminal node of the tree at a level L <K,
altering the level K directory.

In another example of level K directory modification, a route packet RP arriving at a non-
terminal node on a level less than K adds to the routing table. Proper level K directory updating
uses a partial tour of the associated S-tree. Nodes visited include nodes with clipboard values that
are altered by the addition. Atnode X on the sub-tree having a root defined by Seq and Sig of
RP, Clipy(X) equal to [COy(X), CVy(X)] is the value of the Clip function at X prior to making the
change specified by the route packet RP and Clip(X) equal to [CO(X), CV(X)] is the value of the
Clip function at X after making the change specified by the route packet RP. The partiai tour
visits nodes X where Clipo(X) is not equal to Clip(X).

FIG. 4B illustrates S-tree memory and the associated routing table corresponding to the
S-tree illustrated in FIG. 3C. For ease of exposition, S is equal to 4, C, is equal to 100, and C, is
equal to 50. The S-tree directory at address (b, by, .., bs.1) has an (Opt, Val) = (0, 89.94), and
thus came from a routing table entry at level three. A first route packet RP equal to (Seq, Sig,
Opt, RV, Opc) arrives at the router with Seq equal to (by, by, ..., bs.1, 0, b1, ., Bumax), With Sig =
S+1, Opt="7,RV =Hops =8, and Opc = 1. Thus, Val =100 — Hops — Sig/50 = 91.9. (Seq, Sig)
pair indicates node 2 in the S-tree of FIG. 3C. FIG. 3F illustrates system updating, using backup
sequence updating, based on the route packet and the resulting clipboard values illustrated in

Table 1. The process includes:

1. Proceeding to the S-tree root node 320 (node 0) and referring to the level S directory to
set Clipo(0) equal to (0, 89.94).

2. Moving from node 0 to node 2. The route packet adds an entry at node 2. Thus, in the S-

tree memory the Ad value of node 2 changes from -1 to 13. In the routing table at address
13, (Op*, Val*) is set to (7, 91.9). Since 89.94 <91.9, the addition sets Clip(2) equal to
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(7, 91.9) and also places an asterisk, not shown, at node 2. Since node 2 does not point to
the routing table prior to the processing of the route packet, Clipo(2) and Clipy(0) are set
equal to (0, 89.94).

Because LF(2) = 1 and Clipy(2) # Clip(2), moving from node 2 to node 4. Since node 4

points to the routing table entry (Opt*, Val*) = (5, 93.88) and since 93.88 is greater than

both Valy(2) and Val(2), both Clip(4) and Clip(4) are updated to (5,93.88). Since
Clipo(4) = Clip(4) and since (by, by, ..., bs.1, 0, 0) is the defining sequence for node 4, no
level K directory entry with leading address bits (bo, by, ..., bs.1, 0, 0) is altered.

Since Clipy(4) = Clip(4), moving from node 4 back to node 2.

Since Clipo(2) # Clip(2), and since RF(2) = 1, moving from node 2 to node 5. Since node
5 does not point to the routing table, setting Clipo(5) = Clips(2) = (0, 89.94) and set
Clip(5) = Clip(2) = (7, 91.9).

Since Clip(5) # Clip(5), move from node 5 to node 24. Since node 24 does not point to
the routing table, setting Clipy(24) = Clipo(5) = (0, 89.94) and setting Clip(24) = Clip(5) =
(7,91.9). Node 24 is on level K. The binary address Z of node 24 is (bg, by, ..., bs1, 0, 1,
0). Since Clipo(Z) = Clipo(24) # Clip(Z) = Clip(24), LKE(Z) is modified by changing
(KO(Z), KV(Z)] from Clipy(Z) to Clip(Z), so that (KO(Z), KV(Z)] changes from (0,
89.94) to (7, 91.9). When one or both of the LKE(Z) fields KO(Z) or KV(Z) is altered, as
in the present case, and in addition 1) the KF(Z) is equal to 1, indicating a K-tree with
root at Z, and 2) KLB(Z) > 0, indicating a Low Bank entry based on the K-tree with root
at Z, then an update-low-bank packet ULB is sent to the appropriate Low Bank processor
or processors. If one or more of the conditions 1) and 2) is not satisfied, then no ULB
packet is sent.

Since nodes on a level greater than K cannot affect the level K directory, the tour ends
movement away from the root node and moves back toward the route node by
progressing from node 24 to node 5. Since the Tree Memory data item TD(5) field RF(5)
is zero, and since Clip(5) is not equal to Clip(5), all of the level K directory items Z in
RBin(5) have a KO(Z) field set to CO(5) and a KV(Z) field set to CV(5). No K-trees are
at any of these locations so the updating of the local part of the level K directory does not
cause sending of an update-low-bank packet.

Continue using the left-hand rule to move from node 5 to node 2.

Since node 2 is associated with the route packet, and since a left-hand rule tour of the sub-
tree with root at node 2 cannot continue, the tour terminates.

Table 1
Node Clipo Clip
0 (0, 89.94) -
2 (0, 89.94) (7,91.90)
4 (5, 93.88) (5,93.88)
2 (0, 89.94) (7,91.90)
5 (0, 89.94) (7,91.90)
24 (0, 89.94) (7,91.90)
5 (0, 89.94) (7,91.90)
2 (0, 89.94) (7,91.90)
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In the above case, a route packet with Opc = 1 adds information to a non-terminal node of

the tree at a level L <K, resulting in level K directory alteration.

After processing the first route packet, a second route packet arrives with Seq = (b0, b1,
...,bS-1, 0, bs+1, ..., bNmax), with Sig = S+1, Opt =2, RV = Hops = 4 and Opc=1. Thus Val =
100 — Hops — Sig/50 =95.9. The clipboard values for the nodes visited during the tour are shown
in Table 2. Since Clip0(4) = (5, 93.88) # Clip(4) = (2, 95.9), the tour extends past node 4 to node
6 as illustrated in FIG. 3G. The level K directory entry at address Z1 = (b0, b1, ..., bS-1,0, 0,
0), for example node 6, is updated by changing KO(Z1) from 5 to 2 and KV(Z1) from 93.88 to
95.9. In general, when a route packet arrives, the tree memory and routing tables are updated and
a tour of the affected part of the tree updates the level K directory in exactly the same way as the
original filling of the level K directory. If KLB(Z) # -1, a ULB packet is sent to the Low Bank
processor. Leaving node 6, the tour then moves back to node 4, at which point the level K
directory entry at address Z2 = (b0, bl, ..., bS-1, 0, 0, 1) is modified by setting KO(Z2)to 2 and
KV(Z2) t0 95.9. Since KF(Z2) =0, no ULB packet is sent. The tour continues as before, visiting
node 2, node 5 and node 24, where the level K directory at (b0, b1, ...,bS-1,0, 1, 0) is modified.
Then moving to node 5, the level K directory at (b0, b1, ...,bS-1,0, 1, 1) is modified. Finally,
the tour terminates back at node 2. Arrival of each of the two route packets causes addition to the

routing table entry pointed to by node 2; however, each packet causes a different tour to occur.

Table 2
Node Clip, Clip
0 (0, 89.94) -
2 (7,91.90) (2,95.90)
4 (5, 93.88) (2,95.90)
6 (5, 93.88) (2,95.90)
4 (5,93.88) (2,95.90)
2 (7,91.90) (2,95.90)
5 (7,91.90) (2,95.90)
24 (7,91.90) (2, 95.90)
5 (7,91.90) (2,95.90)
2 (7,91.90) (2,95.90)

In summary, for an addition or a deletion at level N <K, the tour visit all nodes where

Clip, is not equal to Clip. In case of an addition, CV > CV,, in case of a deletion, CV < CV,.

Arrival of a route packet can cause a deletion of data from a routing table entry pointed to
by a non-terminal node P. If the node P points to a data item of the form {(Opt, Valy), (Opt,,
Valb), ..., (Optx, Valy) } and the route packet deletes (Opt,, Val,) withn >1, then the tour is
complete and no updating of the level K-directory or of any K-tree occurs. If the route packet

deletes (Opt;, Val,) and causes a change in Clip(P), then the change may cause updating of the
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level K dire’étdfy. For example, route packet (Seq, Sig, Opt, RV, Opc) can have Seq = (bo, by, ...,
bs.1, 0, 0, besa, ... Bamax-1), Sig = S+2 = 6, Opt =4, RV = Hops = 6, Opc = 0. Assuming only one
entry (Opty, Val,) in the row of the routing table pointed to by node 4, the entry and the pointer at

node 4 to the routing table are eliminated. The partial tour includes:

1.
2.
3.

Moving from node 4 to node 6 and updating the level K directory.
Moving from node 6 back to node 4 and updating the level K directory.
Completing the tour.

In a final example, a route packet arrives with Seq = (bo, by, ..., bs1,0, 1,0, 1, bsiday +ees

brmax- 1), Sig =S +4, Opt =5, Hops = 4, and Opc = 0, the code for deleting data from the tree. S
is equal to 4. C, is equal to 100. C; is equal to 50. Thus, Val = 100 - Hops — Sig/C, = 95.84. The

action based on the arrival of the route packet causes a partial tour of the S-tree as shown in FIG.

3H and a possible pruning of the tree, resulting in the S-tree shown in FIG. 31. In case the route
table row pointed to by node 27 has the form {(Opt;, Val,), (Opty, Valy), ..., (Optx, Valx)} with X
> 1 and (Opt, Val) not equal to (Opt;, Val;), then the S-tree memory and routing table are

changed, but no change to the level K directory or to the Low Banks occurs. If X is equal to 1,

the tree is pruned according to the following steps:

Proceed to the S-tree root node 320 (node 0). Refer to the S-tree directory to set Clipo(0)
=(0, 89.94).

Move from node 0 to node 2. Since node 2 does not point to the routing table, set
Clipe(2) = Clipo(0) = 89.94.

Move from node 2 to node 5. Since node 5 does not point to the routing table, set
Clipo(5) = Clipo(2) = 89.94.

Move from node 5 to node 24. Since node 24 does not point to the routing table, set
Clipo(24) = Clipy(5) = 89.94.

Move from node 24 to node 27. If the routing table row pointed to by node 27 contains
(Opt, Val) pairs other than (5, 95.84), choose the most desirable such pair on that row and
set it to (Opt*, Val*) and delete the pair (5, 95.84) as specified by the route packet. If, as
illustrated in FIG. 4B, (5, 95.84) is the only (Opt, Val) pair, then reset the S-tree memory
for node 27 to (0, 0, 0, -1) and return the pointer value 8 to the available pointer list for
routing table entries. Each terminal node in the tree points to the routing table. Removal
of a terminal node’s pointer to the routing table forces the removal of the node from tree.
Thus, by setting S-tree memory data for node 27 to (0, 0, 0, -1), node 27 is eliminated
from tree. Since the backup sequence indicates that node 27 was a right branch from
node 24, the RF flag for S-tree memory node 24 is changed to 0.

Use the backup sequence to return to node 24. Because LF(24) = RF(24) = 0, change
TP(24) from 26 to 0, which results in the S-tree memory for node 24 being set to (0, 0, 0,
-1), deletion of node 24, and returning node label 26 to the available node storage area.
Since node 24 is a left branch from node 5, LF(5) is set to 0.
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7. Use the backup sequencé to return to node 5. Because LF(5) =RF(5) =0, change TP(5)
from 24 to 0, resulting in the S-tree memory for node 5 being set to (0,0, 0, -1), deletion
of node 5, and returning node label 24 to the available node storage area. Since node 5 is
a right branch from node 2, RF(2) is set to 0.

8. Use the backup sequence to return to node 2. While RF(2) has been reset to 0,LFQ2)
remains 1, and thus node 2 is not deleted. For Z denoting the level K directory address of
node 24, since node 27 is on a Jevel L > K+1, deletion does not affect the level K
directory entries KO(Z) and KV(Z). However, because no K-tree now has a root node the
directory location, KF(Z) is updated from 1 to 0 and KBN(Z) and KBE(Z) are changed to
-1. IfKLB(Z) # -1, then LBP is set to KLB(Z), and ULB packet [0, LBP, RP] is sent to
the Low Bank processor, or processors, and then reset KLB(Z) to -1.

The previous example of a route packet with Opc equal to 0 results in deletion of multiple

nodes and edges.

The process of backing up in the above algorithm continues until a non-terminal node is
reached, as in the above case, or until a node with a pointer to the routing table is encountered. In
FIG. 1A, if only one (Opt, Val) pair is in the routing table for node 26, deletion of the (Opt, Val)
pair at node 26 deletes nodes 24 and 23, but does not delete node 12 because node 12 has a

pointer to the routing table.

A route packet that causes a deletion at a non-terminal node can change the level K
directory and the Low Bank memories, but cannot add or delete nodes or edges. As illustrated in
FIG. 3C in conjunction with FIG. 4B, for example, removing the routing table pointer from the
node 4 entry in the S-tree causes a tour that changes the level K directory entry at address Z = (by,
bl ..., bs, 0,0, 1) so that [KO(Z), KV(Z)] is changed from (5, 93.88) to the clipboard contents at

the root node.
An Algorithm for a Left-Hand-Rule Partial Tour of a Sub-tree

FIG. 3D illustrates an example of touring a sub tree to load the level K directory. FIG.
3F, depicting examples of restricted sub-tree partial tours to update the level K directory, shows
end nodes 4 and 24 as terminal nodes of the sub-tree but not terminal nodes of the main tree. An
end node is defined as a terminal node. In a general method for performing a restricted tour, the
end node is redefined to limit the tour scope. For the present tour, a node nr is an end node so
long as at least one of the following three conditions is satisfied: 1) nris a terminal node of the

main tree (LF(nr) and RF(ny) are both set to zero); 2) nr is on level K; or 3) Clip(nr) = Clipo(nr)-

An example shows a method for performing a sub-tree partial tour using the left-hand-
rule. The algorithm for the sub-tree partial tour can be identical to the algorithm for the entire

tour except a different meaning can be ascribed for “end” node. If X is the root node of the sub-
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tree ST, node X is'on level L of the main tree is not an end node of the sub-tree. To identify the
sequence SQ = (ng, 1y, ..., ng) of nodes visited during a left-hand-rule tour of ST, the first term
and last term of SQ is X so that ny = ng = X, and the steps used to identify the other nodes in SQ

are:

1. Begin by examining LF(n,) and RF(n;). If both fields are set to 0, then X is an end
node and the tour is complete.

2. IfLF(ng) =1, then n; = TP(ny) with n; on level L + 1.
3. IfLF(np) =0, but RF(n,) = 1, then level L+1 node n; = TP(n,) +1.
4, An inductive step of defining ny. based on ny and nr.; considers six cases:

A. If the level of ny.; is less than the level of nr, ny is an end node, and LF(nr) and
RF(nr) are both set to zero, then nr; = nr.; so that nry is on a level one less
than the level of ny and an edge is between nr.; and nr.

B. Ifthe level of ng., is less than the level of nr, nr is not an end node so that at
least one of LF(nr) and RF(ny) is not zero), and LF(nr) = 1, then nr.. =
TP(I’IT). If LF(I’IT) = O, then RF(IIT) =1and N~ TP(HT) +1.

C. Ifthe level of nr.; is greater than the level of nr and RF(nr) = 1, then npy, =
TP(nT) +1.

D. Ifthe level of ny.; is greater than the level of nr, RF(nr) = 0, and nr# X, then
nqy is the node on the level one less than the level of nr such that an edge of
the tree is between ny and nry.

E. Ifthe level of nyq is greater than the level of nr, RF(nr) =0, and nr= X, then
the tour is complete and ny=ng =X,

F. Ifthe level of nr, is greater than the level of nr, RF(nr) = 1, ny= X and nr., =
TP(X) + 1, then the tour is complete and ny =ng =X.

Algorithm for Updating the Level K Directory and the K-trees

Examples in the previous section illustrating the method of updating the data structures
based on the arrival of a route packet are extended to a general algorithm description. As in the
examples, the updating begins with arrival of a route packet and involves touring the tree portion
that may cause an updating of the level K directory or of a K-tree or both and, as a consequence,

may also update the low banks. Low bank updating is covered in a separate section.

A first tour of the entire S-tree made prior to the arrival of the route packet produces a set
of values for the clipboard function Clip. The function Clip, is defined to be identical to the
function Clip that would be produced during the tour prior to the arrival of the route packet. The
notation for Clip, at node t is Clipy(t) = [COo(t), CVi(t)]. Route packet arrival causes a routing
table entry change at a location pointed to by a node X, specified by the Seq/Sig pair in the route
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packet. Aftér the change in the Touting table entry, a second tour of the tree produces the Clip
function to reflect the current status of the tree. At each node t, Clip(t) = [CO(t), CV(t)]. By the
end of the second tour, the two clipboard functions Clipe(t) and Clip(t) are defined. The algorithm
can update the directories by making a partial tour of the S-tree, visiting nodes t where Clip(t) #
Clipo(t), for example either CO(t) # COo(t) or CV(t) # CV(t) or both. The partial tour can be
made without computing or storing all the values of the functions Clip, and Clip. Functions
Clipo(X) and Clip(X) can be defined with respect to a route packet RP. IfY is the node defined
by Seq and Sig of RP, X is a node on the bridge to Y, and X is on a level less than Sig, then
Clipe(X) = [COy(X), CVo(X)] is the value on the clipboard at X. If X is a node on the sub-tree
with root node Y, then Clipe(X) = [COo(X), CV(X)] is the value on the clipboard at X before
pfocessing RP, and Clip(X) = [CO(X), CV(X)] is the value on the clipboard at X after processing
RP. Only Clipy(Q) and Clip(Q) are stored for the nodes Q in the bridge from the root to the node
presently visited in the partial tour.

The updating process is triggered by arrival of a route packet RP of the form (Seq, Sig,
Opt, RV, Opc). First, an appropriate Val from RV is derived. IfRV is the number of hops to the
destination, then one appropriate definition previously used is Val = [C; — RV — (Sig/C;)]. B=
{bo, by, ..., Bsig1} denotes the binary sequence defined by Seq and Sig. Node X is denoted by the
main tree node that is defined by the sequence B. In a main tree partial tour, if node X is ona
level L and L is less than S, then partial tours may be in a plurality of S-trees and include the root
node of each partially toured S-tree. If Xis on alevel L and S <L <K, then the tour begins on
level S. In an illustrative embodiment, the tour begins at the root of the main tree and travels
along a bridge sequence Vj, V1, ..., Vi to X, with V, being the main tree root and Vp being X. In
a more efficient embodiment discussed hereinafter, the tour can begin on a level different from 0.
A backup sequence BU,, BU, ... is maintained throughout. Tree traversing to node X may cause
several nodes, including X, to be added to the tree. When the tour from the root reaches node X,
whether node X is a terminal node, for example LF(X) = RF(X) =0, is noted. Three cases are
examined: 1) node X is a non-terminal node; 2) data is added and node X is a terminal node; and

3) data is deleted and node X is a terminal node.

Case 1: When adding or deleting data at a non-terminal node X, the tour first proceeds
from the root node to node X. The routing table is then updated. For data addition to the routing
table, a pointer from X to the routing table is added if the pointer is previously undefined. For
data deletion from the routing table, if the only data item pointed to by X is deleted, then the
pointer from X to the routing table is removed. If the level L of node X is K or greater, then the
tour terminates and the K-banks are not updated. However, Low Banks are updated in some

conditions. To determine if an update-low-bank packet is sent, Vk is set to the level K node on
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the bridge to X'and Z is set to Bin(Vy). If Clip(X) # Clips(X) and KLB(Z) > 0, then an update-
low-bank packet is sent. If one or both conditions are not satisfied, then no update-low-bank
packet is sent. If L <K, then in some conditions, the tour continues. If Clip(X) = Clipy(X), then
the tour terminates at X. If Clip(X) # Clipy(X), then a partial left-hand-tour of the sub-tree with
root at X is made, with Step 3 conditions on nr changed so that at least one of the following

conditions is satisfied: 1) nr is a terminal node; 2) nr is on level K; or 3) Clip(nr) = Clipo(nr)-

When X is not a terminal node, the algorithm for updating of the level K directory and the
K-trees while taking the partial tour is depicted using definitions for LBin(V) and RBin(V):

For Von level L with L <K
LBln(V) =All {b()(V), bl(V), . bL-l(V)’ 0, bL‘Hs b]_+2, vesy bK-l} and
RBm(V) = All {bO(V), bl(V), eny bL-l(V): 1’bL+1, bL+2’ very bK-l} .

When adding or deleting data at a non-terminal node, changes are made during the partial

tour including:

«  When moving from a node U on level L-1 to a node V on level L with L <K, LF(V) =0
and RF(V) =1, {0, -1, -1, CO(V), CV(V), -1} is written to all level K directory locations
with addresses in LBin(V).

«  When moving from a node U on level L-1 to anode V on level L with L <K and LF(V) =
RF(V) =0, {0, -1, -1, CO(V), CV(V), -1} is written to all level K directory locations with
addresses in LBin(V) and RBin(V).

«  When moving from a node U on level L+1 to a node V on level L with L <K, RF(V) =0
and LF(V) =1, {0, -1, -1, CO(V), CV(V), -1} is written to all level K directory locations
with addresses in RBin(V).

«  When reaching a node V on level K and both LF(V) and RF(V) are equal 0, the value {0,
-1, -1, CO(V), CV(V), -1} is written to the level K directory location with address
Bin(V).

«  When reaching a node V on level K and at least one of LF(V) and RF(V) is equal to 1, Z
is set to Bin(V) and the value {1, KBN(Z), KBE(Z), CO(V), CV(V), KLB(Z) }, with
KBN(Z) an available K-bank number and KBE(Z) an available address within KBgen(z),
is written to the level K directory location with address Bin(V).

Case 2: Data is added and X is a terminal node. The tour moves from the root node to
the level L node X and node X is noted as a terminal node. Data is added to the routing table and
if the node X is added to the tree, then a pointer from X to the routing table is also added.

If L > K and the process does not add a new K-tree, then the level K directory is not
altered. Low Banks are updated in some conditions. To determine if it an update-low-bank packet
is sent, Vi is set to the level K node on the bridge to X and Z is set to Bin(Vk). If Clip(X) #
Clipo(X) and KLB(Z) > 0, then an-update-low bank packet is sent. If one or both of the
conditions are not satisfied, then no update-low-bank packet is sent. If the process adds a new K-
tree, then R is defined to be the root of the new K-tree and Z is set to Bin(R). LKE(Z) is then
modified by setting KF(Z) to 1 and choosing appropriate values for KBN(Z) and KBE(Z) from
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the lists of available values. For'éxample, KO(Z), KV(Z), and KLB(Z) are not altered. Thus,
LKE(Z) = {1, KBN(Z), KBE(Z), KO(Z), KV(2), -1}.

If L = K and Clip(X) = Clipo(X), then the level K directory is not altered and no update-
low-bank packet is sent. However if Clip(X) # Clipo(X), then Z is set to Bin(X). LKE(Z) is
updated by changing KO(Z) to CO(X) and changing KV(Z) to CV(X). Other fields of LKE(Z)
are unchanged. Thus, LKE(Z) = {KF(Z), KBN(Z), KBE(Z), CO(X), CV(X), KLB(Z)}.

If L < K and Clip(X) = Clipy(X), then the tour terminates, the level K directory is not
altered, and no update-low-bank packet is sent. However, if Clip(X) # Clipo(X), then the level K
directory is altered by changing KO(Z) to CO(X) and by changing KV(Z) to CV(X) forall Zin
RBin(X) and also for all Z in LBin(X). All other fields of LKE(Z) are left unchanged. Thus for
each Z, LKE(Z) = {KF(Z), KBN(Z), KBE(Z), CO(X), CV(X), KLB(Z)}. No update-low-bank

packet is sent.

Case 3: Data is deleted and the level L node X is a terminal node. The tour proceeds from
the root node to node X. At node X, the process alters the routing table contents by deleting the
(Opt, Val) pair of the route packet, which may cause directory updating, described hereinafter. If
the node X points to a routing table entry {(Opt;, Valy), (Opts, Val), ..., (Opte, Valg)} and Q is
greater than 1, then the member of the sequence referred to in the route packet is eliminated from
the sequence and the (Q-1) long sequence is written so that (Opt,, Val,) contains the member with

the largest Val entry of the sequence. The tour is complete for the cases of Q > 1.

If L > K, then the level K directory is not altered. However, if Clip (X) # Clipy(X) and
KLB(Z) > 0, then an update-low-bank packet is sent. If one or both conditions are not satisfied,
no update-low-bank packet is sent.

If L =K and Clip(X) = Clipy(X), then the level K directory is not altered. However if
Clip(X) # Clipo(X) then Z is set to Bin(X). LKE(Z) is updated by changing KO(Z) to CO(X) and
changing KV(Z) to CV(X). Other fields of LKE(Z) are unchanged so LKE(Z) = {KF(Z),
KBN(Z), KBE(Z), CO(X), CV(X), KLB(Z)}. No update-low-bank packet is sent.

If L <K and Clip(X) = Clipy(X), then the level K directory is not altered. However, if
Clip(X) # Clipo(X), then the level K directory is altered by changing KO(Z) to CO(X) and by
changing KV(Z) to CV(X) for all Z in RBin(X) and also for all Z in LBin(X). Other fields of
LKE(Z) are left unchanged. Thus for each Z, LKE(Z) = {KF(Z), KBN(Z), KBE(Z), CO(X),
CV(X), KLB(Z)}. No update-lJow-bank packet is sent.
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" If node X is on'level L and points to a routing table entry with only one member of the
sequence {(Opt;, Val,), (Opty, Valy), ..., (Opto, Valg)} (i.e. Q=1), one or more nodes and edges
are removed from the tree. The node X, the pointer from X to the routing table, and a row of the
routing table are removed. The address of the row is returned to the available routing table
address list. The tour proceeds to the level L-1node V;. Ina first case: 1) Vi; does not point to
a level L node Y distinct from X; and 2) Vi.; does not have a pointer to the routing table, then Vi.
| is removed from the tree and the tour proceeds to Vi.,. Ina second case one or both of the
conditions 1) and 2) are not satisfied, the tour ends at a node SN, called a stop node. The process
continues toward the root of the main tree until a node not satisfying both conditions is reached

where the partial tour ends at a stop node SN with a level denoted by SL.

If L > K and SL <K, then the removal of the nodes by the process causes the removal of
a K-tree with root node R. Z is set to Bin(R) and LKE(Z) set to {0, -1, -1, COo(SN), CVo(SN), -
1}. IfKLB(Z) is non-negative prior to the updating, then the low banks are updated.

If L is equal to K, then Z is set to Bin(X) and the two LKE(Z) fields KO(Z) and KV(Z)
are updated so that KO(Z) is equal to COo(SN) and KV(Z) is equal to CVy(SN). Other fields of
LKE(Z) are unchanged. Thus, LKE(Z) = {KF(Z), KBN(Z), KBE(Z), COo(SN), CV(SN),
KLB(Z)}. No update-low-bank packet is sent.

If L < K, then for each Z in either LBin(X) or RBin(X) the two LKE(Z) fields KO(Z) and
KV(Z) are updated so that KO(Z) is equal to COy(SN) and KV(Z) is equal to CV,(SN). Other
fields of LKE(Z) are unchanged. Thus for each Z, LKE(Z) = {KF(Z), KBN(Z), KBE(Z),
COy(SN), CV,(SN), KLB(Z)}. No update-low-bank packet is sent.

An Alternate Method of Building the Tree Structure

In some embodiments, the tree structure is not updated, for example including the main
tree, the S- and K-trees, the S- and K-barks, and the Low Banks. Instead, one copy of the tree
structure is actively used to assign output ports for incoming messages, while information is
gathered for building a complete, new copy of the tree structure. Periodically, a new tree structure
is built, the active tree structure is deleted, and the new tree structure replaces the old one as the
active structure for assigning output ports. The process begins again and repeats ad infinitum. In
one embodiment of this type, only a subset of the route packets are used in the build process and
the Val field is not retained in the final active structure. The method accelerates and simplifies

both the build process and the port retrieval process.

- 46 -



WO 2005/124577 PCT/US2005/020701

10

15

20

25

30

‘Route packets artiving diiring a data collection cycle are collected and placed into the
Sig-files: SF, SF2; ..., SEymax, Where a route packet with Sig=n is placed into SF,. If a route
packet X arrives with Sig equal to n and Seq, of X, where Seq, denotes the first Sig=n bits of
Seq, is the same as Seq, of a packet Y already in SF,, then X replaces Y only if the Val field of X
is greater than the Val field of Y. If not, the arriving packet Y is discarded. Thus, for each n, no
two entries in SF, have the same Seq, value. Each entry in SF, has “the best” possible Val field

for all packets containing Seq, that arrive during a given collection cycle.

At the end of the data collection cycle, the Sig-files are used to build the main tree as
described hereinbefore. However, for each n, all of the route packets in SF, are added to the tree
before any of the packets in S, and no packet is added that fails to improve the Val field on the
branch. For example, the Val field for a packet in SF, is to exceed the Val field of each packet in
SF,, where k<n and Seqj is the consecutive subsequence of Seq, beginning at bo. The condition
can be determined either by examining the appropriate members of the previous SF files or by
branching away from the root node of the tree using the clipboard CB. After building the main
tree, the Val field is no longer used since the method ensures that the desirability of the Opt field
increases, or at least does not decrease, during branching away from the tree root node. Thus,
when the elements of the tree structure are created and made active, the Val field may be

eliminated.
An Embodiment with Modifications to Node Pointers

In the discussion of the main tree structure, each node A is a pointer to a date item in the

Main Tree Memory which has the form:
TD(A) = {LF(A), RF(A), TP(A), Ad(A)}.

LF(A) and RF(A) are pointers and give information about whether a branch exists to the
left or right from node A. The value 0 indicates no branch exists and the value 1 indicates that a
branch does exist. In another embodiment, more information is given about the existence of a
branch from node A. While LF(A) or RF(A) set to 0 still means that no branch from node A
exists, more information can be given by using both 1 and -1 when a branch from node A does
exist. For example, LF(A) (or RF) = 1 or -1 still means that a corresponding branch from node A
exists although more information is conveyed. Value 1 indicates the branch from node A exists
and leads to a terminal node with a more desirable Val field. Value -1 indicates that branching
from node A exists but does not lead to a more desirable Val field. Thus, the technique can avoid

searching branches of the tree that cannot improve the final results.
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Storing the K-banks in Processor in Memory (PIM) Chips.

In disclosed embodiments can store S-banks in random access memory with a separate
processor associated with each bank of memory, enabling S-tree, level K directory, and K-bank
updates in parallel. The S-trees are not used to look up an output port for an arriving message, but
only to update the level K directory and the K-trees. In contrasting embodiments, K-trees are
used to look up output ports for arriving messages and, therefore, the speed of tree traversal can
be important. If the K-banks are kept below a predetermined size, the processor that updates and
uses the K-banks can be placed on the same chip as the memory bank, enabling an efficient and
very fast processor that performs only simple operations, for example no floating point arithmetic,
and can have a high-bandwidth, low-latency interconnect to the memory on the chip. Since the
input/output (/O) on and off the chip is low, the design conserves power. The number of
processor operations can be limited by the number of levels in the K-tree so that the time for a

single lookup is bounded.

If the S-tree processor is updating an S-tree and a level K node X is encountered where X
is the root node of a K-tree, then the S-tree processor can assign the task of updating the K-tree
with root at X to a PIM module. Thus the S-tree processor can continue a tour of nodes on levels

not exceeding K.

In a second embodiment of a PIM chip design, a separate processor can be allocated for
each level of the K-tree and the node data fof each level is kept in a separate memory space. At
each step, the processor at a level N accesses the data at level N, updates the clipboard as
appropriate, and finds the address of the level N+1 node that is next visited on the tour. The level
N+1 address and the clipboard contents are passed to the level N+1 processor. The design, ata

particular time, enables a plurality of processors to process data.
An Embodiment without Separate Memory for the K-Trees

In embodiments that do not employ PIM chip architecture, the K-trees can be stored in
separate or shared memory banks. In the embodiment, at an address X, the level K directory
stores -1 if no K-tree has a root node defined by X. If a K-tree does have aroot R defined by
Bin(X), then the level K directory stores node R instead of storing the K-bank number and
location of the root of the K-tree within that K-bank. The embodiment without separate memory

for the K-trees is most appropriate in embodiments employing additional level directories.
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An Enibodiment with Additional Level Directories

The embodiments disclosed hereinbefore have two directories, one at level S and one at
level K. The S-trees are built on level S and are used to build and update the level K directory.
Similarly, the K-trees are built on level K and can be used to build and update a directory on a
level M, with K < M <NMax. Fewer than M entries can be stored to accommodate the entire
level M directory. Storage of only a portion of the 2M entries is enabled by an indirect addressing
scheme using a variant of the level K directory. In a simple embodiment, the number of banks Q
of the level M directory is equal to the number of K trees. The amount of data in each of the
banks is 2. The level M directory banks are denoted by:

MB(), IVJBl, . MBQ_L

When the level M directory is used, the level K directory is replaced with a slightly
modified directory referred to as the K* directory. The two fields KBN(Z) and KBE(Z) of the
level K directory entry at Z are replaced by a single field MBN(Z) of the K* directory at Z. The
field MBN(Z) points to a bank MByzn of the level M directory. The K* directory entry with
address the K long binary sequence Z is written:

K*(Z) = {KF(Z), MBN(Z), KO(2), KV(Z)}.

Several types of directories can be built at level M. If, in a first case, M is equal to Nmax
, then the level M directory simply returns the output port number. If, ina second case, M <
Nmax and no additional directory is further from the root than M, then the level M directory can
return data of the same form as the level K directory. If, in a third case, yet another directory is at
a level greater than M, then the directory on level M can return data in the same form as K*. The
method of constructing the level M directory is consistent with the second case. One with

ordinary skill in the art can construct similar directories for cases one and three.

In an example of an indirect addressing scheme into the level M directory, P can be an
Internet Protocol address, an Nmax long binary sequence {bo, by, ..., brmax1}, I the header of a
message packet entering the router. The first K bits of P form a K-long binary sequence Z = {by,
by, ..., bg.i} that is used as an address into the K* directory. In case K* returns a data item with
first field KF(Z) set to 0, then the process is complete and the entering message is targeted for
output port KO(Z). In case K* returns a data item with the first field KF(Z) = 1, then the second
field of K* is MBN(Z), which signifies that the data bank MBuan) of the level M directory
contains the information to locate the target output port of the message packet with IP address {bo,

b1, ..., bumax1}. The location in the level M directory containing information to obtain the output
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poﬁ for the message packét'is‘ in level M directory bank MBuen) at address {bx, bs1s «--s bai}-
Writing

Z*=[MBN(Z), {bx, bx+1, ..., bm.1}]
and setting
LME(Z*) = {MF(Z*), MBN(Z*), MBE(Z*), MO(Z*), MV(Z*)}.

The first field MF(Z*) is a flag that is set to 1 provided that a non-terminal, main-tree
node X is defined by {b, by, ..., b, b+, - bam}. Otherwise MF(Z*) is set to 0. If MF(Z*) is
equal to 1, then MBN(Z*) is a pointer to the level M directory bank MBypnz+ that contains the
M-tree holding output port information for the message and MBE(Z¥) is the location of the root
node of the M-tree in MBymnz+. MO(Z*) and MV(Z*) denote the contents of the clipboard at the
level M node defined by {by, by, ..., bu.1}. If MF(Z*) is equal to 0, then MBN(Z*) and MBE(Z*)
are set to -1 and MO(Z*) and MV(Z*) denote the contents of the clipboard at the level M node
defined by {bo, by, ..., bum.1}-

Referring to FIG. 6A, multiple banks of lookup memory DB 644 are included into a
Scaleable Congestion Free Switching System with Intelligent Control of the type disclosed in
listed referenced patent application No. 10. Message packets enter 1/0 devices IOD 602 of the
type illustrated in FIG. 6C. The I/O device reads the Internet Protocol address from the packet
and sends a request-for-port packet through bus 612 to memory bank switch MBS 642, which in
turn delivers the request-for-port packet through line 632 to an output port lookup bank DB 644.
The lookup bank returns the target output port address through line 634, lookup return switch 646,
and bus 614 to the /O device that made the request. The I/O device then requests a message
sending time from system 620, as discussed in listed related patent applications No. 8 and No. 10,
and, at the supplied sending time, the packet is sent through the data switch 630 to the appropriate
output port.

A simple embodiment depicts incorporation of a single copy of multiple
directories into a router system that has no special lookup memories. Referring to FIG. 6C, one
copy of the K* directory is divided into multiple directory banks K*B 662. Associated with a
bank of the K* directory may be multiple banks MB 664 of the level M directory and multiple
banks MT 666 of the M-trees. The memory bank switch MBS 642 of the type taught in the listed
and related patents and applicaﬂons forwards the request-for-port packet to the proper K*

directory bank. The system operates as follows:

The input port receiving the message packet sends a request packet through the MBS
switch to the bank of the K* directory that holds output port information for the arriving message.
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‘The request packef includes an Intérnet Protocol address with the first K bits of the address
denoted by Z. The request packet arrives at the correct bank of the K* directory through line 632,
and the following process occurs:

. If the contents of the K* directory at address Z has the flag KF(Z) set to 0, then the
process is completed and the value KO(Z) is returned to the input port via line 672 and
via the lookup return switch LRS 646.

. If the K* directory returns an entry with the flag KF(Z) set to 1, then the K* directory
entry points to a level M directory bank MB 664.

. The interconnect switch between the K* directory bank and the level M directory bank
can be a simple tree since no two messages are sent through this switch at the same time.
A lookup into the level M directory bank specified by K* at the address specified by bits
{bx, b1, .., byi} in the IP address returns a data item in the form LME(X), as described
hereinabove.

. If the level M directory entry LME(X) has MF(X) = 0, then the process is complete and
the output port value MO(X), which was provided by the level M directory, is returned to
the I/O port via line 674 and switch LRS 646. Refer to FIG. 6B.

. If the level M directory entry LME(X) has MF(X) = 1, then the M-tree MT 666 in M
bank MBN(X) with root at MBE(X) is traversed to find the value of the output port Opt.

« Optis returned via line 634, switch LRS 646, and lines 614 to the I/O device that
requested an output port for the packet.

FIG. 6D illustrates details of an /O device unit IOD 602. Data entering the unit via input
line 676 includes Internet Protocol packets, which may be in electronic or optical formats. If the
input line is an optical line, the data is converted to electronics by an O/E converter 656. In either
case, electronic data is sent to the lookup control unit LCU 616 for processing. The lookup
control unit is responsible for resolving the switch output port based on the IP address contained

in the header of the data packet. The lookup control unit operates in one of three ways:

1 The output port may be resolved by searching the local router table LRT 606, for
example a copy of the level K directory;

2) A special router table SRT 608, if present, may be used to determine the output
port as described in the section “Special Router Tables and the Low Banks; and

3) Referring to FIG. 6D in combination with FIG. 6A, if the output port is not
resolved by one of the first two methods, then a lookup request packet is sent to
the lookup subsystem 640 via data bus 612 to search for the output port in a set of
data banks DB 644, for example the K-banks. After resolving the output port for

a packet, the packet and associated output port are sent to the input control logic
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section ICL 654 for processing by the request system 620 and the switching
system 630 as shown in FIG. 6A. Output message packets from the switching
system are buffered and processed by the output control logic unit OCL 656. If
appropriate for the embodiment, message packets are converted back to optics by
an O/E converter 652 before exiting the I/O device on line 678. The /O
subsystem IOS 604 depicted in FIG. 6A is composed of the two I/O units ICL
and OCL depicted in FIG. 6C.

Efficient operation is facilitated by properties including: 1) the K* directory, the level M
directory, and the M-trees can be simultaneously filled by making a tour of the S-trees and 2) both
of these directories and the M-trees can be simultaneously updated by making a partial tour of one

or more S-trees.
Simultaneously Building and Updating Multiple Directories

The K* directory, the level M directory, and the M-banks are built via a full left-

hand tour of all of the S-trees. The K* directory is updated via a partial tour of one or more S-
trees. The scope of the partial tour is limited to visiting only those nodes that can, based on
modifying the tree due to the arrival of a route packet, affect the updating of one or more of the
following: the K* directory, the level M directory, or the M-banks. The operations use functions
Clipo(X) and Clip(X) described hereinbefore. Scope of the partial tour is governed by modifying
case A in the definition of the tour to the following:

The level of ny., is less than the level of ny and at least one of the following cases holds:

1) nris a terminal node so that LF(nr) and RF(nr) are both set to zero; 2) ny is on level M;

or 3) Clip(nr) = Clipo(nr)”. Node nr is a terminal node so that LF(nr) and RF(nr) are both

set to zero. Then nr, is equal to nr.;. Node np is on a level one less than the level of ny
and an edge is between nr4; and nr.

The updating process is triggered by the arrival of a route packet of the form

(Seq, Sig, Opt, RV, Opc). B = {by, by, ..., Bsig.1} denotes the binary sequence defined by Seq and
Sig. X denotes the main tree node that is defined by the sequence B. In a partial tour of the main
tree, if X is on a level L and L is less than S, then the partial tours is in a plurality of S-trees and
include the root node of each of the partially toured S-trees. If the node X is on a level L and L is
greater than S, then the partial tour is on a single S-tree. The tour begins at the root of the main
tree and travels along a bridge sequence Zo, Zy, ..., Zy to X, with Z, being the main tree root and
7, being X. A backup sequence BUy, BUj, ... is maintained throughout. Traversing of the tree to
X may cause several nodes, including X, to be added to the tree. Upon reaching the node X, one

of the following three cases is true and noted:
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CaseA 1: Opc= 1 (add)A or.Of)c =( (delete) and X is a non-terminal node.
Case 2: Opc = 1 and X is a terminal node.
Case 3: Opc = 0 and X is a terminal node.

The scope of the tour is defined for each case. Updating of the directories is done at the
same time as the partial tour, although directory updating may be described after the partial tour
description. To update the K* directory, the level M directory, and the M-trees by a partial S-tree
tour, definitions of LBin(V) and RBin(V) are generalized as follows:

For Vonlevel L with L <K
LBIH(V) =All {bo(V), b](V), ceny bL_I(V), 0, bL+1, bL+2, ey bK-l} and
RBin(V) = All {by(V), b1(V), ..., bLa(V), Lbrss, braa, s br.1}-

ForVonlevel Lwith K<L <M
LBIII(V) = All {bg(V), b](V), ceey bL,I(V), O, bL+1, bL+2, veey bM-l} and
RBin(V) = All {bo(V), b1(V), ..., br.i(V), Lbrss, brez, - by}

Case 1: When adding or deleting data at a non-terminal node X, the tour first proceeds
from the root node to node X. At that point the routing table is altered. In the case of data
addition to the routing table, a pointer from X to the routing table is added if that pointer is not
previously defined. In the case of a data deletion from the routing table, if the only data item
pointed to by X is deleted, then the pointer from X to the routing table is removed. If the level L
of node X > M, then the tour terminates. Otherwise, under some conditions, the tour continues. If
Clip(X) is equal to Clip(X), then the tour terminates at X and no changes are made to the routing
tables.

Updating the directories during the partial tour:

«  When moving from a node U on level L-1 to anode V on level L with L <X, LF(V) =0
and RF(V) = 1, write {0, 0, CO(V), CV(V)} to all of the K* directory locations with
addresses in LBin(V).

«  When moving from a node U on level L-1 to anode V on level L with K <L <M, LF(V)
= ( and RE(V) = 1, write {0, 0, 0, CO(V), CV(V)} to all of the level M directory
locations with addresses in LBin(V).

+  When moving from a node U on level L-1 to a node V on level L with L <K and LF(V) =
RF(V) =0, write {0, 0, CO(V), CV(V)} to all of the K* directory locations with addresses
in LBin(V) and RBin(V).

«  When moving from a node U on level L-1 to anode V on level L with K <L <M and
LE(V) =RE(V) = 0, write {0, 0, 0, CO(V), CV(V)} to all of the level M directory
locations with addresses in LBin(V) and RBin(V).
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«  When moving from a node UA on level L+1 to a node V on level L with L <X, RF(V)=0
and LF(V) = 1, write {0; 0, CO(V), CV(V)} to all of the K* directory locations with
addresses in RBin(V).

«  When moving from a node U on level L+1 to anode V on level L with K <L <M, RF(V)
=0 and LE(V) = 1, write {0, 0, 0, CO(V), CV(V)} to all of the level M directory locations
with addresses in RBin(V).

«  When reaching a node V on level K and both LF(V) and RF(V) equal 0, write the value
{0, 0, CO(V), CV(V)} to the K* directory location with address Bin(V).

. When reaching a node V on level M and both LF(V) and RF(V) equal 0, write the value
{0, 0, 0, CO(V), CV(V)} to the level M directory location with address Bin(V).

. When reaching a node V on level K and at least one of LF(V) and RF(V) is equal to 1, set
Z = Bin(V) and write the value {1, MBN(Z), CO(V), CV(V)} (with MBN(Z) an available
M-bank number) to the K* directory location with address Bin(V).

«  When reaching a node V on level M and at least one of LF(V) and RF(V) equals 1, set Z
= Bin(V) and write the value {1, MBN(Z), MBE(Z), CO(V), CV(V)} (with MBN(Z) an
available M-bank number and MBE(Z) an available node label in MBygn(z) to the level
M directory location with address Bin(Z*) where 7* is defined as discussed in the section

entitled “An Embodiment with Additional Level Directories.”

Case 2: When adding data at a terminal node, the tour proceeds from the root
node to the level L node X. Atnode X, the process alters the contents of the routing table and, in
case the process adds the node X, a pointer to the routing table is added. The K* directory and the
level M directory may also be altered and additions may be made to the M-banks. The tour
always stops at the terminal node X because no other nodes have clipboard values that are
affected by the change at X. If Clip(X) is equal to Clipo(X), then neither the K* directory nor the
level M directory is altered.

If L < K and Clip(X) # Clipo(X), then the K* directory entries LKE(Z) are altered
so that KO(Z) = CO(X) and KV(Z) = CV(X) for all Z in RBin(X) and also for all Z in LBin(X).
The other fields in LKE(Z) are unchanged so that, for each such Z, LKE(Z) = {KF(Z), KBN(Z),

COX), CV(X)}-

If L is equal to K and Clip(X) # Clipy(X), then Z is set to Bin(X) and the K*
directory entry LKE(Z) is altered so that KO(Z) = CO(X) and KV(Z) = CV(X). The other fields
in LKE(Z) are left unchanged, and thus, LKE(Z) = {KF(Z), KBN(Z), CO(X), CV(X)}.
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- IfK<L< M and Clip(X) # Clipo(X), then level M directory entries LME(Z) are altered
S0 that‘ MO(Z) = CO(X) and MV (Z) = CV(X) for all Z in RBin(X) and also for all Z in LBin(X).
The other fields in LME(Z) are left unchanged, and thus, for each such Z, LME(Z) = {MF(Z),
MBN(Z), MBE(Z), CO(X), CV(X)}.

5 If L is equal to M and Clip(X) # Clipo(X), then Z is set to Bin(X) and level M directory
entry LME(Z) is altered so that MO(Z) = CO(X) and MV(Z) = CV(X). The other fields in
LME(Z) are left unchanged, and thus, LME(Z) = {MF(Z), MBN(Z), MBE(Z), CO(X), CV(X)}.

If L > M route packet processing does not add a new M-tree, then the level M directory is
not altered. However, if the process added a new M-tree, then R is defined to be the root of the
10  new M-tree and Z is set to Bin(R). Level M entry LME(Z) is modified by setting MF(Z) = 1 and
by selecting appropriate values for MBN(Z) and MBE(Z) from the list of available values. The
other fields in LME(Z) are left unchanged, and thus, LME(Z) = {1, MBN(Z), MBE(Z), MO(Z),
MV(Z2)}.

Case 3: When deleting data at a terminal node X on level L, the tour proceeds
15  from the root node to node X. Atnode X, the process alters the contents of the routing table by
deleting the (Opt, Val) pair of the route packet, which may cause directory updating (described
later). If node X points to a routing table entry {(Opt;, Val;), (Opt,, Valy), ..., (Opty, Valg)} and
Q > 1, then the member of the sequence referred to in the route packet is eliminated from the
sequence and the (Q-1) long sequence is written so that (Opt;, Val;) contains the member with the

20  largest Val entry of the sequence. The tour is complete for the case where Q > 1.

If L <K and Clip(X) # Clipy(X), then K* directory entries LKE(Z) are altered so
that KO(Z) = CO(X) and KV(Z) = CV(X) for all Z in RBin(X) and LBin(X). The other fields in
LKE(Z) are left unchanged so that, for each such Z, LKE(Z) = {KF(Z), KBN(Z), CO(X),

CV(X)}.

25 If L =K and Clip(X) # Clips(X), then Z is set to Bin(X) and K* directory entry LKE(Z)
altered so that KO(Z) = CO(X) and KV(Z) = CV(X). The other fields in LKE(Z) are left
unchanged, and thus, LKE(Z) = {KF(Z), KBN(Z), CO(X), CV(X)}.

IfK <L <M and Clip(X) # Clipo(X), then level M directory entries LME(Z) are altered
so that MO(Z) = CO(X) and MV(Z) = CV(X) for all Z in RBin(X) and LBin(X). Other fields in
30 LME(Z) are unchanged, and thus, for each such Z, LME(Z) = {MF(Z), MBN(Z), MBE(Z),
CO(X), CV(X)}.
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IfL =M and Clip(X) # Clipy(X), then set Z = Bin(X) and alter the level M directory entry
LME(Z) so that MO(Z) = CO(X) and MV(Z) = CV(X). The other fields in LME(Z) are left
unchanged, and thus, LME(Z) = {MF(Z), MBN(Z), MBE(Z), CO(X), CV(X)}.

If L > M, the directories are not altered.

If node X is on level L and X points to a routing table entry with only one member of the
sequence {(Opt;, Val;), (Optp, Valy), ..., (Optq, Valg)}, for example Q = 1, one or more nodes and
edges are removed from the tree. Node X is removed from the tree, the pointer from X to the
routing table and a row of the routing table are removed, and the address of the removed row is
returned to the available routing table address list. The tour proceeds to the level L-1 node V..
In a first case where Vi, does not point to a level L node Y distinct from X and V., does not have
a pointer to the routing table, then V1., is removed from the tree and the tour proceeds to Vi, In
a second case where one or both of the above conditions is not satisfied, the tour ends at a node
SN, called a stop node. The process continues toward the root of the main tree until a node SN
not satisfying both conditions is reached where the partial tour ends at the stop node SN at a level

denoted SL.

If L <K, then for each Z in either LBin(X) or RBin(X) the two LKE(Z) fields KO(Z) and
KV(Z) are updated to KO(Z) = COo(SN) and KV(Z) = CV,(SN) and other fields of LKE(Z) are
unchanged. Thus for each such Z, LKE(Z) = {KF(Z), KBN(Z), KBE(Z), COx(SN), CV,(SN)}.

If L is equal to K, then Z is set to Bin(X) and the two LKE(Z) fields KO(Z) and KV(Z)
are updated so that KO(Z) = COy(SN) and KV (Z) = CV(SN) and other fields of LKE(Z) are
unchanged. Thus, LKE(Z) = {KF(Z), KBN(Z), KBE(Z), COy(SN), CV,(SN)}.

If K <L <M, then for each Z in either LBin(X) or RBin(X) the two LME(Z) fields
MO(Z) and MV(Z) are updated so that MO(Z) = CO,(SN) and MV(Z) = CV(SN) and other fields
of LME(Z) are unchanged. Thus for each such Z, LME(Z) = {MF(Z), MBN(Z), COx(SN),
CVo(SN)}.

If L =M, then Z is set to Bin(X) and the two LME(Z) fields MO(Z) and MV(Z) are
updated so that MO(Z) = CO,(SN) and MV(Z) = CV(SN) and other fields of LME(Z) are
unchanged. Thus, LME(Z) = {MF(Z), MBN(Z), MBE(Z), CO(SN), CV,(SN)}.

If L > M and SL <M, then node removal by the process causes removal of an M-tree with
root node R, setting Z = Bin(R) and LME(Z) = {0, -1, -1, COo(SN), CV,(SN)}. IfL>M and SL

> M, no alterations are made to the directories.
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"An Embodiment with Multiple Copies of the Directories

Referring to FIG. 6A, data structures include only one copy of the K* directory, the level
M directory and the M banks. Other embodiments have multiple copies of the data structures.
One master copy is updated when a route packet arrives. Other copies of the data structure are
updated via periodic broadcasts from the master copy. Fewer request packets arrive at a given
copy per unit time and the copies can be maintained closer to the line cards, /O devices. Still
another embodiment has multiple copies of the directories with all of the copies updated by the
route packets. Other embodiments have only one copy of the directories and multiple copies of
the Low Banks.

An Embodiment in which the Lookup System Sends Data Directly to the Request Controller

Referring to FIG. 6A, a request-output-port packet is sent from the /0 device IOD 602 to
the output port data system{640. An answer packet is returned from the output port data system to
the /O device. The I/O device then sends a request packet to the request processor 620, and the
request processor returns an answer packet to the /O device. In an alternate embodiment,
illustrated in FIG. 7, the /O device sends a request packet to the output port data system. The
output port data system then sends a request directly to the request processor and the request
processor returns an answer packet to the /O device. Physical changes for the alternate

embodiment are minor, only the port information bus 614 is relocated.

Updating the Low Banks

A new entry is made in the Low Banks when looking up the output port for a message
searches the Low Banks and the search is unsuccessful. An existing entry in the Low Banks may
be deleted or overwritten to make room for the new entry. FIG. 8B shows the Low Banks 830
and association with the linked list LL 820. The process of searching and updating the Low
Banks proceeds as follows:

e  Checking the level K directory involves looking up the output port for an IP address X
whose first K bits are Z. First the level K directory entry LKE(Z) = {KF(Z), KBN(Z),
KBE(Z), KO(Z), KV(Z), KLB(Z)} is checked. Assuming that KLB(Z)> 1, the Low
Banks are searched for an entry associated with X. If not, as is assumed in this example,
anew entry will be added for X.

e Searching the Low Banks involves applying masks MA and MB to X, and generating Xa
and Xp. Each of the W Low Banks 820 is examined at relative address X, by comparing
Xp with MBX(X,). If none of the W MBX(X4) values is Xz, then an entry 824 for X is
generated and placed in one of the Low Banks.
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"« Alocation for a new en,tr,yvis, selected. If an integer N exists such that LBF(X,) = 0 for
LBy, then the new entry is placed in LBy. If LBF(X,) = 1 for each Low Bank, for
example all entries contain active data, then a Low Bank LBy with the largest Use(Xx)
value is selected for the new entry. The new entry is placed in Low Bank LBy at location
X

e An existing entry can be deleted. If LBF(X,) =1 at the selected location, the link list
entry 824 that points to the location is deleted before adding data for X. X, is combined
with the current value of MBX(X,) using the masks MA and MB. The result is an IP
address X’ having first K bits denoted by Z’. The level K directory entry KBE(Z") is
examined to extract the link list pointer KLB(Z”), which is used to chain through the
associated set of items in the link list LL 820. One entry has the form {N, Xa, LLP}, and
thus the entry points to the Low Bank entry are deleted. The item in the link list is
deleted and the other items in the chain, if any, are re-linked. If the item deleted is the
one pointed to by KLB(Z") 822 and the list contains more than one item, then KLB(Z’) is
changed to point to the next entry in the chain. If the item deleted is the only entry in the
chain, then KLB(Z’) is changed to -1.

e Data for a new entry is generated. The LBE(X,) data to be placed in the selected Low
Bank location {LBy, Xa} is obtained by touring the K-tree having a root node in the K-
banks pointed to by the parameters {KBN(Z), KBE(Z)}. At the start of the tour, the
clipboard is initialized to {KO(Z), KV(Z)}. If data on the clipboard at the end of the tour
is {CO, CV}, then the selected Low Bank entry is set so that {LBF(Xs)=1, MBX(Xx)=
X, LO(XA)=CO, LV(X2)=CV, Use(X)=0}. Addition of a new entry to the Low Banks
is complete and, if the selected location contained an active entry, the process of adding

the new entry completes the deletion of the old entry.

A Low Bank entry may also be modified or deleted during the processing of some request
packets. The unit that processes the request packets sends an update-low-bank packet ULB to the
processing unit or units responsible for updating the Low Banks. One or more ULB packets are
sent for each request packet RP that may modify the Low Banks. The ULB packets are sent A
without looking at any data in the Low Banks or in the link list LL so that some ULBs are sent
which are later determined not to affect the Low Banks. FIG. 8A illustrates K-tree branching
from nodes on level K of the main tree. Criteria used in creating and sending a ULB = {DF, LBP,
RP} include:

e With respect to a route packet RP, UZ is used to denote the set of all K bit sequences Z
such that the leading Sig bits of Z are the same as the leading Sig bits of RP. Fora RP,
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* UZ contains only one sequence Z if Sig> K, but UZ contains a plurality of sequences Zif
Sig <K. In FIG. 8A node 806 at level K-2 defines a four member UZ set associated with
the nodes A, B, C and D at level K. Only one of the nodes, node D, has an associated K-
tree 808. When UZ contains more than one element, each Z in UZ is examined in
sequential order for criteria for sending a ULB packet. A single route packet may
generate multiple ULB packets.

e If Opc =0 designating a delete, Sig > K designating delete of an entry associated with a
K-tree node, KLB(Z) > 0 so that the LL pointer in the level K directory before processing
RP indicates that data for the K-tree is in the Low Banks, and KF’(Z) = 0 designating the
K-tree flag in the level K directory after processing RP), then the associated K-tree is
removed as a result of RP. In this case, ULB = {DF=0, LBP=KLB(Z), RP} is sent to the
processor that updates the Low Banks.

e IfOpc=0, Sig>K, KLB(Z)> 0, and KF’(Z) = 1, then an entry associated with a K-tree
node is deleted that does not cause the deletion of the K-tree. ULB = {DF=1,
LBP=KLB(Z), RP} is sent.

e IfOpc=0 and Sig <K, then each Z in UZ is examined for criteria of KLB(Z) > 0 and the
Jevel K directory pair {KO(Z), KV(Z)} changes as a result of RP. A packet ULB =
{DF=1, LBP=KLB(Z), RP} is sent for each Z that meets the criteria.

e IfOpc=1 (add), Sig > K designating adding data to an entry associated with a K-tree
node, KLB(Z) > 0, and Val > KV(Z), then data is added for a node associated with a K-
tree that has information stored in the Low Banks. Furthermore, the entry to be added has
a value that is greater than the value stored in the associated level K directory and thus
may affect the Low Banks. ULB = {DF=1, LBP=KLB(Z), RP} is sent.

e IfOpc=1and Sig <K, then for each Z belonging to UZ such that KI.B(Z) > 0 and
KV(Z) increases as a result of RP, a packet ULB = {DF=1, LBP=KLB(Z), RP} is sent to
the processor that updates the Low Banks.

Processing of the ULB packets can be divided into three cases: 1) ULB = {DF=0, LBP,
RP} indicating K-tree deletion; 2) ULB = {DF=1, LBP, RP} and Opc=0 indicating delete; and 3)
ULB = {DF=1, LBP, RP} and Opc=1 for an add operation.

In Case 1, ULB = {DF=0, LBP, RP}:
DF=0 indicates that an entire K-tree is removed. Therefore, all associated entries in the
Low Banks and pointers in the link list LL are deleted. LBP 822 points to an entry 824 in LL 820
having the form {Num, MXA, LLP}. The entry in Low Bank IByyum 830 at address MXA =X,
has the form {LBF(Xa), MBX(X), LO(Xa), LV(Xa), Use(Xa)}. The entry is deleted by
changing LBF(X,) to 0, indicating that the data is no longer valid. The integer LBP is returned to
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the list of avaii'ablle‘ihtegers' AVLL. IfLLP is not -1, then LLP points to another entry in LL. The
process for the entry at LBP is repeated for the entry at LLP. The process continues until an entry
in LL is processed and LLP for the entry is -1. All entries in the Low Banks associated with the

deleted K-tree are removed.

Case 2, ULB = {DF=1, LBP, RP} and Opc =0:

Since the route packet RP deletes an entry, a Low Bank entry is affected only if the {Opt,
Val} pair in RP is the {L.O, LV} pair in the Low Bank entry. To determine the condition, the link
list pointer LBP 822 is used to chain through the designated set of LL entries 824. For each entry
{Num, MXA, LLP}, the Low Bank entry in LBy, 830 at address MXA = X, is examined. {Opt,
Val} from the route packet RP is compared to the Low Bank entry values {LO(X,), LV(X4)}. If
the pairs are equal, then the masks MA and MB are applied to X, and Xz = MBX(X,) to form the
IP address X. The first Sig bits of X are compared to the first Sig bits of RP. If the two
sequences are equal, then the Low Bank entry is updated. With Z denoting the first K bits of X, a
tour of the K-tree is made starting at the root node defined by {KBN(Z), KBE(Z)} and the
clipboard initialized to {KO(Z), KV(Z)}. The final clipboard values of {CO, CV} are used to
replace the LO(X,) and LV(X,) respectively.

Case 3, ULB = {DF=1, LBP, RP} and Opc =1:

A route packet RP that adds data to the routing tables can affect a Low Bank entry 832
only if the Val field in RP is greater than the LV field in the Low Bank entry. To process the
packet, the link list pointer LBP 822 is used to chain through the designated set of LL entries 824
of the form {Num, MXA, LLP}. The Low Bank entry in LBy, 830 at address MXA =X, is
located. If Val > LV for this entry, then the masks MA and MB are applied to X, and Xp =
MBX(X,) to form the IP address X. If the first Sig bits of X equal the first Sig bits of RP, then
the pair {LO(X4), LV(Xa)} are replaced by the pair {Opt, Val} from the route packet RP.

System Configurations

Multiple system configurations are possible, including but not limited to the following:

1) The Internet Protocol address has 32 bits and two directories are included, with
one of the directories on level 32. A copy of both of the directories is on each of the line
cards, and one copy of the tree structure is used to update the directories. No copy of the
recently used addresses is maintained, for example no low banks.

2) The Internet protocol address has 32 bits and a copy of a first directory is on each
of the line cards. The second directory is on level 32. Only one copy of the second
directory is maintained. The single copy of the second directory is divided into banks and
the line cards can access the banks by sending requests through a Data Vortex switch of
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the type described in the listed related patent No. 2. A single copy of the tree data
structure is used to update both directories. The structure can be used with or without
recently-used addresses on the line cards.

3) The Internet Protocol address has more than 32 bits, and the system has multiple
directories with a copy of the first directory on each of the line cards and only one copy of
each of the additional directories. The directories not on the line cards are accessed and
data is returned using switches described in the listed related patents and applications. A

copy of the recently used addresses on each of the line cards may be maintained.

One having ordinary skill in the art can devise many other useful systems using the

concepts described herein.

System Configurations for Parallelism

The system illustrated in FIG. 7 increases throughput by “stacking” the N data switch
chips 630. Data can be sent through these chips by replicating the header to include N header
copies, and dividing the segment into N equal sub-segments, each containing one nth of the
payload. Each of the switches in the stack transports a single sub-segment of the set. In another
embodiment that also uses a stack of data chips, segments of a message packet are not sub-
segmented and the request processors assign a chip in the stack to all of the packet’s segments.
Another method providing additional parallelism is obtained by using multiple FIG. 7 systems
with incoming data divided among the systems. One copy of a first directory may be on each of
the line cards and a second copy associated with each FIG. 7 system. Yet another embodiment
has only one copy of the second directory shared by all of the FIG. 7 systems. Either case may

include one or more tree update systems.

Multicasting

A first type of multicasting has one representative output port member associated with
each of the multicast domain sets. One method of multicasting is described in the listed related
patent application No. 8. In a second method of multicasting, only the output port of the
representative member is looked up. The request processor considers only the representative
member and only one copy of the message exits the FIG. 7 system. In this way, the request
processor can track only the associated on-chip output buffer. After leaving the chip, the message
is replicated and sent to the members of the multicast domain as described in the listed related

patent application No. 8.

A second type of multicasting has no prearranged domain. One output port receives all of

the multicast messages. When a message arrives at the system, multiple routing table output port
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lookups are used. The packet is sent through the special multicast output port. On a separate
chip, a one-to-many switch is set in accordance with the list of output ports that are to receive the
message. The scheduling and output buffer management in the FIG. 7 system is the same as for

the non-multicast messages.

While the present disclosure describes various embodiments, these embodiments are to be
understood as illustrative and do not limit the claim scope. Many variations, modifications,
additions and improvements of the described embodiments are possible. For example, those
having ordinary skill in the art will readily implement the steps necessary to provide the structures
and methods disclosed herein, and will understand that the process parameters, materials, and
dimensions are given by way of example only. The parameters, materials, components, and
dimensions can be varied to achieve the desired structure as well as modifications, which are within
the scope of the claims. Variations and modifications of the embodiments disclosed herein may also

be made while remaining within the scope of the following claims.
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WHAT IS CLAIMED IS:

1. A system comprising:

a data set including at least one data item, the individual data items comprising at least
two data fields;

a directory comprising at least an address field and an image field, whereby if all data
items having an identical set of leading bits in a first data field are known to have
a same value in a second data field, then an entry in the directory with an address
given by the identical set of leading bits has an image field containing the second
data field value; and

a plurality of tree structures adapted to update contents of the directory.

2. The system according to Claim 1 further comprising:
a logic adapted to update contents of the directory by making tours or partial tours of one
or more of the plurality of tree structures.

3. The system according to Claim 1 wherein:

the directory comprises internet protocol (IP) routing tables.

4. The system according to Claim 1 wherein:

the directory image field is adapted to store a target output port.

5. The system according to Claim 1 wherein:

the directory address field is adapted to store an internet protocol (IP) address.

6. The system according to Claim 1 further comprising:

a data field in the directory contains a plurality of tree pointer structures, the individual
tree pointer structures that point to a tree structure;

whereby if whether all items having an identical set of leading bits in a first data field
have a same value in a second data field is unknown, then the plurality of tree
pointer structures contain an address of a tree whereby the tree is adapted to find

the second data field value corresponding to the leading bits in the first data field.
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7. The system according to Claim 1 wherein the directory is a first directory, the
system further comprising:
a data field in the first directory contains a plurality of tree pointer structures, the
individual tree pointer structures that point to a tree structure, whereby if whether
5 all items having an identical set of leading bits in a first data field have a same
value in a second data field is unknown, then the plurality of tree pointer
structures contain an address of a tree whereby the tree is adapted to find the
second data field value corresponding to the leading bits in the first data field;
and
10 a second directory adapted to store data items corresponding to a leading bit subset of the
identical set of leading bits in the first data field whereby trees pointed to by the

tree pointer structures are adapted to update the second directory.

8. The system according to Claim 1 wherein the directory is a first directory
comprising an address field containing addresses of length K wherein K is less than the length of
15  the address field, the system further comprising:

a data field in the first directory contains a plurality of tree pointer structures, the
individual tree pointer structures that point to a tree structure, whereby if whether
all items having an identical set of leading bits in a first data field have a same
value in a second data field is unknown, then the plurality of tree pointer

20 structures contain an address of a tree whereby the tree is adapted to find the
second data field value corresponding to the leading bits in the first data field;

a second directory adapted to store data items with an address corresponding to the first
M bits of the data field in the data set whereby trees pointed to by the tree pointer
structures are adapted to update the second directory; and

25 a directory item in the first directory having an address field containing address bits {b,
14, . . . by} further comprises a pointer that points to a location in the first

directory that contains 2™ addresses with the leading address bits {bo, 14, . . . by
1}

9. The system according to Claim 1 wherein the directory is a first directory
30  comprising an address field containing addresses of length K wherein K is less than the length of
the address field, the system further comprising:
a data field in the first directory contains a plurality of tree pointer structures, the
individual tree pointer structures that point to a tree structure, whereby if whether

all items having an identical set of leading bits in a first data field have a same
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value in a second data field is unknown, then the plurality of tree pointer
structures contain an address of a tree whereby the tree is adapted to find the
second data field value corresponding to the leading bits in the first data field;

a second directory adapted to store data items with an address corresponding to the first
M bits of the data field in the data set whereby trees pointed to by the tree pointer
structures are adapted to update the second directory; and

a directory item in the second directory adapted to contain a plurality of pointer structures
comprising at least one field holding pointers that point to tree structures whereby
whether all data items having an identical set of leading bits in a first data field
have the same value in a second data field is unknown, then the tree pointer
structures contain an address of a tree that can be used to find the second data

field value corresponding to the first data field.

10. The system according to Claim 1 wherein:

the plurality of tree structures are adapted to update a cache memory.

11. The system according to Claim 1 wherein:

the plurality of tree structures are adapted to update internet routing tables.

12. The system according to Claim 1 further comprising:

a logic that manages multiple simultaneous accesses into the directory.

13. The system according to Claim 1 further comprising:

a data vortex network that manages multiple simultaneous accesses into the directory.

14. A system comprising:

a data set including a plurality of data items configurable in a sequence Ly, Lo, Ls, ... Ly
the individual data items comprising at least two data fields; and

a plurality of directories DL, DL,, DL, ...DLx corresponding to the sequence L, Lo,
Ls, ... Ly, the directories comprising at least an address field and an image field
and including pointers whereby directory DL; points to DL forifrom1to X
and directory DLy points to a plurality of tree structures adapted to find values in
the image field.

15. The system according to Claim 14 wherein:

the plurality of tree structures are adapted to update a cache memory.
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16. The system according to Claim 14 wherein:

the plurality of tree structures are adapted to update a cache memory.

17. The system according to Claim 14 further comprising:

a logic that manages multiple simultaneous accesses into the directories DL, DL,, DLs, .

5 .. DLx.

- 66 -



WO 2005/124577 PCT/US2005/020701

1/23

TN, Level O

104
Level 1

2 *%3

106
______________ R
S > *d6 14 Level 2
112

38 *¢12 13 Level 3
10 #*¥ 1 23 XI5 Level4
*420 24 <16 *¥ 7 Level 5
%426 A9  Level 6



PCT/US2005/020701

dl old

AJOWAW F3HINIVIN
/ \

2/23

I19v.L ONILNOY b 000 b 0 0 0 9
- 0 0 0 - 92 0 L 2
/ - vZ 0 ) - 0 0 0 22
2186 Z S LI - 0 0 0 g8 0 0 0 02
Z186 Z 9 0L W 0 0 0 - 0 0 0 8
oL-26 € L 6 6 0 0 0 - 8 L 0 9l
oL-66 S S 8 - 9L L1 l- 0 0 0 ¥l
8096 ¥ 0 Z 9 ¥ 1L 0 S z L 0 T
906 S Z 9 L 0 0 0 - 0z 0 L Ol
9096 ¥ € & - 0 0 0 - oL L L 8
VO€6 L ¥ ¥ R A y 0 0 0 9
v0-26 8 L € € 8 0 1 Z 0 0 0 ¥
06 S ¥ ¢ L9 L1 - v L L2
206 9 S L -z L L 0
eA sdoH dO PV av di 44 47 av dL 49 41 3dON

WO 2005/124577




PCT/US2005/020701

WO 2005/124577

3/23

Ol Ol

AHOWEN FFHLI-NIVIA /

- 0 0 0 L¢c oL O
l- 0 0 0 6&¢ L- 9¢
l- ¥¢ 0 L €¢ l- 0
- 0 0 0 ¢ 8 0
L 0 0 0 6l - 0
6 O 0 0 /I l- 8l
- 91 L L Gl - 0
9 ¥ L 0 ¢l G ac¢
L 0 0 0 LI - 0¢
- 0 0O 0 6 - 0l
-2k L b L 14 0
€ 8 o L g [4 0
- 9 | . > | S 4
- ¢

Ippy d1 44 47 3FAON

- - OO0 0O v O v o © o oo

- - OO « -~ OO0 O o © o « O©

9¢
ve
cc
0¢
8l
ol
145
¢l
ol

IppyY d1 44 47 FAON




WO 2005/124577 PCT/US2005/020701

423

0 Level O

5 3 Level 1
______ i N5 s N7 ez
__________ 5 wd2 N3 Levs
________ foN1 Y23 W5 tewis
wbo 20 foa 46 M7Levels



PCT/US2005/020701

WO 2005/124577

5/23

31gvl

ONILNOY

d¢ 9l

AYOWIN FTL-S
/ \

88'86
88°.6
88°L6
0696
06°G6
¢6°G6
¥6'¥6
¥6°G6
96°¢6
96°L6
96'v6
86°€6

OWOoOMSTWO S WOW®ONN

mﬁ"—ﬁ'mNOLOI\COLOI\\

¢l
L
ol
6

— N T WO~

[eA sdoH dO pvY

L~ 0¢

-—
1
o

S 44

0 O ¢l
0o 1 b~
0 O ol
0 O -
o 1 b=
0 O 8
0 O -
0 O k-
[ b-
I 0 g
Il 0 k-
0 O b=
[ 14
0o 1 [4
[, b-

—.I
44 41 av

0
0
0

< o
- T OO0 T OO+ OO0 O0OO0O OO0

(Q\!

dL dd

0¢
8¢
¢
ve
(A4
0¢
8l
9l
142
¢l
ol
8

9

[4
0

47 3=dON

- T OO0 T 000000 «—0O0O0




WO 2005/124577 PCT/US2005/020701

6/23

Root Node Level S

Level K




WO 2005/124577 PCT/US2005/020701

7/23

Root Node Level S

O 320

Level K




WO 2005/124577 PCT/US2005/020701

8/23

Root Node Level S

0 320

*doo %23 164 32{ *33
*d %32 18 *
oo wm A T *
xd *
50 21



WO 2005/124577 PCT/US2005/020701

9/23
Roogg\loode Level S
/
300 A
_______ \______.4./74.‘\\_____________..__
7 N\
//’ \\\
! ‘\y
f! AN
f! \\
/ / \\
i/ W\
f’ \\\\
/ \
A ,
// \\\_ //i\\\
___________ N\ — — — — o e e
304 3247// \ \ V/// \ \\\
~%, / \ * &/ |
y/ /,‘ A\
i q i 322 14\
/ // // _________
_________ ;’ __ﬂ'//_"__—_—, //—\\
/
302 / ! 318 ’/l A\ Level K
/N AT 3307\ 332\»
S\ AV A\ WY
——————— '7/—\\__7\;\__—____\\\_——\\ v T T T
214 f// \ ;{\\ \\ \‘\\
+4
» / y
AN 312 N7 T\«
AW f/ ofr '\
_____ ;"/—\ N S\
‘N 7\
* // < \ 316 A // *\
/ / \

306 [/ fa\ /: \
_______ 7\ N £ —TTT TN T T T~
v// \ \ ¥/ \

*¢ 0k 310 A *
/4‘
308 / \\\ ____________
_________________ 772\ -
| 4
* // *‘\



WO 2005/124577 PCT/US2005/020701

10/23

Level S




WO 2005/124577 PCT/US2005/020701

11/23

¥
A
___________ /ﬂ&______ o
7// ‘\\\
! |
g oM ¥
q4:
_________ ___’//______ —_ D e e —
24 / Level K
* * 7 *
* *
* * *
* *



WO 2005/124577 PCT/US2005/020701

12/23

RoojNode Level S

y
2
// \*\
__________ / A0 NN AN, N
;-/// \\\\\
1 *
/ /
AN A
/ 7
——__—_——-;/—— /7_ _______________
6/ oad’ Level K
8 * 8 *¥7 *
%* 3 *
22
* %* *
28 29
*xd *



WO 2005/124577 PCT/US2005/020701

13/23

Root Node Level S
320

y
2
A\
___________ AN \ Y A S,
\\
* A\
4
/A
_____________ /(A N N ——
/
/ Level K
24\»
W\
________ _._..__\\\\__._..__.__ — e N — — — ———
W\
* %27 *
* *
* * *



WO 2005/124577 PCT/US2005/020701

14/23

Root Node
320 Level S

2
YA
-y N\ Lewk
— ; ___________ A
—_—-;— i - __* _____
______ N N



WO 2005/124577 PCT/US2005/020701

15/23
CALLOUT NODE SEB(')TET\LE
NUMBER LABEL ROOT 6
L~
302 0
314 2 0
306 4 0,0
316 5 0,1
308 6 0,1,0
310 7 0,1,1
312 3 1
NODE LF RF TP Ad LF RF TP Ad
0 1 1 2 -1
2 1 1 4 -1 0 0 0
4 0 0 0 1 1 1 6 -1
6 0 0 0 2 0 0 0
K-TREE MEMORY
Ad Op Hops Val
1 0 4 95.82
2 7 3 96.80
3 6 2 9780 PROUTING TABLE
4 4 5 94.84

FIG. 4A



PCT/US2005/020701

WO 2005/124577

16/23

J1gvL

ONILNOY

ay ol

AMOWAW F3HL-S
/ \

0886
2816
0826
08'96
¥8'v6
Z8'G6
8.'¥6
8/°G6
¥8'26
88'L6
RO
88'¢6
[eA sdoH dO

LDQ'\—VCONOLDI\@LOI\\

OWoOMNISTWFWOMHNAN

¢l
Ll
0l

(o]

~ N OO T IO~

o
<

av di

- 0
S £
L= 0
6 0
b= 0
- 9¢
L 0
g 0
0¢
L- 8l
I 0
- ¥l
€ 0
A4
l- 8
2 9
- ¥
- ¢
44 d1 av 4L 4dd

— 0O OO0+~ T OO0 00O «—0OO0O
OO0+~ O T OO0 000« 0OO0
<~
1
-~ O T O T 00T 00O~ 0O OO T~vYO

ve
ce
0¢
8¢
9c
1£4
[44
0¢
8l
ol
142
¢l

i o e NeNaell i ol eloeNoellollelNolloiNo

O N < ©

47 3FdON




WO 2005/124577 PCT/US2005/020701

17/23

Level S

Level S+1

Level S+2

Level S+3

Level K

Level S

Level S+1

Level S+2

Level S+3

Level S+4




PCT/US2005/020701

18/23

WO 2005/124577

<© mv_ m S13OVd SIamsuy
ViVA~ /
Poatdl SR A A A A A TN
: 0£9 ( v )
A B £ Zsv
09 [ K A A X A A &
1 N
|
51\ soo LSV
NOILYINHOANI / ¢sd / AAK AAA \
Sm 1d0d % \ RRKRRRRRRX \ A
/. % - N
ey G G G 0v9 w / 1sd Py | == | %4y W
’ % \
~ Ol U s .
5\l Y, Sy \
\h S % m
K A _m.m ) om@\( A KA X A & \
/.!.vmo m A/ LR AT Wwwfmwwwm AR RN, M
wm 3
» "ad k:le mm. AA AA A “
KA A A A 5 N
. R R TR R " ” N
29 . —
|1 mmE n- % L(’/Jff/f/(// AT A PR T Y /( PR A NSNS //Lt”
A A A A A \_ ) Y,
\_ J
S1S3N0TY vy 4y y AAA vy hA A A 4 LA 09
ZL9 n_:woo._ 'S0l 'S0l SOl é
Z
—— - v ?)zz/ M.nvﬂ,w! T 4#\/7\7 N HJHE AT ﬁ\rxr Mﬂ’“ﬁ = M
vy vy v V¥

0

T T T




WO 2005/124577

19/23

PCT/US2005/020701

l 602
N\
606 s16 10D 608
\ \ \ | B B |
LRT 1 weu [ 7] SRT

4

A A

A\ A
w n xR T T T T

Lookup Request Bus

612

N
@”Mfﬁ/x’%ﬁ// o o i o i A o A A P A

f

644

646

642
~

632 |

DB,

634

DB, ,

LRS

640

Y \ 4 Y \ 4

\ 4 Y Y

614

FIG. 6B

PORT INFORMATION BUS



PCT/US2005/020701

WO 2005/124577

20/23

Q9 Old

S
- H/I % 9v9 |\
1IN
099 ||\ 1 1 7.9
an - .
P99 |\ /l 29
g
—/ 1 J
209 —/ ~ g e
San




WO 2005/124577

PCT/US2005/020701
21/23
676 678
602 —\
O/E O/E
654 — I__—— ————T \— 652 — 656
616
\ Y /
LCU
ICL LRT ¢ 5| SRT OCL
/ ] X
606 —/ L 608
Y
614 7 \  Port
AA 4 b Information
Bus
612 Lookup
Request

Bus

FIG. 6D



PCT/US2005/020701

22/23

WO 2005/124577

L Ol
% K Z K FFITFFFATFFFFFFFL ” [ramwy < TCRY Y r/
=2 H A A A A A A
/ )
e 2 : ¢SV
4 H K A A A A 4
uolnewIoU| g\ SO0 \ : 1SV
uod / ¢sd / ’ I YV IV VN \
\ RRRRRRRRER \ ; \
19 ||/ ! \
" N sux | O N
A A A A 1Sd s dd dd \
¢ N
\ J o\ 0k o
Z N
Sy < sd )
VI AKX A i 029 —4 \ U A 4 A A X4 ) N
- ¥ 757 b
@.V@ /( ‘ TOSS \
§ ve9 sjsanbay B
dad = oﬂﬂ Jeri.<¢<§i¢iintii<ii,\(*~;< LTI LLLLL LA L T oTAa |
7F KA 7 2
P9 / TSN T TATS, SRR Rl RR,
I~ wa R (IV TTTTATR T ATE AY LT — L(' AR RN N AN, o~ \{’
me .“f > L e A % AN N LN /%
ﬁ\ A A A A A ) \_
-/ S)a)oe
[44° } Hmn_l\ IYVY AA 2 AALA A LAALA LA
¥ed SOl e SOl SOl N
%f//fff//# T A T A S A A A AR AN RN, f/fu”;,r(//// A e R ARy ARy rwf/f/f MR BN //UUN/{// N
(A% ||Nm®:v®v.._ LT | 0
aoi ao aol

"o T WL W T



WO 2005/124577

23/23
802 806
804

822,
LBP

FIG. 8B

PCT/US2005/020701
800
e
® [ 4
808
810

824
ya

N, X, |LLP

Num, MXA [LLP

NI

Num, MXA | -1




	Abstract
	Bibliographic
	Description
	Claims
	Drawings

