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(57) Abstract: A computer server system has a server (2) and a separate accelerator (3). A cryptographic service provider (CSP, 8)
within the server (2) performs all cryptography operations except those requiring use of a real cryptography key. For the latter, it
passes a request to the accelerator (3) together with a pseudo key, which it stores in a manner similar to what is conventional for a
real key. The accelerator (3) uses the pseudo key to retrieve the real key and perform the operation and return the result.
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“Cryptography Key Storage”

INTRODUCTION

Field of the Invention

The invention relates to storage of cryptography keys.

Prior Art Discussion

In one example, a server system has a Web server for communicating via the Internet on
a secure communications channel (for example SSL/TLS) and uses a cryptographic
service provider (CSP) to perform cryptographic operations. Implementation of a
cryptography scheme by a system such as this requires storage of a private key.
Heretofore, the private key has in many instances been stored on the computer’s primary
or secondary memory, either in plaintext or encrypted. In this situation the key is
vulnerable to access by an attacker. Even if the key is encrypted, it may be decrypted

off-line using brute-force or another method.

The invention is therefore directed towards providing improved cryptographic key

storage and private key operations.

SUMMARY OF THE INVENTION

According to the invention, there is provided a computer server system comprising:

a host server comprising an interface for communicating with external systems,

and a cryptography system for performing cryptographic operations; and
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a physically separate security device for storing a real cryptography key and for
performing cryptographic operations with said real key in response to requests

from the host server.

In one embodiment, the cryptography system of the host server performs all cryptography

operations except those requiring use of the real key.

In another embodiment, the cryptography system stores a pseudo key and passes said
pseudo key to the security device in a request for the security device to perform an
operation with the real key.

In another embodiment, the cryptography system is not aware at the application level that
the key it stores is a real key and the request to the security is made by a lower-level
function.

In a further embodiment, the pseudo key has the same format as the real key.

In one embodiment, the cryptography system stores the pseudo key in a manner similar to

that for a real key.

In another embodiment, the security device uses the received pseudo key to identify the

real key.

In one embodiment, the security device processes the pseudo key to generate an address

for the real key.
In another embodiment, security device hashes the pseudo key.

In a further embodiment, the security device is an exponentiation accelerator.
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In another aspect, the invention provides a host server comprising a cryptography system
for storing a pseudo cryptography key, and for passing a request to a physically separate

security device for performance of a cryptography operation requiring use of a real

cryptography key.

DETAILED DESCRIPTION OF THE INVENTION

Brief Description of the Drawings

The invention will be more clearly understood from the following description of some
embodiments thereof, given by way of example only with reference to the accompanying

drawing, Fig. 1, which is a diagram showing a computer server system of the invention.

Description of the Embodiments

Referring to Fig. 1 a computer server system 1 comprises a server 2 linked to a separate

key storage accelerator 3.

The server 2 comprises a Web server 5 which communicates on a secure SSL/TLS
communications channel 6. The server 1 also comprises an internal cryptographic
service provider (CSP) 7 which stores a certificate 8 and a pseudo key, key’ 9. The
pseudo key 9 is stored in the same manner as is conventional for a real key, and it has a
similar format. However, the pseudo key 9 can not be used in valid cryptographic
operations because it is not the real key. At the application level the CSP 7 is not aware

that the pseudo key can not be used for cryptographic operations requiring a private key.

The accelerator 3 may be of the type described in our prior published PCT Patent
Specification No. WO01/29652.
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The accelerator 3 stores the real key, and also the pseudo key for
addressing/identification purposes. All cryptography operations requiring use of the real
key are performed by the accelerator 3, after requests incorporating the pseudo key are
passed to it. These requests are generated at a low level in the CSP without application-
level “knowledge”. The server 1 also user the CSP 7 hosted internally to perform a large

range of cryptographic operations which do not require use of the real key.

The accelerator 3 uses the received pseudo key to locate the real key by hashing the
pseudo key to bring it down from say 1024 bits to 12 bits. The hash result is then used as
an address for a look-up table to retrieve the real key. While not mentioned above the
CSP 7 has a number of pseudo keys and the accelerator 3 has a number of corresponding
real keys. Each key is for a different type of operation such as signing, encryption and
decryption with different levels of security. The hash result provides access to the

relevant real key.

It will be appreciated that the invention provides for a large range of cryptographic
operations while at the same time allowing secure key storage. Unauthorised accesses
only have access to the server 2, and if such an access retrieves the “key” it is only the
pseudo key and so it is of no benefit to the hacker. The invention achieves major security
benefits, while allowing a conventional crypto system to be used internally on the server,
without it even needing to be aware at the application level that the keys it stores are only

pseudo keys.

The invention is not limited to the embodiments described but may be varied in
construction and detail. For example, the cryptography server 7 may store multiple

certificates and keys.
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Claims

A computer server system comprising:

a host server comprising an interface for communicating with extemal systems,

and a cryptography sysiem for performing cryptographic operations; and

a physically separate security device for storing a real cryptography key and for
performing cryptographic operations with said real key in response to requests

from the host server.

A computer server system as claimed in claim 1, wherein the cryptography
system of the host server performs all cryptography operations except those

requiring use of the real key.

A compuler server system as claimed in claims 1 or 2, wherein the cryptography
system stores a pseudo key and passes said pseudo key to the security device in a

request for the security device to perform an operation with the real key.

A compulter server system as claimed in claim 3 wherein the cryptography system
is not aware at the application level that the key it stores is a pseudo key and the

request to the security device is made by a lower-level function.

A computer server system as claimed in claims 3 or 4, wherein the pseudo key has

the same format as the real key.

A computer server system as claimed in claims 4 or 5, wherein the cryptography

system stores the pseudo key in a manner similar to that for a real key.
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A computer server system as claimed in claims 3 to 6, wherein the security device

uses the received pseudo key to identify the real key.

A computer server system as claimed in claim 7, wherein the security device

processes the pseudo key to generate an address for the real key.

A computer server system as claimed in claim 8, wherein the security device

hashes the pseudo key.

A computer server system as claimed in any preceding claim, wherein the security

device is an exponentiation accelerator.

A computer server system substantially as described with reference to the

drawing.

A host server comprising a cryptography systém for storing a pseudo
cryptography key, and for passing a request to a physically separate security

device for performance of a cryptography operation requiring use of a real

cryptography key.
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