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SYSTEM AND METHOD OF ENSURING
SECURE CHANGING OF SYSTEM
CONFIGURATIONS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of priority under 35
U.S.C. 119(a)-(d) to a Russian Application No. 2017128542
filed on Aug. 10, 2017, which is incorporated by reference
herein in its entirety.

FIELD OF TECHNOLOGY

The present disclosure relates to the field of security in
computer systems, and more particularly, to a system and
method of changing the values of the parameters of a
computer system without changing the security properties.

BACKGROUND

The use and the accompanying evolution of security
systems in computer devices continues to grow at a signifi-
cant pace. Currently, there already exist an enormous num-
ber of security systems, ranging from simple to highly
complex security systems. Simple systems as a rule are
aimed at protecting against a single threat (i.e., security
problem) and contain a functionality directed at solving the
corresponding problem. Complex systems may be entire
comprehensive solutions for ensuring comprehensive pro-
tection of a computer device, ranging from protection
against malicious software to control of the computer device
and its components.

Therefore, many companies are working on creating and
developing various technologies relating to the improve-
ment of security systems. The technologies may involve
both the immediate creation of solutions to ensure the safety
and resources of devices or data of users against various
threats and the improvement of such aspects of a security
system as performance, fault resistance, and ergonomics,
both of the security system itself and the systems in which
the security system is operating.

For example, U.S. Pat. No. 7,386,885 B1 proposes a
security system for controlling the interaction between pro-
gram components of a computer system. This conventional
security system works on the principle of separating the
program execution environment from the implementation of
the security policy. Moreover, the control of the security of
interaction of the components is based on a dynamically
formulated set of attributes describing the characteristics of
the interaction, and a set of rules describing the security
policy. The security system utilizes limitations and attributes
indicated in various life stages of each program component,
where limitations are gradually added in each successive life
stage.

The more the security system take account of different
aspects and criteria, the more complicated it becomes to
control, which means that the users will need additional
skills when working with it afterwards, such as skills of a
system administrator, or more specialized skills of manage-
ment with a specific security system. Therefore, when cre-
ating a mechanism of interaction with a particular security
system, the level of knowledge of the users is taken into
account and the security system will be designed accord-
ingly. In other words, the system developers take into
account the need for the user to have specialized knowledge
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when working with, setting up, or overseeing the security
system, as well as the depth of such knowledge.

Thus, certain designs of security systems intended for
devices (such as servers and computers of network admin-
istrators) in which comprehensive security, control, setup
and subsequent regulating are required are usually compli-
cated and demand an array of special knowledge for their
setup and regulation. At the same time, in designs of security
systems which are intended for consumer devices and sys-
tems, these are generally created to be more interactive and
allow a less trained user to perform the setup of the security
system. Such systems are either limited to a general setup of
the system, i.e., they lack a “fine tuning” of all the param-
eters of the security system, or they do not have access to the
setup of critically important properties of both the security
system itself and the operating system controlled by the
security system. Therefore, one of the problems in such
existing security systems is the creation of such a solution
that combines complex security systems with simple con-
trol. For example, it is possible for a user without special
knowledge to control and change the setup parameters of
complex security systems while preventing mistakes when
changing the security attributes that may result in a security
breach of both the security system itself and the system
which it is controlling, such as the operating system.

Yet another technical problem for the control of security
is affording a possibility of making changes to parameters
that influence the level of security of systems without a
security breach of the systems. Thus, the setting of untrue or
mutually inconsistent values of the parameters in a particular
system may result in a breach in the security properties in the
absence of a proper oversight during such a reconfiguration
of the system. Thus, in view of the limitations of such
existing systems, new approaches are needed for the solving
of the aforementioned technical problems.

SUMMARY

The present disclosure overcomes the limitations
described above and provides a system and method that
enables the making of a series of changes at one time and
verifying the correctness of the necessary number of
changes in parameters at any moment of time, for example,
during the working of certain applications to improve their
performance or in the event of their greater importance as
compared to other applications.

The disclosed system and method has been achieved with
consideration of the above-described problems of existing
systems and the objective to enable a safe changing of the
configuration (parameters) of systems, for example, operat-
ing systems. In other words, in the case of making changes
to the parameters of a system being monitored, the disclosed
system and method provides control over the changes being
made by determining the influence of such changes in
parameters on the possible change in security of the system
being monitored from the standpoint of a breach in the
security properties and reveals possible changes in param-
eters that are dependent on the parameters being changed,
also with the goal of no security breach.

Accordingly, the disclosed system and method provides
the technical advantage of providing a given level of secu-
rity of a system in the event of changing its configuration,
specifically the parameters of the system, by verifying the
consistency of the parameters being changed and the depen-
dent parameters and their joint influence on the security
properties of the system, with a decision then being made.
Another technical advantage of the present system and
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method is to provide fault tolerance of the system to changes
being made in the system configuration by verifying the
consistency of the parameters being changed with all the
parameters of the configuration and taking steps to ensure an
efficient working of the system in the event that a conflict of
parameters is found. Yet another technical advantage of the
system and method is the improvement of the working
stability of the system (such as the operating system) by the
ability to determine and correct changes being made to
parameters influencing lack of stability and system failures.

Thus, an exemplary method is provided for changing
parameter values of a computer system without changing
security properties. In this aspect, the method includes
receiving, by a processor, a request to change a system
configuration of the computer system; identifying, based on
the request to change the system configuration, at least one
parameter in a database of parameters relating to system
configurations of the computer system; receiving, by the
processor, instructions to change the identified at least one
parameter; initiating, by the processor, a transaction to
change the identified at least one parameter based on the
received instructions; determining, by the processor,
whether the initiated transaction to change the identified at
least one parameter will lower at least one security level of
the computer system; and executing, by the processor, the
change of the identified at least one parameter related to the
system configuration when the processor determines that the
initiated transaction will not lower the at least one security
level of the computer system.

In another aspect, the method includes identifying, based
on the request to change the system configuration, at least
one key, such that the identifying of the at least one
parameter in the database of parameters is based on the
identified key.

In another aspect, the method includes displaying on a
transaction window an interface configured to receive from
an operator of the computer system the instructions to
change the identified at least one parameter.

In another aspect of the method, the instructions comprise
at least one of a request to modify a value of the identified
at least one parameter, a removal of the identified at least one
parameter, or an adding of a new parameter related to the
identified at least one parameter.

In another aspect, the method includes determining, by
the processor, a current state of the identified at least one
parameter; and analyzing the initiated transaction based on
the determined current state of the identified at least one
parameter and the at least one security level of the computer
system to determine whether changes to the identified at
least one parameter from the determined current state will
conform to rules of the at least one security level of the
computer system.

In another aspect, the method includes canceling the
change of the identified at least one parameter when the
changes to the identified at least one parameter will not
conform to the rules of the at least one security level of the
computer system.

In another aspect, the method includes identifying, by the
processor, at least one variation to the instructions to change
the identified at least one parameter when the processor
determines that the initiated transaction to change the iden-
tified at least one parameter will lower the at least one
security level of the computer system; and determining, by
the processor, whether the identified at least one variation to
the instructions to change the identified at least one param-
eter will lower the at least one security level of the computer
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system if the identified at least one variation is executed by
the processor to change the system configurations of the
computer system.

In another aspect, the method includes presenting, on a
user interface, the identified at least one variation to the
instructions to change the identified at least one parameter;
and executing, by the processor, the identified at least one
variation to change the system configurations of the com-
puter system upon receiving confirmation from a user
instruction via the user interface.

In another aspect, the method includes performing a
preliminary analysis of the received instructions to change
the identified at least one parameter before the initiating of
the transaction to change the identified at least one param-
eter to verify consistency between the identified at least one
parameter and at least one unchanged parameter in the in the
database of parameters that is related to the identified at least
one parameter.

In another aspect of the method, the initiating of the
transaction to change the identified at least one parameter is
performed upon verifying the consistency between the at
least one unchanged parameter and the identified at least one
parameter.

According to yet another aspect, a system is provided for
changing parameter values of a computer system without
changing security properties. In this aspect, the system
includes a database of parameters relating to system con-
figurations of the computer system; and a processor config-
ured to: receive a request to change a system configuration
of the computer system; identify, based on the request to
change the system configuration, at least one parameter in
the database of parameters relating to the system configu-
rations of the computer system; receive instructions to
change the identified at least one parameter; initiate a
transaction to change the identified at least one parameter
based on the received instructions; determine whether the
initiated transaction to change the identified at least one
parameter will lower at least one security level of the
computer system; and execute the change of the identified at
least one parameter related to the system configuration when
the processor determines that the initiated transaction will
not lower the at least one security level of the computer
system.

The above simplified summary of example aspects serves
to provide a basic understanding of the present disclosure.
This summary is not an extensive overview of all contem-
plated aspects, and is intended to neither identify key or
critical elements of all aspects nor delineate the scope of any
or all aspects of the present disclosure. Its sole purpose is to
present one or more aspects in a simplified form as a prelude
to the more detailed description of the disclosure that
follows. To the accomplishment of the foregoing, the one or
more aspects of the present disclosure include the features
described and exemplary pointed out in the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated into
and constitute a part of this specification, illustrate one or
more example aspects of the present disclosure and, together
with the detailed description, serve to explain their prin-
ciples and implementations.

FIG. 1 illustrates a block diagram of a system for ensuring
safe changing of the configuration of computer system
according to an exemplary aspect.

FIG. 2 illustrates a block diagram of the exemplary
system according to an exemplary aspect.
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FIG. 3A illustrates a flowchart for a method of ensuring
a given level of security upon changing the configuration of
a system being monitored according to an exemplary aspect.

FIG. 3B illustrates another flowchart of a method of
ensuring a given level of security upon changing the con-
figuration of a system being monitored according to an
exemplary aspect.

FIG. 4 illustrates an example of a general-purpose com-
puter system (which may be a personal computer or a server)
on which the disclosed systems and method can be imple-
mented according to an example aspect.

DETAILED DESCRIPTION

Various aspects are now described with reference to the
drawings, wherein like reference numerals are used to refer
to like elements throughout. In the following description, for
purposes of explanation, numerous specific details are set
forth in order to promote a thorough understanding of one or
more aspects. It may be evident in some or all instances,
however, that any aspect described below can be practiced
without adopting the specific design details described below.
In other instances, well-known structures and devices are
shown in block diagram form in order to facilitate descrip-
tion of one or more aspects. The following presents a
simplified summary of one or more aspects in order to
provide a basic understanding of the aspects. This summary
is not an extensive overview of all contemplated aspects, and
is not intended to identify key or critical elements of all
aspects nor delineate the scope of any or all aspects.

The disclosed system and method ensures an established
level of security of a system upon reconfiguration of that
system, specifically, when making changes to parameters of
the system configuration. An example of such a system is the
block diagram of the system 100 shown in FIG. 1. By the
configuration of a system (computer system) is meant the set
of parameters, both hardware and software (such as appli-
cations, switches, values of variables, control sequences)
specifying the operating conditions of the system. The
changes are made by initiators, being either the users of the
system or the device on which the system is running, or an
external system (any other system) with respect to that
system. The disclosed system and method ensures a given
level of security is a monitored system (the system 100).
Examples of a monitored system are both computing devices
(such as a computer with its computer system) and software.

The term software can be considered system software,
such as operating systems, and application programs, such
as security systems, learning programs, accounting pro-
grams, CAD, and so forth, or applications when imple-
mented in mobile devices such as smartphones. The external
system may either be contained in the monitored system or
be outside the bounds of the monitored system, yet have
influence on the monitored system. For example, the influ-
ence is manifested in the form of a utilization of the
resources of the monitored system or changes made to the
configuration parameters of the monitored system. Further-
more, the external system and the monitored system may be
implemented either in the same hardware (such as a personal
computer or server) or different hardware.

The implementation of the disclosed system and method
involves the creating of a secure storage of configuration
parameters of the monitored system and performing a secure
reconfiguration. The chief feature of such an implementation
is the separating of the security policy from the business
logic policy of the systems (the monitored system and
external systems). This makes it possible to create a certain
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common dynamic storage, i.e., a storage of configuration
parameters, and to separately formulate, and then also
determine or designate security policies which need to be
placed on different variants of use of this storage, where the
variants of use are at least: 1) assigning a policy to each
parameter individually, 2) assigning a policy for updating
the configuration as a whole. This process enables a flexible
regulation of the changes being made with the help of the
dynamic rules contained in the policies.

In order to provide a secure storage, access to it for
modification of the configuration occurs through an Inter-
action Agent (such as the Interaction Agent 110), during
which all changes being made to the storage are analyzed by
a secure reconfiguration module (hereinafter, the reconfigu-
ration module). Such an implementation makes it possible to
separate the function for control of the configuration param-
eters of the monitored system from the system itself and
from external systems. The storage contains at least the
parameters which influence the level of security of the
monitored system (software).

In the following, when describing a sample aspect of the
exemplary system as shown in FIG. 1, three entities are
involved in the exemplary aspect: the monitored system 100,
the reconfiguration module 130 and the storage of configu-
ration parameters of the monitored system (hereinafter, the
parameters storage) 120. Likewise, there is presented below
an exemplary aspect of the method for providing a given
level of security when changing the configuration of the
monitored system by identifying erroneous changes and
verifying the consistency of the values of the parameters
changed with the values of the other parameters. The level
of security characterizes the totality of the conditions and
criteria of the interaction of the elements (hardware and
software) and their parameters of the monitored system with
each other and with the elements of external systems so that
the monitored system is provided protection in regard to
various threats and/or the working efficiency of the system.
The security level can be regulated, for example, from a
starting level (when general rules of protection against
threats are needed) to a maximum level (when a policy is
provided for strict limitations on access to critical system
elements, such as the hard disk drive (HDD), the processor,
the data transmission tool, and so forth).

It should be noted that, depending on the aspect of the
disclosed system and method, the interaction with the user
or with the external system (for example, any given appli-
cation may be an external system for the operating system)
when changing the configuration parameters of the moni-
tored system may be carried out both individually and as a
whole. Thus, if the initiator (such as a user) wishes to modify
the values of the configuration parameters of the monitored
system, the initiator will make a request to the Interaction
Agent 110, and the request may contain at least data regard-
ing the parameters which need to be changed. After this, the
Interaction Agent 110 provides a transaction interface (forms
a transaction window 115) for the subsequent making of the
changes to the values of the parameters or new parameters.
The transaction interface is an interface which provides a
functionality for performing a transaction with the aid of a
transaction window in which the parameters are presented
and changed. Depending on the exemplary aspect, the
interface may contain either a current copy of the state of all
parameters or only those parameters which are accessible to
the user for changing. According to an exemplary aspect, the
accessibility of the parameters may be analyzed in advance
on the basis of the role or the account record under which the
user is working in the system. Likewise, the forming of the
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transaction window is done by an interaction between the
Interaction Agent 110 and the parameters storage 120 in
order to obtain information on the parameters which may be
modified by the corresponding external system or the user.
Moreover, the most preferable method of implementation is
when the Interaction Agent 110 receives requests from the
user for changes to parameters through software containing
the parameters which can be regulated or controlling the
changes to the parameters. In this case, the interaction will
occur as with an external system. The external system sends
a request to the Interaction Agent 110 for changes to
parameters. Reasons for external systems independently
adding changes to parameters might be, for example, the
running or initialization of the external system in the moni-
tored system, during which additional dynamic parameters
for the monitored system are formed or appear. The recon-
figuration module 130 in turn, on the basis of the request
received for changes by the transaction mechanism, will
make the changes to the storage through the Interaction
Agent 110, first checking the changes for correctness and
consistency. Thus, in its general form, the system for pro-
viding a secure changing of the configuration of the system
100, as represented in FIG. 1, includes the parameters
storage 120 and the reconfiguration module 130. In one
variant aspect, the monitored system 100 is an operating
system, for example, one of the operating systems of the
Microsoft Windows, Mac OS, Kaspersky OS, or the Android
OS families. Therefore, the exemplary aspects presented
below are examples of configuration parameters which are
characteristic of the operating systems.

The parameters storage 120 contains at least all dynamic
configuration parameters of the system 100, which may
pertain to both hardware and software of the system 100.
Dynamic parameters are parameters which may be changed
in the course of the operation of the system 100. Since, when
changing parameters, it is not always possible to know at
once (before making the changes) how they or parameters
related to them will affect the working of the system 100, an
incorrect changing of such parameters may entail a change
in the security properties of the system 100 and, accordingly,
a possible lowering of the given level of security. It is
therefore necessary to monitor the parameters from the
standpoint of the correctness of the changes being made and
to verify the consistency with related or dependent param-
eters, in which case the relationship between parameters
from the storage might not even be known. Such parameters
may be either parameters of the system 100 itself or param-
eters of external systems.

In one variant aspect of the parameters storage 120, the
parameters contained therein are identified by keys and their
corresponding types of parameters, such as signed and
unsigned whole numbers, strings, and floating decimal num-
bers. The term “key” generally refers to an identifier which
enables an exact identification of the corresponding param-
eter in the parameters storage 120 and depending on the
exemplary aspect of disclosed system and method, it may
have various forms. Each parameter is associated with the
concept of a “security label”. A security label is a group (list)
of attributes describing the possibility of access and use of
the parameter by users or other systems. As a rule, each user
in the system corresponds to at least one of the following
concepts (identifiers): user account record and/or user role in
the corresponding system, which will also be utilized in the
security label. Thus, in different exemplary aspects, the
security label is used to realize different methods of moni-
toring of the parameters contained in the parameters storage
120, and of the storage 120 as a whole.
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Moreover, the parameters storage 120 supports the trans-
actional nature of a updating, i.e., changes to parameters are
not made one by one, but instead a list of changes is made
for parameters needing to be changed at a given moment of
time. In other words, for the making of changes in the
parameters storage 120 a transactional window 115 of the
transactional interface is used, which the user uses through
software or an external system 105 to make the necessary
changes to the values of the parameters represented in that
transactional window. The creation of the transactional
window 115 and the subsequent forming of the transaction
containing the changes made, with its committing, is done
by the Interaction Agent 110, which then sends the transac-
tion to the reconfiguration module 130 for verification.

The reconfiguration module 130 in turn ensures a secure
making of changes to the parameters contained in the
parameters storage 120 by verifying the correctness of the
changes made and contained in the committed transaction by
security policies (i.e., conformity with requirements satis-
fying no decrease in the given level of security) and the
consistency with other parameters and values of parameters
in the storage 120. By a change in parameters is considered
to mean both a change in the values of parameters already
contained in the storage and the placing of new parameters
in the storage. The reconfiguration module 130 includes an
analysis module 133, a database of security policies 135 and
a decision making module 137, and it interacts with the
Interaction Agent 110. It should be noted that, depending on
the exemplary aspect of the disclosed system and method,
the Interaction Agent 110 may be part of the monitored
system 100, or it may be combined with the reconfiguration
module 130.

The Interaction Agent 110 is responsible for the interac-
tion between the initiator (the user or an external system),
the storage 120 and the reconfiguration module 130, during
which the Interaction Agent 110 initiates (creates) the trans-
action for changing the configuration of the system 100 and
forms a current copy of the state of the parameters in the
storage 120. In one sample aspect, the Interaction Agent 110
may be a database management system (DBMS), at least in
that portion where the interaction with the parameters stor-
age 120 occurs for making changes to the parameters. In the
context of the interaction between, for example, software
105 and the transaction interface, new values are assigned to
parameters, after which the Interaction Agent 110 commits
the transaction and sends it for verification to the reconfigu-
ration system 130, specifically, to the analysis module 133.
Along with the transaction, the Interaction Agent 110 also
sends the current copy of the state of the parameters in the
parameters storage 120 which is formed at the moment of
making the changes. The current copy is created by a
snapshot technique, for example, which makes it possible to
depict the static state of a set (or all) of parameters of the
storage. Thus, the current copy constitutes a certain data set
of a determined kind.

The analysis module 133 is responsible for evaluating the
changes made in the transaction on the basis of the current
copy of the state of the parameters with the help of the
security policies from the database of security policies 135.
The database of security policies 135 contains specified
security policies for the parameters of the storage 120. Thus,
the security policies make it possible to verify how a change
in the values of the parameters contained in the transaction,
or other parameters related to them from the storage 120,
will influence the given level of security of the system 100.
Furthermore, each security policy is formed in dependence
on the need for a joint checking of the parameters, i.e., the
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policy may check either one parameter or several of them
(the only limitations are technical or software ones). The
distinguishing feature of the use of such security policies is
that the security policies in the checking of the changes do
not perform a direct action with the storage 120 or the
parameters contained in it, but instead the entire analysis,
including the check for allowable changes to parameters and
their influence on other parameters, is done during the
evaluation by using the current copy of the state of the
parameters at the time of making the changes.

Consequently, the evaluation is done by applying the
security policies to the parameters from the transaction and
the indicated current copy containing information on the
state of the parameters in the storage 120, checking both the
influence of the change of each parameter separately from
the other parameters on the system 100 and the influence of
change on the other parameters, from the standpoint of the
consistency of the changed parameters and the parameters
related to them. Thus, a check is made for the fulfillment
and/or compliance with all the conditions contained in the
security policies that are responsible for checking the
changed parameters contained in the transaction and the
parameters related to them from the indicated current copy.
The result of the evaluation is a determination of the
influence of the changes made at least on: the appearance of
collisions with related or dependent parameters in the stor-
age 120, and/or a security breach of the system 100 itself.

In particular, in exemplary aspects of the disclosed system
and method, the evaluating of the influence of the changes
in parameters on the security level of the monitored system
100 is likewise realized by one of the known methods of
evaluation and depends on the complexity (the number of
parameters and the types of relation between them) of the
monitored system and the requirements on the accuracy of
the evaluation (i.e., the probability of appearance of errors of
the first and second kind). Thus, for example, the evaluation
method is one of the following types of analysis: binary,
probabilistic, correlational and vectorial.

After performing the analysis, the analysis module 133
presents the results of the analysis to the decision making
module 137. The results contain information on possible
violation of the security level and/or identified collisions, in
the event of inconsistency of related parameters.

In yet another variant aspect of the disclosed system and
method, before the Interaction Agent 110 commits the
transaction with the changes made, a preliminary verifica-
tion of the changes made will be performed. For this, the
Interaction Agent 110 sends a request to the analysis module
133, where the request will be formatted in a preferable form
for analysis and will contain at least the following data: the
identifier of the application; the key presented by the appli-
cation; and the changed values of the parameters. The
analysis module 133 will apply the security policies from the
database of security policies 135 to the corresponding
parameters and their changes. In accordance with the poli-
cies applied, the possibility of making such changes to the
parameters will be verified from the standpoint of their
correctness, i.e., whether the new value falls within the
allowable range, whether it does not go beyond an estab-
lished threshold value, or whether it conforms to specified
values. Thus, for example, if one of the rules says that the
parameters which specify 1P addresses in a network must
correspond only for a specific (given) subnet mask, a check
will be made to verify whether the IP address in the changed
parameter belongs to the same subnet as the others. During
the preliminary verification, the rules or conditions from the
applied security policies might not be fulfilled entirely, and
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in this case the unfilled portion of those policies will be
checked afterwards by the analysis module 133.

In another variant aspect, the Interaction Agent 110 during
the forming of the transaction (transaction window) will
form it such as to first consider the portion of the require-
ments from the security policies in which changes have been
made to the values of the parameters of the storage. For
example, a transactional window 115 will be formed for a
user in accordance with his account record which will
contain only those parameters and only in those ranges
which can be changed for the corresponding account record.
It will then only be necessary for the analysis module 133 to
check the consistency with related parameters.

The decision making module 137 makes a decision on the
changes made to the parameters contained in the storage 120
on the basis of an analysis of the results of the evaluation
obtained from the analysis module 133. The decision made
indicates one of three possible decisions: (1) make the
changes to the parameters in the form as specified in the
transactional window, since the security level is not lowered;
(2) make the changes to the parameters, but only with
preliminary correction to satisfy the specified security level,
wherein the correction may affect both the changes specified
in the transactional window and the parameters related to the
parameters being changed; or (3) it is not possible to make
the corresponding change, since the security level will be
lowered.

If it is necessary to perform a correction, the most
preferable correction will be determined. Depending on the
exemplary aspect, a list of conditions will be determined and
used to determine the correction of the changes. In variant
exemplary aspects, the list also contains information on the
priority of the conditions and the need to satisfy one con-
dition or another upon analysis of the possible correction of
the changes made. For example, the list of conditions might
contain the following conditions:

the changes will not be made if any correction of the

parameters being changed or related parameters will
result in a lower security level;

the changes being made to the parameters in the transac-

tional window have priority over possible changes in
related parameters so long as the security level is not
changed, i.e., the correction of dependent parameters is
done first of all;

when correcting the related parameters, inform the user

about the correction if the user himself made the
changes; and/or

before correcting the parameters being changed, ask for

the consent of the user.

After making the corresponding decision by the module
137, the reconfiguration module 130 updates the parameters
in the storage 120 by making the corresponding changes
through the Interaction Agent 110 and specifically all the
changes, the corrected changes or the parts of changes which
conform to the given level of security.

Yet another important item in the implementation of the
disclosed system and method is the possibility of supporting
the predetermination (predictability of behavior) of the
monitored system at the time of booting. Suppose there is a
security policy which checks the connection being made for
a corresponding port, then the policy indicates that the given
port should be in a certain range, and what that range is will
then be determined from a certain parameter contained in the
storage 120. Accordingly, when the monitored system is
initialized (started), as early as possible during the booting
the reconfiguration module 130 should be started. Obvi-
ously, this will occur before the loading of the storage 120.
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Therefore, in order for the behavior to be predetermined, all
the security policies and other consumers of the monitored
system 100 (such as external systems) which use in their
configuration parameters contained in the parameters stor-
age 120 will have a special value, such as a boot value. This
value will be specified in advance and used from the moment
of booting to the time when the parameters storage 120 is
ready to work. After this, a check is made of the parameters
with the boot value for their conformity with the values in
the parameters storage 120. Such an approach makes it
possible to analyze the state of the monitored system 100 at
the moment of its booting, and also at any moment of time,
and to correct it if it does not conform to the security level.

The follow provides an example of the working of the
system for ensuring a secure change of configuration. For
example, it is assumed that a software 105 has been
launched in the system 100, being an application, and as a
consequence it becomes necessary to perform a change in
the parameters. The application 105 accesses the Interaction
Agent 110, in which a key is indicated for the making of the
changes. In response, the Interaction Agent 110 creates a
transactional window 115 to enter the necessary changes to
the parameters. In forming the transactional window 115 the
Interaction Agent 110 on the basis of the key received and
the identifier of the application will determine the param-
eters corresponding to the application, in the parameters
storage 120, and check the security label of these parameters
for its conformity. Next, the Interaction Agent 110 displays
in the transaction window 115 only those parameters which
correspond to the application 105. The application 105
specifies the necessary changes in the parameters presented
in the transaction window 115 of the transactional interface.
Then the Interaction Agent 110 commits the transaction and
forms a current copy (snapshot) of the parameters of the
storage 120, which it then dispatches to the reconfiguration
module 130, specifically, to the analysis module 133.

The reconfiguration module 130 with the help of the
analysis module 133 performs an analysis of the received
data according to the security policies, by checking the
consistency of the parameters from the storage when the
changes are applied. In particular, it checks how parameters
related to the parameters whose values have been changed
by the application will conform to the security policies and
whether it is necessary to change them in order to maintain
the security level. The reconfiguration module 130 then
makes the following decision with the aid of the module
137. If the changes being made conform to all necessary
security policies upon performing the check and conse-
quently the security level is not worsened, the reconfigura-
tion module 130 makes a decision to update the configura-
tion of the parameters storage 120 in accordance with the
changes made and without any kind of correction, informing
the Interaction Agent 110 of this, which in turn performs the
updating of the parameters storage 120. If even one security
policy is not complied with, a search is made for a possible
correction of the changes being made or dependent param-
eters according to a specified list of conditions (as men-
tioned above). The search for correction variants is per-
formed in a way so that the security level is not worsened.
After determining possible correction variants, the recon-
figuration module 130 informs the Interaction Agent 110
about this, which then makes the corresponding correction
and updates the configuration in the storage 120.

In another example of the working of the system for
providing a secure changing of configuration, if the change
is made initially by the user, the Interaction Agent 110
informs the user as to a possible correction and waits for an
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answer from the user. After receiving the corresponding
answer (with a chosen correction variant), the Interaction
Agent 110 performs the corresponding update in the storage
120.

In the event that the system 130 does not find a single
correction variant that does not lower the given security
level, the system 130 informs the Interaction Agent 110 as
to the lowering of the security level and a possible failure
(threat) in the working of the monitored system 100. The
Interaction Agent 110 in turn when interacting with an
application will cancel the changes made, and in the event
of interacting with the user it will inform him as to such
consequences. It should be noted that the final actions of the
Interaction Agent 110 after making a particular decision by
the reconfiguration system 130 may be fully automated and
not contain any requests sent to the user.

Yet another example of the implementing of the system
for providing a secure changing of configuration of the
monitored system is the example shown in FIG. 2. In the
presented example, a secure storage of the configuration
parameters 220 is realized (the same as the storage 120) for
the operating system Kaspersky OS 200 (a particular
instance of the system 100) and the reconfiguration module
230 is analogous to the reconfiguration module 130. In this
case, it is necessary to solve the problem of assigning
processor time quotas to various applications 205. In the
context of the given problem, changes are made periodically
in the parameters of use of processor time by the applica-
tions 205.

For example, it is assumed that the Kaspersky OS (here-
inafter, KOS) 200 contains three groups of applications:
“system”, “services” and “applications”. Each group con-
tains at least one application 205. It is also assumed that the
group “applications” contains the following three applica-
tions:  Voice_Recognition,  Face_Recognition  and
Remote_Connectivity. The storage 220 contains the param-
eters for use of processor time by each of these applications,
i.e., the value of the parameter shows the quota of use of
processor time by the corresponding application. For the
exemplary aspect, it is assumed that the following pairs of
key/value are contained for these applications 205 in the
storage 220:

application key/value

Voice_ Recognition
Face_ Recognition
Remote_ Connectivity

cpu.limits.VoiceRecognition: 10
cpu.limits.FaceRecognition: 30
cpu.limits.RemoteConnectivity: 5

Thus, on the basis of the key, a corresponding parameter
in the storage 220 is accessed, and the indicated value
corresponds to the processor time in percentage (out of
100%) which can be used by the corresponding application
205. Accordingly, the storage allows a changing of these
parameters during the working of the KOS 200.

Thus, when the indicated parameters are changed, the
reconfiguration module 230 applies the corresponding secu-
rity policies to the changes in values of the parameters. For
example, at least the following security policy is applied,
containing two rules: (1) An application from the group
“applications” cannot use more than 33% of the processor
time of the CPU; and (2) The entire group “applications”
cannot use more than 80% of the processor time of the CPU.

Thus, the working of the presented system in the case of
making changes will be as follows. In response to receiving
a request to change the parameters of use of processor time
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from at least one of the indicated applications, the Agent
(like the Interaction Agent 110) 210 initiates a transaction
window 215 for changing the configuration of the applica-
tion. In the exemplary aspect, the transaction window con-
tains only those parameters which the application can
change, for example. For this, the Agent 210 on the basis of
information about the application will select the correspond-
ing parameters from the storage 220. In the course of the
transaction, the application assigns new values to the param-
eter, after which the Agent 210 commits the transaction and
forms a current copy of the configuration of the storage 220.

Moreover, in another exemplary aspect, during the for-
mation of the transaction the Agent 210 requests a prelimi-
nary verification from the reconfiguration system 230. The
system 230 will perform the preliminary evaluation by
applying the above-indicated security policy, for example,
only the rule which states that no application from the group
“applications” has assigned values of the parameter of use of
the processor greater than 33% of the CPU. After this, the
system 230 will send information about the evaluation to the
Agent 210 in reply to its query. Consequently, the Agent 210
will make the necessary changes.

Hence, the Agent 210 has committed the transaction with
the changes made and has sent it for verification to the
reconfiguration module 230. The reconfiguration module
230 will perform the check for correctness of the changes in
the parameters, including whether it is consistent with other
changed parameters according to the security policy. For
this, the reconfiguration module 230 on the basis of the
received current copy of the configuration of the storage 220
applies rules from the security policy. If a preliminary
verification has been performed, only the rule will be applied
hereafter which adds up the quotas of all applications from
the “applications” group and verifies that they do not exceed
80% of the CPU. After which a decision is made to update
the parameters in the configuration of the storage.

Thus, for example, in the event that a changing of the
quotas for the applications is done in the proportion: 30%,
30%, 10%, the reconfiguration module 230 will make a
decision for correctness and consistency of the changes
made. The Agent 210 in turn, after receiving such a decision,
will perform the updating of the parameters contained in the
storage.

In the event that the change of quotas for the applications
is done in the proportion: 30%, 30%, 30%, the reconfigu-
ration module 230 will either propose a correction variant
such that the policy is satisfied and the security level is not
worsened, or it will block such a change in the values of the
parameters.

FIG. 3A illustrates a flowchart for a method of ensuring
a given level of security upon changing the configuration of
a system being monitored.

The method of ensuring a given level of security upon
changing the configuration of a system being monitored
upon receiving a request to change the parameters of the
configuration in the parameters storage will carry out a
number of steps, including at least: step 310, in which an
analysis of the request to change the parameters is done; step
320, in which a transaction window is formed, taking into
account current information about the parameters in the
parameters storage, and making changes to the parameters;
step 330, in which the transaction with the changes made is
committed; step 340, in which an evaluation is done for the
possibility of making the changes to the parameters con-
tained in the parameters storage; step 350, in which a
decision is made to update the parameters in the parameters
storage.
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In step 310, the Interaction Agent 110 receives a request
containing information on a changing of parameters which
are contained in turn in the storage 120 from at least one of
the computer hardware and/or software 105. The request is
formulated by a request initiator, i.e., either the hardware
and/or software 105, such as an application, or the user
through any communication with users, which is also one of
the hardware and/or software 105. After this, the Interaction
Agent 110 analyzes the information about the request,
during which it determines at least one key presented. The
key makes possible an exact identification of the parameter
in the parameters storage 120 which needs to be changed. In
one variant aspect, the key is an identifier of the parameter.
Other information which the Interaction Agent 110 may
discover from the received request is information on the
identification of the hardware and/or software 105 or the
user, information about new parameters, or information
about the modification of at least one parameter or its value.

In step 320 the Interaction Agent 110 presents the trans-
action window to the initiator of the request for making
changes to the parameters which are accessible to the
corresponding initiator for modification. The modifying
parameters may be either parameters of the monitored
system 100 or parameters of an external system which
influence the working ability of the monitored system 100.
The transaction window presented may have the form of a
dialogue window in which information about the changes is
entered or that of an interface. The interface contains either
current information about all the parameters contained in the
parameters storage 120 or current information on only those
parameters which can be modified in keeping with the
identified key or identifier. For this, for example, the access
level of the user to the parameters storage 120 is determined,
where the access level indicates the kind of possible use of
the parameters and of the parameters storage as a whole. The
kinds of parameter used are at least the possibility of
reading, the modification of at least one parameter, the
location of the modification of at least changing the value of
the parameter, changing the range of regulation of the
parameter, adding a new parameter, and removal of a
parameter.

It should be noted that, in order to place current infor-
mation in the interface, the Interaction Agent 110 in step 320
carries out an interaction with the parameters storage 120
during which it forms a current copy of the state of the
parameters contained in the parameters storage 120, making
use of the key. Thus, the Interaction Agent 110 on the basis
of the key and in consideration of the security label of the
parameters determine which parameters may be modified.
For example, the Interaction Agent 110 determines whether
the key satisfies the attributes of the security label. After this,
it creates a current copy of the corresponding parameters
with the aid of the snapshot method. This method makes it
possible to portray the static states of a set of parameters of
the storage. Thus, the current copy represents a data set of
preferential kind for analysis.

The exemplary aspect of the Interaction Agent 110 and the
transaction window may also allow for an intermediate
variant, when a dialogue window is formed for certain
requests and a transaction interface with all the parameters
for others, and a transaction interface with some of the
parameters for yet others.

In step 330 the Interaction Agent 110 commits the trans-
action with the changes made to the parameters in response
to the information on the parameters being changed as
entered by the hardware and/or software 105 or obtained
from the user via the corresponding hardware and/or soft-
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ware 105. Examples of such information are data on new
values of the parameters, the removal of a parameter or the
adding of a new parameter. After this, the transaction
together with the current copy of data as to the state of all
the parameters in the parameters storage 120 is sent to the
reconfiguration module 130, specifically, to the analysis
module 133. In the event that the current copy is not formed
in step 320 or is formed but only for some of the parameters,
then the current copy for all the parameters contained in the
parameters storage 120 is formed in this step 330. For this,
the Interaction Agent 110 performs actions similar to those
described above, but taking into account the need to form a
current copy of the state of all the parameters.

In step 340 the reconfiguration module 130 with the aid of
the analysis module 133 performs an evaluation of the
making of the corresponding changes to the parameters, the
evaluation being done on the basis of the current copy
received for the state of the parameters and with the aid of
the corresponding security policies from the database of
security policies 135. Thus, the reconfiguration module 130
analyzes the influence of the changes made on other param-
eters related to them in the parameters storage 120 and on
breaches in the given security level of the monitored system
100. The analysis presupposes a checking of the consistency
of the parameters being changed and the parameters related
to them in terms of their conformity to the rules (conditions)
contained in the security policies. After performing the
analysis, the analysis module 133 presents the results of the
analysis to the decision making module 137. The results
contain information on a possible breach (lowering) of the
security level and/or identified collisions, in the event of an
inconsistency of the related parameters, and in a particular
case also information on correction variants to eliminate the
identified collisions.

In step 350 the decision making module 137 makes a
decision on the updating of the parameters in the parameters
storage 120. The decision is made on the basis of analysis of
the results obtained. If no collisions have been found, the
system understands that the security level has not been
lowered. Otherwise, if at least one collision was found, then
the security level will be lowered upon making the changes
to the parameters. At the completion of the analysis, at least
one of the following decisions is made: (1) make the changes
to the parameters of the storage, since the security level will
not be lowered; or (2) cancel the changes, since the security
level will be lowered.

In a particular exemplary aspect of the method, the step
350 involves a series of steps which include an additional
analysis of the identified collisions in order to determine a
possible correction either for the parameters being changed
or for related parameters from the parameters storage 120 so
as to satisty the given security level. Thus, in step 355 the
results obtained in step 340 are analyzed. If no collisions are
discovered, then as mentioned above a decision is made to
make the changes, which is sent to step 390. Otherwise, if
a collision has been identified, the decision making module
137 asks the analysis module 133 for possible correction
variants which ensure at least no lowering of the security
level. In step 360 the analysis module 133 sorts through the
correction variants, which it will send to the decision making
module 137. In step 365 the module 137 makes a decision
on the correction for a possible making of changes to the
parameters, so as to satisfy the given security level, while the
correction might involve both the changes specified in the
transaction window and parameters related to the parameters
being changed. For this, the module 137 uses a list of
conditions, in accordance with which it will determine the

20

40

45

16

possibility of making the corrections from the variants
received. After this, the module 137 either provides the
corresponding variants to the user via the Interaction Agent
110 or independently (usually in the case of making changes
by the hardware and/or software 105) makes a decision to
correct or block the changes. Thus, in step 370 in the event
that correction variants are present, the reconfiguration mod-
ule 130 waits for and receives the response of the user as to
the preferred variant, the information about which is sent to
the Interaction Agent 110. In step 380 a blocking of the
changes is done if correction variants are absent or if none
of the variants corresponds to the list of conditions. Hence,
if the Interaction Agent 110 has received information on a
correction, the Agent will make the corresponding changes
and in step 390 carry out a updating of the parameters in the
parameters storage. An additional verification is also pos-
sible in step 355 after entering the selected correction
variant.

FIG. 3B illustrates yet another flowchart of an exemplary
method of ensuring a given level of security upon changing
the configuration of a system being monitored. It should be
appreciated that the method of ensuring a given level of
security upon changing the configuration of a system being
monitored carries out the same steps 310, 320, 330, 340,
350, 380 and 390, as those described above with respect to
FIG. 3A, when receiving a request to change the parameters
of configuration in the parameters storage. However, in
addition, in the exemplary aspect, in step 320 a transaction
window is formed which contains only the parameters
permitted for changing, and in step 325 a preliminary
verification is done for the changes entered in the transaction
window. The verification involves the following. The Inter-
action Agent 110 makes a request of the analysis module
133, the request being formulated in preferred form for
analysis and containing at least the following data: the
identifier of the application; the key presented by the appli-
cation; and the changed values of the parameters. The
analysis module 133 with the help of the security policies
from the database of security policies 135 analyzes the
changes received. During the analysis, it verifies the possi-
bility of making such changes to the parameters from the
standpoint of their correctness, i.e., does the new value lie in
the permissible range, or does it exceed an established
threshold value, or does it conform to the specified values?
During the preliminary verification, rules or conditions from
the security policies received might not be fully carried out,
and in this case the policy conditions not carried out will be
checked afterwards by the analysis module 133 in step 340.

Furthermore, in step 340 a verification is done only for
consistency with other unchanged parameters in accordance
with the conditions not fulfilled of the security policies used
in step 325. After this, in step 350 a decision is made as to
the updating of the parameters in the configuration of the
parameters storage. On the basis of the decision made, the
Interaction Agent 110 moves on to perform step 380, or step
390. Thus, in step 380 a blocking of the changes is done if
there are no correction variants or none of the variants
corresponds to the list of conditions. In step 390 the Inter-
action Agent 110 makes the corresponding changes if it has
received information on a correction, and it performs a
updating of the parameters in the parameters storage itself.

FIG. 4 illustrates an example of a general-purpose com-
puter system (which may be a personal computer or a server)
on which the disclosed systems and method can be imple-
mented according to an example aspect. As shown, the
computer system 20 includes a central processing unit 21, a
system memory 22 and a system bus 23 connecting the
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various system components, including the memory associ-
ated with the central processing unit 21. The system bus 23
is realized like any bus structure known from the prior art,
including in turn a bus memory or bus memory controller, a
peripheral bus and a local bus, which is able to interact with
any other bus architecture. The system memory includes
read only memory (ROM) 24 and random-access memory
(RAM) 25. The basic input/output system (BIOS) 26
includes the basic procedures ensuring the transfer of infor-
mation between elements of the personal computer 20, such
as those at the time of loading the operating system with the
use of the ROM 24.

The personal computer 20, in turn, includes a hard disk 27
for reading and writing of data, a magnetic disk drive 28 for
reading and writing on removable magnetic disks 29 and an
optical drive 30 for reading and writing on removable
optical disks 31, such as CD-ROM, DVD-ROM and other
optical information media. The hard disk 27, the magnetic
disk drive 28, and the optical drive 30 are connected to the
system bus 23 across the hard disk interface 32, the magnetic
disk interface 33 and the optical drive interface 34, respec-
tively. The drives and the corresponding computer informa-
tion media are power-independent modules for storage of
computer instructions, data structures, program modules and
other data of the personal computer 20.

The present disclosure provides the implementation of a
system that uses a hard disk 27, a removable magnetic disk
29 and a removable optical disk 31, but it should be
understood that it is possible to employ other types of
computer information media 56 which are able to store data
in a form readable by a computer (solid state drives, flash
memory cards, digital disks, random-access memory (RAM)
and so on), which are connected to the system bus 23 via the
controller 55.

The computer 20 has a file system 36, where the recorded
operating system 35 is kept, and also additional program
applications 37, other program modules 38 and program
data 39. The user is able to enter commands and information
into the personal computer 20 by using input devices (key-
board 40, mouse 42). Other input devices (not shown) can be
used: microphone, joystick, game controller, scanner, and so
on. Such input devices usually plug into the computer
system 20 through a serial port 46, which in turn is con-
nected to the system bus, but they can be connected in other
ways, for example, with the aid of a parallel port, a game
port or a universal serial bus (USB). A monitor 47 or other
type of display device is also connected to the system bus 23
across an interface, such as a video adapter 48. In addition
to the monitor 47, the personal computer can be equipped
with other peripheral output devices (not shown), such as
loudspeakers, a printer, and so on.

The personal computer 20 is able to operate within a
network environment, using a network connection to one or
more remote computers 49. The remote computer (or com-
puters) 49 are also personal computers or servers having the
majority or all of the aforementioned elements in describing
the nature of a personal computer 20. Other devices can also
be present in the computer network, such as routers, network
stations, peer devices or other network nodes.

Network connections can form a local-area computer
network (LAN) 50, such as a wired and/or wireless network,
and a wide-area computer network (WAN). Such networks
are used in corporate computer networks and internal com-
pany networks, and they generally have access to the Inter-
net. In LAN or WAN networks, the personal computer 20 is
connected to the local-area network 50 across a network
adapter or network interface 51. When networks are used,
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the personal computer 20 can employ a modem 54 or other
modules for providing communications with a wide-area
computer network such as the Internet. The modem 54,
which is an internal or external device, is connected to the
system bus 23 by a serial port 46. It should be noted that the
network connections are only examples and need not depict
the exact configuration of the network, i.e., in reality there
are other ways of establishing a connection of one computer
to another by technical communication modules, such as
Bluetooth.

In various aspects, the systems and methods described
herein may be implemented in hardware, software, firm-
ware, or any combination thereof. If implemented in soft-
ware, the methods may be stored as one or more instructions
or code on a non-transitory computer-readable medium.
Computer-readable medium includes data storage. By way
of example, and not limitation, such computer-readable
medium can comprise RAM, ROM, EEPROM, CD-ROM,
Flash memory or other types of electric, magnetic, or optical
storage medium, or any other medium that can be used to
carry or store desired program code in the form of instruc-
tions or data structures and that can be accessed by a
processor of a general purpose computer.

In the interest of clarity, not all of the routine features of
the aspects are disclosed herein. It will be appreciated that
in the development of any actual implementation of the
present disclosure, numerous implementation-specific deci-
sions must be made in order to achieve the developer’s
specific goals, and that these specific goals will vary for
different implementations and different developers. It will be
appreciated that such a development effort might be com-
plex and time-consuming, but would nevertheless be a
routine undertaking of engineering for those of ordinary skill
in the art having the benefit of this disclosure.

Furthermore, it is to be understood that the phraseology or
terminology used herein is for the purpose of description and
not of restriction, such that the terminology or phraseology
of the present specification is to be interpreted by the skilled
in the art in light of the teachings and guidance presented
herein, in combination with the knowledge of the skilled in
the relevant art(s). Moreover, it is not intended for any term
in the specification or claims to be ascribed an uncommon or
special meaning unless explicitly set forth as such.

The various aspects disclosed herein encompass present
and future known equivalents to the known modules referred
to herein by way of illustration. Moreover, while aspects and
applications have been shown and described, it would be
apparent to those skilled in the art having the benefit of this
disclosure that many more modifications than mentioned
above are possible without departing from the inventive
concepts disclosed herein

What is claimed:

1. A method for changing parameter values of a computer
system without changing security properties, the method
comprising:

receiving, by a processor, a request to change a system

configuration of the computer system;

identifying, based on the request to change the system

configuration, at least one parameter in a secure storage
of parameters relating to system configurations of the
computer system,
receiving, by the processor, instructions to change the
identified at least one parameter from initiators;

initiating, by the processor, a transaction to change the
identified at least one parameter based on the received
instructions and forming a current copy of the state of
the parameters in the secure storage;
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verifying whether the change to the identified parameter
is allowable and verifying consistency between the
identified parameter and at least one unchanged param-
eter by evaluating whether the change conforms to
rules of security policies by using the current copy of
the state of the parameters at the time of making the
change;

performing an analysis, by the processor, to determine

whether the initiated transaction to change the identi-
fied at least one parameter will lower at least one
security level of the computer system based on identi-
fied collisions between the identified parameter and the
at least one unchanged parameter;

generating, by the processor, results of the analysis,

wherein, when one or more collisions are identified, the
results include information on the identified collisions
and information on correction variants to eliminate the
identified collisions; and

executing, by the processor, the change of the identified at

least one parameter related to the system configuration
when no collisions between the identified parameter
and the at least one unchanged parameter are identified.

2. The method according to claim 1, further comprising
identifying, based on the request to change the system
configuration, at least one key, such that the identifying of
the at least one parameter in the secure storage of parameters
is based on the identified key.

3. The method according to claim 1, further comprising
displaying on a transaction window an interface configured
to receive from an operator of the computer system the
instructions to change the identified at least one parameter.

4. The method according to claim 3, wherein the instruc-
tions comprise at least one of a request to modify a value of
the identified at least one parameter, a removal of the
identified at least one parameter, or an adding of a new
parameter related to the identified at least one parameter.

5. The method according to claim 1, further comprising:

determining, by the processor, a current state of the

identified at least one parameter; and

analyzing the initiated transaction based on the deter-

mined current state of the identified at least one param-
eter and the at least one security level of the computer
system to determine whether changes to the identified
at least one parameter from the determined current state
will conform to rules of the at least one security level
of the computer system.

6. The method according to claim 5, further comprising
canceling the change of the identified at least one parameter
when the changes to the identified at least one parameter will
not conform to the rules of the at least one security level of
the computer system.

7. The method according to claim 1, further comprising:

identifying, by the processor, at least one variation to the

instructions to change the identified at least one param-
eter when one or more collisions between the identified
parameter and the at least one unchanged parameter are
identified; and

determining, by the processor, whether the identified at

least one variation to the instructions to change the
identified at least one parameter will eliminate the one
or more collisions if the identified at least one variation
is executed by the processor to change the system
configurations of the computer system.

8. The method according to claim 7, further comprising:

presenting, on a user interface, the identified at least one

variation to the instructions to change the identified at
least one parameter; and

10

15

20

25

30

35

40

45

50

55

60

65

20

executing, by the processor, the identified at least one
variation to change the system configurations of the
computer system upon receiving confirmation from a
user instruction via the user interface.

9. The method according to claim 1, further comprising
performing a preliminary analysis of the received instruc-
tions to change the identified at least one parameter before
the initiating of the transaction to change the identified at
least one parameter to verify consistency between the iden-
tified at least one parameter and at least one unchanged
parameter in the in the secure storage of parameters that is
related to the identified at least one parameter.

10. The method according to claim 9, wherein the initi-
ating of the transaction to change the identified at least one
parameter is performed upon verifying the consistency
between the at least one unchanged parameter and the
identified at least one parameter.

11. A system for changing parameter values of a computer
system without changing security properties, the system
comprising:

a secure storage of parameters relating to system configu-

rations of the computer system; and

a hardware processor configured to:

receive a request to change a system configuration of
the computer system from initiators;

identify, based on the request to change the system
configuration, at least one parameter in the secure
storage of parameters relating to the system configu-
rations of the computer system and form a current
copy of the state of the parameters in the secure
storage;

receive instructions to change the identified at least one
parameter,

initiate a transaction to change the identified at least
one parameter based on the received instructions;

verify whether the change to the identified parameter is
allowable and verify consistency between the iden-
tified parameter and at least one unchanged param-
eter by evaluating whether the change conforms to
rules of security policies by using the current copy of
the state of the parameters at the time of making the
change;

perform an analysis to determine whether the initiated
transaction to change the identified at least one
parameter will lower at least one security level of the
computer system based on identified collisions
between the identified parameter and the at least one
unchanged parameter;

generate results of the analysis, wherein, when one or
more collisions are identified, the results include
information on the identified collisions and informa-
tion on correction variants to eliminate the identified
collisions; and

execute the change of the identified at least one param-
eter related to the system configuration when no
collisions between the identified parameter and the at
least one unchanged parameter are identified.

12. The system according to claim 11, wherein the hard-
ware processor is further configured to identify, based on the
request to change the system configuration, at least one key,
such that the identifying of the at least one parameter in the
secure storage of parameters is based on the identified key.

13. The system according to claim 11, wherein the hard-
ware processor is further configured to display on a trans-
action window an interface configured to receive from an
operator of the computer system the instructions to change
the identified at least one parameter.
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14. The system according to claim 13, wherein the
instructions comprise at least one of a request to modify a
value of the identified at least one parameter, a removal of
the identified at least one parameter, or an adding of a new
parameter related to the identified at least one parameter.

15. The system according to claim 11, wherein the hard-
ware processor is further configured to:

determine a current state of the identified at least one

parameter; and
analyze the initiated transaction based on the determined
current state of the identified at least one parameter and
the at least one security level of the computer system to
determine whether changes to the identified at least one
parameter from the determined current state will con-
form to rules of the at least one security level of the
computer system.
16. The system according to claim 15, wherein the hard-
ware processor is further configured to cancel the change of
the identified at least one parameter when the changes to the
identified at least one parameter will not conform to the rules
of the at least one security level of the computer system.
17. The system according to claim 11, wherein the hard-
ware processor is further configured to:
identify at least one variation to the instructions to change
the identified at least one parameter when one or more
collisions between the identified parameter and the at
least one unchanged parameter are identified; and

determine whether the identified at least one variation to
the instructions to change the identified at least one
parameter will eliminate the one or more collisions if
the identified at least one variation is executed by the
processor to change the system configurations of the
computer system.

18. The system according to claim 17, wherein the hard-
ware processor is further configured to:

present, on a user interface, the identified at least one

variation to the instructions to change the identified at
least one parameter; and

execute the identified at least one variation to change the

system configurations of the computer system upon
receiving confirmation from a user instruction via the
user interface.

19. The system according to claim 11, wherein the hard-
ware processor is further configured to perform a prelimi-
nary analysis of the received instructions to change the
identified at least one parameter before the initiating of the
transaction to change the identified at least one parameter to
verify consistency between the identified at least one param-
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eter and at least one unchanged parameter in the in the
secure storage of parameters that is related to the identified
at least one parameter.

20. The system according to claim 19, wherein the hard-
ware processor is further configured to initiate of the trans-
action to change the identified at least one parameter is
performed upon verifying the consistency between the at
least one unchanged parameter and the identified at least one
parameter.

21. A non-transitory computer readable medium compris-
ing computer executable instructions for changing param-
eter values of a computer system without changing security
properties, the instructions when executed:

receiving a request to change a system configuration of

the computer system;

identifying, based on the request to change the system

configuration, at least one parameter in a secure storage
of parameters relating to system configurations of the
computer system,

receiving instructions to change the identified at least one

parameter from initiators;

initiating a transaction to change the identified at least one

parameter based on the received instructions and form-
ing a current copy of the state of the parameters in the
secure storage;

verifying whether the change to the identified parameter

is allowable and verifying consistency between the
identified parameter and at least one unchanged param-
eter by evaluating whether the change conforms to
rules of security policies by using the current copy of
the state of the parameters at the time of making the
change;

performing an analysis to determine whether the initiated

transaction to change the identified at least one param-
eter will lower at least one security level of the com-
puter system based on identified collisions between the
identified parameter and the at least one unchanged
parameter;

generating, by the processor, results of the analysis,

wherein, when one or more collisions are identified, the
results include information on the identified collisions
and information on correction variants to eliminate the
identified collisions; and

executing the change of the identified at least one param-

eter related to the system configuration when no colli-
sions between the identified parameter and the at least
one unchanged parameter are identified.
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