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SYSTEMS AND-METHODS FOR PROVIDING CONDITIONAL ACCESS TO
TRANSMITTED INFORMATION

FIELD
[0001] This disclosure relates generally to positioning systems and methods. More .

specifically, but not exclusively, the disclosure relates to systems and methods for controlling

access to position information.

BACKGROUND

[0002]) Systems for providing position information are known in the art. For example,
radio-based systems such as LORAN, GPS, GLONASS, and the like have been used to
provide position information for persons, vehicles, equipment, and the like. These systems
do, however, have limitations associated with factors such as location accuracy, transmitted
" and received signal levels, radio channel interference and/or channel problems such as
multipath, device power consumption, and the like.

[0003] Determination of a mobile subscriber’s exact location can be quife challenging. If
the subscriber is indoors or in an urban area with obstructions, the subscriber’s mobile device
may not be able to receive signals from GPS satellites and the network may be forced to rely
on network-based triangulation/multilateration methods that are less precise. Additionally, if
the subscriber is in a multi-story bui]ﬁing, knowing only that the subscriber is in the building
and not what floor they are on, will result in delays in providing emergency assistance (which
could be potentially life-threatening). Clearly, a system that can assist the subscriber’s
computing device (e.g., a mobile computing device) in speeding up the location
determination process, provide more accuracy (including vertical information), and solve
some of the challenges of location determination in urban areas and inside buildings is
needed. . _ |

[0004] Moreover, position information transmitted in systems like GPS is readily available
to various devices without any option to regulate which device may have access to the
position information, or more particularly, which software application on the device may use
the position information. Such lack of regulation may place bandwidth burdens on network
'operators where many applications across rﬁany devices are transmitting position information

through the network to third party services that are ‘associated with those applications.
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Having an ability to regulate use of position information would further allow network
operators to maintain better levels of service for its customers while reducing unnecessary
bandwidth use. Moreover, providing greater control to network operators would permit per
monetization at the application level or service level for each user device or each user of a
user device. Accordingly, there is a need for improved positioning systems to address these

and/or other problems with existing positioning systems and devices.

SUMMARY

[0005] Systems, methods and computer program products comprising a computer usable
medium having a computer readable program code embodied therein that is adapted to be
executed to implement a method for providing conditional access to position information for
a computing device are described. For example, certain aspects of this disclosure relate to a
system, method, computer program product and means for controlling access to position
information by one or more applications. The system, method, computer program product
and means may decrypt, using a first key, a first set of encrypted position signals received
from a network of terrestrial transmitters. The system, method, computer program product
and means may further determine position information from the first set of decrypted position
signals, and identify a first set of the position information, where the first set of the position
information is identified based on a first level of service associated with a first application.
The system, method, computer program product and means may further encrypt the first set
of the position information using a second key, and provide the encrypted first set of the
position information to the first application. Various additional aspects, features, and

functions are described below in conjunction with the appended Drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] Attention is turned to the drawings and detailed description.

[0007] FIG. 1 depicts a diagram illustrating details of a terrestrial location/positioning
system on which embodiments may be implemented;

[0008] FIG. 2 illustrates a diagram illustrating certain details of one embodiment of a
terrestrial location/positioning system on which embodiments may be implemented;

[0009] FIG. 3 depicts a diagram of a transmitter/beacon;

[0010] FIG. 4A depicts a diagram illustrating details of one embodiment of a receiver;

R
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[0011] FIG. 4B depicts a diagram illustrating details of one embodiment of a receiver/user
device and other components external to the receiver/user device;

[0012] FIG. 4C depicts a diagram illustrating details of another embodiment of a receiver
and other components external to the receiver/user device;

[0013] FIG. 5A illustrates a process for determining position information relating to a
receiver and controlling access to that position information at the receiver;

[0014] FIG. 5B illustrates a process for distributing position information for E-911 calls;

[0015] FIG. 5C illustrates a process for un-provisioned keys;

[0016] FIG. 5D illustrates a process for pre-provisioned keys;

[0017] FIG. 6 illustrates a process for providing conditional access to position information;

[0018] FIG. 7 illustrates a process for provisioning conditional access certificates;

[0019] FIG. 8 illustrates a process for processing position information;

[0020] FIG. 9 illustrates types of data for use during a conditional access process;

[0021] FIG. 10A illustrates a packet structure;

[0022] FIG. 10B illustrates a series of bits for use in accordance with certain aspects; and

[0023] FIG. 11 illustrates a process for providing conditional access to position

information at a receiver/user device.

DETAILED DESCRIPTION

[0024] Various aspects of the disclosure are described below. It should be apparent that the
teachings herein may be embodied in a wide variety of forms and that any specific structure,
function, or both, being disclosed herein is merely representative. Based on the teachings
herein one skilled in the art should appreciate that any aspect disclosed may be implemented
independently of any other aspects and that two or more of these aspects may be combined in
various ways. For example, a system may be implemented or a method may be practiced
using any number of the aspects set forth herein.

[0025] As used herein, the term "exemplary” means serving as an example, instance or
illustration. ~ Any aspect and/or embodiment described herein as "exemplary" is not
necessarily to be construed as preferred or advantageous over other aspects and/or
embodiments.

Overview
[0026] This disclosure relates generally to positioning systems and methods for providing

signaling for position determination and determining high accuracy position/location
-3-
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information using a wide area transmitter array in communication with receivers (also
interchangeably referred to herein as user devices, user terminals/UEs, or similar terms) such
as in cellular phones or other portable devices. Positioning signaling services associated with
certain aspects may utilize broadcast-only beacons/transmitters that are configured to transmit
encrypted positioning signals. Receivers having an appropriate chipset may be able to
receive and use the positioning signals based on air-link access authentication techniques,
including authentication by way of decrypting the position signals using a stored copy of an
air-link access certificate (ALLAC) during an initial decryption stage. Once decrypted with
the ALAC during the initial decryption stage, the receiver may provide, to a software
application operating on the receiver, conditional access to the position information based on
an additional decryption stage using an authorized service level certificate (ASLC) associated
with that particular software application.

[0027] Various components within a receiver may be used to carry out the decryption
stages. For example, decryption of the broadcast signal may occur at a GPS chip in
conjunction with ALLACs that are provisioned into firmware of a secure hardware area (e.g.,
in the GPS chip). By comparison, decryption of the position information using the ASLC
may occur at another chip (e.g., a receiver’s processor) in conjunction with an ASLC that is
not provisioned in firmware (e.g., accessible via a different level of software). Of course, one
of skill in the art will appreciate alternative configurations.

[0028] Once decrypted, the position information may be processed by a processor (e.g., a
positioning engine) in order to compute various positioning signal data units such as Latitude,
Longitude and Altitude to varying degrees of accuracy. Examples of altitude computations
are provided in United States Utility Patent Application Serial No. 13/296,067, entitled
WIDE AREA POSITIONING SYSTEMS, filed November 14, 2011, which is incorporated
herein by reference.

[0029] The two-stage decryption of position information at the receiver offers several
advantages over prior art. For instance, aspects of the two-stage decryption enable the
transmitter and/or the receiver to provide positioning signals to authorized receivers and/or
authorized software applications (hereafter referred to as “applications”) while denying
access to unauthorized receivers and unauthorized applications. Similarly, access to the
position information may be controlled based on the user requesting access, or other types of

considerations.
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[0030] Controlling access to positidq information based on authorization permits a carrier
and application developers to offer tiered levels of service that may be purchased based on
different business agreements. Tier levels may relate to levels of accuracy, coverage areas,
duration of validity, amounts of use, periods of use, or other considerations. |

[0031] The two-stage decryption of position information at the receiver also decreases the
likelihood that an unauthorized user (e.g., a hacker) c;“m gain access to and use the positioning
information, théreby causing loss of revenue. |

[0032] Achievement of the above advantages must be balanced against performance
requirements of the positioning system. According to certain aspects, the encryption and
decryption stages performed in the system may not compromise system performanée metrics
such as Time to First Fix (TTFF) of a receiver’s position and accuracy of any position fix.
Additionally, processing associated with the various conditional access methodologies
described herein may be limited based on processing power of particular receivers, which
may preclude process-intensive cryptographic procedures. |

[0033] According to other aspects, the conditional access feature niay be available on
various device platforms and may support the delivery models identified in the use cases
described herein. Other aspects may involve factory-based or consumer-based provisi(l)ning
of a receiver (in addition to any re-provisioning) to support the conditional access
- methodologies described herein. By way of examplé, various provisioning embodiments are
described herein. Importantly, any of the conditional access processes described herein must
comply with any E-911 functional requirements. |

[0034] Various additional aspects, features, and functions are described below in
éonjunétion with the appended Drawings. While the details of the embodifnents of the
disclosure may vary and still be within the scope of the claimed disclosure, one of skill in the
art will appreciate that the Drawings described herein are not intended to suggest any
limitation as to the scope of .-use or ﬁmctiqnality of the inventive aspects. Neither should the
Drawings and their description be intérpreted as having any dependeﬁc_y or requirement
felating to any one or combination of components illustrated in those Dréwings.

[0035] In the following description, numerous specific details are introduced to provide a
thorough understanding of, and enabling description for, the systems and methods described;
One skilled in the relevant art, however, will recognize that these émbodiments can be

practiced without one or more of the specific details, or with other components, systems, and
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the like. In other instances, well-known structures or operations are not shown, or are not

described in detail, to avoid obscuring aspects of the disclosed embodiments.

. System Aspects

[0036] FIG. 1 offers a diagram illustrating details of an example location/positioning
system 100 on which various embodiments may be implemented. .Positioning system 100,
also referred to herein as a Wide Area Positioning System (WAPS), or “system” for brevity,
includes a network of synchronized beacons (also denofed herein as "transmitters"), which
are typically terrestria'l, as well as user devices (also denoted herein as "receiver units" or
"receivers” for brevity) configured to acquire and track signals provided from the beacons
and/or other position »signéling, such as may be provided by a satellite system such as the
Global Positioning System (GPS) and/or other satellite or terrestrially based position systems.
The receivers may optionally include a location computaﬁon engine to determine
position/location information from signals received from the beacons and/or satellite systems,
and the system 100 may further include a server system in communication with various other
systems, such as the beacons, a network infrastructure, such as the Internet, cellular networks,
| wide or local area networks, and/or other networks. The server system may include various
system-related informétion, such as an index of towers, a billing interface, one or more
encryption élgorithm processing component, which may be based on one or more‘ proprietary
encryption algorithms, a location computation engine, and/of other processing components to
facilitate position, motion, and/or location determination for users of the system.

[0037] As shown in exemplary system 100, the beacons may be in the form of a plurality of
transmitters 110, and the receiver units may be in th¢ form of one or more user devices 120,
which may be any of a variety of electronic communication devices configured to receive
signaling from the transmitters 110, as weil as optionally configured to receive GPS or
other satellite system signaling, cellular signaling, Wi-Fi signaling, Wi-Max signaling,
Bluetooth, Ethernet, and/or other data or information signaling as is known or developed in
the art. The receiver units 120 may be in the form of a cellular or smart phone, a tablet
devnce a PDA, a notebook or other computer system a digital camera, an asset tracking tag,
and ankle bracelet, and/or similar or equivalént devices. In some embodiments, the receiver
unit 120 may be a standa.lone location/positioning device configured solely or p.rimarily to

receive signals from the transmitters 110 and determine location/position based at least in
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part on the received signals. As described herein, receiver units 120 may also be denoted
herein as “User Equipment” (UE), handsets, smart phones, tablets, and/or as a “receiver.”

[0038] The transmitters 110 (which may also be denoted herein as “towers™) are configured
to send transmitter output signals to multiple receiver units 120 (a single receiver unit 120 is
shown in FIG. 1 for simplicity, however, a typical system will be configured to support many
receiver units within a defined coverage area) via communication links 113 as shown. The
transmitters 110 may also be connected to a server system 130 via communication links 133,
and/or may have other communication connections (not shown) to a network infrastructure
170, such as via wired connections, cellular data connections, Wi-Fi, Wi-Max, or other
wireless connections, and the like.

[0039] One or more receivers 120 may receive signaling from multiple transmitters 110 via
corresponding communication links 113 from each of the transmitters 110. In addition, as
shown in FIG. 1, a receiver 120 may also be configured to receive and/or send other signals,
such as, for example, cellular network signals via communication link 163 from a cellular
base station (also known as a NodeB, eNB, or base station), Wi-Fi network signals, Pager
network signals, or other wired or wireless connection signaling, as well as satellite signaling
via satellite communication links 153, such as from a GPS or other satellite positioning
system. While the satellite positioning signaling shown in the exemplary embodiment of
FIG. 1 is shown as being provided from GPS system satellites 150, in other embodiments the
signaling may be provided from other satellite systems and/or, in some embodiments,
terrestrial-based wired or wireless positioning systems or other data communication systems.

[0040] In an exemplary embodiment, the transmitters 110 of system 100 are configured to
operate in an exclusively licensed or shared licensed/unlicensed radio spectrum; however,
some embodiments may be implemented to provide signaling in unlicensed shared spectrum.
The transmitters 110 may transmit signaling in these various radio bands using novel
signaling as is described subsequently herein. 'This signaling may be in the form of a
proprietary signal configured to provide specific data in a defined format advantageous for
location and navigation purposes. Lor example, as described subsequently herein, the
signaling may be structured to be particularly advantageous for operation in obstructed
environments, such as where traditional satellite position signaling is attenuated and/or
impacted by reflections, multipath, and the like. In addition, the signaling may be configured

to provide fast acquisition and position determination times to allow for quick location
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determination upon device power-on or location activation, reduced power consumption,
and/or to provide other advantages. _

[0041]- Various embodiments of WAPS may be combined with other positioning systems to
provide enhanced location and position determination. Alternately, or in addition, a WAPS
system may be used to aid other positioning systems. In addition, information determined by
receiver units 120 of WAPS systems may be provided via other communication network -
links 163, such as cellular, Wi-Fi, Pager, and the like, to report position and location
information to a server system or systems 130, as well as to other networked systems existing
on or coupled to network infrastructure 170. For example, in a cellular network, a cellular
backhaul link 165 may be used to provide information from rccei(ter_ units 120 to associated
cellular carriers and/or others (not shown)_ 'via network infrastructure 170. This may be used
to quickly and accurately locate the position of receiver 120 during an emergency, or may be
used to provide'location-based services or other functions from cellular carriers or other
network users or systems.

[0042] It is noted that, in the context of this disclosure, a positioning system is one that
localizes one or more of latitude, longitude, and altitude coordinates, which may also be
described or illustrated in terms of one, two, or three dimensional coordinate systems (e.g., X,
Yy, Z coordinates, angular coordinates, etc.). In addition, it is noted that whenever the term
‘GPS’ is referred to, it is done so in the broader sense of Global Navigation Satellite Systems |
.(GNSS) which may include other existing satellite positioning systems such as GLONASS as
well as future positioning systems such as Galileo and Compass/Beidou. In addition, as
noted previously, in some embodiments other positioning systems, such as terrestrially-based
systems, may be used in addition to or in place of satellite-based positioning systems.

[0043] Embodiments of WAPS include multiple towers or transmitters, such as multiple
transmitters 110 as shown in FIG. 1, which broadcast WAPS data positioning information,
and/or other data or information, in transmitter output signals to the receivers 120. The
positioning‘signals may be coordinated so as to be synchronized across all transmitters of a
particular system or regional coverage area, and may use a disciplined GPS clock source for
timing synchronization. WAPS data positioning transmissions may include dedicated
communication channel resources (e.g., time, code and/or frequency) to facilitate
transmission of data required _for trilateration, notification to subscriber/group of subscribers,
broadcast of messages, and/or general operation of the WAPS network. Disclosure regarding

WAPS data positioning transmissions may be found in the incorporated applications.
-8-
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[0044] In a positioning system that uses time difference of arrival or trilateration, the
positioning information typically transmitted includes one or more of precision timing
sequences and positioning signal data, where the positioning signal data includes the location
of transmitters and various timing corrections and other related data or information. In one
WAPS embodiment, the data may include additional messages or information such as
notification/access control messages for a group of subscribers, general broadcast messages,
and/or other data or information related to system operation, users, interfaces with other
networks, and other system functions. The positioning signal data may be provided in a
number of ways. For example, the positioning signal data may be modulated onto a coded
timing sequence, added or overlaid over the timing sequence, and/or concatenated with the
timing sequence.

[0045] Data transmission methods and apparatus described herein may be used to provide
improved location information throughput for the WAPS. In particular, higher order
modulation data may be transmitted as a separate portion of information from pseudo-noise
(PN) ranging data. This may be used to allow improved acquisition speed in systems
employing CDMA multiplexing, TDMA multiplexing, or a combination of CDMA/TDMA
multiplexing. The disclosure herein is illustrated in terms of wide area positioning systems in
which multiple towers broadcast synchronized positioning signals to UEs and, more
particularly, using towers that are terrestrial; however, the embodiments are not so limited
and other systems within the spirit and scope of the disclosure may also be implemented.

[0046] In an exemplary embodiment, a WAPS uses coded modulation sent from a tower or
transmitter, such as transmitter 110, called spread spectrum modulation or pseudo-noise (PN)
modulation, to achieve wide bandwidth. The corresponding receiver unit, such as receiver or
user device 120, includes one or more components to process such signals using a
despreading circuit, such as a matched filter or a series of correlators, for example. Such a
receiver produces a waveform which, ideally, has a strong peak surrounded by lower level
energy. The time of arrival of the peak represents the time of arrival of the transmitted signal
at the UE. Performing this operation on a multiplicity of signals from a multiplicity of
towers, whose locations are accurately known, allows determination of the receivers location
via trilateration. Various additional details related to WAPS signal generation in a
transmitter, such as transmitter 110, along with received signal processing in a receiver, such

as receiver 120, are described subsequently herein.
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[0047] In one embodiment, a WAPS may use binary coded modulation as the spreading
method. The WAPS signals of an exemplary embodiment may include two specific types of
information: (1) a high precision ranging signal (whiph may be delivered quickly relative to
other signals), and (2) location data such as transmitter ID and position, time of day, health,
environmental conditions such as atmospheric information (e;g., pressure, temperature,
humidity, direction and force of wind, and other conditions). WAPS may, similarly to GPS,
transmit location information by modulating a high speed binary pseudorandom ranging
signal with a lower rate information source. In addition to this application, the incorporated
applications disclose embodiments of methods that use a pseudorandom ranging signal and a
modulating information signal, both of which may utilize higher order modulations, such as
quaternary or octonary modulation. In one embodiment, the ranging signal is binary phase
modulated, and location information is provided in a separate signal using higher order
modulation. , ‘

[0048] Conventional systems use a format of a position location signal (e.g., used in a Time
‘Division Multiplexing arrangement) in which each slot transmission comprises a
pseudorandom ranging signal followed by various @es of location data. These conventional
systems also include a synchronization, or sync, signal, which may be deleted if the
pseudorandom ranging signal is used also as the sync signal. However, as with other earlier
systems, the location data of these conventional systems is binary, which limits throughput.
These systems also transmit a large number of binary bits during the interval in which the
location data is transmitted.

[0049] To address these limitations, in exemplary embodiments, a binary, or quaternary,
pseudorandom signal may be transmitted in a particular slot followed by a very higher order
modulated data signal, For example, in a given slot one or more location information
symbols may be transmitted using differential 16-phase modulation, in order to transmit four
bits of information per slot. This represents a four-fold throughput improvement versus the
one bit typically transmitted when binary phase modulation is imposed upon the .
pseudorandom carrier. Other types of modulation of location information may also be
utilized, such as 16 QAM, etc. In addition certain error control modulation methods may be 4
used for the higher level modulation, such as the use of Tfellis‘ codes. These modulation
methods 'generally reduce error rates. .

[0050] FIG. 2 depicts certain aspects of ‘a positioning system 240 configured to

implement conditional access processes described herein. As shown in FIG. 2, the
-10-
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positioning system 240 may perform various functions. For example, the positioning system
240 may generate and make available ALACs which may be individually generated and
provided to the manufacturer 210 and/or the service provider 230 in blocks of ALACs for
addition to the user device 220 (e.g., the GPS FW Image). The ALACs may be implemented
in a device-specific manner, including use of a device identifier, and device-specific
algorithms to provide an additional layer of protection for the ALACs. The positioning
system 240 may further operate a billing and audit system to track and charge for the use of
. positioning functionality provided by the positioning system 240.

[0051]) The positioning system 240 may generate and make available ASLCs to the
manufacturer 210, the user device 220, the service provider 230, and/or the external entities
250 (e.g., an application developer or provider). The ASLCs maybe serialized to include a
unique device identifier like IMEI, MAC-Address, etc.

[0052] The positioning system 240 may generate and administer developer keys, SDKs and
APIs for ¢xternal entities 250 that are looking to incorporate position information into
downloadable applications. Each developer key may have several associated ASLCs based on
the service levels of an associated application. Each application ASLC may contain the
developer key as unique identifier, and may also contain other unique [Ds. The positioning
system 240 may also maintain a server to process requests from deployed applications in the
field (i.e., on user device 220) for dynamic transmiééions of ASLCs to the user device 220.

[0053] The manufacturer 210 may image one or more ALACs and ASLCs (e.g., obtained
from the positioning system 240, or independently created and maintained) onto the receiver
along with requisite firmware (“FW”) and software (“SW”). The manufacturer 210 may also
" load the libraries as an image. Manufacturer 210s may include chipset suppliers, device
OEMs, OS vendors. By comparison, the same ALAC may be used for all transmissions from
all transmltters, while a different ASLC may be used for each application on each receiver,
~ and based on particular user accounts. Both the ASLC and the ALAC may be encrypted or
otherwxs; protected from unauthorized access at the UE.

[0054} The service provider 230 may provide various services to the user device 220,
including cellular services and web-based services. Additional services may include any
wireless-or wired delivery of content (e.g., video content, audio content, image content, text’
content, other content). The service provider 230 may store ASLCs associated with .
applications it provides to the user device 220. The service provider 230 also enables

Control-Plane (c-Plane) messaging flow for E‘911 and network management when
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applicable. The service provider 230 may further enable User-Plane (u-Plane), via SUPL
messaging flows for in-house LBS.

[0055] The external entities 250 may include vendors that provide various location services
to users via the user’s receiver. For example, external entities 250 may include PSAPs,
_ location-based ad networks, and LBS application developers/publishers, among others. The
positioning systeﬁx 240 and service provider 230 may serve an external entity 250 with a
range of services, including location assistance; ASLC verification and provisioning, value-
added-services, billing services and audit services.

[0056] A user device 220 may include a smartphone, tablet, and a connected computing
device. The user device 220 may be configured to control access to position information by
individual applicatibns (e.g., e-911, network management (NW), or LBS). Control of the
access may be accomplished using ASLCs that are imaged on firmware or downloaded after
the user device 220 is manufactured and enters the stream of commerce. As shown, a driver
and a library layer may assist in the managing of ASLCs for multiple applications and users
on device, in the decryption of position information, and in limiting the use of the decrypted
position information by an application based on permissions indicated by the ASLC. For
example, the library rhay be caj)able of associating an ASLC to its relevant application (e.g.,
E911, Network Managemént, LBS, etc.), and to provide or arbitrate de‘livery of appropriate
position infox_‘matibn to the application.

[0057] Various system features have been described above, including transmitters and
receivers. FIG:. 3 and FIGs. 4A, 4B and 4C, described below, provide further details
regarding certain implementations of transmitter and receivers. ‘ |

[0058] FIG. 3 presents diagram illustrating certain details of one embodiment 300 of a
beacon/transmitter system from which location/positioning signals as described subsequently
herein may be sent. Transmitter embodiment 300 may correspond with transmitters 110 as
shown in FIG. 1. It is noted that transmitter embodiment 300 includes various qompohents
for performing associated signal reception and/or proccssing; however, in other embodiments
these .components may be combined and/or organized differently to provide similar or
equivalent signal processing, signal generation, and signal transmission.

[0059] Although not shown in FIG. 3, transmitter/beacon embodiment 300 may include
one or more GPS components for receiving GPS signals and providing location information
and/or other data, such as timing data, dil}xtion of precision (DOP) data, or other data or

information as may be provided from a GPS or other positioning system, to a processing
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component (not shown). It is noted that while transmitter 300 is shown in FIG. 3 with a GPS
component, other components for receiving satellite or terrestrial signals and providing
similar or equivalent output signals, data, or other information may alternately be used in
various embodiments. GPS or other timing signals may be used for precision timing
operations within transmitters and/or for timing correction across the WAPS network.

[0060] Transmitter 300 may also include one or more transmitter components (e.g., RF
transmission component 370) for generating and sending transmitter output signals as
described subsequently herein. A transmitter component may also include various elements
as are known or developed in the art for providing output signals to a transmit antenna, such
as analog or digital logic and power circuitry, signal processing circuitry, tuning circuitry,
buffer and power amplifiers, and the like.  Signal processing for generating the output
signals may be done in the a processing component (not shown) which, in some
embodiments, may be integrated with another component described in relation to FIG. 3 or,
in other embodiments, may be a standalone processing component for performing multiple
signal processing and/or other operational functions.

[0061] One or more memories (not shown) may be coupled with a processing component
(not shown) to provide storage and retrieval of data and/or to provide storage and retrieval of
instructions for execution in the processing component. For example, the instructions may be
instructions for performing the various processing methods and functions described
subsequently herein, such as for determining location information or other information
associated with the transmitter, such as local environmental conditions, as well as to generate
transmitter output signals to be sent to the user devices 120 as shown in FIG. 1.

[0062] Transmitter 300 may further include one or more environmental sensing
components (not shown) for sensing or determining conditions associated with the
transmitter, such as, for example, local pressure, temperature, humidity, wind, or other
(collectively or individually, “atmospheric”) conditions. In an exemplary embodiment,
atmospheric (e.g., pressure) information may be generated in the environmental sensing
component and provided to a processing component for integration with other data in
transmitter output signals as described subsequently herein. One or more server interface
components (not shown) may also be included in transmitter 300 to provide an interface
between the transmitter and server systems, such as server system 130 as shown in FIG. 1,

and/or to a network infrastructure, such as network infrastructure 170 as shown in FIG. 1.
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For example, system 130 may send data or information associated with the location system
and/or user devices to transmitters 300 via an interface component of the transmitter.

[0063] Each transmitter 300 may send data at the physical layer at an adjustable number of
bits per second per slot (e.g., 96 bits per second per slot or greater), and each transmitter may
be independent of the others, including its position information. Transmitter 300 may include
various components to generate, encrypt, protect, modulate and transmit data. For example,
transmitter 300 may include a data generation component 310 to generate position
information, an encryption component 320 to encrypt the position information based on a
particular air-link access certificate (ALLAC), an access certificate storage component 330 to
store the ALLAC, and other components — e.g., a packet ID/CRC component 340, an encoding,
puncturing and interleaving component 350, a modulation component 360, and an RF
transmission component 370, among others not shown. Components 340 and 350 may
provide forward error correction (FEC) and CRC schemes, along with other data formatting
schemes to reduce the effects of fading, path loss, and other environmental conditions.
Component 360 provides modulation on data.

[0064] Although modulation and signal structure may vary, where varying numbers of bits
per frame can be used, it is contemplated that 190 bits per frame are available for
transmissions from the transmitter 300. By way of example, 102 data bits are available after
encoding overhead, of which 7 bits are reserved for unencrypted framing information, which
leaves 95 bits for encrypted position information. It is preferred that encryption be minimally
used to maintain low overhead. By way of example, one encryption rate may be about 95 bits
every 3 seconds. Transmissions may repeat themselves for a few cycles (e.g., 10 cycles or 30
seconds) before data changes. Various payloads are contemplated, including: latitude,
longitude, altitude, pressure, temperature, transmission correction, and transmission quality.
Additional payloads may include security information, service ID, conditional access data
(e.g., ASLC information). These various payloads can be segmented over multiple slots.
One of skill will appreciate other payloads, other numbers of bits, and different ways to
package payloads.

[0065] In some cases, there is a need for an n-bit indicator to denote the type of packet that
is being transmitted, which type of information will be transmitted over several packets, or
how multiple packets of the same information relate to each other. Packet structures may

include this n-bit indicator at any point in the packet. FIG. 10A illustrates one example of a
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packet structure showing four packet type indicator bits, and other bits, and FIG. 10B
illustrates one example of a series of packets that use the four-bit packet type indicator.

[0066] As shown in FIGs. 10A and 10B, four bits may indicate a packet type, and the main
packet payload may include 98 bits. The four bits may be unencrypted, and the packet types
that are ‘0’ may be unencrypted, while the packet types that are ‘1’ may be encrypted. For
packet types that are not ‘0’ or ‘1°, for example, but not by way of limitation, the fifth bit may
be the encryption bit, and may denote whether this packet is encrypted or not. This bit may be
unencrypted. The sixth bit may be the start bit, and may denote whether this begins a new
packet (1) or the continuation of a previous packet (0). This bit may be unencrypted. The
seventh bit may be the stop bit, and may denote whether this is the last packet (1) or not (0).
This bit may be unencrypted. The next 95 bits may contain the main packet payload, which
may be encrypted if the encryption bit is 1, and may be otherwise unencrypted if the
encryption bit is (. The payload may optionally contain the index of the current packet
and/or the total number of packets to be expected with the current information being sent.

[0067] Attention is now turned to FIG. 4A, which depicts features of a receiver 400 at
which transmitter signals may be received and processed to determine location/position
information (e.g., on behalf of an E-911 or LBS application).

[0068] Receiver embodiment 400 may correspond with user device 120 as shown in FIG.
1, and may include one or more GPS components 480 for receiving GPS signals and
providing location information and/or other data, such as timing data, dilution of precision
(DOP) data, or other data or information as may be provided from a GPS or other positioning
system, to a processing component (not shown). Of course, other Global Navigation Satellite
Systems (GNSS) are contemplated, and it is to be understood that disclosure relating to GPS
may apply to these other systems. It is noted that while receiver 400 is shown in FIG. 4A
with a GPS component, other components for receiving satellite or terrestrial signals and
providing similar or equivalent output signals, data, or other information may alternately be
used in various embodiments. Of course, any location processor may be adapted to receive
and process position information described herein or in the incorporated applications.

[0069] Receiver 400 may also include one or more cellular components 490 for sending
and receiving data or information via a cellular or other data communications system.
Alternately, or in addition, receiver 400 may include communications components (not
shown) for sending and/or receiving data via other wired or wireless communications
networks, such as Wi-Fi, Wi-Max, Bluetooth, USB, or other networks.

-15-
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[0070] Receiver 400 may include one or more components outlined by the dotted border
420 (referred to as “components 4207) that are configured to receive signals from terrestrial
transmitters, such as transmitters 110 as shown in FIG. 1, and processing the signals to
determine position/location information as described subsequently herein. Components 420
may be integrated with and/or may share resources such as antennas, RIF circuitry, and the
like with other components shown in FIG. 4A. For example, components 420 and GPS
component 480 may share some or all radio front end (RFE) components and/or processing
elements. A processing component (not shown, but mentioned generally here to indicate
processing functionality in the receiver 400) may integrate some or all of the components
420, or may share resources with some or all of the components 420 and/or GPS component
480 to determine position/location information and/or perform other processing functions as
described herein. Similarly, cellular component 490 may share RI' and/or processing
functionality with RF component 410 and/or components 420. A network component 460 is
also shown, which may refer to local area, wide area, or other networks that employ any type
of wired and wireless communication pathways. Components 410, 420, 460, 480 and 490
may each deliver data to a position engine 440, which uses the data to determine an estimated
location of the receiver 400. The position engine 400 may be implemented as known in the
art or later developed in the art, including such implementations that include a processor
configured to compute the estimated location.

[0071] For example, in one implementation, component 490 may deliver positioning data
securely through the control plane or user plane or the data may be directly obtained through
an internet link. The data on the interface between 490 and the cellular modem may also be
protected through interface encryption/decryption specific to the receiver 400.

[0072] One or more memories 430 may be coupled with processing component (not
shown) and other components to provide storage and retrieval of data and/or to provide
storage and retrieval of instructions for execution in the processing component. For example,
the instructions may perform the various processing methods and functions described herein,
such as decrypting position information and determining location information. Accordingly,
certain components (e.g., components 421-424) included among components 420 may
perform processing of position information, decryption keys, and/or other information
described herein. Some or all of that processing may alternatively be performed at a stand-

alone processor (not shown).
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[0073) Position ‘data comprising the position estimate or information used for remote
pdsition computation may be transmitted to these remote components using industry standard
protocols such as Control-Plane signaling, or User Plane (SUPL) signaling or internet/data
protocols or some combination thereof.

[0074] Receiver 400 may further include one or more environmental sensing components
(not shown) for sensing or determining conditions associated with the receiver, such as, for
example, local pressure, temperature, humidity or other conditions, that may be used to

" determine the location of the receiver 400. In an exemplary embodiment, pressure
information may be generated in such an environmental sensing component for use in
determining location/position information in conjunction with received transmitter, GPS,
cellular, or other signals. ' ‘

[0075] Receiver 400 may furti)er include various additional user interface components,
such as a user input component (not shown), which may be in the form of a keypéd,
touchscreen display, mouse, or.other user interface element. Audio and/or video data or
information'may be provided on an output component (not shown), such as in the form or one
or more speakers or other audio transducers, one or more visual displays, such as
touchscreens, and/or othér user /O elements as are known or developed in the art. In an
exemplary embodiment, such an ohtput component may be used to visually display
determined location/position information based on received transmitter signals, and the
determined location/position information may also be sent to cellular component 490 to an
associated carrier or other. ‘ _

[0076] The receiver 400 may include various other components configured to carry out
varidus features of the disclosure, includihg processes illustrated in FIG. 5A, FI1G. 6, FIG. 7
and FIG. 8. For example, the components 420 may include a signal processing component
421 that comprises a digital processing component 421la conﬁgured to demodulate the
received RF signal from the RF component 410, and also to estimate time of arrival (TOA) -
for later use in determining location. The signal processing component 421 may further
include a pseudorange generation component 421b and a data processing component 421c.
The pseudorange generation component 421b may be configured to generate “raw”
positioning pseudorange data from the estimated TOA, refine the pseugloraﬁge data, and to
provide that pseudorange data to the position engine 440, which uses the pseudorange data to
determine the location of the receiver 400. The data processing component 421c méy ‘bq

configured to decode the encoded position information, extract 'encrypted packet data from
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the encoded position information and perform error correction (e.g., CRC) on the data. The
data processing component 421c outputs encrypted packet data to a first cryptography
component 422.

[0077] The first cryptography component 422 may be configured to at least decrypt the
position information from the encrypted packet data based on an AL AC stored in the memory
430. Since multiple ALACs may be stored on the receiver 400 and only one of them is
applicable at a given time, the first cryptography block 422 can employ various techniques to
determine the correct ALAC key to use. The data packet itself can have a CRC/digest field
that passes check only when the correct ALAC key is applied. In the absence of a CRC/digest
field due to packet content constraints, the individual fields of the decrypted packet can be
checked for the expected value ranges of that field. In addition, since the receiver can obtain
packet data from multiple transmitters near the receivers, the position information from the
multiple transmitters will pass certain coherency checks such as the distances between the
transmitters, geographic identifiers, and others, only when the correct ALAC key is selected.
The first cryptography component 422 may also, upon receiving an indication that an
emergency 911 call has been initiated, output the decrypted position information to an
appropriate processing component associated with an E-911 procedure.

[0078] The components 420 in FIG. 4A may further comprise a second cryptography
component 423 that is configured to decrypt some or all of the position information based on
an appropriate ASLC stored in the memory 430. The ASLC may be determined by which
application has requested the position information or a location fix. For example, ASLC’s
may be associated with LBS applications or E-911 applications on the receiver 400.

[0079] Once the position information is decrypted by the second cryptography component
423, the decrypted position information is output to a data unit output component 424 that
determines discrete data units of the position information (e.g., latitude, longitude, altitude,
pressure, temperature, humidity, system time, timing correction, and/or transmitter ID).
Specific data units of the position information may then be transmitted to the position engine
440 based on service levels indicated by the ASL.C for the application that requested access
to the position information.

[0080] The position engine 440 may be configured to process the position information
(and, in some cases, GPS data, cell data, and/or other network data) in order to determine the
location of the receiver 400 within certain bounds (e.g., accuracy levels, etc.). Once

determined, location information may be provided to the applications 450. One of skill in the
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art will appreciate that the position engine 440 may signify any processor capable of
determining location information, including a GPS position engine or other position engine.
Locations of the various components shown in FIG. 4A are contemplated at different chip
space within the receiver.

[0081] As disclosed elsewhere herein, and repeated here for clarity, each application on the
receiver 400 may need its own ASLC to access position information in order to determine the
location of the receiver 400. With respect to some aspects, one ASLC may be used by
multiple applications, and multiple ASL.Cs may be used by one application but for different
users or under different circumstances. The ASLCs may be used to limit use of particular
position information during particular time periods and in particular service areas.

[0082] E-911, Network Support and LBS applications/services may be handled separately
from each other, where their respective ASLCs may be loaded into firmware of the receiver
400 or uploaded to memory after manufacture of the receiver 400. Each ASLC may be used
to provide each application/service its own feed of the position information. Separate
processing pathways may be used to further separate these applications/services.

[0083] The receiver 400 may have limited hardware/software capabilities dedicated for
location determinations. The total footprint available for the conditional access features
described herein may be on the order of 32 kilobytes. Other footprints are contemplated.

[0084] Position information may be processed at a GPS processor, an application processor
or at an external server. In accordance with one aspect, features described herein may be
carried out on or in association with a GPS integrated circuit (IC) on the receiver. For
example, a host processor at the receiver may be used to communicate with a GPS IC via a
bi-directional serial link. Latitude and longitude, along with other information may be
transmitted using this serial link. The serial link may be used for certificate exchanges (e.g.,
ASLCs) to the GPS IC. It is contemplated that the GPS IC comprises a signal processing
section that searches for transmitters (e.g., through correlation with PN sequences) and
demodulates signals received from transmitters to retrieve physical layer payload, which may
be (and is, according to certain embodiments described herein) in encrypted form. A
decryption engine can the decrypt the data before providing the data to the next processing
layer, which may be the position engine. The position engine may use the decrypted data to
compute receiver location. The various engines may be provisioned in the GPS IC, or in

other receiver circuitry.
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[0085] Attention is now drawn to FIG. 4B, which depicts a receiver 400 at a first location,
and further depicts components that reside at other locations that are remote from the location
of the receiver 400. The receiver 400 and the other components may collectively or
individually determine location information based on processing of transmitter signals.
Certain aspects of FIG. 4A are depicted in FIG. 4B. Accordingly, description of those
aspects in relation to FIG. 4A may be extended to those aspects in FIG. 4B for certain, but
not necessarily all, embodiments.

[0086] As shown in FIG. 4B, the receiver 400 may include interface (I/F)
encryption/decryption (also referred to as “scrambling/descrambling”) components that
protect data when the data crosses an unprotected interface boundary or is communicated
through an unprotected communication channel. In some cases, these I/I' components may
operate on I/IF keys that are generated by each receiver 400 independently.

[0087] FIG. 4B provides for position computation at the receiver 400 before the second
cryptography component 423a, which may provide the results of the position computation to
an application 450 that is resident on the receiver 400, or an application 499a that does not
reside on the receiver 400. Alternatively, the position computation may be performed by
remote components (e.g., a remote position engine 440b of a server) that use position data
received from the receiver 400, whereby the results of that remote position computation may
be returned to the receiver 400, or used by remote applications 499b.

[0088] Data transfer between components depicted by dotted lines in FIG. 4B may be
carried out directly between those components, or through intermediate components (e.g., the
RF component 410 or the network component 460). The dotted lines may represent
alternative embodiments. For example, application manager 498a may receive position data
from the second cryptography component 423a, after which the application manager 498a
may cause that position data to be transferred to a remote application service 499a (e.g.,
through network component 460, or RIF component 410, or other components in the receiver
400). The remote application service 499a may then use the position data (e.g., a position
estimate) to provide €911 or LBS services in relation to the receiver 400.

[0089] By way of another example, application manager 498a may receive data directly
from the data unit output component 424, or through an intermediate component (e.g., an I/FF
encryption component), after which the application manager 498b may cause that position
data to be transferred to a remote position engine 440b that computes an estimated position of

the receiver 400 (e.g., the latitude, longitude, altitude of the receiver 400). The remote
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position engine 440b may transmit that position estimate to either the second cryptography
component 423a (e.g., through network component 460, or RFF component 410, or other
components in the receiver 400) or the second cryptography component 423b for further
processing at those components. The second cryptography component 423b, for example,
may operate to control access to the position estimate by one or more remote application
services 499b or an application 450 running on the receiver 400 (e.g., through transfer of the
position estimate via network component 460 or RI' component 410 or other components in
the receiver 400). The remote application service 499b or the application 450 may then use
the position estimate to provide €911 or LBS services in relation to the receiver 400. Any of
the remote components may be co-located or reside at different geographic locations.

[0090] In FIG. 4B, the first cryptography component 422 outputs decrypted position
information to a data unit output component 424 that determines discrete data units of the
position information (e.g., latitude, longitude, altitude, pressure, temperature, other
atmospheric information or measurements, system time, timing correction, and/or transmitter
ID). These data units are then transmitted to the position engine 440a or 440b. The position
engine 440a or 440b may be configured to process the position information (and, in some
cases, GPS data, cell data, and/or other network data) in order to determine the location of the
receiver 400 within certain bounds (e.g., accuracy levels, and other bounds). Once
determined, location information may be provided to an application 450, 499a, or 499b
through the second level cryptography 423a or 423b (and possibly through other intermediary
components). One of skill in the art will appreciate that the position engine 440a or 440b
may signify any processor capable of determining location information, including a GPS
position engine or other position engine.

[0091] The second cryptography component 423a may be configured to encrypt certain
data using session keys meant for a specific application or a group of applications with a
particular service level. Service levels may authorize access to a certain subset of data units
(e.g., latitude, longitude, altitude, accuracy, and others) for certain applications.

[0092] After encrypting data (e.g., using a session key), the second cryptography
component 423a may then make that encrypted data available to an application 450. Session
keys may be dynamically generated at the receiver 400, and may be changed periodically for
improved security. When a single session key is used for a group of applications, the session
key can be changed when the ASLC validity period has expired for any of the applications,

thus forcing that group of applications to request a new session key.
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[0093] In one embodiment, the second cryptography component 423 validates an ASLC for
a particular application before exchanging the session key with the application to enable the
application to decrypt the data meant for that application. = The second cryptography
component 423 may initially receive the ASLC from the application, or may be instructed to
look up the ASLC from the memory 430 or elsewhere. Specific encrypted data units of the
position information may then be accessible to that application.

[0094] The ASLC may indicate service-level authorizations for the application. In order to
manage access to only the data authorized for a particular application, the second
cryptography component 423a may exchange session keys with the application for sending
encrypted data according to the authorization indicated in the ASLC for that application.

[0095] For a remote application 499a, the remote application manager 498a may provide a
communication interface to transport the ASLC and session keys between the remote
application and the second cryptography component 423a.

[0096] Attention is turned to FIG. 4C, which depicts several aspects of the disclosure as
they relate to a receiver and other components that send data to the receiver or receive data
from the receiver. As shown in FIG. 4C, position signals are acquired from transmitters (e.g.,
using signal processing that searches for the transmitters through correlation with PN
sequences). The signal processing may also demodulate the signal to retrieve the physical
layer payload and raw time of arrival (TOA) for each transmitter. These signals may be
acquired and tracked by various hardware (HW), firmware (FW), and/or software (SW)
components. By way of example, 'W and/or HW on a GPS chip may operate to decode a
packet from any one of various sub-frames of the signal transmission and verify the CRC.
Alternatively, a host processor could decode and verify the CRC.

[0097] Tracking HW/FW/SW may operate to generate raw TOA data and transmit raw
encrypted data (e.g., packets) to a decryption component. In some implementations, a packet
ID is not encrypted for all packet types. The raw encrypted data may be decrypted using
ALAC keys within specific HW/FW (e.g., HW/FW specific to WAPS). The ALACs may be
encrypted or otherwise wrapped based on a device ID specific to each device or class of
devices. The device specific IDs may be utilized for entitlement of the WAPS location
service on the device.

[0098] The ALLAC decryption process, and/or FW/HW/SW responsible for decryption may
vary across vendors at chip-level, receiver/handset-level, or carrier-level. The raw decrypted

data along with the raw TOA measurements may then be scrambled (e.g., using a scrambling
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algorithm and a device generated key), and the scrambled data may be sent over a protected
or unprotected data stream to'a location library runniﬁg on the GPS chip itself or on a host
brocessor, or both. Scrambling may not be necessary where the decryption and the location
library operate on the same HW/FW (e.g., the GPS chip). '

{0099] The location library may then descramble the raw data and TOA measurements for
further use within the library. For example, the descrambled data may be assembled into data
units (DU) 1 through 5 as follows: DU1 (latitude, iongitude, altitude (LLA) of transmitter);
DU2 (pressure/temperature at transmitter); DU3 (timing correction for transmitter); DU4
(time for network of transmitters (WAPS time)); and DUS (identifier for transmitter).

[00100] Fine TOAs may be generated using the raw and timing corrections from DU3. A
positioning engine may use various data units (e.g., DUI, DU2, DUS), along with the fine
TOAs and a pressure sensor reading to conipute the LLA of the receiver. It is noted that DU4
may be used by a positioning engine configured to generate timing signals (e.g., used where
the receiver operates to éynchronize 6thcr receivers). '

[00101] The receiver’s LLA or any of DU1 through DU5 may be encrypted based on.
" parameters specified by the ASLC for a requesting application.or a group of applications to
which the requesting application belongs; Encryption may be carried out using various
techniques, including a random or pre-defined seSsion key, another key defined by the ASLC,
or other encrybtion methods as known in the art. Various implementations are contemplated;
including implementations where the service-level encryption and decryption may involve a
single instance of an application or multiple instances of different applicafions.

[00102] In one implementation, the encrypted data may ohly include data available to the
requesting application as specified by the service level of that application. For example, an
estimate of the receiver’s LLA within a certain accuracy level may be made available (e.g.,
LLA accurate within 100 meters, LLA accurate within 10 meters). In such an
implementat.ion, a précessor resident at the receiver may analyze known LLA with accuracy
at x meters, and then generate a different LLA with accuracy at y meters depending on the
service level authorization. Such an implementation may be beneficial where different paid-
for service levels are associated with varying levels of position accuracy.

[00103] Either positioning engine may generate a best estimate of reference pressure using
pressure and temperature readings received in DU2 for each of multiple transmitters. The

reference pressure may be sent in encrypted form to either positioning engine, which may use
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the reference pressure and the receiver’s pressure sensor reading to compute altitude as
described in the incorporated references. |

[00104] In certain SW architectures the positioning engine may incorporate additional
measurements from other sources in a hybrid implementation that uses signals from any of
Wi-Fi, GPS, WAPS, and other transmitters. Such a hybrid positioning engine may operate in
conjunction with a host processor after service-level decryption of the encrypted receiver:
LLA or other encrypted data (e.g., any of DU1 through DUS). Alternatively, the hybrid
positioning engine may operate prior to the service-level encryption so access to resultant
data from the hybrid positioning engine is limited to authorized applications.

[001051 The above discussion relaﬁng to FIG. 4C may apply to MS-assist (MS-A), MS-
based (MS-B), or standalone user plane call flows. In the case of a control plane call flow
(e.g., E-911), the data in the form of raw or fine TOAs/pseudoranges and an altitude estimate
(for MS-A mode),. or data in-the form of the receiver’s LLA (for MS-based mode), is sent to
the Positional Determining Entity (PDE), Serving Mobile Location Center (SMLC), or other
device for position computation and forwarding to the PSAP. Such transmission may occur
over one or more control plane channels of a cellular system.

[00106] It is noted that, although not preferred, positioﬁ assistance data can be supplied to
the positioning engine using alternative communication means like web-based pathways,
local area network pathways, wide area network pathways, and other network pathways
beyond RF pathways. Such transmission may be necessary when low signal conditions are
present between the receiver and the transmitter network. When transmitted using the
~ alternative communication means, the assistance data may be encrypted using keys assbciated
with the ALAC, or using alternative keys specific to the communication means.
Alternatively, no ALAC or similar keys may be used, but the service-level encryption and
decryption may be used. i . |

[00107] Although FIG. 4C depicts different components within different HW/FW/SW,
certain embodiments may incorporate the various combonents of FIG. 4C into one or more

hardware components like the host processor, GPS chip, or both.

Aspects Relating to Methodologies
[00108] FIG. 5A illustrates a diagram detailing a network process for determining position
information relating to a receiver and controlling access to that position information at the

receiver in accordance with certain aspects. Reference may be made to FIG. 2 while
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describing the process illustrated in FIG. 5A. One of skill in the art will appreciate that the
process flow shown in FIG. 5A is illustrative, and that there is no intention to limit this
disclosure to the order of stages shown in FIG. 5A. Accordingly, stages may be removed
and rearranged, and additional stages that are not illustrated may be carried out within the
scope and spirit of the disclosure.

[00109] At stage 501, the positioning system 240 may create and maintain information
used to control access by receivers to position information. By way of example, the
positioning system 240 may create air-link access certificates (ALLACs) (also referred to as
“system-level keys/certificates”) and authorized service-level certificates (ASLCs) that are
later used by the UE 220 to decrypt position information received from the network (e.g.,
from the service provider 230 and/or the positioning system 240) before using that position
information based on restrictions specified by the ASLC for a particular application on the
receiver that has requested the position information. At stage 502, the created ALACs and
ASLCs are provided to the manufacturer 210, and the manufacturer 210 provisions the UE
220 with the ALACs/ASLCs (e.g., by imaging them in firmware) at stage 503.

[00110] At stage 504 (e.g., after a user purchases the UE 220), the UE 220 launches an
application or initiates an emergency 911 call. Prior to step 504, although not explicitly
shown, the application may be downloaded to the UE 220. Stage 505 is unnecessary in cases
where an ASLC associated with the application has been provisioned by the manufacturer.
Otherwise, the UE 220 sends a developer key associated with the application to the network.
The routing of the developer key may pass through the service provider 230, the positioning
system 240 and/or the developer of the application as an external entity 250 (routing not
shown). After receiving and verifying the developer key, the network may then transmit an
ASLC for that application to the UE 220, which may then store the ASLC.

[00111] At stage 506, the UE 220 retrieves position information from the network. The
position information may be obtained from a broadcast signal originating at the positioning
system 240, and/or may be obtained through the service provider 230. Similarly, the UE 220
may request position information, or monitor broadcasts for position information.

[00112] At stages 507-508, the UE 220 may decrypt the position information using an
ALAC (e.g., an ALAC associated with the transmitter that broadcasted the position
information) and an ASLC that is associated with the application on the receiver that is

requesting the position information.
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[00113] At stages 509-510, the decrypted position information is processed and location
information relating to the location of the UE 220 is determined (e.g., at a position engine).

[00114] In the case of a 911 call, at stages 511-512, the position information, the location
information, and/or information used to determine position (e.g., such as pseudoranges and
information about transmitters for which the pseudoranges were computed) are transmitted to
the service provider 230 and/or the PSAP operating as an external entity 250. Otherwise, at
stage 512, for LBS-based applications, the location information may remain at the UE 220 to
carry out location based services and/or may be transmitted to an LLBS entity operating as an
external entity for aiding the provision of location based services from that LBS entity.
Another alternative for an E-911 call is for the receiver to send an encrypted packet to a
server along with raw TOA information. The encrypted packet may be decrypted to extract
the information required to compute a position solution at the server.

[00115] FIG. 5B illustrates a process for distributing position information in relation to a
network application or E-911 transaction. Note that the ASL.C may or may not be used in an
E911 transaction. For example, if the ASLC is used in an E-911 call, a special ASLC may be
setup for use in an emergency call which has the highest service level and no expiry date.

[00116] FIG. 6 illustrates a diagram detailing a process for providing conditional access to
position information at a receiver in accordance with certain aspects. Reference may be
made to FIG. 2 and FIGs. 4A-C while describing the process illustrated in FIG. 6.

[00117] As previously described, encrypted positioning signal data may be transmitted to a
receiver (e.g., receiver 400 of FIGs. 4A-C). Encrypting the positioning signal data helps
safeguard its delivery to and use at authorized receivers. However, robust encryption
techniques may not be viable given bandwidth constraints and limitations on processing
power at the receiver. Accordingly, encryption must protect the transmitted data while
minimally using data/packet space, and without requiring significant decryption at the
receiver, which typically does not have the processing capability to perform robust
decryption over a short period of time.

[00118] Additional encryption may be applied to safeguard use of position information by
authorized applications and users based on various parameters (e.g., validity of payment
associated with application, current location of user, whether a fixed amount of position
requests by the user or application has been exceeded, time period during which position
information may be accessed, and others). This second layer of encryption and decryption

that controls distribution of position information to certain applications while restricting
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access to that position information by other applications is a key feature of various
embodiments described herein, because it allows a network operator, carrier, application
vendor/developer, or other entity shown in FIG. 2 to monetize the distribution of the position
information. Furthermore, the second layer of encryption and decryption frustrates various
potential attempts by unauthorized users (e.g., hackers) to gain access to the position
information for use with unauthorized applications.

[00119] FIG. 6 illustrates the Mo stages of decryption in association with one.aspect. One
of skill in the art will appreciate variations in FIG. 6 that stay within the scope and spirit of
the disclosure. At stage 610, the receiver launches a first application (e.g., automatically in
response to some predeﬁned condition, in response to user input). The receiver then
determines if a copy of an ASLC that is associated with the first application is stored in the
receiver’s memory (e.g., memory 430 of FIGs. 4A-C). If the copy exists, the receiver is
“provisioned” with the ASLC, and stage 630 is executed. Otherwise, the receiver is ‘un-
provisioned”, and stage 620 is executed. '

[00120] At stage 620, the receiver obtains a copy of the ASLC from the network. FIG. 7
details sub-stages of stage 620. One of skill in the art will appreciate that stage 620 may be
performed after other stages shown in FIG. 6 (e.g., after any stage before stage 660). ‘

[00121] At stage 630, an encrypted positionin‘g signal arri?es at the receiver from a
network. The positioning signal may be broadcasted by a transmitter, or may arrive over -
other communication pathways (e.g., cellular pathways, web-based pathways, local area
network pathways). At stage 640, the receiver initially processes the positioning signal. Sub-
stages associated with stage 640 are illustrated in FIG. 8.

[00122] At stage 650, the positioning signal arrives at the first cryptography component
422, where it is decrypted using a copy of the ALAC that is stored in memory 430. Then, at '
stage 660, some or all of the position data from the decrypted positioning signal is decrypted
.by the second cryptography compone'ntb 423 using an ASLC associated with the first
application. The ASLC may be retrieved from memory 430, or from the network (as'
described in relation to stage 620 and FIG. 7). ' '

. [00123] Finally, at stage 670, position engine 440 may receive the decrypted position data
along with position TOA or pseuderange information to calculate the receiver’s pbsition on
behalf of the first epplication. Calculation of the position may be determined based oﬁ a

service level indicated by the ASLC for the first application.
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[00124]) FIG. 7 illustrates a diagram detailing a process for provisioning conditional access
certificates at a receiver in accordance with certain aspects and stage 620 of FIG. 6.
Reference may be made to FIG. 2 while describing the process illustrated in FIG. 7.

[00125] At stage 710, the UE 220 retrieves a developer key associated with an application.
The developer key may be stored on the UE 220 after the application is downloaded to the
UE 220. An association of the developer key and an ASLC may be stored at the network
(e.g., the service provider 230, ‘the positioning system 240 or an external entity 250). The
ASLC may be specific to not only the application, but also an access level of the UE 220. At
stage 720, the developer key is transmitted to the network for processing (e.g., to the service
provider 230, the positioning system 240, and/or the developer or application provider 250).

[00126] At stage 730, in response to transmitting the de\)eloper key, the UE 220/receiver
400 receives an ASLC relafed to the developer key/application over the network. At stage
740, the ASLC may be stored for future use. Alternatively, the ASLC may not be stored so
that stages 710 through 730 are repeated the next time the application requests location
information (which requires an ASLC associated with the application, under the two-stage
decryption model illustrated in FIG. 6 and described elsewhere hercifl).'

[00127] FIG. 8 illustrates a diagram detailing a process for processing positioning signal
data in accdrdanc¢ with certain aspects and stage 640 of FIG. 6. Reference may be made to

FIGs. 4A-C while describing the process illustrated in FIG. 8. By way of éxample, stage
| 640 may be performed by signal processing component 421 in FIGs. 4A-C.

[00128] At stage 810, a positioning signal received from a transmitter through RF
component 410 may be used to estimate raw TOA (e.g., at digital processing: component
421a). The raw TOA estimate may then be converted to raw positi;ming pseudorange
information at pseudorange generation component' 421b. ‘

[00129] At stage 820, the positioning signal may be decoded at data processing component
42lc. At stage 830, data processing component 421c may perform error detection on the
positioning signal before sending it to the first cryptography component 422 for decryption.

[00130] FIG. 11 illustrates a first stage of decryption, a second stage of encryption, and a'
third stage of decryption. One of skill in the art will appreciate variations in FIG. 11 that stay
-within the scope and spirit of the disclosure. Certain stages depicted in FIG. 11 may be
rearranged or omitted in other implements. Discussion below relates generally to a receiver.
However_, the discussion can extend to one or more processors for carrying out some or all of

the functionality specified below.
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[00131] At stage 1110, a first application is launched (e.g., automatically in response to
some predefined condition, in response to user input, or in response to another event or
circumstance). 'The application may be launched at a receiver or at a server that is remote
from the receiver, among other devices. The receiver may take various forms, including
those shown in FIGs. 4B-C.

[00132] At stage 1120, the receiver obtains a copy of an ASLC associated with the first
application. The receiver may obtain the ASLC from memory at the receiver, from the first
application, or from an external source. The ASLC may specify parameters that determine
what information can be provided to/accessed by the first application, in addition to when and
how it can be provided/accessed by the first application, among other conditions.
Alternatives to the using the ASLC are contemplated, including using just the data in the
ASLC without using a certificate.

[00133] At stage 1130, encrypted positioning signals arrive at the receiver from
transmitters. Fach of the positioning signals may broadcast from respective transmitters, and
may arrive over other communication pathways (e.g., cellular pathways, web-based
pathways, local area network pathways), or both.

[00134] Atstage 1140, the receiver initially processes the positioning signals.

[00135] At stage 1150, the positioning signal is decrypted using a key (e.g., one specified
by an ALAC) stored on the receiver or otherwise accessible by the receiver from an external
source.

[00136] At stage 1160, the receiver may identify or determine position information from
the positioning signals. Such position information may include raw and fine TOA
measurements, data units (DUs) described elsewhere herein, estimated position coordinates
of a receiver that are computed based on data of the positioning signals, modified position
coordinates that are determined based on the estimated position coordinates, or other data.
The modified position coordinates may be determined based on the parameters from stage
1120. Such parameters may indicate that an application is permitted to receive position
coordinates within a predefined level of accuracy (e.g., a distance) of the estimated position
coordinates. In this case, a processor may create new position coordinates based on the level
of accuracy (e.g., change the latitude so it falls within a range of x units of measurement from
the estimated latitude, change the altitude to O so only two dimensions are provided).
Providing less accurate position information may enable subscription services on a per-

application or per-use basis.
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[00137] Some or all of the position information may be encrypted at stage 1170 using a
key specified by or otherwise generated based on the ASLC or its data from stage 1120.
Selection of the position information to encrypt may be controlled by service level conditions
specified by the ASLC. Such service level conditions may designate which data can be
accessed by the first application, and may be determined from data described elsewhere
herein, including some or all of the data described with respect to FIG. 9.

[00138] At stage 1180, the encrypted position information is decrypted for use by the first
application. A processor running the first application may have knowledge of the key used to
encrypt the position information. This knowledge may be gained by having access to the
ASLC (e.g., where the ASLC specifies the key or an algorithm for determining the key), or

by otherwise receiving the key (e.g., where a session identifier is used).

Aspects Related to Data

[00139] FIG. 9 illustrates data for use during a conditional access process in accordance
with certain aspects. As shown, data may identify or represent an application type (e.g., E-
911, LBS, network management, law enforcement, a UE ID or UE type, a service type (e.g.,
accuracy of use, use coverage, time of use, data units available), a service provider type, a
manufacturer type, a developer type, a user ID or user type, a type of request, or other type of
information that may be used as parameters to determine a service level for an application
that determines which position information can be provided to the application, when that
position information can be provided, how that position information can be provided and
where that position can be provided. GPS or other time may also be transmitted to monitor
usage based on time limits. Some or all of this data may be incorporated into an ASLC for a
particular application and/or UE, and may be later accessed by a processing component to
identify position information that can be encrypted before being sent to an application that is
local to a receiver or external to (i.e., remote from) the receiver. Each of the data may be
used by a processor on the receiver to filter certain decrypted position information before
providing that certain position information to the application, a device or a user in encrypted
form. In other words, the data determine what position information is available, when it is
available, for how long it is available. The ASLC may also include an encryption key or an
algorithm for creating an encryption key (e.g., an algorithm for creating an encryption key
using real-time data or other data that may be distributed in a protected environment or

otherwise made available during encryption and decryption stages).
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[00140] AService type may relate to accuracy levels in up to three dimensions, including
high-range accuracy (e.g., 3 meters), mid-range accuracy (25-50 meters), and low-range
accuracy (400 meters). Service type may also relate to coverage levels, including localized,
regional, nationwide, and global, among others. Service type may further relate to time of
validity levels involving expirations 6f access privileges in terms of one-time, monthly, -
yearly, or life-time, among ather periods of validity. Service type may also relate to usage
levels, including metered and unlimited. Various combinations of levels may be utilized.

[00141] Similar decryption on a location application for non-cellular devices is élso
contemplated. For example, E-911 calls through VoIP applications (e.g., SkypeTM),
cameras/camcorders, and the like could have ASLCs imaged into their firmware or otherwise

downloaded into memory.

Aspects Related to Use Cases

(00142] Various types of computing devic‘es‘ and their connectivity states are
contemplated, including devices that are, nearly alWays connected, mostly connected, or
rarely (if ever connected) to a cellular network, positioning network, local area network, or
other network. Additional consideration is given to processing, capabilities of each of these
computing devices. | , | '

[00143] Types of connectivity includes cellular (e.g., 3G/4G, pre-paid), Wi-Fi, wired (e.g.,
USB, Ethernet), and other connectivity. . ‘ :

{00144] Types of comﬁuﬁng devices include smartphones, other cellular phones, tabléts,
laptops, cbnneéted TVs, VoIP phones, STBs, DMAs, appliahces, security systems, PGD,
PNDs, DSC, M2M applications, geo-fenci‘ng of assets, and others. Connected receivers are
devices such as cell phones, tablets and laptops that have an active data pipe available (e.g.,
Cellular and Wi-Fi/wired Ethernet). Mostly connected receivers are devices such as tablets
and laptops that have access to non-cellular means like Wi-Fi/wired Ethernet. Unconnected
receivers or receivers with limited connectivity include receivers that are rarely (if ever)
connected to the Internet, and have no cellular connectivity

{00145] It is contemplated that the unconnected receivers may be manufactured with a pre-
authorized set of ALACs and ASLCs programmed for the lifetime of the receiver. Key
updates beyond this initial period could be delivered either via a firmware update to the

device (e.g., using a USB connection) or by connecting the device temporarily to a data

-31-

RECTIFIED SHEET (RULE 91) ISA/EP



WO 2014/043147 PCT/US2013/059102

network. Such unconnected receivers could determine their location with an appropriate RF
receiver that receives the encrypted position information (e.g., a GPS chip).
Additional Aspects

[00146] One or more aspects may relate to systems, methods, means and computer
program products for controlling access to position information by one or more applications.
Systems may include a processing component operable to implement a method. Computer
program products may include a non-transitory computer usable medium having a computer
readable program code embodied therein that is adapted to be executed to implement a
method.

[00147] Method steps may: decrypt, using a first key, a first set of encrypted position
signals received from a network of terrestrial transmitters; determine position information
from the first set of decrypted position signals; identify a first set of the position information,
wherein the first set of the position information is identified based on a first level of service
associated with a first application; encrypt the first set of the position information using a
second key; and provide the encrypted first set of the position information to the first
application..

[00148] In accordance with some aspects, the first set of the position information includes
at least one of position coordinates, timing corrections and atmospheric measurements of one
or more transmitters from the network of terrestrial transmitters.

[00149] In accordance with some aspects, the method steps may further: compute
estimated coordinates of a location of a receiver using the decrypted position signals, wherein
the first set of the position information includes the estimated coordinates of the receiver.

[00150] In accordance with some aspects, the decrypted position signals include data that
specifies atmospheric measurements at each of the terrestrial transmitters, wherein the
estimated coordinates include an altitude coordinate that is computed using the decrypted
position signals and at least one atmospheric measurement at the receiver.

[00151] In accordance with some aspects, the method steps may further: compute
estimated coordinates of a location of a receiver using the decrypted position signals; and
compute, based on a level of accuracy permitted for the first application, revised coordinates
that are based on the estimated coordinates, wherein the revised coordinates are less accurate
than the estimated coordinates in specifying the location of the receiver, and wherein the first

set of the position information includes the revised coordinates.
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[00152] In accordance with some aspects, the method steps may further: identify a second
set of the position information, wherein the second set of the position information is
identified based on a second level of service associated with a second application, wherein
certain position information included in the first set is not included in the second set; encrypt
the second set of the position information using a third key; and provide the second set of the
position information to the second application.

[00153] In accordance with some aspects, the method steps may further: decrypt, using
the first key or a third key, a second set of encrypted position signals received from the
network of terrestrial transmitters, wherein the first set of encrypted position signals are
received at a first location of the receiver, and the second set of encrypted position signals are
receiver at a second location of the receiver; determine additional position information from
the second set of decrypted position signals; identify a second set of the additional position
information, wherein the second set of the additional position information is identified based
on a second level of service associated with a second application; encrypt the second set of
the position information using a fourth key ; and provide the second set of the position
information to the second application.

[00154] In accordance with some aspects, the method steps may further: determine, prior
identifying the first set of the position information, whether information specifying the first
level of service is stored on the receiver; upon determining that the information specifying the
first level of service is not stored on the receiver, access a first developer key that is
associated with the first application; send the first developer key to a server; and receive the
information specifying the first level of service in response to sending the first developer key
to the server.

[00155] In accordance with some aspects, the information specifying the first level of
service is included in a first authorized service-level certificate associated with the first
application, and wherein the certificate is associated with the developer key.

[00156] In accordance with some aspects, the first level of service specifies a time period
during which the second key can be used to encrypt the first set of the position information
and any subsequent sets of any subsequent position information.

[00157] In accordance with some aspects, the second key is a session key that is generated
after the position signals are decrypted.

[00158] In accordance with some aspects, first application runs on a remote server, and the

first set of the position information is provided to the remote server.
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[00159] In accordance with some aspects, the method steps may further: determine the
first level of service based on parameters that are specified in a first certificate associated
with the first application.

[00160] In accordance with some aspects, the method steps may further: scramble the
position information before the position information is sent through an unprotected
communication pathway; and unscramble the scrambled position information before
identifying the first set.

[00161] In accordance with some aspects, the method steps may further: scramble the
estimated coordinates before the estimated coordinates are sent through an unprotected
communication pathway; and unscramble the scrambled estimated coordinates before
encrypting the first set.

[00162] In accordance with some aspects, the method steps may further: select the first
key from among a plurality of keys, wherein a CRC field of the encrypted position signals
passes check only when the first key is used to decrypt the first set of encrypted position
signals.

[00163] In accordance with some aspects, the method steps may further: select the first
key from among a plurality of keys, wherein data of the decrypted position signals matches
an expected value only when the first key is used to decrypt the first set of encrypted position
signals.

[00164] In accordance with some aspects, the method steps may further: select the first
key from among a plurality of keys, wherein the packet data from the multiple transmitters
pass one or more coherency checks only when the first key is used to decrypt the first set of
encrypted position signals, where the first set of encrypted position signals includes packet

data from multiple transmitters.

Other Aspects

[00165] Additional disclosure regarding various features of disclosure are described in the
following co-assigned patent applications which are incorporated by reference in their
entirety for any and all purposes: United States Utility Patent Application Serial No.
13/412,487, entitled WIDE AREA POSITIONING SYSTEMS, filed on March 5, 2012;
United States Utility Patent Serial No. 12/557,479 (now United States Patent No. 8,130,141),
entitled WIDE AREA POSITIONING SYSTEM, filed September 10, 2009; United States
Utility Patent Application Serial No. 13/412,508, entitled WIDE AREFA POSITIONING
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SYSTEM, filed March 5, 2012; United States Utility Patent Application Serial No.
13/296,067, entitled WIDE AREA POSITIONING SYSTEMS, filed November 14, 2011;
Application Serial No. PCT/US12/44452, entitled WIDE AREA POSITIONING SYSTEMS,
filed June 28, 2011); United States Patent Application Serial No. 13/535,626, entitled
CODING IN WIDE AREFA POSITIONING SYSTEMS, filed June 28, 2012; United States
Patent Application Serial No. 13/536,051, entitled CODING IN WIDE AREA
POSITIONING SYSTEM (WAPS), filed June 28, 2012; United States Patent Application
Serial No. 13/565,614, entitled CELL ORGANIZATION AND TRANSMISSION
SCHEMES IN A WIDE AREA POSITIONING SYSTEM (WAPS), filed August 2, 2012;
United States Patent Application Serial No. 13/565,732, entitled CELL. ORGANIZATION
AND TRANSMISSION SCHEMES IN A WIDE AREA POSITIONING SYSTEM, filed
August 2, 2012; United States Patent Application Serial No. 13/565,723, entitled CELL
ORGANIZATION AND TRANSMISSION SCHEMES IN A WIDE AREA POSITIONING
SYSTEM, filed August 2, 2012; United States Patent Application Serial No. 13/831,740,
entitled SYSTEMS AND METHODS CONFIGURED TO ESTIMATE RECEIVER
POSITION USING TIMING DATA ASSOCIATED WITH REFERENCE LOCATIONS IN
THREE-DIMENSIONAL SPACE, filed March 14, 2013; United States Patent Application
Serial No. 13/909,977, entitled SYSTEMS AND METHODS FOR LOCATION
POSITIONING of USER DEVICE, filed June 4, 2013; NEXN-009-201 (United States Patent
Application Serial No. 14/010,437, entitled SYSTEMS AND METHODS FOR PROVIDING
CONDITIONAL ACCESS TO TRANSMITTED INFORMATION, filed August 26, 2013;
United States Patent Application Serial No. 14/011,277, entitled METHODS AND
APPARATUS FOR PSEUDO-RANDOM CODING IN A WIDE AREA POSITIONING
SYSTEM (WAPS), filed August 27, 2013. The above applications, publications and patents
may be individually or collectively referred to herein as “incorporated reference(s)”,
“incorporated application(s)”, “incorporated publication(s)”, “incorporated patent(s)” or
otherwise designated. The various aspect, details, devices, systems, and methods disclosed
herein may be combined with disclosures in any of the incorporated references.

[00166] Systems and methods described herein may track the position computing devices
or other things to provide position information and navigation with or to such devices and
things. It is noted that the term “GPS” may refer any Global Navigation Satellite Systems
(GNSS), such as GLONASS, Galileo, and Compass/Beidou. Transmitters may transmit

positioning data in a signal received by a user device. Positioning data may include “timing
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data” that can be used to determine propagation time of a signal (e.g., time-of-arrival (TOA)),
which can be used to estimate a distance between a user device and transmitter (e.g.,
pseudorange) by multiplying the propagation time of the signal by the speed of the signal.

[00167] Various architectures of GPS receivers are contemplated. For example, a GPS
receiver’s logical functions can be split into two sections: (1) signal processing and (2)
position computation. The signal processing functions may be implemented in hardware and
the position computation may be implemented in Firmware/Software. These functions may
be carried out on a GPS ASIC “chip” having DSP hardware blocks and an ARM-processor
subsystem that manages the DSP hardware and computes the position. Such GPS chips
typically produce the final Latitude, Longitude and Altitude in the form of NMEA messages.
Alternatively, position computation may be carried out on an apps processor resident on a
handset to add additional location information and build a comprehensive position solution.
The disclosure herein may apply to both implementations (in addition to other configurations
for processing signals and computing position).

[00168] The various illustrative systems, methods, logical features, blocks, modules,
components, circuits, and algorithm steps described herein may be implemented, performed,
or otherwise controlled by suitable hardware known or later developed in the art, or by
software executed by a processor (also referred to as a “processing device” and also inclusive
of any number of processors), or by both. A processor may perform or cause any of the
processing, computational, method steps, or other system functionality relating to the
processes/methodologies and systems disclosed herein, including analysis, manipulation,
conversion or creation of data, or other operations on data. A processor may include a
general purpose processor, a digital signal processor (DSP), an application specific integrated
circuit (ASIC), a field programmable gate array (FPGA) or other programmable logic device,
discrete gate or transistor logic, discrete hardware components, server, or any combination
thereof. A processor may be a conventional processor, microprocessor, controller,
microcontroller, or state machine. A processor can also refer to a chip, where that chip
includes various components (e.g., a microprocessor and other components). The term
“processor” may refer to one, two or more processors of the same or different types. It is
noted that the terms “computer” or “computing device” or “user device” or the like may refer
to devices that include a processor, or may refer to the processor itself. Software may reside
in RAM memory, flash memory, ROM memory, EPROM memory, EEPROM memory,

registers, hard disk, a removable disk, a CD-ROM, or any other form of storage medium. A
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“memory” may be coupled to a processor such that the processor can read information from
and write information to the memory. The storage medium may be integral to the processor.
Software may be stored on or encoded as one or more instructions or code on a computer-
readable medium. Computer-readable media be any available storage media, including non-
volatile media (e.g., optical, magnetic, semiconductor) and carrier waves that transfer data
and instructions through wireless, optical, or wired signaling media over a network using
network transfer protocols. Aspects of systems and methods described herein may be
implemented as functionality programmed into any of a variety of circuitry, including.
Aspects may be embodied in processors having software-based circuit emulation, discrete
logic, custom devices, neural logic, quantum devices, PLDs, FPGA, PAL, ASIC, MOSFET,
CMOS, ECL, polymer technologies, mixed analog and digital, and hybrids thereof. Data,
instructions, commands, information, signals, bits, symbols, and chips that may be referenced
throughout the above description may be represented by voltages, currents, electromagnetic
waves, magnetic fields or particles, optical fields or particles, or any combination thereof.
Computing networks may be used to carry out aspects and may include hardware components
(servers, monitors, I/0, network connection). Application programs may carry out aspects by
receiving, converting, processing, storing, retrieving, transferring and/or exporting data,
which may be stored in a hierarchical, network, relational, non-relational, object-oriented, or

other data source. “Data” and “information” may be used interchangeably. The words

LYY L Y LAY

“comprise,” “comprising,” “include,” “including” and the like are to be construed in an
inclusive sense (i.e., not limited to) as opposed to an exclusive sense (i.e., consisting only of).
Words using the singular or plural number also include the plural or singular number
respectively. The words “or” or “and” cover any of the items and all of the items in a list.
“Some” and “any” and “at least one” refers to one or more. The term “device” may comprise
one or more components (e.g., a processor, a memory, a screen). The terms “module,”
“block,” “feature,” or “component” may refer to hardware or software, or a combination of
both hardware and software, that is configured to carry out or otherwise achieve the
functionality associated with those modules, blocks, features or components. Similarly,
features in system and apparatus figures that are illustrated as rectangles may refer to
hardware or software. It is noted that lines linking two such features may be illustrative of

data transfer between those features. Such transfer may occur directly between those features

or through intermediate features even if not illustrated. Where no line connects two features,
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transfer of data between those features is contemplated unless otherwise stated. Accordingly,
the lines are provide to illustrate certain aspects, but should not be interpreted as limiting.
[00169] The disclosure is not intended to be limited to the aspects shown herein but is to
be accorded the widest scope understood by a skilled artisan, including equivalent systems
and methods. The protection afforded the present invention should only be limited in

accordance with the following claims.

-38-



WO 2014/043147 PCT/US2013/059102

CLAIMS

1. A system for controlling access to position information by one or more applications,
the system comprising at least one processor operable to:
decrypt, using a first key, a first set of encrypted position signals received from a
network of terrestrial transmitters;
determine position information from the first set of decrypted position signals;
identify a first set of the position information, wherein the first set of the position
information is identified based on a first level of service associated with a first application;
encrypt the first set of the position information using a second key; and

provide the encrypted first set of the position information to the first application.

2. The system of Claim 1, wherein the first set of the position information includes at
least one of position coordinates, timing corrections and atmospheric measurements of one or

more transmitters from the network of terrestrial transmitters.

3. The system of Claim 1, wherein the processor is further operable to:
compute estimated coordinates of a location of a receiver using the decrypted position
signals, wherein the first set of the position information includes the estimated coordinates of

the receiver.

4. The system of Claim 3, wherein the decrypted position signals include data that
specifies atmospheric measurements at each of the terrestrial transmitters, wherein the
estimated coordinates include an altitude coordinate that is computed using the decrypted

position signals and at least one atmospheric measurement at the receiver.

5. The system of Claim 1, wherein the processor is further operable to:

compute estimated coordinates of a location of a receiver using the decrypted position
signals; and

compute, based on a level of accuracy permitted for the first application, revised
coordinates that are based on the estimated coordinates, wherein the revised coordinates are
less accurate than the estimated coordinates in specifying the location of the receiver, and

wherein the first set of the position information includes the revised coordinates.
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6. The system of Claim 1, wherein the processor is further operable to:

identify a second set of the position information, wherein the second set of the
position information is identified based on a second level of service associated with a second
application, wherein certain position information included in the first set is not included in
the second set;

encrypt the second set of the position information using a third key; and

provide the second set of the position information to the second application.

7. The system of Claim 1, wherein the processor is further operable to:

decrypt, using the first key or a third key, a second set of encrypted position signals
received from the network of terrestrial transmitters, wherein the first set of encrypted
position signals are received at a first location of the receiver, and the second set of encrypted
position signals are receiver at a second location of the receiver;

determine additional position information from the second set of decrypted position
signals;

identify a second set of the additional position information, wherein the second set of
the additional position information is identified based on a second level of service associated
with a second application;

encrypt the second set of the position information using a fourth key ; and

provide the second set of the position information to the second application.

8. The system of Claim 1, wherein the processor is further operable to:

determine, prior identifying the first set of the position information, whether
information specifying the first level of service is stored on the receiver;

upon determining that the information specifying the first level of service is not stored
on the receiver, access a first developer key that is associated with the first application;

send the first developer key to a server; and

receive the information specifying the first level of service in response to sending the

first developer key to the server.
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0. The system of Claim 8, wherein the information specifying the first level of service is
included in a first authorized service-level certificate associated with the first application, and

wherein the certificate is associated with the developer key.

10. The system of Claim 1, wherein the first level of service specifies a time period
during which the second key can be used to encrypt the first set of the position information

and any subsequent sets of any subsequent position information.

11. The system of Claim 1, wherein the second key is a session key that is generated after

the position signals are decrypted.

12. The system of Claim 1, wherein first application runs on a remote server, and the first

set of the position information is provided to the remote server.

13. The system of Claim 1, wherein the processor is further operable to:
determine the first level of service based on parameters that are specified in a first

certificate associated with the first application.

14. The system of Claim 1, wherein the processor is further operable to:
scramble the position information before the position information is sent through an
unprotected communication pathway; and

unscramble the scrambled position information before identifying the first set.

15. The system of Claim 3, wherein the processor is further operable to:
scramble the estimated coordinates before the estimated coordinates are sent through
an unprotected communication pathway; and

unscramble the scrambled estimated coordinates before encrypting the first set.

16. The system of Claim 1, wherein the processor is further operable to:
select the first key from among a plurality of keys, wherein a CRC field of the
encrypted position signals passes check only when the first key is used to decrypt the first set

of encrypted position signals.

41-



WO 2014/043147 PCT/US2013/059102

17. The system of Claim 1, wherein the processor is further operable to:
select the first key from among a plurality of keys, wherein data of the decrypted
position signals matches an expected range of values only when the first key is used to

decrypt the first set of encrypted position signals.

18. The system of Claim 1, wherein the first set of encrypted position signals includes

packet data from multiple transmitters, and wherein the processor is further operable to:
select the first key from among a plurality of keys, wherein the packet data from the

multiple transmitters pass one or more coherency checks only when the first key is used to

decrypt the first set of encrypted position signals.

19. A computer-implemented method for controlling access to position information by
one or more applications, the method comprising steps to:

decrypt, using a first key, a first set of encrypted position signals received from a
network of terrestrial transmitters;

determine position information from the first set of decrypted position signals;

identify a first set of the position information, wherein the first set of the position
information is identified based on a first level of service associated with a first application;

encrypt the first set of the position information using a second key; and

provide the encrypted first set of the position information to the first application,

wherein at least one processor implements at least one of the above steps.

20. The computer-implemented method of Claim 19, wherein the first set of the position
information includes at least one of position coordinates, timing corrections and atmospheric

measurements of one or more transmitters from the network of terrestrial transmitters.

21. The computer-implemented method of Claim 19, wherein the method includes steps
to:

compute estimated coordinates of a location of a receiver using the decrypted position
signals, wherein the first set of the position information includes the estimated coordinates of

the receiver.
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22. The computer-implemented method of Claim 21, wherein the decrypted position
signals include data that specifies atmospheric measurements at each of the terrestrial
transmitters, wherein the estimated coordinates include an altitude coordinate that is
computed using the decrypted position signals and at least one atmospheric measurement at

the receiver.

23. The computer-implemented method of Claim 19, wherein the method includes steps
to:

compute estimated coordinates of a location of a receiver using the decrypted position
signals; and

compute, based on a level of accuracy permitted for the first application, revised
coordinates that are based on the estimated coordinates, wherein the revised coordinates are
less accurate than the estimated coordinates in specifying the location of the receiver, and

wherein the first set of the position information includes the revised coordinates.

24. The computer-implemented method of Claim 19, wherein the processor is further
operable to:

identify a second set of the position information, wherein the second set of the
position information is identified based on a second level of service associated with a second
application, wherein certain position information included in the first set is not included in
the second set;

encrypt the second set of the position information using a third key; and

provide the second set of the position information to the second application.

25. The computer-implemented method of Claim 19, wherein the processor is further
operable to:

decrypt, using the first key or a third key, a second set of encrypted position signals
received from the network of terrestrial transmitters, wherein the first set of encrypted
position signals are received at a first location of the receiver, and the second set of encrypted
position signals are receiver at a second location of the receiver;

determine additional position information from the second set of decrypted position

signals;
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identify a second set of the additional position information, wherein the second set of
the additional position information is identified based on a second level of service associated
with a second application;

encrypt the second set of the position information using a fourth key ; and

provide the second set of the position information to the second application.

26. The computer-implemented method of Claim 19, wherein the processor is further
operable to:

determine, prior identifying the first set of the position information, whether
information specifying the first level of service is stored on the receiver;

upon determining that the information specifying the first level of service is not stored
on the receiver, access a first developer key that is associated with the first application;

send the first developer key to a server; and

receive the information specifying the first level of service in response to sending the

first developer key to the server.

27. The computer-implemented method of Claim 26, wherein the information specifying
the first level of service is included in a first authorized service-level certificate associated

with the first application, and wherein the certificate is associated with the developer key.

28. The computer-implemented method of Claim 19, wherein the first level of service
specifies a time period during which the second key can be used to encrypt the first set of the

position information and any subsequent sets of any subsequent position information.

20. The computer-implemented method of Claim 19, wherein the second key is a session

key that is generated after the position signals are decrypted.

30. The computer-implemented method of Claim 19, wherein first application runs on a

remote server, and the first set of the position information is provided to the remote server.

31. The computer-implemented method of Claim 19, wherein the method includes steps

to:
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determine the first level of service based on parameters that are specified in a first

certificate associated with the first application.

32. The computer-implemented method of Claim 19, wherein the method includes steps
to:

scramble the position information before the position information is sent through an
unprotected communication pathway; and

unscramble the scrambled position information before identifying the first set.

33. The computer-implemented method of Claim 21, wherein the method includes steps
to:

scramble the estimated coordinates before the estimated coordinates are sent through
an unprotected communication pathway; and

unscramble the scrambled estimated coordinates before encrypting the first set.

34. The computer-implemented method of Claim 19, wherein the method includes steps
to:

select the first key from among a plurality of keys, wherein a CRC field of the
encrypted position signals passes check only when the first key is used to decrypt the first set

of encrypted position signals.

35. The computer-implemented method of Claim 19, wherein the method includes steps
to:

select the first key from among a plurality of keys, wherein data of the decrypted
position signals matches an expected range of values only when the first key is used to

decrypt the first set of encrypted position signals.

36. The computer-implemented method of Claim 19, wherein the first set of encrypted
position signals includes packet data from multiple transmitters, and wherein the method
includes steps to:

select the first key from among a plurality of keys, wherein the packet data from the
multiple transmitters pass one or more coherency checks only when the first key is used to

decrypt the first set of encrypted position signals.
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[0031]  FEFFZROCRIEHI AL B A5 BT ) v AR AN R i 3Rt 2 2 IR 557K T
FAT AT AR I i 2 SR W S o B K1 AT LA R B /K 78 s DX A R0 B A
5 A A BB AR R A Ok

[0032]  FEHZSCHLAL A7 BA5 JE I R B B S 3R B AR IR AL P (i, BR%K ) R 3R
F30E A AE S ) A8 % e A5 B AT BN A o] gtk

[0033] P 3A A S 0S5 o L R G P 1k B 7 SRR AT P4 . AR R LT T, 7 1%
ZR G0 R BAT B 0 RN g B B AT DAASELRE R S RE R B, 040, BRIl A B B TE L
i) (TTEF) AATATAL B e 7 RS FE o A, 53X BLRHIR 1 38R0 25 A4 U 1] 7 V5 AH S BRI Ab 2
A DLJE TR s FRUSOP LA b )y 28 SR B s , FEmT AR Lo R 26 SR A R I 5 27

[0034] AR HAh 7 T, 4% A4 U7 I 4RFAIE T DAAE & P 47 & BRI, I HLAT DASCRREIX B
IR B A A 0 AR RO R 43 AR AR o LAt D T AT DAV AL 8 T KB T2 7 (14
it (B TAEME SR AL A8 ), DISCRFIX B IR B 2 h 07 in) 5. o, 1% IR 1 25 P
a7 . BRI, X BRIR R AR5 0] i AR AT B R AR A AT E-911 DRE
[0035] "IN 45 A Bt B SR AR AP oAt 5 T AR AE RN TN RE . ERARAS A FF B S 5 A4y
Al DLARA, FF HATY IR N BT EE SR ARSI A FF ()98 BB A, AE AR08 1 5 AR N 000 R A 11 2, X
LR P B PR AS 2 PR R s O T A R e R s 2 T ) S R AR AT R ] o PR 1T S FL A A
HAS L 2 B8 fife R O B AT 5 7 TS B ] A st B A A R AT — AN BB A DR AT AT A
[0036]  FE LA N4k i, 51 N 22 i ELAR A 1 SR G2 (06T 19 58 8 A0 07 V6 1 4 T R A0
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REXT I8 ) R G A 7 VR A o SR, AH ISR AR N S IR 2, X 2 S5 77 U RE AN
155 ELAR G0 T R i) — 3 B2 R S B, B (0 R A A RSk Stk . AR HAm L4
D FN A R B E AR R Y BE R ARSI, LB G Or By A T 8 St 77 U 7 10
[0037] R ITIH

[0038] W& 1 $&4lt 7ot AT DAFEH: b St & Fh St 77 s I &/ €A & 48 100 1485
BN . EALRS 100 (FEX WP e R4 (WAPS) BN R4”) WiEFIPH
fEts (FEX MR RA R ) P P& (X BEWRIR N LR sifEiccA
CRRWCHL”) BN, B A s SR Bb g Bl 14, BT IR P YA B B R UM B A TR A5
Prbe (5 58 / s AlAL BAE 4, Bl a0, ik HoAth iz B A5 4 7T LLH B2 Rt fl4n,
IGEN R G (GPS) M/ BLHAREE T TR B Ar B RS, mladkh, Byl nT DL FE A7
BIFE G, K TRE MG/ 8T E RGN E S ke 8 / 2GS, BT
B FR %8100 167 LSS & FhHAD R 0045 IR 5528 R G, B0, (545 28 FL Al woi (51
1, PRURE DO e 3 DX 265 ) Jl o B SRy a0 T/ B AT N 2% ) o RS54 R T VR &M S R4
BRIVE R, B0, BR5 RO A A I BIE A A (AT AT — A Bk
ZNTHINESE) AEIE SN/ SHTETREMH P ALE GE8sh M/ 8UE AL
T o [ oAt Ab BEAH A4

[0039]  UAE R R 48 100 Hhos I, (545 7] LU 2 AN R SHL 110 RS, I BRI
TG LU —ANEEZ AN % 120 B9 G, Pk FH P 825 T DL g e BN R ST 110 42
A5 4 DA S AT e Hi i e B Rl 42U GPS B HAth P2 RRME L EF 4 Wi-Fi {54 Wi-Max
B VIEAE4 LLRI N/ BEAR SIS 2 S Bk Sk H R 1) HoAh 2 i 5(E BE 2 I 2 M1
G A TR Bl G 1 IOV T 120 7T LAy 53 BlCRY e i T AR PR 145
PDA. il A B H At T35 R 58 B AHAL 55 77 1B R AR AE LRI BE (ankle bracelet) FiI / Bg
S B EFEA FR) & HE 2C o 7E — 2852 77 20, Bl oo 120 AT LU M7 U0 B/ g fr
B, HAHC B BN B B Ok B R AL 110 15 5, 203 i R T8 2 5 5
W Ehr / AL E . WX B, UL T 120 76X BHian] DLy R A P 23557 (UE) .
TR BB THL AR A A/ B AL

[0040]  JRIBFAL 110 ( HARX AP RN “I57) PEll B L s I EE RERG 113 M2
AL TT 120 (8 T fEifE, 2B 1 iR T AN EOL T 120, 28110, L3S (1) R S 44
BC B RSAE 8 SR o DX SCRE 2 AN RO oT ) ROE LU S 5 o &L 110 38 W]
DLt Had (5 B 133 SRS R4 130 1R, A1/ 8inT ULEA 2 4 FE Al iE 170 19 HAD
WEERE R, B, 2 A 28 6 5 R 1E L Wi-Fi Wi-Max BUHAN G 4% 4655
E N

[0041]  —AERZ AL 120 7] BAZE HH ok B BN 110 B0 N @ 5 B 113 N2
AL 110 F2BUE 2 ek, anlEl 1 s, Bl 120 36 7] DARE I B iz ior / B8R I6H:
MAE 5, 0, 22 ok H b ss Bl (AR A0 B eNB Bkl ) HIEEHERS 163 B2UCR / B4
ROEWE B AT T, Wi-Fi N5 5 I 5 5 BUOHA A B 1B #1542, LA
Bk 5 GPS s HAm T2 A KRG R PR EE S 163 KRB / 8ikiE DREES . B
FEB 1 B St 77 3rh s ) B 8 ALE 2 s M GPS Z4t LA 150 $24t, (H2&1E
oA szt 77 20, 1245 20T DA W HAD TR R, 1/ BX, 78— e s 77 X, 28 1Bl i)
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A LRBTCL A R G HADEIE 85 R et

[0042]  FEZRM ST S, 40 100 A ST ML 110 B B R AE & 11V o] i sl 2]/
RAVF AT TR B AT A AT AR, — e St T 2R AR S R AE R VE T A 3R A A
HE 4. REHL 110 v LU RS S (WX BEE S AR ) 1EiX e &R Ie 2k A B 4%
EEL . ZEATTLUNE RS, Brd & FAE 5 i B LA A% sUER ARy (1)
s, LA R T e S AV B . a0, anix B EE 5 IR 1, 45 42 1T DL v e )
AR TAEA RGP E HR A, B, Herp i TR A BAF Al il AT 2 6 S5 4t 3 55 A
/ BRI . AN, 1245 A AT LA AC B R R A SRR A B s ) ), DAAE & #% b rR Bl e fr
WIS I SO VPRI AL B T  PRRThFER / BRI AR AR 34

[0043]  WAPS {5 Fh it 77 30 AT LA HoAth 78 67 R G0 & I, SR B A 5 1) e o7 AT B o o
A 5 BB P N i, WAPS R 48] A 4R BhH A e 7 RGt.  hAb, i WAPS RGO
JC 120 052 A5 2 AT DL f HAh I A5 28 B 4% 163 (B4, i 8 JWi-Fi P ) Skl ft,
DA — AR SS 28 R G0 130 LLIATFAE T W28 JERE B 170 1 R 5 R 48 FLati e 170
R ) H A 2% R GRS A BAE SIS S o 10, 706 5 W25 v, i 58 [ R 86 % 165 m LA
T2 25 SRR B 170 [ A SR PR a3 2k R A / B At (Ros ) 3246k B BRIl T
120 FOM5 B o X 0] DU T-76 5 SOt a) b FLURS o b s 7 22 0L 120 AL E, B T DU TR
Bk B 5 FRAR BRI AT X 45 P BRG0P AR 25 s LA Th g

[0044]  VERSE, TEARANTFHI LR, AL RS 8 AL 4 5 48 8 Al P AL bR v i — 3
WEZEW ARG, HOB T DU IR — AR bR 2R 4EARAR RER=4EARFR R (B0, xoyz 845 A
JEAAARESE ) SRR EURH . b, R AR, TR 3 ARIE “GPS”, Fo M MIE 2Bk T
it LR R4 (GNSS) HIFE 87z 7= S B, BITidk GNSS AT LLELHE HAW LA 1) L2 2 &
45 (150, GLONASS) FASKAI A R4 (Flan, Al (Galileo) AL / b=} (Compass/
Beidouw)) . WAk, Gz Fiow 1, 78— s 7 S0, Hopte s R (a0, T RiHb i &R
gt ) ATLAER T DEMEN R /M, 8RB T LRI EN Rk .
[0045]  WAPS {5t 5 ELHE 2 MRS EUR S, B, B 1 Fos i 2 A KL 110, HAE
R S 5 BRSO 120 7 4% WAPS s e 5 B / st S s 55 B . e s
S AT LB AR AR AL, DATESRE B RSB m 30 7 o X IR B R AL (el gE R 28, I BT LLE A
B 1) GPS B B, LA T e iy [F20 . WAPS £dis e A A& fan o] LAELHE & @ S (E 18 TR (41
W, B TE) S GRS A/ BT ), DS =3 &k B 77 B8 B0 AL g 20T 7/ 3T P R
STH TR R/ B WAPS 4 B R R E . DT WAPS BdE e AL AR S B A FF AT LATE A I
[ H I R

[0046]  FEAS I AN [R] (1) 213 I 18] 22 B = ik R e A R gt P, AR i 45 B i A b A
FERG LN 8] Fp A AN E AL A5 5 Bl i — B B A, Horpy, ik e A2 45 5 Bl s R S L

37, B AN A8 SRS TR AL AH 5 R 208 5545 R o 7E— > WAPS S 77 2, Bl vl DAL B
IR S B S, B, ST P R A IR A/ D TR AR S B TR R A/ Bl R gk
TEH P 5 HARM 2 A2 H L BLR HoAl R Gr D EAT ) B AR B A5 2 . i g (245 5 4L
Y w] CLLAZ R sOREZ AL B, 5 (6745 5 A8 ) AR R it 2 G 65 PR IR 1) 13 51 189 s 7
BRI 8] 21 b AN/ B PR I 18] 2 47 £ B

[0047] I LA (1 K090 A% A 7 VA AN B n] DLRT T2 1 WAPS 1) 503 1) e A2 45 B A i B
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e S, e A A T DAY sk DM (PN) I PR B B4 R 40 B8 B A A 3% o X AT
CLF T SR VR AE {5 A CDMA 22 % 5 FH L TDMA 2 % &2 F . 5, CDMA/TDMA 2 % 5 FH 4L & 1 R S
R RBUEE . RAFFIZ IR H0E 6 RGURBOR Y, 1EZ) HoE i R4, 2 /M5 W) UE
R E A I AL S, I B R S, i R S AR, Szt 5 SUOR R T, OF YR AR
ONTEIRIRS A RIS BB P 1) oAt 2R Gt mT DA S e

[0048] TR R4 St 77 2, WAPS {3 F S SRR ST (3, A SEAL 110) 1% 1) 2wt i
il (CRRAY RSSO (PN) H] ) SRSCILE M 58 . AH R LR TG (i, B2l
MUECH & 120) BL4E F T80 F AR e B SR AR B BTk 15 5 1 — AN AN LA, 491 2, DTS
PEP S B — ERAH e RS . RPN A T AR M LA WK T BE T B SR R BRI AP . 14
B PR B TE I 8] 7R E UE A% HIAS S5  BIA I TA] o Kok B 2 AN (HAL B R e T AnR)
2 AME T HAT 1ZERAE, V5 B =300 &R i e UL A B . X BB 5 i 5 R 5
ML (B, REIHL 110) A1 WAPS {55 A2 s LA S B2 Usepl (i dm, B2l 120) I 5
Ab BT G 15 BRI 5

[0049]  {E—ANSziiti 5 2 H, WAPS BT LA F — 33k i G B 8 6 4 S 3 7 925 s M9 1k St
T WAPS 15 5 1] LEFE P AR e R RME R - (1) SR NS 5 (HnT DA T HoAth
ST ), LA (2) e LR, B, RSEHL ID RIS E, — K A I TR, f R L PR
A BN, KA S (Ban, )R R RA) B XU DL HA 2644 ) « 55 GPS AHALL,
WAPS R LU ik 4 3 — 32 skl O BE AT LI PEA5 5 SRR A5 BRI T R AL 18 2 A5 2 o B
T, A IR RS AT T R O BERLIEE A S AR H4E B S R sy X,
G HR T LA F v A A ) o s DO e ) gk A . E AN St g R, RS S
A AT R 1), LS A FH B v A R ol SR AE 2 T IS S5 PR e A5

[0050] 5 HIM RS fd F A7 B e A5 5 ras =X (o, 7ERT 43 2 B S R & AR A R ) ),
H BN I B AL A L HE O BEATLIN BEA5 5, L5 BRBE 25 b 2B 1) 52 A1 300 - X S8 LK R R iE
B FD BRI AS 5, %45 S E O BEN LIRS 5 Bk FVE RIS 5 RS Ol S BB » 4R,
IE W AR R R G, X R R G s A k), RS S B, X RS
ST e R 32 s 5 B 11 1) I S0 T A 028 B 1) — 3k 1) B

[0051] 9 7 i R ak SR ], 76 7~ 9 s 7 5 ry, 3k o) ke DO 3k 1) ) O BE WA 5 7T LATE
HRF S PR B PR A3, BT I AR A AN IS T PR B =l B ) R ) B 15 o B, TR S 1R B
B, —ANEZ AN EALE BAS T (symbol) AT LAE 22 43 16 AHA YR il SReA% 2%, ATE RSB B
1% 4 LLRRIIE B o IXRORE 0T SR HTE ) O BE AL 2 7R S A — 1 i AL TR I A 36 1 1 Bl
RIS, B 4 R0k et . e A7 15 2 1 At 2 28 1 i 1) 48 mT DA A6 , 48 4, 16QAM &5
S Abh, SRR i R ) 5 AR CUR R KSR R R R 5 A, AR RS A o IR 1 )
TEIEE R IRIRE R,

[0052] P 2 2 T At C B R St E 1K FE A R 2R U I SRR RSB AL R G 240 RS Ty
. W 2 Fios, ARG 240 AT AT S A ThaE . 0, 20 R4 240 AT LLAE B A4 i AT
FH B ALAC, i% ALAC T L AN A2 1, 3 B ALAC B () 20 R A 113 7 210 A/ B IR 554%
M7 230, LLASINEIF P % 4% 220 (40, GPS FW EME )« ALAC 1T A LA 454 5 (1 7 ok s
Jiti ELFE L ARV AL, DA R & e I 5325, DASRAIEXS ALAC IR 2 . B AL R
4t 240 BT LUSAT I B FNH 1 R G0, DO HE AL R Gt 240 $RAL IR @ A7 Thae 148 F #4718 BR
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Fit-2% .
[0053] AL FZ G 240 W] LA HiE R 210 H P #8220 RS F2 475 230 F1 / BRAMNER SE ik
250 (71, B FH A i B AR AL 77 ) AR oA 3 W R %) ASLC. ASLC BT LAY /7 414k LA AL M —
FR VB ARIR AT, B4, IMET L MAC k2545,
[0054] AL R GE 240 0] LA R B A5 S A 2] R 8k 1R A A SEAA 250 2B AR
T HIT R P %40« SDK K APT . BN & 7 2 B0 AT LASE - HH SR IBE 1 8 A I AR 557K 7, B
—LEAH DGR ASLC. RN ASLC W] DAL 75 FF 1 5 4H , 1 R ME— bR IR AT, F H A AT DA
B HABME— 1D ELL RS 240 38 ] LAAERF R 55 A Ab 2R | Ads (R, 76 H 7 15245 220
) EBE RN BT B P& 220 19 ASLC HISh AL HIE K .
[0055]  fil3& 210 A LA — N EZ A ALAC A1 ASLC (140, INERL R G5 240 FREL, 504 1%
BRAIEFNGEY ) IE RS E A (CFW”) FIEAE (“SW”) — B GBI E. filidE
210 b0 DL SO (Library) InEC8EG . filiEw 210 of DLVEFES AN A&
OEM.0S {57 2545 . i bhse, #H IR A ALAC v LA TR B BT A R SHLII T A 4, A
%) ASLC mJ A TEREA UL BB N A , - BETREE - K P . ASLC 1 ALAC
F ] LAE UE AbH N, B G2 RIBUR U7 7]
[0056]  AR&HRALTT 230 ] LAA] H P 4% 220 AL SRR 55, R 5 IR 45 A1 T W45 /)
AR 5% o HoAt AR 55 T LAELEE 2 (5 am, RRAT PN 25 5 A0 PN 25 BRUE P 28 SCAR I 2 At g %)
LB TCL B Sett . IRSSHRHUETT 230 ] DAAEflH m) FH - 104 220 SR A1 5 R AH JGER
ff) ASLC. RS HEALTT 230 38 A LUE REET%F E-911 A4 HITH (c 1) W7, DL W 48 & 3
(TERT R ) o MRS HRALTT 230 IE AT LLZ i SUPL {5 REET X P9 38 LBS FIH P if (u il ) ¥
B
[0057]  AIERSEAR 250 BT LLALEEZE A P A4USCHL m) FH P SR 58P e 67 IR 25 RO AR I P o 45
n, AR SEAR 250 BT DAL HE PSAP B AL B H M4 DL LBS MR / KAT R 55
o ARG 240 PR HRALTT 230 AT LA AR ESEAA 250 $RHE— R A IRSS , EL4E € AL 5B
ASLC BeriiE AHHR AL | 389 4F IR 25 T B0 I 25 0 i 1 IR 25 o
[0058]  FH /b4 220 AT LAELHERY 8 FETE P AR FEL N DA OB BRI AL A5 o P A% 220
A DA G B s NN (BN, e—911. ZREH (NW) LB LBS) X7 B 15 B A7 i .
7 15) FR 4% 1) AT LA B ASLC SR 58 i, Firik ASLC i 5 3 [ 44 I, 8535 76 B 7 5 4% 220 1ok
NI 2 JE R TR TR 0, RS AR JE AT LR A& AN N A
F P4 Bl ASLC O/ B8 4 B A5 JE RO AR 25 L AR A B B 1) ey o7 P 6o e 2 P 7. 8 £ S RO i
F, X 3T B ASLC 487 IHEVT o a0, SCAFEERE 844 ASLC 5 HAHSGHI N H (4140, E911,
25 LBS S555 ) AHOCHE, F HRete v B SR (a3 A 18 1 A BAS B R
[0059] LI AR 1 %M RGEFHE, BHE RSP T iR p B 3 F1E 44 &
4B FEE] AC $24E T 56 F R S HLAN BRSO 0 3 4 s e JLAth 415
[0060] K 3 KomamH THERs / RFHL RS — A2 77 20 300 34075 (1 B 7, 1X B
BE S RN E /G S T AT IR EAS / KL RS K% . RAHHLE 77 2 300 AT LA
H5E 1 AR RS 110 AR, 33 5 B2, KA HLE 7 3 300 A 45 %A TIATAH
RIEHIE TN/ BUARER A R T, 78 HoAt St 77 =0, 1% 2840 44 mT DL LAAS [A] A 7 2
W AA / BAH A, DR SRR AN A5 5 A 38 A5 5 28 RIS 515 i
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[0061] B RAEE 3 Hhosth, KHHL /(5 Fr 2077 20 300 AT AALHE H 42Uk GPS 155 7F
b FRLA A (Ront ) $RAt e AE B/ B s (flan, & i 5 R R R 1 (DOP) %4
PHB AT LA GPS B H A E £ R Fi e i i HAm B 55 2 ) 1 — A8k A~ GPS A4 JER)
ST, BARTEE 3 FR i T R ETHL 300 BA GPS 444, {5 2 Hofth B T T B 8% ki A 5 42
BEAR R B O i 4 S 5 B0 B At A5 B A 48 T DA T R SR AIL P FRORS 5 P A
A1/ BT WAPS W48 B e B AR IE .

[0062] AL 300 & ] LLALHE H T A8 RN & 3% & S WL G 5 1 — D E AN R S HLAL
i (i, RE fEHZE A 370) , 4nix B 5 FIR I o S HLA A3 ] DAGLFE AR Gk 2 KN B
R B T 1) R 5 R AR AL A5 5 I &R oA, ol 4, B0l Bl 7 @ B AN D 3 L B (5 5
Ab 3R P RS FE B RAE AN D R AR S . ] LIRS (R ) T E S A
H, DLA s Frd i 45 5, 78— 28 STy s, i b BRA A W] LS 456 1 3 Hfiid ) HoAh 4
RS R, B TE HoAth szt 77 b, T iR A BB A4 T DU B T 3T 215 5 A 3R / Bl fh
YEThfE R ST A PR LA

[0063] —ANBENAiEEE (Ko ) ATULSAEAM (KonH) #G, LR BSR4
AT, A1/ SR A T AR BR AL HR g AT I F8 A BIAE i ANEUS . 9, $84 1T BLE F T34
173X HL B IS A 1 & A AR B DT AT RE I FR A, B, B TR e 8 A AE BB R S O
BRI HANAE S (a0, /R 41 ) , DL AR R S S 5 A5 SR Rk ak B i 1
B PR 120

[0064]  JZHFAL 300 & AT DAL HE A T I8 Siaf e 5 S MLAE QBRI 2544 (A8, I g
TR E B AD (BRI AR R “RR)) F— AN E AN A (R
) o TERB S 7 S, KA (B, R 7)) A5 JE 0T DLZE SRS I 28 A o A i, 9F Hopk
Fefiben A BRAA A, DL 1K B I il B 78 R S AU RS 5 B A B S el . — e A
MR 55 a4 VAT CR7s ) aT DA B HEAE A 5L 300 H, AR A AL S AR 55 248 R4 (H1
i, B 1 R RSS2 R 130) Z [RINTEZ, A/ B 2 Bkt st (fgian, B 1 s
(%) DX 2 LR BEE 170) 642, 140, 2245 130 1T DLZS Bk S ML 43 2L ) R S ML 300 &
ESEM RGN / B R ORI HARE S B

[00651  FE/N ST 300 T LA CAAEI BB A0 T iR 5 1 bRl (5, Bt BB 96 Lhir )
TEPER 2 & I BN RS HLRT DA T Hoqth, A4 AL B AS B . L 300 7T LLE
5 FH T AR R I AR R 1) R A 028 0O 1 R AL A 9 T, R SEAIL 300 BT DAL HE T AR ik
A B A B B EE A s A 310, FH T2 T4 e B B RE U5 nE 5 (ALAC) XAz BAS BT
TN N2 2044 320, FT-A76% ALAC FI97 il e BAEE 2 4F 330, LA & HoAth 2044 ——il 4, 4>
21 ID/CRC 4144 3404wt %L (puncture) FAZZILIF 350 i #2044 360 A1 RF &4 244
370, FEEEAR N H A AF . 204 340 A1 350 A] ASR AL FT [A) iR Z2 K2 1E (FEC) A1 CRC 7758, LA K
FADE A A T7 58 DARRAR 32 95 IR 520 | B AR 40008 DL S LA IR G 26k . 444 360 SR AL Xt %L
I R 1

[0066]  JE IR HIANE 5 58 mT LA AL, Horb, R A% 48T A 4 il A8 Ab B0 1 BUARE, IO 2
A 190 ELAF AT H Tk B R SHL 300 (&4 . B0, EgmiS a4 2 5, 102 N Eeas e
HoAr 7 AN LR TR A T AR w2, BN 95 MR T rIA BAS B . RIER
&, S/ IMUHIL R I DLAE R85 B, — /M Rl LUK 2 &R 3 70 95 Lk, 7E
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Bm ez 1, vl UL S EE LA (140, 10 JE3REL 30 7 ) « &M S8k % e,
BN LR R R T IR AR IE DL R A ST = o A A R 3T DL 2 45
BIRSS IDW AU R R (B, ASLC F R )« IX LK FAE S AR BE W Bl 7 B 1 2 AN B
o ARG B AN 53K PR A At A RA A A A BCER  EU R L DL B R AT o AL
ANF 7

[0067]  FE—HE{EAL T, R E n R B R RER B RPALILF 0 AR (ZRBHE BH
e AR ) L BE 2 AN FME B4 A WAl A5 A 5% o 40 4L 25 4 AT LAE 4321 R AT
BB FEZ n LB R T . B 10A s T 8B — ol i HE R B 7 4 4
Iy TR IR B L DA HA P, DA I 10B 7t T 0 L A — AN s, 1% 90 45 471
i 4 bR U R

[0068]  4nPE 10A K] 10B s, 4 AN HEAe il DAFR 7R 7 2888, DL K = 40 A 35 3mT LLA
5 98 ANEUhE. 4 ANTURFAT AN , FF HoN“0” 143 4h 2R ] DR RN, i “ 17 (1) 4y
PR P LIS . X TARC0” B Bl 2R, B EARR T, 55 5 L nT DU s
s, I BT AR R Z 4 R BN . 1Z R aT DU RIS . 55 6 LU nT LU 3 /s LU,
FHH LR HIFWGEH 04 (1) B sz w4 (0) o X HRET LLE RN . 26 7
AR AT DR A 1R bR, 9 BT LSRR R B 1402 (1) BB A2 (0) o AR T DU R
TN o 2 TR 95 AN LA il LAELHE 2= 40 20 25 48, FLmT DAZE I LR o 1 IS 00 T 4
9, I HAEINE LLrE N O s B0 R AN o nde i, A R0 30T DLELFE a0 2 4 & 51 Al
/ B 5 Y EiE Rk 1 o I S A

[0069]  VER JIHLIERL BB 4A, 1% B 4A iz 72001 400 FUHFE, 7E 132500 400 A, 5
MU 5 AT LA IS R AL 28, DAAf e e 07 / L BAR E. (Ban, /8% E-911 B LBS M ) -
[0070]  FEWCHLELE /T X 400 W] LA S B 1 HRos HE I A P 15048 120 AHGERE, FF HL AT DAL HE
T GPS E 5 I M B (Ronth ) $RH e M5 B A1 / BRILAREHE (510, 5 iy 50
A FE IR T~ (DOP) % 5 nT LA GPS B HAt 2 1 R fR i i A Bz 85 2 ) 19— Az A
GPS ZH1F 480. 48R, HoAh &=BR T T2 R4 (GNSS) 5 e, JF BN MBI, 5 GPS A
KV AFFAT LA T IR L HAD R A FE I, BINERE] 4A 7R T HURHL 400 B4 GPS
A, H IR TE S PR il 7y b, Hofth A -2 T2 sl M5 5 - SR AL AR B A B 50 7 B L
5 B B A A B AR T AR S A o 28R, AT AT e o A FE 8 AT DA I I Rl SR
Ab PR BRI B S I RS T AL B S

[0071]  $EUCAL 400 ik ] DLELHE H T~ 48 Hh e g B A B0 18 15 R 40 i A Sl 53 s
B —ANE 2 AN BT A 490, 1] B 4 BB nth, B2 400 v] DAL HE T 48 B HAth A7 28
BRI S L (Fltn, Wi-Fi. Wi-Max. % F . USB B HA M4 ) KRIEA / B UsCEE 138
G (CRRH) .

[0072]  $2UCHL 400 W] LAELHE H A 4 A 8 — A 2 AN A 420 (FROM “ 41 4207) ,
Pl TC B RSN B b & AL (D, B 1 AR B R SEAL 110) 21505 5, FRAERAE 5 DA 2 AL
B/ EAE R, i B SR A, 414 420 AT LS & 4A TR R A AR SR R, R/ B
5 BT iR HoAh 41 A e = 3R, B, K2R RF FEEREEEE . B, 4144 420 A1 GPS 244 480 w] LA
= — MG BT TC 4 AT (RFE) 4R / BB et . AR (SRom H, (HX Bl s
PR DB R UL 400 R AL )R8 ) v AR AL A 420 H ) — e T A, BLE T LS 4
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4 420 1/ 8% GPS A4 480 i) —LLal g L2 55, DA e i & / e A3 8, A/ 5idhAT
HABASFE D RE, WX BAEIRR . S5l 185 44 490 BT LIS RF 404 410 A1/ B4 420
L RF A/ BUACER TN RE . WL 24 460 k7 e, FonT DAFRAUE AT SR AU A 4R TR 4
AT ERAR I R 3N T 3 N Bl Al g 2% . 4 A 410420460480 A1 490 H i 4REAN AT A R o7
B 915 440 LA EE , 1AL B 5] 5 440 155 BRI E BRIl 400 Ak B, AL E 5%
400 T DA S Tit DAy A A 2 SR B4 A A R R R AT, A A P S 2% SIZ it 7
BRSO EAG T B AL IS

[0073] 4, £ — AN 2, 4 490 AT DAL R 42 i) 1 B FH 7 T 22 4 M A o 6L 5
P, B B T DA B 3 I TRV X B SRR 490 556 1 1 ) i R 2 2 AT )4 1B ) e
I A] DLE I 4 e T REUHL 400 AR NS / M2 AR

[0074]  —/NEREZNEfE RS 430 AT LA SARBRA M (Ront ) FHADA AR5, LR BEEE
FERE AN, A/ SR UL TE A BR A AR i AT (48 2 P B RS 0, 8 40T AT
1% LA Bl AR B T VR AN ) RE 450 0, A AL B BT E B AL R . BRI, TR 420
Z SRS (Flan, A 421-424) ] DAPATAL B (S SR %5 A/ 80X BLA
[ HAE B AIAREE . AT B ek, Z A A () — S BT AT DAZE RS AR AR (R ) B
PAT .

[0075]  RU3E A7 B AL T B T AR 7 B v B 89S BB AL B EE T DA R AT AR 1R P
(i, = S 4 P T (SUPL) A5 4 BRI/ 2008 Dl el Bk i) — 205 ) BifRik 2
X R A

[0076]  FZUSCHL 400 & AT LLELHE A T I8 SR e 5 B2 UM LA DGR IR 2544 (A5, I g
I FE VR BE BT DAF T UL 400 A7 B HoAth 26 140 ) 19— /N B AN PR BT I 43 14
(RN ) o FERBIE ST T 2, TR 045 JE 0T DULE I P B 55 Ja I 26 4 0 2B i, DAFH T 45
GRS GPS i 8 B HAMAE 5K e e i / M EAE R .

[0077] UL 400 38 W ACLFE %P B i i B P 22 EL28L A, lan, F -~ e N (Rt )
T DO B B BE R E A P A Bt . B AR/ SRR AN B85 S T DA
ST A (R H) AR gt B an, Dh—ANE2 N7 75 2 O A B A s (R H)
—ANEEZ MR (I, 5 ) A/ BRI A R EUR R I HAR A P 1/0 Jof
T LE R St 77 =CHh, X g s 4 AR ] DUA T 28 T80 B 19 R S WS 5 R T At
WoRHE RGeS / ALEAR R, IEELTHAE RE L / A BAS BIE AT LIg R 1% 2 53 404 490,
3 T B IA A I R ek ARk Bl A

[0078]  FEULHL 400 TT LAALHE 1 HC B RPAT A A I B9 & A e A1 1 & A 284, i 1
5AVKE 6. 7 AT 8 s IS AR . B, A4 420 AT DAEFE(S T AL B A 421, %A S AE
BRZHAF 421 BFEEF A PR 4210, 1ZEF A ER AT 421a 7B E O A RF 4444 410 £2UK
Ff REAE 5 34T # I, DL R RE I B Al v B BT[] (TOA) , PAARSKH THi e i & . /554
PR 421 38 0] CLAREDY B AR B4 4210 FNEE A FRL 4 421c. PAREA 4L 421b AT LA
B B AR A5 TR TOA A2 B I a7 e A O PR LA , K M B O PR A0CHE , 10467 B 51 38 440
TR TR O PR , 247 B 51 88 440 A8 FH BT O 5 00 SR s B2 L 400 AL E . 20d b
PEAA M 421c AT DABEAC B ot g i 147 B A5 B AT R, I Zmis AL B 15 B R BRI (1)
SR, FEHZEFEHAT IR Z /RS (CRC) o BUEACEEAAE 421c 28— 00414 422 Hi
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TR 1 4 A

[0079]  ZE—2FRS 1M 422 W] ARG B 2 /0 3 T AAAE EA- il 4% 430 i ALAC Xk B I
o HEAR AL BAS BT . T /ERRIIL 400 T LAfEfE 2 A ALAC, FF H A e
TR — 3 BE M AL 25 72 I (0] B2 FH , 28— 35 g 422 Ref% A8 A 45 Pl A Rt e 248 FH 1) I
W) ALAC 2557 . $0di o 41 5 fets A CRC/ i B 7 B, %7 BUANAE N IE R ALAC 254
RS . 76 T2 2 P 2 R i Bk = CRC/ il B B HAE Il T, i 1 43 AL I A 7 B,
RERS &1 X% 7 B R AR (Y FEOR M AR 36 . BEAh, H T3 L RE 88 AL Tz 3 LB I 1)
ZA RS R, ok B 2N KAWL AL BAS B AR L 1 IEHH 1) ALAC 2 £
T T R MRS, 9 T, RS AL () B S BB R AR IR R AR S . B AR A 422 18T
DATEFRUR B3R I L R K 2 911 PRI R 7R 1) 5 E-911 F2 7 AH SR BB 1 3@ A Ab B2 4
fRIEfRE AL BAS S

[0080] & 4A (KAt 420 67T ALALFE S — BSR4 423, 1% 5 — R4 423 L E
BETAAEEAF RS 430 G/ ASLC SR B AS B H 1) — LBl B A #E AT . ASLC 1]
DA EH B A1 SR 0 A7 B A5 S8 B A7 B ] 7 1 . FH SR o o 4914, ASLC T BA-S 42215 400 _F % LBS
N ER E-911 N FHAH S Bk

[0081]  —H EHZH 220k 423 i T BAE B, 3 A B B 2505 ook
HZPE 424, 28005 B e H AL 424 #f e A0 BLAE B S ECEE e (B, 45 VL IR
FE T IR E R RGN TE] ERAR IE F / 8K BHL ID) o A7 B AR B R E B HT
2 Ja P LAZE T ASLC $R7R MR X8 SR Ui 1RI7 B 15 210 B 19 AR 25 7K P SR pli AL ik 2 B 5
B 440,

[0082] i B 5IH& 440 W] AR AL B A BEAL BAF S ( BAKAE— S50, GPS 24 L /N X 4L
A/ A 2 E s ) DA R e 1 5 N BRI 400 OB (9, K BE KT 5558 ) o
— BE T, BB BT DL R AL 2 N 450, AR AT 0 AN BUKG BRAR I 2, fir B 5]
440 7] AR BERE A 52 € 115 BT AT A BE 8%, AL 36 GPS 17 B 5] B ak HoAoh Az B 512, & 4A
o H & B LA B AL AE R BL N AEAS RO B (R4 5

[0083]  4NfEXX HALEMT AR, HH o 7B R BEE R, UL 400 ErREAS R
FAT 8 75 B0 5 B 19 ASLC SRy il Az B A5 ., LA e B2l 400 MG E . L8771, —
AN ASLC AT LA 24N A s A, A K. 24> ASLC W] A — N o FH ReAd Y, (B2 o AN ) FH P B
TEA RIS T o ASLC 0] LA T-7E 45 5 R B 1) DA R R AR5 e 1A Il 5% X 338 H IR 1) 0o 455 o 1)
AR RSN IE LR

[0084]  E-911.MZ&SCRFANLCS B2 / AR5 AT AR I AH B S7 MR Ab B, o, BEATT& H 1)
ASLC ] AR N4 22 5oL 400 f [ 44 |, B3 7E 20O 400 BIHIE 2 )5 8 A BG4 -
A~ ASLC AT LH T AN H /MR SSFRALIH B B0t BAG B . 0 T B AL B g AR T
DAL Tt — 20 5 B ax e N / IR

[0085]  FZUSHL 400 RT LAEA & H T-Ar B A A BRI / 3K 4R e 0. nTH TiX A
(2 AF U RVRRAE RS BIAS AT LUK 200k 32 F7715 . HABIA B 5 FE

[0086] A B E S AT LATE GPS LB AS N FH AL HE 2% B 7E A0 AR 55 # gt A B . R4 — AN T
X IR RFAE AT AFE B2 ISOPL L1 GPS SERFE R (IC) AT, BB S5 Pk GPS 1C #H¢
o i, 7E B LAR () 32 A BE3s 7T AR T4 XU SR JEBERE 5 GPS 1C M5 . S &%
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T [R) Fo At S BT DA 2 SR AT B OR AR 26 o HRATHERE AT LA T IS IE R GPS  IC fAs e (45
Wi, ASLC) o« BREMISE, GPS IC AIE(E 5 A BEH4) , 1245 5 A B R R S HL (o, it
5 PN P HIIAH SN ), FExF R S LIS 5 13047 i T, AERAS B 2 2 3k, 12 RL
] DA (FF HARYE X IR S e s 7 0, 02 ) s al. % 51 Eae e 1ok A
AL Z T — A3 2 2 B R BT, TR T — B E T DU B 5. AL E 5 EE ]
5 5 P R SR RS LA B . S PP 28 0T LAE GPS  1C A El A HAth 2 WSOl L s o 4
Fefit.

[0087]  VER NBAEVE R 4B, %K 4B #ise T RS — L E A FIEIHL 400, I HIEHI% T
AT HoAh AL B A, BT id FHoAd A7 B A7 T 400 MIAL B AR . L 400 FHH AR
PETT DAAE (A B B 3 T R B LS 5 AL Bk B e AL BAS R . B 4A IO FE LT T 7E K] 4B
Hfigz . Rl BT R s 7 50 (A AR BT ) » 5 B 4A G 2 BB LE T T 14818 mT A
ey R & 4B A AR LE 5 T

[o088] 4N 4B 7w, #0400 T LAEEESE O (1/F) I / figss (RN / fEdh”)
AT, 12 AR AE O 5 0 R AR 0 T S B0 I AR PR AR A5 5 R AL S %o B k47
Ry fE—E50L T, IX 2L T/F 4407 DUE R T BN 22 0L 400 Jd7 AR B 1/F 2657
[0089]1 ] 4B $RALTESE S ALAH 1 423a Z BUTEEZAL 400 Ab AL B T, Bk 28 — % 4Y
YA 423a AT LA AT T4 400 F 1R 450 BRASSE T 320081 400 1 ()87 B 499a 2L A7
BIFHEMLES . v b, A7 8 U E T LR AR (B, AR5 A8 I FE AL 515 440b)
FAAT , 1%z A2 2 A UL 400 $2ie i) A7 B 000, M e R A7 B v B30 ) & SR mT LA
B [A] 2L 400, BLE RN A 499b M A .

[0090]  FH 1] 4B H 11 R 2 41 2 1 AL A 2 1) 0 50 A 368 T DL B A0 R 8 20 1 2 TR AT, B
FidEid b Al ZHAE (B, RE 40 410 BRHZS A 460) SKIAT . RELR AT LA 7R 5 e 1) Sz it
Jrae B, B PSS 498a A DL B0 41 423a FRUhL B 80E, (EIX 2 )5, B A
PR 498a A] LIRS A7 B A0 Pm 4l A% 18 2 s #2 S IR 45 499a (451 4, 8 3ok X 265 4H A4 460 B RF
AT 410 B 400 W AR ) o 2 5, TR RS 499a AT LA A7 B s (51
AL E AT ) RIS RN 400 F 5<H €911 B8 LBS IRk %5.

[0091]  4n s —7 i, B B ER A% 498a AJ LA $2 I EICHR B0 o H 4 A 424 25t 503
A A (i, T/F s ) Bl , fEix 2 )5, N & H 48 498a nf DL 7 &
Hm 9l A% 1 2 AR A B 51 2 440D, 2 FE A7 B 51 #4400 THEESOL 400 ISR E (B
W, B 400 FRLE S S VIR ) o AR B 515 4400 1T LA 55 2 4F 423a (110,
T W 4% 20 4F 460 B RF 444 410 BBz 400 A ) Fofh 2R ) BCEE — S5 Ag 4H A 423b 4%
EAZAL B AL, UAE AR AR b AT HE— 2B Ab T . 55 — 52 423b Bl tn 1 T — A
B AN AR F IR 5% 499b BUZEFRYHL 400 3847 IR F 450 A7 B Ak HAI D7 i) (5, i@
I 28 FH X 45 2044 460 BY RF 2044 410 sl F2UHL 400 A i FH A2 40 0 B Al T R ) o G fE
LIRSS 499b BN 450 2 Jim o] DS AL B Al TH RS2 HE 5 EL 400 A 9 €911 B LBS
M55 . AL R DAL, B A7 T A R A 3 A B

[0092]  7EWE 4B o, B — SR ZH A4 422 [a) B4 B om0 424 B RS AL BAS R, X
K B s H A A 424 e A B B R B B BT (B, R V2R IR R IR
HoAh KASUE B & RG] @R E R/ BUR BHAL ID) o XS ot Ja ALk &
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£ B 51 £ 440a B, 440b. £ B 51 % 440a B 440b 7] LUBE AL B AL FLAT BAS E (LLR, 76—tk
THEOLH, GPS Hds /N X EHE AN/ BILAR X 25 500 ) 5 LU e o e 1 57 9 B2 SCAL 400 67
(0, ¥ BEACT LA HAITA ) o — B 1, A5 B o] U 28 — /K P35 423a By
423b (I B A] Ae s, 30 HAR A A 24 ) e fit 22 B 450.499a B, 499b. ARSI KT HIAR A
T BRI, A7 B 5] % 440a B 440b T LLR R BERE 1 18 € A B AR AL AR, B 45 GPS
A & 5 e HAm A B 5] %

[0093] 28 AL ZH A 423a W] ARG B RAE A T4 e B A BRI s IR 55 KT 16
FEL ) S R S A Ry e B AT N o IR S5 K1 T DA ) 5 2 5 $2 BOR B0 s oe (i,
SR AT VIR NS EESE ) MRS MU

[0094]  FEINEEHE (B, M S1E%H ) 25, 58 S A 423a 2 )5 v DUEAS1Zm
BB AT TR 4500 2316 % AT LLEE RO 400 Abak sh A A2 B, B AT BARE S 3 4 1
MO, DLMGE 2 At . YA UGB T N B, 1% 21l SRR E AE A XA T L
ASLC 5 2% 3 CL 3 25 B 0 502, DR I o6 12 7 FH B AL 375 SR ) 2 1 25

[0095]  7E—NSEfti 7 b, 55 SR A E 423 7E S e N RS e iR S 2 0 £ X %
O FHESUE ASLC, LA 7587 F B8 06 FH T2 S F B0 3047 2% o WI4R, 38 % h 24k 423 1]
PAMSE F B2105C ASLC, B0 T LA 487~ MAFAiE 2% 430 BRIHARAL B A if) ASLC. 7 B15 B AIKEE
RN Kl Bt 22 S 12 S A AT 7 A YD

[0096]  ASLC ] AFE 7R XS B A IR 55 7K P4 AN o« 9 1 A8 BRAOG 2B T4 v B FH ) 250 1)
Yilal, 5 A A A 423a A] DUARYE ASLC A48 7~ O FH T R 08 In 4 2508l 1 B 38, Sk 5
%N A e 231 %A

[0097]  EFXFI AR 499a, ZLFE S B A 498a A LIRS B, DAAEZ AR 5 26
TR AT 423a 2 (AL ASLC A1l A

[0098]  VEE JIEERIE AC, %K 4C #4: T e AT K S LA a1 2L i H s s 2R
ML R 16 F A ZH A IR AR A TR — 205 TH . A AC FTws, MRS HLSREU B A5 S (151
un, a5 PN P8 B R e M s R SIS 5 AR BE ) o 1245 5 AR AT DA AS 5 it
TRV, CLBUASEE SRR RS AL BB E A 20 0 5 46 213k 1] 18] (TOA) o 1X 26455 7] LA HH
SR (HW) [ A (W) F/ B (SW) AR SREUFE R . 640, GPS & L1 FW A1
/ B% HW BT LU T MAE 5 A& 5 1 25 R it b AT = — AN il e 20 48, HR5840F CRC. mI &%
P, 5 Ab PE AR BE 05 D 56 11E CRC.

[0099]  EIEE HW/EW/SW a] LU T4 5 5 46 TOA $diE , I 1) it 25 20 44 4% 326 JEL 46 1 hn 25 B
(B, e ) o« 7E—2esi 7 Xk, 4328 1D £ X T 43 22 RIS o 546 i 50 ] LA
15 F 4R 2 HW/EW (45021, 4 52 T WAPS [ HW/EW) PN 1) ALAC Z55H R . ALAC 1] LARE T4
TR BB 1D BB & 2SR I 2 Bl 55 o« %47 11 1D 7] DA 150 & B WAPS
5E 7 AR 55 AR o

[0100]  ALAC fi# 5t F RN / B A7 ST AR 25 ) EW/HW/SW ] DA LA Fr 2% el / TR 2.
B ARG XL R R AR A AR A B [R) SR 46 ) TOA W& 2 J T LAgmd (foiln,
S AT IR R AN R 28 A B 4 ) 5 I ELMFE A B0 T DU G () BR DR 3 1 B0 Tt
RIEZAE GPS S A & FEAE R A A FERFEEWH LI AT I 6 SO o 8 A 2% A Aor
A PEAEAH R HW/FW (540, GPS 5 ) s T MItE oL T, InFEaT AAS & 2 21
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[0101] AL S FE 2 Ja AT LA R 46 298 A TOA Wl B Bk A7 M 30, DA R Sie 8 S A B v
F o 00, g s vl LA ZH 4 s BdiE s e (DU) 1 3 5, Wi AR :DUL CRSIHLIEE W &
JEIEEE (LLA)) sDU2 (FERSTHLALRIE ) / H65E ) sDU3 (&5 R AL e I 2 IE ) sDU4 (&
SEHLII P25 FRT s B) (WAPS B TE] ) ) 5 A& DUS (R SFHLEIFRIRAF )

[0102] AT DMK EH DU3 [ 5 46 R0 5 B A% I SR A2 BORS A0 1 TOA. 72 o7 51 5 AT LU Y 4%
P o6 (41401, DULLDU2.DUS) 3% [RIRE 4 1) TOA F1 T 7745 28 L B0k T S B2 S LI LLA.
TR, DU4 AT DL P 4 R AR e A S (9, R BRSO LA T [R5 A B S L i) 1 150
TR ) BT R .

[0103]  FZUSCHLA LLA B DU 2| DUS A [P — 3 Al LAJE T i ASLC e H T =R B FH B0
SRS B B s B I S ORI % . n] DU S AP AR SR BT I %, G BE ML BT
B SR TE 0« B ASLC 72 S LA 25 5A L BOAR ATk 2 S0 Py JLAth I 25 77 v o &% ol SIZ it e 25
JE LG H b IR 55 KT n 2 A mT LAV R BRAN I FH S48 B 22 N AN [] 14D 87 FH S48 1) SEZ i
[0104]  7E—/NSTytirh, N £ds nT AR HE B 08 SR N B9 5040, 72 20808 1% 8 1 Ak
KR o BN, R FE KT ISR LLA B4l TH AT LAARAS T A (52, 100 K
() LLA K& BE 10 KN LLA K5 ) o FEXANSERE R, A7 T HUOLAL AL BE 8 AT LA B x oK
(R FE ) R0 LLA SEAT 207, 3 H 2 5, K88 T MR 55 KPR A AR G y KRR BE A [R] 1
LLA. XFhezities A o 1, Hodr, AN FEA B2 IR S 7K T2 47K ST (1) 5 A FEAH SRS B
[0105] &7 5| B W] DA F7E DU2 Hr B0 30 I &L 5 2 AN RS AL I R AN R S LI R 70 A
T Bk A S 2% R B Al T %555 K J1 AT LD 26 T 20k Rk B %A e A 5l
B 2B AL AT DS S5 e RSO e AR B Bk T R, iR A RN S
25 SR IR 1 o

[0106]  FEHELL SW ARHH, g A7 51 4] LA FFAE TR G S5t A 10 H At 5 ) F Al &, i VR
A LA SR Wi-Fi GPS\WAPS J2 HoAth K S WL A AT B — 3 M5 5 o 7E00%5 42Ul LLA
s AN £ s (51, DUL 2 DUS AR IR —3 ) MRS /KPIEE 2 )5 X PR & AL 5]
Bl LA EAEEARIEAT . A B b, TR A e AL 51 ] AR IR 57K P N 2 /g 4T, R,
X TR T8 AL 51 A3 21 (I BCH 1 U 1) 49 BR 32 B B

[0107] 2T & 4C B3t 8 AT LAR - MS 4Bl (MS-A) (JEF MS (MS-B) s~y 20 7 i
IPIYYR . FEFEHIHEEIY A (B0, E-911) ML, ARG BURE 41 8 TOA/ fhE = i 2o
A A (AR MS-A B Z)  BOAE LAY LLA LR B (BP0 38T MS 4Rt ) #l ki
FE A7 B E Sk (PDE) RS EN E AL Oy (SMLC) B At B T4 B 5 3% 11 PSAP %% % ) H:
M. X FIERI AT LB I i 5 R — A B AN TS 5 7.

[0108]  VER S, REAZITIE R, A B 5 B AR 6e 08 FH B e i@ (5 7 =0 (i, 2+
DR 286 R A2 s SR 3D B A2 TS B 45 L DA B R B RE B A2 A LAt P 28 B 4% ) B R AL 22 e i 5
B, YL RN G 2 (B AFEARAS 5 2RI, X AR S AT LA A A1) {3 5 #
()31 5 AL LT, 4l B BEE 7T LM 5 ALAC AH IR 255 L B A4S 8 Tzl s 7 R
B B ok & .l B4t T DU B ALAC SR ABL AR 25, T A2 T AR P IR 45 7K
s F s

[0109]  JRE ] 4C % 7 AN[E] HW/FW/SW P AN [R) 24, Bl st 77 =0mT LUKy ] 4C 1%
PAFE IR AL AR, W AFLES L GPS SO B #
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[0110]  S55VEARIIJTIH

(01111 B 5A 78 H T VR FE IR M4 S 26 77 1 1 FH T e 5 LA R AL B B IEALE
FUSHLAL T2 H AL BT B U7 0] N 4 FE I IR o FERRIR ] 5A Ao th 13 2 1) [ s
S 20 AR ARN GG HEAR T, B A Fos H i R RS s R, IR EAR B
AN TFRR A E]E 5A o I BOBUT o« PR, B BEAT DARE RS B A B HE, B R 7R H At
B BT AR AT 5 X T N A28 0 L RIS 0 A

[0112]  FEMI Bt 501, AL R4t 240 7] LAGIEE FR4E47 H T BBy 7 B A5 B p 2 15 17
5 B B, AL RS0 240 7T AAIEE 2= rhEEBIE TS (ALAC) (HERN“ RELESH /IEH”)
AR I AR 57K FAEF (ASLC) , HoA sk i UE 220 i A DAZE A F % A7 B A5 22 /i 3T i
ASLC &t X bl b U sRA B B HRr e B B e BB A1, Skt AR 4 (il 4, MR 5542
77 230 F1 / BE AL RS 240) BE BT RS . ERYEL 502, A #E Y ALAC FT ASLC #f
P& HIE R 210, HF HAEM B 503, 1% ili&E 7 210 M) UE 220 $2 4 ALAC/ASLC (514, a3 K
EATTBERAE B )

[0113]  ZEMTER 504 (5110, 76 FH S SE UE 220 2 J5 ), UE 220 k68 F B & il & 911 I
Y. 7EA2 3R 504 2 A, JRE R B AIR H, BT RARE R 4RI UE 220, 7£5 N AH SRR ASLC
LU G R R AL I 500 R, B BE 505 A2 401, B, UE 220 [A) 4% A2k 5 R AH 9%
IO A TR S 8H o e 5 B 1A % vh R DLad I IR S5 $R A T 230 8 £ R 48 240 FT /BRI
FER T WA Ak 250 (B RN ) o PR IRUEFT K R 20 2, M2 ] L) UE
220 AL IEEFXHZ N ) ASLC, 1% UE 220 2 J5 AT A7 f# 1% ASLC.

[0114]  7EFBX 506, UE 220 MG B S B . FridAL B BT LLTE E AL R 4t 240
RAERIHAS IR A/ BT DUB I AR 542 it 77 230 3REL. SR, UE 220 AJ LATESKRAL
BE R, BFE B EE RN 7.

[0115]  ZEBTEX 507-508, UE 220 0 LAf# i ALAC (41, 5 3% A7 B AS B & S WA S BR )
ALAC) AH5E2HL 1/ SR AT BAF J2 AR A SCIR I ASLC SRext o7 BAG B AT i

[0116]  FEKT Bt 509-510, fif %5 I BAS BB, A5 UE 220 B947 B A R HEMAE R
Wetfie (o, fEA7 B 5124 ) .

[0117]  ZE 9LL WERY IS L, FEMY B 511-512, fir BAS B B S BN / 5L T 5E 1 B 1K)
G (I, Py RE AN SC TSR AN EE R S LG B ) ARk B RS2 T5 230 AT / BiAE
RANERSLAR 250 384T ) PSAP. 0, fERYBE 512, 51 %F 2 LBS MM, & Al 5 o] DLRFF
fEUE 220 &b, AFRAT 3 T4 B IR S5, A1/ BT DA A5 328 A N 70 SEARIZ AT (1) LBS sS4k,
T TR B LBS SEARI RS e AL A3 At . &5 E-911 MERY ) 5y — B e 22 lp L)
555 28 RIE TN 7y AN R 46 TOA {5 )8 . N 4320 n] DATE IR 55 28 Ab w file 2%, DASRETH A B
fil BT 75 15 IS

[0118] I 5B M T H TR 5 ML M H B E-911 FHE A RN BERE ENERE. EERN
s&, ASLC W LFH T8N T E911 5% flan, wn s ASLC H T E-911 FFAY, 42 1) ASLC 7]
DARE 7, DL T B S IR 55 7K1 3F s A A S0 i R ey

(01191 B 6 7~ 1 TF A4 AR S 6 Ty 1oy 1) FH T 7 B O L AL 42 x4 B AS 21 2% A
] P FE R R . FERR B 6 Fos H I RE A R 25 1B 2 FE] 4A-C.

[0120]  WIZ FTFEIR I, N B e AL AE 5 20 s vl DAk A& s 28 opl (flan, & 4A- & 4C (1)
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B 400) o X 815 5 B AT IS A BT 55 37 BB AU IO B A& 4, AR TERZAL
R LA FR A FH o SR, B Y 5 240 SR R 06 422 AL Ak 1) Ak B T 2R 30 47 PR A1, 8 W 1) o %
FEARFTREATIAT . R, N2 Db UORAF 4535 I B , [FIR Se /N R A P 25 / 2 202510, 9 L
AN T5 BEAE O LA 1) 3235 B AR 25, A2 RSO L B Y I AN ELAT 7 40 I B A T B M A 4% 1) Ab B e
P

(01211 HAdm=sv] LA F 23T &R S50 (50, 5 8 A IS0 AT A R 2460
FAL B ER P BN P o7 B 0 SR D ] e R R S L R R BT 1) B A S T B
SRS ) SREY AL EI R AL A BAE B A . AL B BB R N 1 K
I7) i IR A1)y Atk N FH 6322 57 B8 A5 5L BRI U 100 ) 1% 28 2 0 28 R i 245 2 X B 38 1) % ol S e
77 I ERRAE, PR A Fo i I 4508 78 7 iR AR RS / R R R B 2 R A
SR BAS B R IR T, BhAh, 55 B AR Al ARG P (B, BE)
N T AR B AT B ) DL T R AL R 125 FpE e 20 Rk

[01221 W& 6 /nih T 5 — AT THAH BRI MRS AN B e ARSI AR N i K 2R ] 6
HYE NS AT TSRS AR AR T . ZEM B 610, BEUSHL R EE 58 — iR (fldn, B St 5
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