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(57) ABSTRACT 

The invention concerns apparatus and methods that deter 
mine availability and performance of entities providing 
services in a distributed system using filtered service-con 
Sumer feedback. In particular, apparatus and methods of the 
invention filter service-consumer feedback in order to 
reduce the effect of circumstances unique to individual 
service consumers or to groups of service consumers that do 
not accurately reflect the actual availability or performance 
of service-providing entities. In this way an accurate 
appraisal is gained regarding the performance and availabil 
ity of a service-providing entity. Reactive methods of the 
invention can be combined with proactive methods such as, 
for example, active status probing, to further improve the 
accuracy of data concerning the status and availability of 
service-providing entities. 
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APPARATUS AND METHODS FOR 
DETERMINING AVAILABILITY AND 

PERFORMANCE OF ENTITIES PROVIDING 
SERVICES IN A DISTRIBUTED SYSTEM 
USING FILTERED SERVICE CONSUMER 

FEEDBACK 

TECHNICAL FIELD 

0001. The present invention generally concerns manage 
ment of distributed and autonomic computing systems, and 
more specifically concerns real-time diagnosis of faults and 
performance degradations in distributed systems and net 
works, particularly peer-to-peer and grid computing systems 
with highly-unreliable components. 

BACKGROUND 

0002 Timely detection of performance degradations and/ 
or unavailability of service providers is crucial to providing 
high quality of service (QoS) in distributed systems, par 
ticularly in very large-scale ones, such as computational 
grids and data grids. This becomes especially important 
when service providers are unreliable peers in peer-to-peer 
or grid systems, where the peers can join and leave the 
system at arbitrary points in time. Directly measuring the 
performance/availability of each peer on a regular basis can 
be quite costly, or even impossible, in very large-scale and 
highly-dynamic systems. Clearly, such a proactive approach 
would not scale with the size of a system. 
0003) Nonetheless, many distributed applications includ 
ing peer-to-peer and grid computing systems would function 
more effectively by detecting the performance/availability 
and the quality of service provided by service providers. The 
term “service provider” as used herein refers to, for 
example, a server providing a service over a network, and 
not to a general IP carrier network. The purpose of detection 
is to allow adjustments in use of infrastructure to assure 
performance of service providers and to achieve better 
Scalability. Both peer-to-peer and grid computing systems 
typically operate over unreliable or variable-performance 
distributed environments. It is well-known that such 
dynamic behavior in communication channels results from 
shared use of computation and communication resources, 
Such as bandwidth, communication time, computation CPU 
time, or disk space. 
0004 Two modes can be adopted to determine service 
status of a service provider accessed over a distributed or 
networked system—the heretofore-mentioned proactive 
mode or a reactive mode. In the proactive mode, status 
information is updated periodically or whenever there is a 
change. In a reactive mode, status is gathered only when it 
is needed. Active discovery of status incurs overhead, both 
in the discovery itself, and in the maintenance of current 
status information (awareness of the system). But accurate 
and timely status information is needed to provide better 
services for clients (or consumers) and to maintain a Scalable 
system. Therefore, a decision has to be made about how 
often and when to probe or detect the status of service 
providers, or how to categorize service quality. 
0005. Event correlation is a commonly-used approach for 
problem determination in distributed systems. Event corre 
lation seeks to match event combinations with potential 
failures in a system. However, this approach assumes the 
availability of a “codebook' which identifies each problem 
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that may be diagnosed and corresponding event combina 
tions that will accompany an occurrence of the problem. 
Probing techniques constitute a similar approach for prob 
lem diagnosis, where it is assumed that there is a set of 
possible end-to-end test transactions (probes); a set of sys 
tem components; and a “dependency matrix” specifying 
which components each probe examines. The most recent 
work on active probing provides a considerably more effi 
cient approach (sometimes up to 70% and higher) than 
codebook and “passive' probing, by actively selecting a 
next most-informative probe. 
0006. However, in many real systems, no dependency 
information (i.e., no dependency matrix or codebook) is 
readily available. Accordingly, those skilled in the art seek 
an alternative for determining availability and performance 
of service providers in a distributed system. In particular, 
those skilled in the art seek methods and apparatus that 
minimize the need for developing a priori a comprehensive 
understanding or codebook that documents relationships 
between problems and associated event occurrences; that 
generally minimize the need for active probing of service 
provider status; and that use information, where available, to 
determine availability and performance of service providers 
in a distributed system. 

SUMMARY OF THE PREFERRED 
EMBODIMENTS 

0007. The foregoing and other problems are overcome, 
and other advantages are realized, in accordance with the 
following embodiments of the present invention. 
0008 A first embodiment of the invention comprises a 
signal-bearing medium tangibly embodying a program of 
machine-readable instructions executable by a digital pro 
cessing apparatus of a computer for determining status of 
entities providing services in a distributed system. When the 
digital processing apparatus executes the program of 
machine-readable instructions operations are performed, the 
operations comprising: collecting feedback from service 
consumers concerning the entities providing service in the 
distributed system; analyzing the feedback collected from 
the service consumers; and determining the status of entities 
providing service in the distributed system in dependence on 
the analysis of the collected feedback. 
0009. A second embodiment of the invention comprises 
apparatus for managing activities of entities providing Ser 
vices in a distributed System. The apparatus comprises: a 
communications interface for connecting to the distributed 
system, the communications interface for communicating 
with service consumers; at least one computer memory; and 
a digital processing apparatus coupled to the communica 
tions interface and the computer memory. The at least one 
computer memory stores: feedback information collected 
from service consumers, the feedback information concern 
ing performance of entities providing services in the dis 
tributed system; credit information concerning current credit 
status of entities providing services in the distributed sys 
tem; a provider list of entities permitted to provide services 
in the distributed system; and at least one computer program 
to perform operations for determining status of entities 
providing services in the distributed system. The computer 
program determines the status of entities providing service 
in the distributed system based, at least in part, on analyzing 
the feedback information collected from service consumers. 



US 2007/0297337 A1 

The digital processing apparatus is operable to execute the 
at least one computer program. 
0010. A third embodiment of the invention comprises a 
method for determining status of entities providing services 
in a distributed system, the method comprising: collecting 
feedback from service consumers concerning the entities 
providing service in the distributed System; analyzing the 
feedback collected from the service consumers; and deter 
mining the status of entities providing service in the distrib 
uted system in dependence on the analysis of the collected 
feedback. 
0011. In conclusion, the foregoing summary of the vari 
ous embodiments of the present invention is exemplary and 
non-limiting. For example, one or ordinary skill in the art 
will understand that one or more aspects or steps from one 
alternate embodiment can be combined with one or more 
aspects or steps from another alternate embodiment to create 
a new embodiment within the scope of the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012. The foregoing and other aspects of these teachings 
are made more evident in the following Detailed Description 
of the Preferred Embodiments, when read in conjunction 
with the attached Drawing Figures, wherein: 
0013 FIG. 1 depicts a system such as, for example, a grid 
computing system, in which the methods of the invention 
can be practiced; 
0014 FIG. 2 is a block diagram depicting a client feed 
back system operating in accordance with the invention; 
0015 FIG. 3 is a block diagram depicting a client feed 
back analyzer component operating in accordance with the 
invention; 
0016 FIG. 4 is a block diagram alternately depicting a 
client feedback analyzer component operating in accordance 
with the invention; 
0017 FIG. 5 is a flowchart depicting a method operating 
in accordance with the invention; and 
0018 FIG. 6 is a flowchart depicting a method operating 
in accordance with the invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0019. The invention results, in part, from the recognition 
that although in many real systems no dependency informa 
tion (i.e., no dependency matrix or codebook) is readily 
available identifying problems states and related event 
occurrences, feedback from service consumers regarding a 
system's performance (e.g., Successful or unsuccessful 
download of a file from a given node) is often available and 
easy to collect. The approach adopted in the invention differs 
from the probing and codebook approaches as follows: (1) 
the key source of information for online inference as prac 
ticed in the invention is feedback information concerning 
actual service usage provided by multiple service consumers 
(the feedback on both Successful and unsuccessful transac 
tions), which eliminates the need for proactive testing; and 
(2) contrary to conventional practice, the approach is com 
pletely independent of any assumptions about the depen 
dency model between system components and probe out 
comes, and utilizes statistical information obtained from 
operational data. 
0020. An aspect of this invention reduces costs associated 
with monitoring and problem diagnosis in large-scale dis 
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tributed system such as, for example, peer-to-peer or grid 
computing systems, by efficiently utilizing feedback infor 
mation about service availability and performance obtained 
from service consumers. Herein, the cost-efficiency of diag 
nosis is understood as achieving an optimal trade-off 
between the diagnostic cost (e.g., the cost of measurements 
and tests, as well as time to diagnose a problem) versus the 
diagnostic quality (e.g., diagnostic accuracy). Problem diag 
nosis in a distributed system is defined as identification of 
status (e.g., availability and/or performance) of service pro 
viders. The status is defined as a random variable with 
multiple possible discrete values. When there is feedback 
from a client, information can be gathered about the service 
provider Such as its availability and quality of service. 
0021. Unfortunately, the feedback information usually 
contains some noise. Short interruptions of service or local 
problems with the service consumer (e.g., network perfor 
mance problems) will affect the client-based feedback. The 
presence of noise in the data inevitably leads to diagnostic 
errors. Thus, an approach is needed that reduces the amount 
of noise in order to infer the real status of service providers. 
0022. In embodiments of the invention, an adaptive, 
sequential diagnostic approach is used that improves diag 
nostic accuracy by accumulating feedback information over 
time while also minimizing the time to diagnose and the 
number of feedbacks needed to diagnose the status of a 
service provider. For background information, reference can 
be had to A. Wald, Sequential Analysis, New York, N.Y., 
John Wiley & Sons, 1947; and Duda, Hart and Stork, Pattern 
Classification (2' ed.), New York, N.Y., John Wiley & Sons 
2OOO. 
0023 Feedback information typically contains various 
metrics (herein called “attributes') collected both about the 
service provider, Such as the availability and the response 
time for a service, and about the client. For example, 
combined feedback information can include such attributes 
as: time of day and/or day of week when the feedback was 
recorded; service provider's IP address; client’s IP address: 
and time to last Successful service request or failed service 
request from the service provider (e.g. across multiple 
clients access attempts), and so on. 
0024. In the invention information about both the service 
provider (Such as, for example, metrics concerning avail 
ability or service response time), and the client, is gathered 
to help reduce the noise. The collected information will be 
expressed as a conditional probability distribution of the 
status of a service provider at a given moment. The condition 
is the performance feedback and metric values of the client 
and the service provider. The probability distribution could 
be calculated with a purely statistical model or, with a model 
incorporating machine-learning methods (e.g. decision 
trees). The benefit of selecting a machine-learning method 
with classification is that the probability of service failure or 
poor performance can be related to factors such as geo 
graphic location of client or service providers, service time 
or network performance. These factors are difficult to 
include using only a statistical model: 

(0.025 Time of day/day of the week when the feedback 
occurred 

0026 Service provider's IP address: 
0027 Client’s IP address; and 
0028 Time to last successful service or failed service 
by the service provider (e.g. across multiple clients 
access attempts). 
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0029. Furthermore, in embodiments of the invention, 
multiple feedbacks about a given service provider are com 
bined to derive a better understanding of the service provider 
within a given time period. The reason for using this 
combination is based on the assumption that majority opin 
ion better reflects operational reality. It is assumed that the 
probability of a service status change for a service provider 
within a time period is very small, but multiple client 
requests could occur during that time period. If the feedback 
from these requests is combined, it would be easier to 
generate a collective view of the status of the service 
provider to achieve the goal, thereby creating a credit system 
which is based on multiple feedbacks. Each service provider 
has a credit value that is adjusted when there is feedback 
about the provider. When a new complaint (negative com 
ment) about the service provider arrives, the credit value will 
drop. When positive feedback arrives, the credit value will 
increase. When positive feedback arrives, the credit could be 
restored to its highest possible value, or incremented by a 
certain value. When the credit value of a service provider 
drops below a pre-defined threshold, the following options 
can be performed: 1) remove the service provider involved 
from the service list; 2) send an alert to the system admin 
istrator to check the system; or 3) send an active probe to 
directly verify the status of the service provider. 
0030. In the invention, it is assumed that there are mul 
tiple service providers providing the same service. These 
service providers are distributed over different geographic 
locations or different subnets of an Internet/Intranet. A client 
makes a request for service to a well-known management 
server, which dynamically constructs a list of candidate 
service providers and returns the list to the client. The client 
does not have any prior knowledge of service providers in 
the peer-to-peer or grid computing system. 
0031. There will be a centralized feedback system, which 
could co-reside with the client query system, or be instan 
tiated separately. Every time there is usage of the service, 
feedback will be sent by the client to the central feedback 
system. Depending on the embodiment, the feedback could 
contain simply the availability of the services or, addition 
ally, a numerical quantity expressing the quality of the 
service, computed as a combination of metrics incorporating 
both client and service-provider data. There will be an 
analyzer inside the central feedback system to calculate the 
credit of each provider. When the credit of a service provider 
is too low, the provider either will be removed from the 
service provider list, or an on-demand probe will be sent out 
to detect the status of the service provider. Based on probe 
results, appropriate intervention will be initiated, either 
through manual or automated means. 
0032 For learning purposes, labeled training data is 
required. Label training data reflects the “true' availability 
status (“label') of the service provider at the time of a 
feedback. In embodiments of the invention, such labeled 
data can be obtained by testing the service provider avail 
ability from a reliable location Such as, for example, a 
central server, that is assumed to provide noise-free, or 
nearly noise-free, information about the status of a service 
provider. Note, however, that such a direct approach cannot 
be normally used for diagnosis of service providers as 
probing is costly, and may not even be scalable in large 
systems with high frequency of service requests and unre 
liable service providers (e.g. in grid and peer-to-peer com 
puting). Thus, only a limited amount of probing is used to 
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collect labeled training data and learn a classifier, i.e. a 
function that maps a vector of observed attributes (A1, . . . 
An) to an (unobserved) availability status S (e.g. S=0 if 

service is available, i.e., no problem is present, and S=1 
otherwise) of a service provider. Any state-of-art classifica 
tion approach Such as decision tree, Bayesian network 
classifier, support-vector machine (SVM), neural network, 
and so on, can be used. Reference in this regard can be had 
to Duda, Hart and Stork, Pattern Classification (2" ed). 
0033. Once a classifier is learned, it can be used in an 
online mode to predict the status of the service provider 
given the measured attributes associated with a clients 
feedback. The prediction given by classifier is denoted as C 
(e.g., C=O means that classifier decided the service provider 
is up, otherwise C=1). However, as mentioned above, there 
is an inevitable classification error caused by noise in the 
feedback data due to other potential problems in the system 
(either at client's side, or in the network) that may, for 
example, lead to increased response time and make service 
provider appear as unavailable. In order to boost classifiers 
performance and reduce the error, an adaptive sequential 
decision rule is applied based on a likelihood ratio test: the 
likelihood ratio L=PO/P1 is computed where P0=P(CIS=0) is 
the probability of the current classification result given that 
the true status of a service provider is 0 (available), and 
P1=P(CIS=1)) is the probability of the current classification 
result given that the true status of a service provider is 1 
(unavailable). Clearly, those probabilities must be initially 
estimated from training data in the offline phase. There are 
only two numbers that have to be computed: P00-P 
(C=OIS=0) and P01=P(C=OIS=1), since P(C=1|S=0)=1-P00, 
and P(C=1|S=1)=1-P01, as the probabilities of C=0 and C=1 
(given same S) must Sum to 1. 
0034. The sequential diagnosis procedure computes the 
likelihood ratio Li for each i-th feedback entry, and com 
bines them, assuming feedback independence, into a 
sequence likelihood as a product SL-L1 X . . . X Lk, where 
k is the current number of observations. The diagnostic 
procedure stops when the SL exceeds an upper threshold 
T high or falls below a lower threshold T low, where the 
thresholds can be set so that desired accuracy levels are 
achieved (there is a theoretical relationship between the 
diagnostic error and the threshold levels). 
0035. In summary, combining multiple feedbacks 
obtained within a short time period provides a better knowl 
edge of the true status of a service provider then a single 
noisy feedback. It is assumed that the probability of service 
status change for a service provider within a relatively short 
time period is very small, but there are multiple client 
requests during that time period in a highly utilized system 
with high frequency of service requests. 
0036 Finally, sequential diagnosis can be further aug 
mented with active probing capability. For background 
information regarding active probing reference can be had to 
Rish, Brodie, Odintsova, Ma and Grabarnik, Real-time 
Problem Determination in Distributed Systems Using Active 
Probing in Proc. NOMS-2004, Seoul, Korea, April 2004. 
Namely, if knowing the true status of a service provider 
appears to be critical, and it is not desirable to wait for 
additional feedback information, because the diagnostic 
error may still be sufficiently high; or it is desirable to avoid 
possible diagnostic error by avoiding inference and testing 
the status directly, a probe can be sent to the service provider 
from a reliable location. This has the benefit of obtaining 
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direct information about the service provider, but nonethe 
less incurs additional costs associated with Such action. 
Active probing does have the benefit of obtaining high 
diagnostic accuracy. The sequential diagnosis procedure can 
be updated accordingly to incorporate the probing action, so 
that at each point, there is a choice of (1) declaring the status 
of a service provider based on current likelihood ratio; (2) 
waiting for more feedback information to improve the 
diagnosis accuracy, or (3) directly test the server provider. 
Each action has certain cost, and the task of sequential 
diagnostic method is to minimize the expected cost of 
diagnosis while achieving high diagnostic accuracy. 
0037 FIG. 1 depicts a service-providing distributed sys 
tem 100, and particularly an example of a grid system, where 
certain participants (peers) 101 are both service providers 
and service consumers. In the figure, such nodes are denoted 
as “p' for peers (101), while other nodes are designated as 
servers (denoted 's') 102. For example, in data grids, where 
the main service is providing file downloads, a peer 101 may 
request a file from another peer 102, but provide it later for 
Some other peer. In computational grids, any peer can be 
both a client requesting a particular job to be executed, and 
a server that provides its computational resources (when 
they are available) to other peers. It is assumed that there are 
multiple service providers providing the same service, e.g. 
there are multiple nodes containing the same file. These 
service providers are distributed over different geographic 
locations or different subnets of an Internet/Intranet. A client 
makes a request for Service to a server hosting management 
center 103, which dynamically constructs a list of candidate 
service providers and returns the list to the client. The client 
does not have any prior knowledge of service providers in 
the peer to peer or grid computing system. Once a client 
receives a list of candidate service providers, it attempts to 
obtain the desired service (e.g., download a file); both 
Successful and unsuccessful attempts are reported to the 
centralized feedback system, which can, for example, reside 
on the central management server 103. The feedback could 
contain simply the availability of the services or, addition 
ally, a numerical quantity expressing the quality of the 
service, computed as a combination of metrics incorporating 
both client and service provider data. Based on the feedback, 
the central manager can decide whether to double-check the 
status of a service provider by actively probing the service 
provider. 
0038 FIG. 2 is a block diagram depicting a feedback 
system operating in accordance with the invention. Feed 
back system 210 comprises an interface 212; an analyzer 
214; and memory components cache 216 storing feedback 
from service customers; credit system 218 storing current 
credit account values for each entity providing service in the 
distributed system; and a provider list detailing each entity 
permitted to provide service in the distributed system. Ana 
lyZer 214 typically comprises digital processing apparatus 
and one or more computer programs for performing methods 
of the invention when executed. When operating, the feed 
back system 210 receives feedback 230 (both positive and 
negative) from service customers receiving services pro 
vided by entities in the distributed system. In appropriate 
circumstances, an on-demand probe 250 is triggered from 
the central feedback system 201 to detect the status of a 
specific service provider (such as, for example 240). In other 
instances a command is sent to system administrator 260 to 
re-start or repair a service provider. In the system depicted 
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in FIG. 2, entity 240 providing services in the distributed 
system comprises a gridified FTP server. 
0039 FIG. 3 depicts in conceptual form how elements of 
Software comprising, in part, analyzer component 214 inter 
act with feedback 302, 350 at various points in time. The 
Software comprising, in part, analyzer component 214 com 
prises an offline component 310 and an online component 
340. Offline component 310, when executed by digital 
processing apparatus of analyzer component 214, operates 
to extract feature information from feedback stored in feed 
back database 302. Learning engine operates on information 
derived by offline feature extractor 312 to create a diagnostic 
model. In the embodiment depicted in FIG. 3, the diagnostic 
model comprises a classification model 320 indicating vari 
ous states that entities providing service in the distributed 
system may assume. 
0040. Online component 340 operates in real time to 
analyze feedback 350 provided by service customers based, 
at least in part, on classification model 320. Online feature 
extractor 342 analyzes feedback provided by service cus 
tomers to determine various categories of information pro 
vided by service customers. Diagnosis engine 344 uses 
classification model 320 to determine the current states of 
entities providing service in the distributed system. Based on 
status information identified by diagnosis engine 346, Vari 
ous actions may be taken by decision engine 340. For 
example, decision engine may decide to order an active 
probe if rule?cost information 330 permit such an active 
probe in current circumstances. Alternatively, if, as a result 
of determinations made by diagnostic engine 344 it is 
inferred that an entity is either unavailable, or no longer 
capable or providing service at a threshold level, then the 
entity would be removed from provider list 220. 
0041. In greater detail, offline feature extractor 342 reads 
the database configuration; sets the interface connection; 
reads feature definition, the order of features, the time frame, 
feature representation and feature file location; and extracts 
feature data in a pre-determined way and exports the infor 
mation to the feature file. Learning engine 314 reads clas 
sifier type; input feature file location; output model location 
and builds a model and exports the model file to classifica 
tion model 320. Classification model 320 identifies and 
classifies instances. Decision engine 344 operating using 
classification model, operating on information provided by 
online feature extractor, infers the current status of entities 
providing service in the distribute system. 
0042 FIG. 4 alternately depicts the analyzer component 
214 previously depicted in FIG. 3. FIG. 4 depicts categories 
of information and data 410 that analyzer component draws 
upon in performing methods in accordance with the inven 
tion. The information 410 comprises database information 
410; extractor settings 414; model builder settings 416: 
classifier settings 418; features 420 and thresholds 422. 
0043 FIG. 5 is a flowchart depicting a method operating 
in accordance with an embodiment of the invention. The 
method typically is embodied in machine-readable instruc 
tions comprising one or more computer programs. When the 
one or more computer programs are executed the steps 
depicted in FIG. 5 are performed. Reference will be made to 
other figures in explaining FIG. 5. The method starts at 510. 
Next, feedback from a client concerning a service provider 
is received at 512. At decision point 514, it is decided 
whether the feedback is positive or negative. If the feedback 
is positive, at 516 a cache receiving feedback information is 
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emptied, and the positive feedback is memorialized in a new 
positive record which may be saved to cache 216 depicted 
in FIG. 2. If the feedback is negative, a negative record with 
current time stamp is added to cache 216 at 518. 
0044) Then, at step 520 the utility of performing an active 
probe is determined using a utility function. At decision 
point 522, it is decided whether in view of the utility 
calculation it is economically justified to perform an active 
probe. If not, the method returns to the start 510. If it is 
economically justifiable to perform an active probe, the 
active probe is sent at 524. If it is determined from the active 
probe that notwithstanding the negative feedback the service 
is actually available, then at decision point 526 an affirma 
tive outcome results, and new, positive feedback is gener 
ated, time-stamped and stored to cache 216. If the service is 
not available, the entity providing the service is removed 
from the service providers’ list 220. 
0045 FIG. 6 depicts an alternate method operating in 
accordance with the invention. As in the case of the method 
depicted in FIG. 5, the method of FIG. 6 typically will be 
embodied in machine-readable instructions comprising one 
or more computer programs. When the one or more com 
puter programs are executed the steps depicted in FIG. 6 are 
performed. Reference will be made to other figures in 
explaining FIG. 6. At step 610, digital processing apparatus 
of central feedback system 210 performs operations to 
collect feedback from service consumers concerning entities 
providing services in the distributed system. Next, at 620, 
the digital processing apparatus performs operations to 
analyze feedback collected from the service consumers. 
Then, at 630, the digital processing apparatus determines the 
status of entities providing service in the distributed system 
in dependence on analysis of the collected feedback. 
0046. In a variant of the method depicted in FIG. 6, 
additional steps are performed. In a first additional step, 
credit accounts are maintained in credit System 218 for each 
entity providing services in the distributed system. When 
positive feedback is received from service consumers con 
suming services provided by an entity in the distributed 
system, the entity's credit account is increased reflecting the 
positive feedback. When negative feedback is received from 
service consumers consuming services provided by an entity 
in the distributed system, the entity’s credit account is 
debited reflecting the negative feedback. 
0047. In another variant of FIG. 6 additional steps are 
performed. If it is determined that as a result of the debiting 
of an entity’s credit account, that a current value of the 
entity’s credit account has fallen below a pre-determined 
threshold, the entity is removed from provider list 220. 
0048. In a further variant of FIG. 6 additional steps are 
performed. If it is determined that as a result of the debiting 
of an entity’s credit account, that a current value of the 
entity’s credit account has fallen below a pre-determined 
threshold, the digital processing apparatus sends a command 
to probe system 250 to perform an active probe of the 
service provider 240. If it is determined that the service 
providing entity is available to provided service, or is 
capable of providing service at a pre-determined quality of 
service, the credit account of the service-providing entity is 
adjusted to reflect this information. If the service-providing 
entity has been removed from provider list 220, the service 
providing entity is added back to provider list 220. 
0049. In yet another variant of the method depicted in 
FIG. 6 additional steps are performed. In a first step, a 
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diagnostic model is formulated using collected feedback 
information retrieved from cache 216. When a diagnostic 
model is available, determining the status of entities pro 
viding service in the distributed system further comprises: 
using the diagnostic model and the analysis of the collected 
feedback to determine the status of entities providing service 
in the distributed system. 
0050. In a still further variant of the method depicted in 
FIG. 6 additional steps are performed. In a first step an active 
probe is used to gather actual performance information 
concerning the actual performance of one or more entities 
providing services in the distributed system. Then, the 
diagnostic model is adjusted using the actual performance 
information. 
0051. In yet another variant of the method depicted in 
FIG. 6, the diagnostic model formulated using collected 
feedback information comprises at least a classification 
model 320 indicating various states that entities providing 
service in the distributed system may assume. 
0052. In a still further variant of the method depicted in 
FIG. 6, collecting feedback from service consumers con 
cerning entities providing services in the distributed system 
further comprises: receiving in real time feedback informa 
tion concerning status of an entity providing service in the 
distributed system. The step of analyzing feedback collected 
from service consumers further comprises analyzing the 
feedback in real time. The step of determining the status of 
entities providing service in the distributed system further 
comprises using a classification model 320 and the analyzed 
real-time feedback information to determine a current status 
of an entity providing services in the distributed System. 
0053 Thus it is seen that the foregoing description has 
provided by way of exemplary and non-limiting examples a 
full and informative description of the best method and 
apparatus presently contemplated by the inventors for deter 
mining availability and performance of entities providing 
service in a distributed System using filtered service con 
Sumer feedback One skilled in the art will appreciate that the 
various embodiments described herein can be practiced 
individually; in combination with one or more other embodi 
ments described herein; or in combination with distributed 
systems or grid computing systems differing from those 
described herein. Further, one skilled in the art will appre 
ciate that the present invention can be practiced by other 
than the described embodiments; that these described 
embodiments are presented for the purposes of illustration 
and not of limitation; and that the present invention is 
therefore limited only by the claims which follow. 

We claim: 
1. A signal-bearing medium tangibly embodying a pro 

gram of machine-readable instructions executable by a digi 
tal processing apparatus of a computer to perform operations 
for determining status of entities providing services in a 
distributed system, the operations comprising: 

collecting feedback from service consumers concerning 
the entities providing services in the distributed system; 

analyzing the feedback collected from the service con 
Sumers; and 

determining the status of entities providing service in the 
distributed System in dependence on the analysis of the 
collected feedback. 

2. The signal-bearing medium of claim 1 wherein the 
operations further comprise: 
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maintaining a credit account for each entity providing 
service in the distributed system; 

adding to an entity's credit account when positive feed 
back is received from service consumers consuming 
services provided by the entity; and 

Subtracting from an entity's credit account when negative 
feedback is received from service consumers consum 
ing services provided by the entity. 

3. The signal-bearing medium of claim 2 wherein the 
operations further comprise: 
when an entity's credit account falls below a predeter 

mined threshold, removing the entity from a list of 
entities authorized to provide services in the distributed 
system. 

4. The signal-bearing medium of claim 2 wherein the 
operations further comprise: 
when an entity's credit account falls below a predeter 

mined threshold, sending a probe to actively determine 
status of the entity. 

5. The signal-bearing medium of claim 4 wherein the 
operations further comprise: 
when it is determined that the status of the entity has risen 

above the predetermined threshold, returning the entity 
to the list of entities permitted to provide services in the 
distributed system. 

6. The signal-bearing medium of claim 1 wherein the 
operations further comprise: 

formulating a diagnostic model using collected feedback 
information concerning past performance of entities 
providing service in the distributed system; and 

wherein determining the status of entities providing ser 
vice in the distributed system further comprises: 
using the diagnostic model and the analysis of the 

collected feedback to determine the status of entities 
providing service in the distributed system. 

7. The signal-bearing medium of claim 6 wherein the 
operations further comprise: 

using an active probe to gather actual performance infor 
mation concerning actual performance of an entity 
providing service in the distributed system; and 

adjusting the diagnostic model in view of the actual 
performance information. 

8. The signal-bearing medium of claim 1 wherein the 
distributed system comprises a grid computing system. 

9. Apparatus for managing activities of entities providing 
services in a distributed system, the apparatus comprising: 

a communications interface for connecting to the distrib 
uted system, the communications interface for commu 
nicating with service consumers; 

at least one computer memory, the computer memory 
storing: 
feedback information collected from service consum 

ers, the feedback information concerning perfor 
mance of entities providing services in the distrib 
uted system; 

credit information concerning current credit status of 
entities providing services in the distributed system; 

a provider list of entities permitted to provide services 
in the distributed system; and 

at least one computer program to perform operations 
for determining status of entities providing services 
in the distributed system based, at least in part, on 
analyzing the feedback information collected from 
service consumers; and 

Dec. 27, 2007 

a digital processing apparatus coupled to the communi 
cations interface and the at least one memory, the 
digital processing apparatus for executing the at least 
one computer program. 

10. The apparatus of claim 9 wherein when the at least one 
computer program is executed by the digital processing 
apparatus the following operations are performed: 

accessing the at least one computer memory to retrieve 
the feedback information, wherein the feedback infor 
mation further comprises past performance of entities 
providing service in the distributed System; and 

formulating a diagnostic model using the feedback infor 
mation. 

11. The apparatus of claim 10 wherein the diagnostic 
model comprises at least a classification model, wherein the 
classification model is used to classify the status of an entity 
providing service in the distributed system in dependence on 
feedback received from service consumers. 

12. The apparatus of claim 11 wherein the operations 
further comprise: 

receiving in real time feedback information concerning 
status of an entity providing service in the distributed 
system; 

analyzing the real-time feedback information; and 
using the classification model and the analyzed real-time 

feedback information to determine a current status of 
the entity providing service in the distributed system. 

13. The apparatus of claim 12 wherein the feedback is 
negative, and wherein the entity has a credit account con 
tained in the credit information stored in the at least one 
memory, the operations further comprising: 

debiting the credit account associated with the entity 
providing service in the distributed System. 

14. The apparatus of claim 13 wherein the operations 
further comprise: 

after debiting the credit account associated with the entity 
providing service in the distributed system, comparing 
a current value of the credit account with a threshold 
value; and 

if it is determined that the current value of the credit 
account is less than the threshold value, removing the 
entity associated with the credit account from the 
provider list stored in the at least one memory. 

15. The apparatus of claim 14 further comprising: 
an active probe System for actively probing status of 

entities providing service in the distributed System. 
16. The apparatus of claim 15 wherein the operations 

further comprise: 
after debiting the credit account associated with the entity 

providing service in the distributed system, comparing 
a current value of the credit account with a threshold 
value; 

if it is determined that the current value of the credit 
account is less than the threshold value, issuing an 
active probe of the entity associated with the credit 
account, the active probe determining an actual status 
of the entity; and 

adjusting the current value. 
17. A method for determining status of entities providing 

services in a distributed system, the method comprising: 
collecting feedback from service consumers concerning 

the entities providing service in the distributed system; 
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analyzing the feedback collected from the service con 
Sumers; and 

determining the status of entities providing service in the 
distributed System in dependence on the analysis of the 
collected feedback. 

18. The method of claim 17 wherein the status concerns 
at least the availability of an entity providing service in the 
distributed system. 
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19. The method of claim 17 wherein the status concerns 
at least the performance of an entity providing service in the 
distributed system. 

20. The method of claim 17 wherein the feedback infor 
mation comprises numeric metric information quantizing 
aspects of an entity's performance. 

k k k k k 


