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(57) ABSTRACT 

An online transaction system configured to implement 
authentication methods that allow for strong multi-factor 
authentication in online environments. The authentication 
methods can be combined with Strong security methods to 
further ensure that the authentication process is secure. Fur 
ther, the strong multi-factor authentication can be imple 
mented with Zero adoption dependencies through the imple 
mentation of automated enrollment methods. 

y 1OO 

  



Patent Application Publication Sep. 18, 2008 Sheet 1 of 12 US 2008/0228653 A1 

102 

Fig. 1 

  



Patent Application Publication Sep. 18, 2008 Sheet 2 of 12 US 2008/0228653 A1 

Server 

HSM (Optional) 
110 

SS 

Autoplay Module 

Installation 
Module 

Enrollment 
Module 

Communications 
Module 
Š 

Browser 204 

Trigger Module 

Message Format 

Cryptographic Module 

Fig. 2 

  

    

    

  

  

  

  

  

  

    

  

  

  



Patent Application Publication Sep. 18, 2008 Sheet 3 of 12 US 2008/0228653 A1 

Directory 
Server 

306 3O8 

Server Server 

Fig. 3 

  



Patent Application Publication 

Insert Token 

Automatically 
Load Program 

Prompt for 
Identifying 
Information 

Establish 
Personal 
Identifier 

Automatically 
Establish 

Connection 

Transmit 
Information 

Match 
Information to 

Stored 
Information 

Sep. 18, 2008 Sheet 4 of 12 

402 

408 

41 O 

412 

414 

Link Personal 
Identifier 

416 

US 2008/0228653 A1 

Fig. 4 

  



Patent Application Publication Sep. 18, 2008 Sheet 5 of 12 US 2008/0228653 A1 

Communi 
Token 106 Autoplay Installation Enrollment Cations Enrollment 
or Browser Module Module Module Module Authority 

204 2O6 21 O 21 O 11 O 
212 

Fig. 5 

  

  

  



Patent Application Publication Sep. 18, 2008 Sheet 6 of 12 US 2008/0228653 A1 

PN 

Authenticate Cardholder 

Date 2OO2/O5/31 
Time O2:45:05 PM 
Amount S250.95 USD 
Card Number -------------- 3456 

You can now select your PIN by connecting dots. Please click the dot 
where you would like to start your drawing and connect dots by 
dragging. You will be asked to repeat this pattern, so please 
memorize it. (You may construct multiple shapes to serve as your 
PIN). Your PIN may be a minimum of 8 dots or a maximum of 15 dots. 

Please use your mouse pointer to draw your PIN 

is sists 

Clear All Submit 

\ 610 \ 608 

Fig. 6 

  



US 2008/0228653 A1 Sep. 18, 2008 Sheet 7 of 12 Patent Application Publication 

Fig. 7 

  



Patent Application Publication Sep. 18, 2008 Sheet 8 of 12 US 2008/0228653 A1 

Start 

Receive 802 
Authentication 

Request 

Fig. 8 

Send / 804. 
Authentication 

Message 

Prompt User 806 
To Interface 

Token 

808 81O / 812 / 814 / 816 

Encrypt 
Extract Prompt User Create Information an Send 

For Personal Ho- Encrypted Information Session Key Personal Identifier Information 
Identifier 

Decrypt 818 
Encrypted 
Information 

Verify 820 
Decrypted 
Information 

822 
Authorize / 
Transaction 

End 

  

  

  



Receive 
Authentication 

Request 

Extract 
Transaction 
Information 

Generate 
Random 
Number 

Generate Time 
Stamp 

Generate 
Electronic 
Signature 

Retrieve User 
Message Key 

Generate 
Request 
Message 

Patent Application Publication 

- 902 

- 904 

- 906 

908 

910 

912 

- 914 

be Request 

Sep. 18, 2008 Sheet 9 of 12 

Encrypt 

Message 

Transmit 
Request 
Message 

Receive 
Request 
Message 

Retrieve User 
Message Key 
from Token 

Decrypt 
Request 
Message 

922 

- 924 

926 

- 930 

932 

Fig. 9A 

US 2008/0228653 A1 

Extract Session 
Information 

Synchronize 
Clocks 

Validate Electronic 
Signature 

Prompt for 
Personal dentifier 

Combine 
Selected 

Information 

Generate 
Session Keys 

Generate Special 
Format Data 

Encrypt Special 
Format Data 

942 

- 944 

- 946 

- 948 

950 

952 

954 

956 

  

  

  

    

  

  



Patent Application Publication 

- Fig. 9A - 
y 

Encrypt Message 
With SSuer Public 

Key 

Transmit 
Encrypted 
Message 

Receive 
Encrypted 
Message 

Decrypt Encrypted 
Message with 

Issuer Private Key 

— 

- 962 

- 964 

- 966 

ig. 9B 

Sep. 18, 2008 Sheet 10 of 12 

Match 

US 2008/0228653 A1 

- 982 

Invalid 
Authenticated 

- Com paress Too Long 
is Timestam ps- - 

s 

984 

Retrieve 
Information 

986 

Map Information 
into Special Block 

Format 

988 
Generate 

Session Keys 

- 990 

Compose Results 

992 
No Match 

Equate? — Invalid Authenticated 

Authenticated 

  

  

  

  

  

  

  

  

  



Patent Application Publication Sep. 18, 2008 Sheet 11 of 12 US 2008/0228653 A1 

1OOO 

1O1 O 

Fig. 10 



Patent Application Publication Sep. 18, 2008 Sheet 12 of 12 US 2008/0228653 A1 

1102 1104 

78 

1100 
Fig.11 

1202 1206 

11 OO 1204 

Fig. 12 

  



US 2008/0228653 A1 

SYSTEMIS AND METHODS FOR ENROLLING 
ATOKEN IN AN ONLINE AUTHENTCATION 

PROGRAM 

RELATED APPLICATIONS INFORMATION 

0001. This application claims priority as a continuation 
under 35 U.S.C. S 120 to U.S. application Ser. No. 10/346, 
733, filed Jan. 16, 2003 which in turn claims priority under 35 
U.S.C. S 119 to U.S. Provisional Application Ser. No. 60/409, 
422, entitled “Authentication of Online Transactions, filed 
Sep. 9, 2002, both of which are incorporated by reference in 
their entirety as if set forth herein. 

BACKGROUND 

0002 1. Field of the Inventions 
0003. The field of the invention relates generally to elec 
tronic transactions and more particularly to the authentication 
of Such transactions. 
0004 2. Background Information 
0005 Electronic transactions, including electronic com 
merce, are becoming more prevalent, fueled of course by 
increasing Internet use. As the number and type of electronic 
transactions increase, so to does the need to Verify the identity 
of participants in these transactions. Electronic commerce 
provides a good example. In a typical electronic commerce 
scenario, a user uses a web browser running on their computer 
to access a merchants web page via the Internet. Once the user 
has accessed the web page, they can typically browse product 
offerings, select products for purchase, and then purchase the 
selected products. The purchasing step often requires the user 
to Supply identifying information, e.g., name and address, and 
a charge account number against which the transaction can be 
charged. 
0006 Unlike an off-line transaction, however, the mer 
chant has no ability to verify the identifying information 
Supplied in the electronic commerce Scenario. In other words, 
in an electronic commerce transaction, the merchant cannot 
verify that the user is who they say they are, or therefore that 
the charge account belongs to the user making the purchase. 
In fact, the Gartner Group estimates that in 2001 1.14% of the 
S61.8 billion in online transactions involved fraud. The result 
ing S776.34 million dollars in losses is 5-20 times the losses 
for off-line sales transactions. With U.S. households pre 
dicted to spend S184 billion on-line by the year 2004, such 
losses clearly present a serious problem that is only going to 
get worse. 
0007. Fear of fraud, however, may prevent on-line sales 
from rising to predicted levels. The Gartner group estimates 
that 1 in 20 on-line customers are victims of credit card fraud. 
As a result, Jupiter Media reports that 60% of users avoid 
using their credit card in online transactions. Further, fraud 
losses often fall on the merchant, even though the merchant 
currently has no way to verify the identity provided by the 
user. Thus, both users and merchants need greater protection 
from fraud. 
0008. In response, many major credit card associations 
have promulgated new authentication mandates to reduce the 
massive losses resulting from online credit card fraud. While 
these mandates do not necessarily provide an increased abil 
ity to verify the identity of the user, they do shift the liability 
for fraud to card issuers. Accordingly, card issuers need to 
reliably authenticate their users when the users are involved in 
an online transaction. 
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0009 Essentially, the new mandates allow merchants to 
request that the issuer authenticate the transaction, i.e., verify 
the identity of the user. The issuer can then, for example, 
Verify the account number and some form of personal iden 
tifier, such as a Personal Identification Number (PIN), pre 
sented by the user. Once verified, the issuer will authenticate 
the transaction; however, the issuer is also liable if it turns out 
that the user is not who they are supposed to be. 
0010 Unfortunately for issuers, verification methods cur 
rently available still fail to match that of off-line transactions. 
In an off-line transaction, there is strong two factor authenti 
cation. The first factor being the actual presence of the card 
(card present), the second factor being the ability to verify that 
the person is who they say they are, e.g., via a signature, PIN. 
photo identification, etc. The combination of physical card 
presence and evidence of identification can provide Sufficient 
authentication to reduce fraud to acceptable levels. But in the 
online environment, the first factor—card present verifica 
tion is often not available. Therefore, it is difficult even with 
the new authentication mandates to achieve a satisfactory 
level of authentication. 
0011 Physical, or actual, card present detection should be 
discerned from a card present detection generated in compli 
ance with some of the new mandates. For example, in Some of 
the new mandates, the user provides their account number, 
which is verified. The user is then requested to supply a PIN. 
If the PIN verifies correctly, then a “card present indication 
is generated; however, the actual presence of the card was not 
in fact verified. In other words, these new mandates at best 
provide a Surrogate card present verification that is inferior to 
an actual card present verification. 
0012 Smart cards, i.e., cards with a special integrated 
circuit embedded in them, and Smart card readers are cur 
rently available to address the card present issue in online 
transactions. A Smart card reader can be purchased and con 
nected with a user's computer. During an online transaction, 
the user can then insert the Smart card into the Smart card 
reader, which can then authenticate the Smart card. 
0013 There are, however, several drawbacks to smart card 
technology. For example, the user must become educated 
about how to use the Smart card. The user is also often 
required to purchase a Smart card reader and attempt to inter 
face the reader with their computer. Alternatively, the user 
may be forced to pay extra for a computer with a Smart card 
reader already attached or installed. The cost of an exemplary 
Smart card reader can be, for example, S40. And once inter 
faced with the user's computer, software must typically be 
downloaded into the Smart card reader, which again requires 
Some education of the user regarding how to download and 
configure the software. Thus, adoption of Smart card technol 
ogy has been slow, e.g., as low as 1% market penetration or 
lower, and therefore not very effective at reducing fraud. 

SUMMARY OF THE INVENTION 

0014. An electronic transaction authentication system 
allows for multi-factor authentication to reduce fraud and 
increase the reliability of identity verification. In one aspect, 
the presence of a card, or token, during an electronic transac 
tion can be authenticated using standard equipment and, 
therefore, does not require any custom hardware. The token 
can be configured to work with standard input/output devices 
for a plurality of terminals that can be used in electronic 
transactions. 
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0015 These and other features, aspects, and embodiments 
of the invention are described below in the section entitled 
“Detailed Description of the Preferred Embodiments.” 

BRIEF DESCRIPTION OF THE DRAWINGS 

0016 Features, aspects, and embodiments of the inven 
tions are described in conjunction with the attached drawings, 
in which: 
0017 FIG. 1 is a diagram illustrating an online transaction 
system in accordance with an example embodiment of the 
invention; 
0018 FIG. 2 is a diagram illustrating the online transac 
tion system of FIG. 1 in more detail; 
0019 FIG. 3 is a diagram illustrating an exemplary elec 
tronic commerce system configured in accordance with an 
example embodiment of the invention; 
0020 FIG. 4 is a flow chart illustrating a method for enroll 
ing a token used in the system of FIG.3 in accordance with an 
example embodiment of the invention; 
0021 FIG. 5 is a flow chart illustrating a more detailed 
embodiment of the method illustrated in FIG. 4; 
0022 FIG. 6 is a diagram illustrating an example PIN 
construction screen that can be displayed on a terminal 
included in the system of FIG.3 during the process illustrated 
in FIG. 5; 
0023 FIG. 7 is a diagram illustrating an exemplary map 
ping scheme that can be used in conjunction with the PIN 
construction screen of FIG. 6; 
0024 FIG. 8 is a flow chart illustrating a method for 
authenticating an online transaction in accordance with an 
example embodiment of the invention; 
0025 FIGS. 9A and 9B comprise a flow chart illustrating 
a more detailed embodiment of the method illustrated in FIG. 
8: 
0026 FIG. 10 is a diagram illustrating an example 
embodiment of a token configured in accordance with one 
embodiment of the invention; 
0027 FIG. 11 is a diagram illustrating an example 
embodiment of a token configured in accordance with 
another embodiment of the invention; and 
0028 FIG. 12 is a diagram illustrating an example 
embodiment of a token configured in accordance with still 
another embodiment of the invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0029. To help better understand the systems and methods 
described herein, some specific examples involving elec 
tronic commerce over the Internet, i.e., online transactions, 
are examined below. It should be remembered, however, that 
the examples provided are not intended to limit the systems 
and methods described to electronic commerce or Internet 
implementations. Rather, the systems and methods described 
can be implemented for any type of electronic transaction that 
requires authentication. 
0030 FIG. 1 is a diagram illustrating an example embodi 
ment of an online transaction system 100 configured in accor 
dance with one embodiment of the systems and methods 
described herein. System 100 comprises a terminal 102 that is 
configured to engage in an online transaction. Terminal 102 
can also be configured to communicate through a communi 
cation network 108 with an authentication authority 110 con 
figured to authenticate the electronic transaction. Network 
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108 can also be used to engage in the online transaction. 
Alternatively, terminal 102 can be configured to engage in the 
online transaction over another network. 
0031 Network 108 can, for example, be the Internet, but it 
can also be some other type of network. Network 108 can, for 
example, be a wired, or wireless Wide Area Network (WAN). 
such as a telephone network, a wired, or wireless Metropoli 
tan area Network (MAN), a wired, or wireless Local Area 
Network (LAN) or even a wired, or wireless Personal Area 
Network (PAN). 
0032. Accordingly, terminal 102 can be any type of termi 
nal configured to communicate over any of the above net 
works. In one particular embodiment that is discussed in 
detail below, terminal 102 can be any terminal configured to 
communicate over the Internet, such as a personal computer, 
laptop computer, Internet enabled phone, or handled com 
puter, e.g., a Personal Digital Assistant (PDA) with commu 
nication capability. 
0033 Terminal 102 includes a standard input device 104 
through which a token 106 can be interfaced with terminal 
102. For purposes of this specification and the claims that 
follow, the term “standard input device' means a standard, or 
widely adopted device for inputting, or transferring informa 
tion into a particular type of terminal 102. Thus, for example, 
if terminal 102 is a personal computer, then standard input 
device 104 can be a floppy drive, a Compact Disc (CD) drive, 
a CD Read/Write (R/W) drive, a Digital Video Disc (DVD) 
drive, or any other type of drive that is commonly included, or 
interfaced with a personal computer. 
0034 Token 106 is, therefore, a physical device, such as 
CD media or USB storage, that can be interfaced with termi 
nal 102 through standard input device 104. Some specific 
token embodiments are described in detail below. Token 106 
is configured to allow authentication authority 110 to verify 
the presence of token 106, through network 108, once it is 
interfaced with terminal 102 through standard input device 
104. 
0035 An input device, the only purpose of which is to 
allow a token, such as token 106, to be interfaced with a 
terminal. Such as terminal 102, to enable an online transaction 
is expressly not included in the definition of the term “stan 
dard input device.” The point being that the systems and 
methods described herein do not require the cost, integration, 
or maintenance of specialized hardware in order to ensure a 
high level of authentication for online transactions. Rather, 
the systems and methods described herein allow the use of 
standard equipment to achieve high level authentication. 
0036. Thus, authentication authority 110 can be config 
ured to verify the presence of token 106 if terminal 102 is 
engaged in a transaction that requires authentication. Authen 
tication authority 110 can, depending on the embodiment, 
include or be interfaced with an authentication database 112 
configured to store information related to a plurality of tokens 
106. The information stored in authentication database 112 
can then be used to authenticate transactions involving the 
plurality of tokens 106. For example, if token 106 comprises 
credit card information, then authentication database 112 can 
be configured to store valid credit card numbers. Authentica 
tion authority 110 can be configured to then verify both the 
presence oftoken 106 and the validity of a credit card number 
stored thereon. 
0037 Additionally, the person using terminal 102 can be 
required to provide a personal identifier, such as a PIN. In 
which case, information stored in authentication database 
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112 can also be used to verify the personal identifier provided. 
Thus, authentication authority 110 can be configured to sup 
ply two-factor authentication for electronic transactions 
involving terminal 102. 
0038 Verification of other factors can also be incorporated 
to provide even stronger multi-factor authentication. For 
example, if terminal 302 includes a biometric reader, such as 
a fingerprint sensor, then Verification of a biometric can also 
be incorporated to provide multi-factor authentication. Fur 
ther, other authentication techniques can be included such as 
digital signature techniques or other public key-private key 
techniques. 
0039. Before authentication authority 110 can authenti 
cate a token 106, however, the personal identifier, e.g., PIN, 
should be “linked with authentication information available 
in, for example, a database such as authentication database 
112. The process of linking the personal identifier with the 
account information can be referred to as an enrollment pro 
cess. Preferably, enrollment is seamless from the point of 
view of the user. In other words, enrollment should occur 
automatically, without requiring the user to affirmatively 
decide to enroll. And once the enrollment process starts, it 
should be quick, efficient and cause as little inconvenience as 
possible. 
0040. It should be pointed out that network 108 can be an 
unsecured network, e.g., the Internet, communications sent 
from terminal 102 to authentication authority 110 can be 
intercepted by an unintended party. Thus, from a security 
standpoint, it is preferable to encrypt communications 
between terminal 102 and authentication authority 110. 
0041 Distribution of tokens 106 can be handled, or initi 
ated, by an issuing authority Such as a bank can distribute 
token 106. For reasons described below, token 106 often is not 
associated with a user until enrollment takes place. When 
issued, token 106 can, as illustrated in FIG. 2, comprise client 
software 222, which can consist of software modules 206 
218, and unique information Such as: a unique serial number; 
a message key, e.g., a 192-bit Triple-DES user messaging 
key; random data, e.g., a 64-byte blob of unique, truly random 
alphanumeric data, a network address associated with authen 
tication authority 110, e.g., a URL, and an issuer public key. 
The unique data can be used to link a token 106 to a user 
during enrollment. Further, after enrollment, the unique data 
can be used for authentication purposes. 
0042 Client software 222 can be configured such that 
correct execution of client software 222 depends on the pres 
ence of token 106 in terminal 102. This can be achieved for 
example, using authentication processes in which the unique 
information on every token 106 forms the basis for authenti 
cation. Thus, in the systems and methods described herein, 
authentication cannot take place if token 106 is not present in 
terminal 102. 
0043. In one specific implementation, client software 222 
can also comprises Dynamic Link Libraries (DLLs), Such as 
Active-X DLL's, which can be registered with terminal 102 
during installation. The DLLs, together with the unique data, 
can then provide the functionality to authenticate users. 
0044 As mentioned, some or all of these modules can be 
loaded onto terminal 106. Terminal 106 can also include a 
browser application 204, which can be configured to act as a 
mediator between authentication authority 110 and software 
modules 206-212. For example, messages intended for soft 
ware modules 206-212 can be received by browser applica 
tion 204 from authentication authority 110 and transported, 
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e.g., via JavaScript, to the appropriate software module 206 
212. Responses from software modules 206-212 can then be 
sent to authentication authority 110 via browser application 
204. For example, browser application 204 can be configured 
to insert the responses into HyperText Markup Language 
(HTML) pages that are then transmitted back to authentica 
tion authority 110 via a HyperText Transfer Protocol (HTTP) 
request, such as a POST request. 
0045. The ability to use a browser application 204, such as 
a web browser application, allows the systems and methods 
described herein to integrate seamlessly into conventional 
online transaction systems. For example, in most conven 
tional online transaction systems, authentication authority 
110 implements web-based logon using a browser applica 
tion and all transmissions between authentication authority 
110 and terminals 106 are web-based. It should be noted that 
in certain embodiments, enrollment is not web based. Thus, 
as described below, the systems and methods described 
herein allow for non-web based enrollment. 
0046) Authentication authority 110 can comprise a login 
server 202 that can be responsible for handling logon requests 
from different terminals 106. The authentication information 
described above can be stored as user profiles in user profile 
database 224, which can be located within a Hardware Secu 
rity Module (HSM) 220. HSM 220 can actually be part of 
login server 202 or it can be separate as illustrated in the 
example embodiment of FIG. 2. As described in more detail 
below, user profile database 224 can be configured to store 
user key values and, after enrollment, information necessary 
to authenticate a user. User profile database 224 can be part of 
login server 202 or it can be standalone as illustrated in the 
example embodiment of FIG. 2. 
0047. Example implementations of modules 206-212 are 
now described for purposes of illustration. 
0048 Autoplay module 206 can, for example, be config 
ured to initiate installation of client software 222 onto termi 
nal 102. For ease of use, it is preferable if the installation 
process is automated, i.e., does not require user intervention 
to begin the installation process. A common example of an 
automated installation process is the process that occurs when 
a CD is placed into a computer's CD drive. On the typical 
personal computer, the computer's operating system auto 
matically searches CDs inserted into the CD drive for an 
autoplay file, which is a pointer to an installation program 
on the CD. Thus, autoplay module 206 can be configured so 
that it is automatically executed every time token 106 is 
inserted into terminal 102. This assumes that such an auto 
play option is enabled within the operating system of terminal 
102. Alternatively, the user can be required, or have the 
option, of manually activating autoplay module 206. 
0049. As described above, autoplay module 206 can be 
configured to point to another program that is configured to 
handle the installation process. In the example embodiment 
of FIG. 2, the program pointed to by autoplay module 206 is 
installation module 208. Installation module 208 can, for 
example, be configured to install client software 222 and 
register DLLs included therewith on terminal 102. Registra 
tion of DLLs can provide a link between the DLL name and 
its actual location. 
0050. In one particular embodiment, installation module 
208 first checks for existing installations. If no existing instal 
lations are detected, installation module 208 starts a new 
installation. If an existing installation is detected, installation 
module 208 can be configured, for example, to check if the 
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existing installation corresponds to token 106. For example, 
to accommodate for the situation in which multiple users are 
using the same terminal 102 to engage in online transactions 
each using a different token 106, installation module 208 can 
be configured to perform a unique installation process for 
each token 106. Thus, for example, the components installed 
and/or registered with each installation can be identified by 
token 106, e.g., using a unique serial number stored on each 
token 106. Therefore, installation module 208 can be config 
ured to register DLLs and install client software modules 
206-218 and associate them with a unique token serial num 
ber. If an existing installation is detected and the DLLs and 
client software modules 206-218 share the same serial num 
ber as the ones stored on token 106, then installation module 
208 can be configured to forgo reinstalling the DLLs and 
client software 222. 
0051. Installation module 208 can be further configured to 
check if the drive, or interface identification associated with 
the existing registration matches the drive, or interface pres 
ently associated with token 106. If the installation and drive 
match, then there is no need to reinstall client software 222. 
Further, newer tokens 106, for example, can comprise 
updated versions of the DLLs and/or client software modules 
206-218. Therefore, installation module 208 can also be con 
figured to detect the version of any previously installed DLLs 
and/or client software modules. Installation module 208 can 
be configured to then forgo installation of any DLLs or client 
Software modules that are the same version as those already 
installed. 

0052 Installation module 208 can also be configured to 
determine if token 106 has been enrolled with authentication 
authority 110. Thus, when the user first interfaces token 106 
with terminal 102, installation module 208 can detect if token 
106 is enrolled in an authentication program used by authen 
tication authority 110. If enrollment is required, installation 
module 206 can be configured to call enrollment module 210 
to handle the enrollment process. Installation module 208 can 
also be configured to prompt the user as to whether they want 
to enroll their token. The user can choose to skip the enroll 
ment process if, for example, they have already enrolled, 
possibly using another terminal 102. An example enrollment 
process is described in detail below. 
0053 Enrollment module 210 can, for example, be con 
figured to interact with logon server 202 via communications 
module 212. Enrollment module 210 can collect the unique 
information stored on token 106, e.g., a unique serial number, 
unique data, and a 192-bit message key, etc. and transmit it to 
logon server 202. In certain embodiments, enrollment mod 
ule 210 is only active once, when the user enrolls. Subsequent 
installations of client software 222 should not require enroll 
ment, because the user information is already captured. 
0054 Communications module 212 can be configured to 
interface with logon server 202 so that enrollment informa 
tion can be exchanged with logon server 202. Thus, in one 
embodiment, communications module 212 can, for example, 
be HyperText Transfer Protocol/Secure (HTTP/S)-based and 
can, for example, be responsible for: establishing a connec 
tion to the correct logon server 202, e.g., using the network 
address, or URL, stored on token 106, transmitting enroll 
ment information to logon server 202, and interfacing enroll 
ment module 210 with logon server 202. 
0055. It should be noted that, depending on the embodi 
ment, browser application 204 can be used to communicate 
with logon server 202 during authentication, while, as illus 
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trated in the example of FIG. 2, communications module 212 
can be used for enrollment. Alternatively, browser application 
204 can also be used for enrollment. But using communica 
tions module 212 for enrollment instead of browser applica 
tion 204 can ensure that logon server 202 is valid before 
enrollment information is sent. Thus, from a security stand 
point, using communications module 212 for enrollment is 
preferred. 
0056. In one embodiment, trigger module 214 can be 
passed to terminal 102 from authentication authority 110 and 
can be configured as the calling function, or “trigger, that 
evokes autoplay module 206. In one specific implementation, 
trigger module 214 can be present within browser application 
204, e.g., as a JavaScript that is passed down from the logon 
server 202 with specific initialization parameters. 
0057 Trigger module 214 acts as a mediator between 
logon server 202, browser application 204, and client soft 
ware 222. Trigger module 214 can be configured to receive 
responses from client Software 222 and then, for example, 
force a POST of the responses within browser application 204 
to logon server 202. Trigger module 214 can also, for 
example, be configured to initiate message format module 
216 whenever it posts messages to logon server 202. 
0.058 Message format module 216 can form the main 
control loop for client software 222. Message format module 
216 can be configured to initiate cryptographic module 218 
and check responses therefrom. Message format module 216 
can also be configured to execute cryptogram extraction on 
messages received from authentication authority 110. Mes 
sage format module 216 can also be configured to format 
responses so that they can be interpreted by logon server 202 
and to perform a first-run test to ensure that messages are 
valid, so that no additional action is taken if they are not. 
0059 Cryptographic module 218 can be configured as the 
security core of client software 222. As described below, 
authentication of token 106 can require a cryptogram to be 
generated. Thus, cryptographic module 218 can be config 
ured to perform this task. A specialized security library (not 
shown) of cryptographic functions can be included on token 
106, and installed on terminal 102 depending on the embodi 
ment. Cryptographic module 218 can be configured to rely on 
the security library (not shown) to perform cryptogram gen 
eration. 
0060 Some example processes that Cryptographic mod 
ule 218 can be responsible for include: importing message 
keys from token 106, mediating access to cryptographic 
objects via a secure kernel, performing encryption, perform 
ing decryption, performing key derivation from a user pass 
word, creation of cryptograms, overall security features, 
including memory page locking, object access control, 
attribute encryption, and data enveloping, to name just a few. 
0061 FIG. 3 illustrates an exemplary online transaction 
system in more detail. Example enrollment and authentica 
tion methods will be explained in connection with system 
300. System 300 comprises a merchant server 304 interface 
with a user terminal 302. System 300 also comprises an issuer 
authority 306, a directory 312, and a acquirer authority 308. 
0062 For purposes of explanation, it is assumed that ter 
minal 302 is a computer, e.g., a desktop or laptop computer. 
Terminal 302 comprises a standard input device for interfac 
ing with a token 106 as described above. Thus, a user can use 
their terminal 302 to go online and browse items offered by a 
merchant through merchant server 304. Often, therefore, 
merchant server 304 will be a web server configured to dis 
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play web pages that present a merchant's offerings to users 
who access merchant server 304 using a web browser 
installed on their terminal 302. 
0063. Once the user selects an item to purchase, they nor 
mally supply some type of charge account information 
through their browser to merchant server 304 to make the 
purchase. For purposes of this specification and the claims 
that follow, the term "charge account can mean any type of 
account against which charges can be posted. Thus, for 
example, it can be a credit account or a bank account. 
0064. Often, the transaction described above is completed 
by providing an account number that corresponds to a card, or 
token that is issued in relation to the charge account being 
used for the purchase. For example, the user can be issued a 
credit card in association with a credit account. Thus, the user 
can supply the credit card number to merchant server 304. 
More generically, however, it can be said that the user Sup 
plies a token identifier, i.e., some identifier or serial number 
associated with a token issued to the user, e.g., in connection 
with a charge account used by the user to make a purchase. 
0065. The term “token' is used to indicate that the systems 
and methods described herein are not limited to credit cards, 
or any other type of cards. Rather, the systems and methods 
described herein can be used with a variety of physical 
devices that are configured to store charge account, or other, 
information used in online transactions. Any of these various 
physical devices can be described as a token. Some specific 
types of token are described in detail below, but for purposes 
of illustration it can be assumed that token 106 can be readby 
a CD drive. Thus, in the example of FIG.3, all the user has to 
do to is insert their token 106 into the CD drive of their 
computer 302. 
0066. Issuer authority 306 can be the institution that issued 
token 106 to the user. Accordingly, issuer authority 306 can 
comprise a server and can comprises, or have access to, infor 
mation related to token 106 and to the user account associated 
with token 106. 
0067. Acquirer authority 308 is associated with the mer 
chant of merchant server 304. Acquirer authority 308 is 
responsible for handling some of the overhead involved with 
charge account transactions handled by the merchant. 
0068. In a conventional online transaction, merchant 
server 304 must attempt to verify the authenticity of the token 
identifier supplied by the user. Under some of the new authen 
tication mandates, merchant server 304 can query a directory 
312 to verify the participation of the token issuer in one of the 
new authentication programs that comply with the new 
authentication mandates. Directory 312 can, therefore, be 
configured to store information related to tokens 106 issued 
by issuers. For example, for the situation were the tokens 106 
are credit cards or the like, directory 312 can be associated 
with a credit card association. Each issuer authority 306 can 
then be configured to update directory 312 with information 
about issued tokens 106. 
0069. Thus, when merchant server 304 queries directory 
312, directory 312 can be configured to determine whether 
the token identifier is in a participating identifier range, i.e., is 
associated with an issuer authority that is participating in the 
authentication program. If the token is in a participating 
range, then directory 312 can be configured to query the 
appropriate issuer authority 306 to validate the token and send 
a response back to merchant server 304. 
0070. Once merchant server 304 receives a response from 
directory 312, it can be configured to send an authentication 
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request to issuer authority 306, i.e., issuer authority 306 can 
be configured to act as an authentication authority 110. The 
authentication request, can be directed to issuer authority 306 
via terminal 302, e.g., via browser 204 running on terminal 
302. Issuer authority 306 can be configured to then query 
terminal 302 for a password, or some other form of personal 
identifier. The user can then enter the password and terminal 
302 can transmit it to issuer authority 306, which can be 
configured to Verify the password. 
0071 Issuer authority 306 can be configured to then trans 
mit an authentication response to merchant server 304, for 
example, through the user's browser 204. Merchant server 
304 can receive and validate the authentication response. If 
authentication was successful, then merchant server 304 can 
be configured to transmit certain data to acquirer authority 
308 and complete the transaction. 
0072. As can be seen, the new mandates provide stronger 
authentication for online transactions through the verification 
of an additional factor, namely a password; however, it is 
generally understood that a password, used in the way 
described, provides very weak authentication because pass 
words are easily accessed or “cracked”. Further, the online 
security of passwords is weak, because a server on which they 
are stored can be “hacked' into or they can be intercepted as 
they pass from device to device. Thus, while the new man 
dates supply better authentication than before, they still do 
not approach that of off-line transaction, where strong two 
factor authentication can be achieved. 

0073. To overcome these and other issues and to 
strengthen the authentication for online transactions, the sys 
tems and methods described herein provide the means to 
achieve strong multi-factor authentication with a high level of 
security. First, however, an example enrollment process is 
described, becausea token 106 should first be enrolled before 
it can authenticated. 

0074 As mentioned above, in order to obtain the strong 
multi-factor authentication using a personal identifier, the 
personal identifier must be linked with token 106. For 
example, if token 106 is a charge card capable of being 
interfaced with a computer 302 and the personal identifier is 
a PIN, then the PIN should be linked with the charge card 
account information stored on, or interfaced with, issuer 
authority 306. If the PIN is linked with the charge card 
account, then issuer authority 306 can, for example, verify the 
PIN in conjunction with verifying the presence of token 106. 
This allows issuer authority 306 to authorize online transac 
tions using strong two-factor authentication. 
0075 FIG. 4 illustrates an exemplary method for imple 
menting online enrollment in accordance with the systems 
and methods described herein. It is assumed that issuer 
authority 306 will act as the enrollment authority; however, a 
separate, or third party enrollment authority can also be used. 
First, in step 402 a user inserts a token 106 into a standard 
input device interfaced with terminal 302. This could be, for 
example, the first time a user attempts to use token 106 in an 
online transaction. In step 404, token 106 can be configured to 
automatically load client software 222 onto terminal 302, as 
described above. 

0076. In step 406, the user can be prompted to enter iden 
tifying information. For example, the user can be prompted to 
enter their banking or account information so that issuer 
authority 302 can verify the identity of the user. Thus, the 
identifying information can include name, address, account 
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number (or token identifier), expiration date, mother's 
maiden name, identity number, etc. 
0077. In step 408, the user can establish a personal iden 

tifier that will be shared with issuer authority 306 and linked 
with the account information. This is described in more detail 
below. 
0078 Client software 322 can be configured to automati 
cally establish a connection with issuer authority 306, in step 
410, using, for example, a URL stored on token 106, and then 
automatically transmit the personal identifier, identifying 
information, and depending on the embodiment, a unique 
information stored on token 106 to issuer authority 306, in 
step 412. 
0079. In step 414, issuer authority 306 matches the iden 
tifying information against information stored in a profile 
associated with the user's account stored on, or interfaced 
with, issuer authority 306, e.g., in a user profile database 224. 
If the identifying information matches the stored information, 
issuer authority 306 can be configured to link the personal 
identifier, and possibly some or all of the identifying infor 
mation and unique information, with the profile in step 416. 
The personal identifier can then be used to authenticate an 
online transaction engaged in using token 106. And because 
the personal identifier has been linked with the account pro 
file, strong multi-factor authentication can be achieved. 
0080 Thus, by combining the enrollment methods just 
described with the authentication methods described herein, 
strong multi-factor authentication as well compliance with 
new authentication mandates can be achieved. Moreover, the 
multi-factor authentication and compliance with the new 
mandates can be achieved with Zero adoption dependencies. 
In other words, no new hardware is required, nor does the user 
need to be educated on new software or hardware. Accord 
ingly, the systems and methods described herein are easy to 
use, easy to adopt, and easy to deploy. In fact, a token issuer 
can, for example, simply mail out tokens 106 without fear 
they will be lost or stolen, since the tokens 106 are useless, 
i.e., not associated with an account, until the enrollment pro 
cess is complete. Further, because the user needs to Supply the 
identifying information, it is very unlikely that someone other 
than the intended user will be able to complete the enrollment 
process. Once the user gets an issued token 106, they are 
ready to start using it because enrollment will automatically 
be taken care of the first time they attempt to use their token 
106, and all the user needs to do is simply follow the prompts 
displayed on their terminal 302. 
0081. Not only does the issuer no longer need to worry that 
an issued token will be stolen or lost in the mail, there is also 
no longer any need to send a password or PIN, i.e., a personal 
identifier, to the user. This is because the user can create their 
personal identifier during enrollment. Therefore, the issuer 
also does not need to worry about the user's personal identi 
fier ending up in the wrong hands. As a result, issuance is 
made simpler, less risky, and less burdensome for both the 
issuer and the user. 

0082 Because client software 222 stored on token 106 can 
be configured to automatically establisha connection with the 
enrollment authority, the problem of spoofing is also elimi 
nated. Spoofing is when someone creates a web page intended 
to look like another web page. Such as an issuer's enrollment 
web page. The spoofer tricks a user, for example, into visiting 
their fake web page thinking it is the real web page. In this 
scenario, someone could spoof an issuer's enrollment page 
and then send an email to a user containing a link to the 
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spoofed page. The email may ask the user to click on the link 
and then, once connected to the spoofed page, provide their 
personal identifier, account information, identifying informa 
tion, etc., for enrollment purpose. But once the information is 
entered, the spoofer has all the information they need to 
fraudulently access and use the user's account. By imple 
menting the systems and methods described herein, however, 
the user never has to click on a link and, therefore, spoofing 
can be prevented. 
I0083 FIG. 5 is a flow chart illustrates a specific imple 
mentation of an enrollment process using Software modules 
206-218. The flow chart of FIG. 5 illustrates the interaction 
between the various software modules 206-218 as they 
execute the example steps involved in the enrollment process. 
It is also assumed that issuer authority 306 is acting as the 
enrollment authority. 
I0084. First, in step 502, a user interfaces their token 106 
with their terminal 302, which can for example invoke 
autoplay module 206, i.e. autoplay module 206 can be acti 
vated by the operating system ofterminal 302. If the user does 
not have the option of auto play enabled, then token 106 can 
comprise a software program configured to display instruc 
tions to the user asking them to run a setup program Stored on 
token 106. Such setup programs are often named setup.exe 
and are often stored on the root directory of token 106. If the 
auto play option is enabled, then autoplay module 206 can be 
configured to automatically run Sucha setup.exe file stored on 
token 106. 
I0085. In one implementation, if a problem is experienced 
installing client Software 222, then the operating system can 
report that installation failed, e.g., that the setup.exe file could 
not be executed. Instructions stored on token 106 can then be 
displayed to inform the user of the appropriate procedure that 
should be followed in such a situation. Alternatively, autoplay 
module 206 can be configured to report installation failure if 
it was the calling mechanism for the setup.exe file. 
I0086) Next, in step 504, autoplay module 206, or the setup. 
exe program, can call installation module 208. In one 
example implementation, installation module 208, after it has 
been called in step 504, begins, in step 506, by checking the 
registry of terminal 302 to determine if there are any current 
installations of client software 222. As explained above, this 
can comprise checking to see if any current installations share 
the same serial number as that associated with token 106. This 
step can also comprise checking component versions, to 
ensure that the component versions associated with token 106 
match the versions of any current installations. 
I0087 Thus, in one implementation, there can be two 
results in step 506: installation module 208 can determine that 
client software 222 is installed and that the serial number, 
versions, etc. are the same, or that client Software 222 is not 
installed, or is installed but the serial numbers, versions, etc. 
do not match. If the later is true, then installation module 208 
can be configured to register the DLLs and install client 
software modules 206-218 included with token 106. Regis 
tering the DLLs can comprise forming a registry link 
between the name and CLS-ID of a DLL and the physical path 
to the DLL. In a Microsoft windows based operating system, 
for example, installation module 208 can be configured to call 
regsrv32, which can then perform the DLL registration. 
I0088. Installation module 208 can be configured to then 
make a registry entry on terminal 302, using a serial number 
associated with token 106. For security, the serial number can 
be encrypted. 
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0089. Thus, the installation can result in a successful reg 
istration or an error. If installation results in an error, instal 
lation function 208 can be configured to prompt the user to 
retry or cancel the operation. If the user wants to retry, then the 
installation procedure can be repeated. If the user decides to 
cancel, then the process can, for example, jump to step 536, 
which is described in detail below. If on the other hand, the 
installation was successful, then installation module 208 can 
be configured to determine if token 106 has been enrolled 
with issuer authority 306 in step 508. 
0090. In one example embodiment, if token 106 is already 
enrolled, then a value can be set in the registry of terminal 302 
indicating that such is the case. For example, the value can be 
generated based on a scrambled version of the serial number 
associated with token 106. In certain implementations, the 
user can indicate that he does not wish to be asked to enroll. 
If the user has so indicated, then the value stored in the 
registry can, for example, indicate that Such is the case. Thus, 
in step 508, depending on the implementation, installation 
module 208 can determine, e.g., based on a registry value, that 
token 106 is enrolled, that it is not enrolled, or that the user 
does not wish to enroll their token 106. 
0091. If installation module 208 determines that token 106 

is enrolled, then the process can jump to step 534, which is 
explained in detail below. If the user does not wish to enroll, 
then the process can jump to step 536. If, on the other hand, 
installation module 208 determines that token 106 is not 
enrolled, then installation module 208 can be configured to 
prompt the user to enroll their token 106. 
0092. If the user chooses to enroll their token 106, then 
installation module 208 can be configured to call enrollment 
module 210, in step 510, at which point, enrollment module 
210 takes over. In one specific implementation, enrollment 
module 210 prompts the user to enter their identifying infor 
mation, e.g., banking details, in step 512. So that an account 
can be linked to token 106 and the user. In step 514, the user 
can enter their identifying information and enrollment mod 
ule 210 can be configured to ensure that the identifying infor 
mation provided is in the correct format. The format can, for 
example, be issuer specific. If enrollment module 210 deter 
mines that the details are not in the correct format, then the 
user can be prompted to re-enter them. 
0093. The user can cancel the process either when initially 
prompted to enter their identifying information or if they are 
prompted to re-enterit. In which case, the process can jump to 
step 536. 
0094. As explained in more detail below, a session key, 
such as a 192-bit Triple-DES session key, can be generated at 
this point. The session key can then be used for encryption in 
the following steps. 
0095 Next, the user can be asked to create a personal 
identifier that will be associated with their account and token 
106, and that will be used later on to authenticate online 
transactions using token 106. In this example, the personal 
identifier is a PIN; however, it will be understood that the 
personal identifier can take a variety of forms. In step 516, 
enrollment module 210 creates a PIN entry screen that is 
displayed to the user. 
0096. The PIN entry screen can be used by the user to 
construct their PIN in step 520. An example PIN entry screen 
600 configured to allow the user to generate a graphical PIN 
is illustrated in FIG. 6. PIN entry screen 600 comprises a field 
of dots 602 that the user can “click” on to construct a graphi 
cal PIN. For example, once PIN entry screen 600 is displayed, 
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the user can be prompted to click on the dots to generate a 
pattern. In the example of FIG. 6, the user has created a 
pattern consisting of squares 604 and 606. 
0097. Each dot in field 602 can be mapped to a co-ordinate 
value as illustrated by table 700 in FIG.7. Thus, the pattern of 
FIG. 6 maps to the following co-ordinates: (1,1)(2,1)(2.2)(1, 
2)(4.4)(5.4)(5.5)(4,5). With every click, the co-ordinates can 
be mapped and encrypted with the session key mentioned 
above. 
0098. Once the user has generated a graphical PIN, he can 
attempt to Submit it by, for example, clicking on the Submit 
button 608. Enrollment module 210 can be configured to then 
validated the PIN based oncertain criteria, such as length. The 
criteria can, for example, be based on criteria promulgated by 
the issuer of token 106. If validation fails, the user can retry 
the operation. Alternatively, the user can, for example, click 
on cancel button 610 to end the process. If cancel button 610 
is clicked, then the process can jump to step 536. In which 
case, terminal 302 memory can be cleared of all account 
information previously entered. 
0099. It should be noted that the systems and methods 
described herein are not limited to the use of graphical PINS 
or to PINS in general. Thus, other personal identifiers and 
personal identifier creation techniques can also be used. 
0100. If the PIN entered in step 520 is validated, then 
enrollment module 210 can be configured to prepare a 
“enrollment form'. The enrollment form can, for example, 
comprise the PIN co-ordinates, a token serial number, ran 
dom data stored on token 106, and a message key. Commu 
nications module 612 can then be invoked, in step 524, in 
order to transmit the enrollment form to the enrollment 
authority, which can be issuer authority 306. But first, the 
enrollment form information can be encrypted for security. 
Encryption can comprise the following steps: first, all the 
enrollment form information is encrypted with the session 
key. In one implementation, a user account number and an 
account identifier are used to derive a 192-bit Triple-DES 
session key. This can, for example, beachieved by hashing the 
account identifier and the last four digits of the user account 
number into a 64-bit key and using three equal keys for 
Triple-DES encryption. The token serial number, random 
data, message key, and PIN co-ordinates can then be concat 
enated and encrypted with the three equal keys to form a 
cipher. 
0101. In step 526, a network address, in this case a URL, is 
obtained from token 106. The URL can, for example, com 
prise the following format: http://www.Someacs.com/Regis 
terecard. 
asp?AccNum=123456789012345&Info=anmdsail (aliids 
kajdlskajdkSla. As can be seen, two parameters are included 
in the query string of this example URL. The first is the user 
account number and the second is the cipher that was 
described above. Communications module 212 can be con 
figured to use the URL constructed above to establish a con 
nection with issuer authority 306 and then transmit the enroll 
ment information to issuer authority 306, in step 528. If this 
step fails, then the user can be prompted to retry. Alterna 
tively, the process can simply jump to step 536 and exit, or the 
user may decide to end the enrollment process in response to 
the retry prompt, which can again can cause the process to 
jump to step 536. 
0102) If no errors occur during transmission, then issuer 
authority 306 can be configured to take over at this point. A 
connection with issuer authority 306 is established as 
described, so an active (secure) session is assumed to exist. 
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The following steps arean overview of the processing that can 
take place on issuer authority 306, i.e., by the enrollment 
authority. Specific implementation details, however, will 
depend on the enrollment authority and/or on the particular 
issuer authority 306. 
0103 Issuer authority 306 can verify the account number 
and cipher. Assuming the account number and cipher are 
verified, then issuer authority 306 can determine whether the 
user has already enrolled. In one implementation, issuer 
authority 306 can not allow enrollment of a previously 
enrolled user, unless the user's token 106 has been lost or 
disabled. If issuer authority 306 determines that the user is 
already enrolled, and the user's token has not been lost or 
disabled, then issuer authority 306 can simply return a suc 
cessful enrollment message in step 532. 
0104. If, on the other hand, issuer authority 306 deter 
mines that the user is not previously enrolled, then issuer 
authority 306 can be configured to verify the existence of an 
account corresponding to the account number provided in 
step 528. If the account number can be verified, then issuer 
authority 306 can extract the PIN information provided in 
step 528. If the information provide in step 528 is encrypted, 
then issuer authority 306 can derive the same session key as 
used to encrypt the information, e.g. concatenating the last 4 
numbers of the account identifier and the account number. 
Then using the result to produce a 192-bit Triple-DES key 
comprising three equal 64-bit keys. 
0105. Once the session key has been derived, issuer 
authority 306 can attempt to decrypt the cipher. If the cipher 
can be decrypted, the enrollment information can, for 
example, be assumed valid. If the cipher cannot be decrypted, 
the enrollment information can be assumed invalid. Further, 
once the information is decrypted, issuer authority 306 can be 
in possession of the enrollment information, e.g., token serial 
number, random data, message key, and the PIN. 
0106 Issuer authority 306 can be configured to then deter 
mine if the enrollment information comprises the correct 
format. If the format is correct, then issuer authority 306 can 
be configured to store the enrollment information in a user 
profile. Finally, the PIN is linked with the user profile. When 
it is Subsequently received from a terminal, issuer authority 
306 can verify the identity of the user base don the PIN. In one 
implementation, the PIN is encrypted with the session key 
before it is stored in the user profile. 
0107 Next, the results of the enrollment process can be 
communicated to terminal 302. Thus, in step 532, communi 
cations module 212 can receive a response from issuer author 
ity 306. Clearly, the enrollment can either be successful or 
unsuccessful. If enrollment was successful, then the user can 
be notified in step 534. If it was unsuccessful, then the user 
can be prompted to re-enter information or to start over. A 
unsuccessful registration can result for a variety of reasons, 
Such as incorrect information Supplied too issuer authority 
306, a communications failure between terminal 302 and 
issuer authority 306, etc. 
0108. In step 536, execution of installation module 208 
and autoplay module 206 is terminated and, assuming enroll 
ment was successful, the user is ready to use their token 106 
in online transactions. First, however, installation module 208 
can be configured to delete all registration entries made on 
terminal 302 during the enrollment process. This is an added 
security feature. Because the registration entries are deleted, 
there is nothing stored on terminal 302 that can be accessed, 
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e.g., by a “hacker, and used to fraudulently gain access to the 
user's account or account information. 

0109 An example authentication process will now be 
described. Preferably, authentication should provide verifica 
tion of more than one factor So that strong multi-factor 
authentication is achieved. Thus, authentication preferably 
verifies that token 106 is present and that the user is who the 
user is supposed to be, i.e., the user to whom token 106 was 
issued. The latterfactor can be achieved via a static password, 
as explained above, or using, for example, a certificate stored 
ontoken 106. The use of certificates for identification/authen 
tication is well known and will not be discussed here. But as 
mentioned, these techniques do not necessarily offer the 
strong authentication required to reduce fraud. Thus, it is 
preferable ifa personal identifier generated during enrollment 
and linked with the user's user profile, as described above, is 
used for authentication. 

0110 FIG. 8 is a flow chart illustrating an example authen 
tication process according to one embodiment of the system 
and methods described herein. The process begins in step 802 
when an authentication authority receives a request to authen 
ticate an electronic transaction. For purposes of illustration, it 
will be assumed that the electronic transaction is an online 
transaction occurring in System 300. Thus, issuer authority 
306 can act as the authentication authority and the authenti 
cation request can originate with merchant server 304. 
0111. Once issuer authority 306 receives the authentica 
tion request in step 802, it can send an authentication message 
to terminal 302 in step 804. The purpose of the authentication 
message is to illicit from terminal 302 information that can be 
used to authenticate the transaction. The information should 
allow issuer authority 306 to verify the presence of token 106 
and the identity of the user. Thus, in step 806, terminal 302 
can prompt the user to interface their token 106 with terminal 
302. Once token 106 is interfaced with terminal 302, terminal 
302 can extract information from token 106 that can be used 
to verify the presence of token 106. For example, certain 
unique information can be stored on token 106 that once 
validated by issuer authority 306 will verify that token 106 
was present and interfaced with terminal 302. 
0112. In addition, the user should supply some form of 
personal identifier, such as a PIN, that has been linked with 
information stored on or interfaced with issuer authority 306 
and that will allow issuer authority 306 to verify the identity 
of the user. Thus, in step 810, the user is prompted to supply 
the personal identifier. 
0113. The unique information and the personal identifier 
can then be sent to issuer authority 306; however, from a 
security standpoint, it is preferable if the information is 
encrypted before it is sent to issuer authority 306. Any con 
ventional encryption technique or combination oftechniques 
can be used for encryption, but in the embodiment of FIG. 8, 
a transactional unique session key is generated in step 812 and 
used to encrypt the information in step 814. 
0114. The term transactional unique means that a different 
session key is generated for every transaction entered into in 
system 300. Security can be enhanced by using a transac 
tional unique session key to encrypt the information, because 
the transactionally unique session key is not stored anywhere 
that it can be accessed by the wrong party and then used to 
intercept and decode the authentication information. Genera 
tion of the session key and example encryption techniques are 
discussed more fully below. 
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0115 The encrypted information is then sent to issuer 
authority 306 in step 816. Issuer authority can then decrypt 
the received information, using the session key, in Step 818. 
Once the information is decrypted, it is validated in step 820 
to verify that token 106 is present and that the user is who they 
say they are. If the verification is successful, then issuer 
authority 306 can authorize the transaction in step 822. 
0116 FIGS. 9A and 9B comprise a flow chart illustrating 
a specific implementation of secured multi-factor authentica 
tion in accordance with an example embodiment of the sys 
tems and methods described herein. The authentication pro 
cess can be triggered when the authentication authority 306 
receives a request message. This request messages preferably 
includes transaction information from the merchant. The 
authentication authority 306 then generates constructs a 
request message to Solicit a cryptogram, i.e., a pre-deter 
mined encrypted combination of pieces of information, from 
the user terminal. The generation of this request message in 
this embodiment is described in steps 902-914. This request 
message is preferably transmitted over a secure communica 
tion channel, while this transmission can, for example, take 
place over the Internet, a WAN, or a LAN using a secure 
sockets layer (SSL), or over a Wireless LAN using Wired 
Equivalent Privacy (WEP), this embodiment adds protection 
by using encryption as described in steps 922-932. The user 
terminal upon receiving a valid request constructs a crypto 
gram which can be used to validate a plurality of factors, 
which is described for this embodiment in steps 942-956. The 
cryptogram is preferably transmitted over a secure commu 
nication channel. Once more, this preferred embodiment adds 
additional encryption, as described in steps 962-970, to what 
can be a channel already protected by SSL. The authenticat 
ing authority 306 verifies the various desired factors at the 
user terminal by validating the cryptogram, described in this 
embodiment in steps 982-992. 
0117. By coordinating the encryption/decryption process 
between the authentication authority 306 and terminal 302, 
secure, multi-factor authentication can be achieved that 
increases the level of authentication and that is easy to imple 
ment with very little overhead. Accordingly, fraud can be 
reduced significantly. 
0118. The example process of FIGS. 9A and 9B begins in 
step 902 with the authentication authority 306 receiving an 
authentication request. Authentication authority 306 can be 
configured to then extract, in step 904, certain information 
related to the transaction from the request. For example, in 
one particular implementation, authentication authority 306 
can be configured to extract transaction information Such as a 
purchase amount, the merchant's country code, a transaction 
currency code, and the transaction date. 
0119 Authentication authority 306 can, for example, gen 
erate a one time random, or pseudo random, number in step 
906, which is used to cryptographically strengthen the 
authentication process by making it significantly more diffi 
cult for an eavesdropper to detect patterns in repeated trans 
missions. Authentication authority 306 can further strengthen 
the authentication process by generating a timestamp in step 
908, which can be used to set a time limit on the authentica 
tion process, thereby reducing the exposure to potential 
attack. 
0120 In step 910, authenticating authority 306 can further 
extend trust in its credentials by generating an electronic 
signature. An example of this is to form a hash code by 
concatenating a collection of some or all of transaction infor 
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mation, time stamp, random, or pseudo random, number, and 
applying a cryptographic hash, such as SHA-1 (Secure Hash 
Algorithm) or MD-5 (Message Digest Algorithm). This hash 
code is then encoded by using a public key decoder (using the 
authority's private key), yielding a signature. 
I0121. In step 912, a message key can then be retrieved, for 
example, from a database within the authentication authority 
306. In step 914, authentication authority 306 can then take 
the transaction information, time stamp, random, or pseudo 
random, number, and electronic signature and generate a 
plaintext request message. For example, in one particular 
implementation, the plaintext request message is first gener 
ated by combining, e.g., concatenating, the session informa 
tion. It should be noted that for security purposes it is desir 
able for the session information to be ephemeral, that is 
relevant only for this transaction. 
0.122 The plaintext request message is now ready to be 
transmitted to terminal 302 as a request for cryptogram. The 
plaintext request message is preferably transmitted over a 
secure communication channel. In one embodiment, there 
fore, the communication channel is the Internet, which can be 
secured by using a secure sockets layer (SSL). The process of 
FIGS. 9A and 9B can, however, also allow for further security 
steps. 
0123. By first encrypting the plaintext request message 
using the message key (retrieved in step 912) as illustrated in 
step 922. The plaintext request message can then be encrypted 
using the following algorithm: 

O=E (I) EQ (1) 

0.124 where: 
0.125 k the message key: 
0.126 E. an encryption algorithm, Such as a Triple 
DES algorithm, using the message key, k: 

0127. I=the concatenated information; and 
0128 O—the output. 

I0129 Authenticating authority 306 can now send the 
encrypted plaintext request message over the communication 
channel, as shown in step 924. In step 926, terminal 302 
receives the encrypted plaintext request message. In order to 
decrypt the received message, a message key needs to be 
retrieved from token 106. Thus, for example, if token 106 is 
not interfaced with terminal 302, a prompt can be displayed to 
the user asking them to interface their token 106. Once token 
106 is interfaced, the message key can be retrieved in step 
930. It is preferable for the message key to reside on a remov 
able medium such as token 106, so that the message key 
resides in terminal 302 only during the transaction process 
thereby limiting its exposure to potential hacker attack. In 
step 932, using the retrieved message key, the received 
request message can be decrypted. 
I0130. It should be recalled from FIG. 8 that reception of 
the request message can act as a triggering action that causes 
terminal 302 to enroll token 106 if it is not already enrolled. 
Additionally, upon receiving the request message, terminal 
302 can proceed to extract the session information in step 
942. 

I0131. In step 944, terminal 302 can, for example, use the 
extracted time stamp to synchronize its own session clock. 
The session clock does not, however, need to be the system 
clock of terminal 302. Rather, it can be a dedicated clock used 
for the purposes of authentication. 
I0132 Preferably, the session information is additionally 
used to validate the integrity of authentication authority 306, 
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e.g., validate the electronic signature, in step 946. This can 
comprise concatenated and cryptographically hashing the 
session information, as described in step 910. The resulting 
digital signature is then encoded with the public key, using a 
public key algorithm Such as the Digital Signature Algorithm. 
Since the hash code was “pre-decoded by the private key, 
encoding it yields the original hash code which can be com 
pared to the one just generated. Since only the owner of the 
private key can decode a message, the validity of the sender, 
i.e., the authentication authority, is proven. 
0133) Next, in step 948, the user can be prompted to input 
a personal identifier, Such as a PIN. In general, the personal 
identifier is some type of password or secret number that is 
associated with the user, but may include additional factors 
such as biometric parameters or a graphical PIN. It can also be 
a response to a cryptographic challenge if one were included 
among the session information, in effect, a digital signature. 
Association of the personal identifier with the user is 
explained with respect to enrollment. 
0134. The cryptogram can beformed by cryptographically 
combining, in step 950, selected information, such as the 
personal identifier described above, unique information 
extracted from token 106, and ephemeral session information 
described above. It should also be noted that the cryptogram 
should include at least one personal identifier to establish the 
presence of the person, and at least one unique element to 
establish the presence of the token. Further, it should be noted 
that both the unique information and the personal identifier 
tend to be persistent, secret, and shared between the user and 
authenticating authority 306. 
0135 Cryptographic module 218 can, for example, be 
configured to generate the combined cryptogram in Such a 
way that it is difficult to synthesize another set of elements to 
yield the same cryptogram, so that it is difficult to retrieve any 
information about the elements, including full or partial 
retrieval of some or all of the constituent elements. Some 
example methods of cryptographic combination that can 
accomplish these goals, include: the concatenation of ele 
ments and encryption with a one-way cipher, i.e., a cipher for 
which encryption is easy, but decryption is not feasible; con 
catenation of elements with the application of a hash function, 
i.e., a function which transforms data into a representation, 
usually a shorter message that, again, is easy to encrypt, but 
hard to decrypt, and that is collision-free, i.e., not feasible to 
find another set of elements with the same representation; 
concatenation of elements with a symmetric cipher, i.e. a 
cipher using the same private key for encryption and decryp 
tion, where select shared elements can be used to generate 
keys; and concatenation of elements, a second hash function, 
and a symmetric cipher, and again the keys can be generated 
from select shared elements. The example embodiment of 
FIGS. 9A and 9B employs the latter. 
0136. In this embodiment, the time stamp, one-time ran 
dom, or pseudo random, number, and personal identifier can 
be used to generate a symmetric session key, in step 952. For 
instance, the PBKDF1 (password based key derivation func 
tion), as described in the Public Key Cryptographic Standards 
#5 (PKCS #5), using the SHA-1 hash function can be used to 
generate three 64bit keys. These three keys form the requisite 
192bit key used in DES-EDE or DES-EEE, two forms of the 
Triple-DES cipher. To clarify, a Triple-DES cipher incorpo 
rates three DES ciphers, each requiring a key; hence, each of 
the 64 bit component keys are used in each of the three 
internal DES ciphers. 
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0.137 In step 954, a hash function can form two strings. 
The first string concatenates select bits, or digits, from the 
PIN, the one-time random, or pseudo random, number, and 
the serial number of token 106, and additional unique infor 
mation stored on token 106. The second string concatenates 
select bits from the one-time random number, the time stamp, 
and other unique information stored on token 106 but not used 
in the first string. These two strings are then combined using 
an exclusive-or (XOR) operation to result in a special format. 
The value of the hash function is that some information is not 
included in case the cryptogram is somehow compromised. In 
step 956, the resultant format data of step 954 is encrypt using 
the session key of step 992. For added security, an added 
timestamp can be generated and appended to the cryptogram. 
0.138 Preferably, the decryption/encryption process of 
steps 942-956 is carried out in memory that is included in 
terminal 302. Another option is to carry out the process on 
token 106, but this increases the token resource requirements, 
because token 106 will need to comprise sufficient memory to 
carry out the process. This can be less desirable, because it 
can, for example, increase the cost and size of token 106. 
0.139 Terminal 302 transmits securely to the authentica 
tion authority 306 in steps 962-970. Thus, in step 962, the 
cryptogram can be encrypted by enciphering the cryptogram 
with the issuers, or authority’s, public key using a public key 
cipher, such as DSA or Rivest-Shamir-Adelman (RSA), 
ensuring that only the authentication authority 306 can deci 
pher the cryptogram. In step 964, the encrypted cryptogram is 
transmitted back to authentication authority 306. Again, this 
can be over the Internet and additionally can employ SSL. In 
step 966, authenticating authority 306 receives the encrypted 
cryptogram. Authentication authority 306 can then decipher 
the encrypted cryptogram with its private key in step 970. 
0140 Authentication authority 306 can be configured to 
then validate the cryptogram. This process can, for example, 
comprise stripping out the timestamp and comparing it to the 
original time stamp and the current time, as shown in step 
982. If too much time has elapsed, the validation process has 
expired and authentication has failed. If time has not lapsed, 
then in step 984, the unique information and personal identi 
fier can be retrieved as well as the session information. 
0.141. Once these elements are retrieved, the cryptogram 
can be verified in a number of ways depending on the method 
of encoding. For example, ifa one-way cipher was employed, 
the same elements used to generate it can be combined and 
enciphered. The result can be compared with the cryptogram. 
0142. The same method described above for validation 
can also be applied for other types cryptographic combina 
tion; however, some types of combinations have additional 
methods of validation. For instance, if a symmetric cipher 
was employed, the cryptogram can be decrypted and the 
elements extracted. Those elements can then be compared to 
the original elements. In the case were a hash function and a 
symmetric cipher is used, the relevant elements can be com 
bined and hashed by the hash appropriate function, while the 
cryptogram is being deciphered. The result of both operations 
are two hash codes, the former derived from the authentica 
tion authority's information and the latter from the crypto 
gram, i.e., terminal 302. 
0143. In embodiment of FIGS. 9A and 9B, the same rel 
evant elements can, in step 986, be mapped into the special 
format described in step 954. The same session keys can then 
be generated as in step 986. The cryptogram can be partially 
decrypted using the session key as shown in step 988. The 
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special format results can be compared in step 990. If they 
equate in step 992, then the authentication is complete and the 
validation is established. If not, the validation failed. The 
result of the authentication can then be propagated to the rest 
of the transaction system. 
0144. A couple of general points should be carefully 
noted. First, using the authentication process described, 
strong two factor authentication is achieved, because the 
authentication authority has verified that the token was 
present, and that the user is who they say they are through use 
of the personal identifier. 
0145 Second, other factors such as a biometric can also be 
verified. For example, if terminal 302 comprises a biometric 
input such as a fingerprint sensor, then biometric information 
can be obtained and included in the cryptogram. Once the 
cryptogram is received, then authentication authority 306 can 
validate the biometric information. For instance, by decrypt 
ing the cryptogram, extracting the biometric information, and 
Verifying it. This, of course, requires authentication authority 
306 to have access to a stored reference of the biometric 
information. Thus, the number of authentication factors can 
be increased depending on the number and types of inputs 
available to terminal 302. 

0146 Third, a high level of security can beachieved due to 
the use of public key-private key technology, random number 
generation, and unique session key generation as described 
above. In fact, several layers of security can be implemented 
in the encryption/decryption process. Accordingly, fraud can 
be reduced to well within manageable levels using the sys 
tems and methods described. 

0147 Some example token embodiments will now be 
described. As explained above, a token 106 can be any type of 
media that can be interfaced with a terminal 102 through a 
standard input device 104. One such common input device is 
the CD drive, or CD R/W drive. Thus, in one embodiment, 
token 106 can be a CD media that can be interfaced with 
terminal 102 through a CD drive. In one specific embodiment, 
token 106 is actually a mini-CD such as mini-CD 1000 illus 
trated in FIG. 10. Mini-CDs are common and, therefore, the 
dimensions and properties will not be described here. One 
aspect, however, of mini-CD 1000 that can vary from imple 
mentation to implementation is the location of hole 1010. 
Hole 1010 allows mini-CD 1000 to be installed in a standard 
CD drive. Often, hole 1010 will be located in the middle of 
mini-CD 1000. It other embodiments and implementations, 
however, hole 1010 can be offset from center. 
0148 Mini-CD 1000 includes CD data on one side that is 
read by a CD drive. The data capacity can be for example 50 
Megbytes (Mb). This is often much more than is needed to 
store the data required for enrollment and authentication as 
described above. The extra data capacity can be used, there 
fore, to store advertising information or to other information 
that can be displayed to the user on their terminal 102. In fact, 
this other information can include links to other network 
addresses or pages. 
0149 From a user point of view, it would be preferable to 
use token 106 for offline as well as online transactions. This 
reduces the number of tokens that a user must carry and keep 
track off. But this also means that token 106 needs to be able 
to fit in conventional credit card readers, for example. Unfor 
tunately, a mini-CD is too thick to fit in conventional card 
readers. If mini-CD 1000 is made thinner, however, then it 
will not be readable by conventional CD drives. 
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0150. In FIG. 11 an alternative embodiment of token 106 
is illustrated that comprises a thin mini-CD 1104 that is 
capable of being read by conventional card readers. Thus, for 
example, thin mini-CD 1104 can be completely compatible 
with the ISO 7811 standard for plastic cards, e.g., credit cards. 
Thin mini-CD 1104 can, therefore, work in ATM machines, 
and conventional credit card readers. 

0151. In the example embodiment of FIG. 11, thin mini 
CD 1104 is 0.78 millimeters (mm) thick. This is too thin, 
however, for thin mini-CD 1104 to be read by conventional 
CD drives. To remedy this, a carrier 1100 can be used to allow 
thin mini-CD 1104 to be read by conventional CD drives. 
Therefore, thin mini-CD 1104 can be placed in a cutout 1102 
within carrier 1100 and then installed in a conventional CD 
drive. The combined thickness of carrier 1102 and thin mini 
CD 1104 is returned to that required by a conventional CD 
drive, i.e., 1.2 mm. 
0152 The location of cutout 1102 can vary depending on 
the embodiment. For example, if hole 1010 included in thin 
mini-CD 1104 is in the center of thin mini-CD 1104; then 
cutout 1102 can be centered within carrier 1102. But, hole 
1010 can be off-center. Therefore, cutout 1102 can be located 
as required. 
0153. In one implementation, hole 1010 in thin mini-CD 
1104 can be off-center to accommodate a smart card chip. In 
other words, thin mini-CD 1104 can be configured to work in 
a smart card reader as well as a CD drive. In order to work 
properly, however, thin mini-CD 1104 must have a smart card 
chip just like a conventional smart card. If hole 1010 is cen 
tered, however, there may not be enough room to accommo 
date a smart card chip on thin mini-CD 1104. Therefore, hole 
1010 can be placed off-center to allow enough room to 
accommodate a Smart card chip. 
0154. In order to workin conventional card readers that are 
configured to read magnetic strips, thin mini-CD needs to 
have a magnetic strip. Thus, the position of hole 1010 can also 
be effected by the location of a magnetic strip included on thin 
mini-CD 1104. 

0.155. Often, in the offline world, a users token or card is 
embossed with an account identifier, for example. The 
embossing is then used in card imprinting devices in certain 
situations. Thin mini-CD 1104, and mini-CD 1000 for that 
matter, cannot, however, be embossed. This is because 
embossing is achieved from the underside of the card or 
token. But in the case of thin mini-CD 1104, the CD readable 
data is on the underside. Therefore, embossing will destroy 
the data or the readability of the data. 
0156 FIG. 1206 illustrates an embodiment of a thin mini 
CD 1206 that comprises multiple laminate layers 1202 and 
1204 so that thin mini-CD 1206 can in fact be embossed. In 
this embodiment, top layer 1202 is embossed as required. 
Layer 1204 includes the CD readable data. The two layers are 
then laminated to form a thin mini-CD 1206 that can be read 
by a conventional CD drive using carrier 1100 for example, as 
well as conventional card readers including Smart card read 
ers if needed, and also includes embossing. In the embodi 
ment of FIG. 12, embossing layer 1202 is 0.5 mm thick and 
CD data layer 1204 is 0.28 mm thick so that combined, they 
are 0.78 mm thick just like thin mini-CD 1104. 
(O157 Clearly, the example token embodiments of FIGS. 
10-12 are by way of example only. Other implementations of 
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the embodiments illustrated in FIGS. 10-12 are possible. 
Other token embodiments are also required for different types 
ofstandard input devices 104. Although, it should be clear, for 
example, that similar token 106 embodiments will work in a 
standard DVD drive as well. 

0158. In general, while certain embodiments of the inven 
tions have been described above, it will be understood that the 
embodiments described are by way of example only. Accord 
ingly, the inventions should not be limited based on the 
described embodiments. Rather, the scope of the inventions 
described herein should only be limited in light of the claims 
that follow when taken in conjunction with the above descrip 
tion and accompanying drawings. 
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What is claimed is: 
1. A method for enrolling a token used in an electronic 

transaction, the method comprising: 
interfacing the token comprising a token identifier with a 

terminal through a standard input device; 
automatically establishing a connection with an enroll 

ment authority; 
automatically checking the enrollment status of the token 

with the enrollment authority: 
when the status check shows that the token is not enrolled, 

then generating a personal identifier, and 
transmitting an enrollment message comprising the per 

sonal identifier to the enrollment authority. 
c c c c c 


