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(57) Abstract: Technologies are generally described for methods and systems effective to generate an alert in a data center. In some
examples, a device may detect an execution ot a virtual machine in the data center. The device may also analyze traffic data at a port
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o dress through the port. The device may also compare the destination address with a data center address of the data center. The device
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MALICIOUS VIRTUAL MACHINE ALERT GENERATOR

BACKGROUND

10001 Unless otherwise mdicated herein, the materials described in this section are not
prior art to the claims in this application and are not admutted to be prior art by mclusion n this
section.

(6602} A data center may include a processor contigured to execute one or more virtual
machines. A virtual machine may be an instantiation of an operating environment, or may be an
emulation of a computing system. The data center may be a provider of resources to perform

computing services for users who purchased resources of the data center.

SUMMARY

[6003] In some examples, methods to generate an alert are generally described. The
methods may include detecting, by a device, an execution of a virtual machine in a data center.
The methods may also include analyzing, by a device, traffic data at a port in the data center.
The traffic data may be associated with a comnmunication from the virtual machine to a
destination address through the port. The methods may also include comparing, by a device, the
destination address with a data center address of the data center. The methods may also include
generating, by a device, the alert based on the comparison.

(66041 In some examples, systems effective to generate an alert in a data center are
generally described. The systems may include a memory, a port, a processor, and a device. The
memory may be configured to store a data center address of the data center. The processor may
be configured to be in communication with the memory and the port. The processor may be
configured to execute a virtual machine i the data center. The device may be configured to be
n communication with the memory, the port, and the processor. The device may also be
configured to detect the execution of a virtual machine. The device may alse be configured to
analyze traffic data at the port. The traffic data may be associated with a communication from
the virtual machine to a destination address through the port. The device may also be configured
to compare the destination address with the data center address. The device may also be

configured to generate the alert based on the comparison.
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[00G5] In some examples, devices effective to generate an alert in a data center are
generally described. The devices may include a memory, a counter, and a processor. The
memory may be configured to store a threshold. The counter may be configured to store a count.
The processor may be configured to be in communication with the memory and the counter The
processor may be configured to receive a data center address of the data center. The processor
may also be configured to detect an execution of a virtual machine in the data center. The
processor may also be configured to analyze traffic data at a port of the data center  The traffic
data may be associated with a communication from the virtual machine to a destination address
through the port. The processor may also be configured to compare the destination address with
the data center address. The processor may also be configured to control the counter to
increment the count based on the comparison of the destination address with the data center
address. The processor may also be configured to compare the count with the threshold. The
processor may also be configured to generate the alert based on the comparison of the count with

the threshold.

[6006] The foregoing summary 1s tHlustrative only and is not intended to be in any way
hmiting. In addition to the iHlustrative aspects, embodiments, and features described above,
further aspects, embodiments, and features will become apparent by reference to the drawings

and the following detatled description.

BRIEF DESCRIPTION OF THE FIGURES

[GGG7] The foregoing and other features of this disclosure will become more fully
apparent from the following description and appended claims, taken in conjunction with the
accompanying drawings. Understanding that these drawings depict only several embodiments in
accordance with the disclosure and are, therefore, not to be considered himiting of 1ts scope, the
disclosure will be described with additional specificity and detaii through use of the
accompanying drawings, in which:
[GG08] Fig. 1 illustrates an example system that can be utilized to implement a malicious
virtual machine alert generator;

Fig. 2 illustrates the example system of Fig. 1 with addutional detail relating to

operations of a malicious virtual machine alert generator;
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Fig. 3 illustrates a flow diagram for an example process to implement a malicious
virtual machine alert generator;

Fig. 4 illustrates an example computer program product that can be utilized to
implement a malicious virtual machine alert generator; and

Fig. 5 1s a block diagram illustrating an example computing device that 1s arranged to
implement a malicious virtual machine alert generator;

all arranged according to at least some embodiments described herein.

DETAILED DESCRIPTION

[6009] In the following detailed description, reference is made to the accompanying
drawings, which form a part hereof In the drawings, similar symbols typically identify sinular
components, unless context dictates otherwise. The illustrative embodiments described 1o the
detailed description, drawings, and claims are not meant to be limiting. Other embodiments may
be utilized, and other changes may be made, without departing from the spirit or scope of the
subject matter presented heremn. It will be readily understood that the aspects of the present
disclosure, as generally described herein, and illustrated i the Figures, can be arranged,
substituted, combined, separated, and designed m a wide vaniety of different configurations, all
of which are explicitly contemplated herem.

LR This disclosure 1s generally drawn, infer alia, to methods, apparatus, systems,
devices, and computer program products related to a malicious virtual machine alert generator.
[6611] Briefly stated, technologies are generally described for methods and systems
effective to generate an alert of a malicious virtual machine in a data center. In some examples,
a device may detect an execution of a virtual machine in 3 data center. The device may also
analyze traffic data at a port that may be in the data center. For example, the device may analyze
packets being transmitted through the port of the data center. The traffic data may be associated
with a communication from the virtual machine to a destination address through the port. For
example, the traffic data may be associated with a packet being transmitted by the virtual
machine to the destination address such as in examples where the virtual machine 13 executing a
malicious attack. The device may also compare the destination address with a data center
address of the data center. This comparison may indicate whether the virtual machine 13

attempting to send a packet outside the data center. In response to a mismatch between the
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destination address and the data center address, the device may determine a count that may be
associated with the mismatch. For example, the count may indicate how many times the virtual
machine attempts to access a destination address that does not match the data center address.
The device may also generate the alert based on the comparison.

[6012] Fig. 1 illustrates an example system 100 that can be utilized to implement a
malicious virtual machine alert generator, arranged in accordance with at least some
embodiments described herein. In an example and as depicted, system 100 may be implemented
with a data center 102 configured to create and/or execute a virtual machine 130. As will be
described m more detatl below, system 100 may be implemented to detect an attack 144, As
depicted, a user 140 may be attempting and/or conducting attack 144 on a domain 150 using a
device 142 and/or a virtual machine 130. Domain 150 may be outside of data center 102, and
may be associated with a website, a content provider, a data center, a network, etc. Attack 144
may include a DoS (Denial-of-Service) attack, a spoofing attack, a phishing attack, etc. A virtual
machine manager 110 of data center 102 may monitor data transmission assoctated with data
center 102, and based on the monitoring, may detect attack 144. An alert generation module 120
of virtual machine manager 110 may generate an alert 160 for domain 150 1n response to
detection of attack 144, Alert 160 may be a notification to warn domain 150 of a potential
malicious data access attempt at domam 150 from virtual machine 130.

[6613] As depicted, data center 102 may be a provider of resources 108 (including
resources 108a, 108b), such as processors, memory modules, graphics processors, etc., to
perform computing services, such as, for example, a service 134, Service 134 may include data
storage, data processing, execution of application programs, etc. Data center 102 may include a
processor 104, a memory 106, resources 108, and/or a virtual machine manager 110. Processor
104, memory 106, resources 108, and/or virtual machine manager 110 may be configured to be
in communication with each other. Processor 104 may be configured to execute one or more
virtual machines, such as, for example, virtual machine 130, to perform service 134, Virtual
machine 130 may be an mstantiation of an operating environment, or may be an emulation of a
computing system. In some examples, an tmage of virtual machine 130 may be stored m
memory 106, Memory 106 may be further configured to store a set of data center addresses 128,
Data center addresses 128 may include one or more addresses associated with components of

data center 102, such as resources 108. Each address m data center addresses 128 may include a
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common address portion such as a prefix. For example, an address for resource 108a may be
"1.23.45.61" and an address for resource 108b may be "1.23.56.49" where "1.23.0.0/16" may be
a common address portion or prefix. In some examples, data center addresses 128 may be
effective to indicate one or more common address portions of addresses of components of data
center 102.

(0614} In some examples, virtual machine manager 110 may be a part of processor 104,
In some examples, virtual machine manager 110 may be hardware or may be a combination of
hardware and mstructions executable on the hardware. Virtual machine manager 110 may be
effective to control creation and/or operation of one or more virtual machines, such as, for
example, virtual machine 130. In some examples, virtual machine manager 110 may create
and/or control operation of virtual machine 130 through communication with processor 104
Virtual machine manager 110 may include an alert generation module 120 and a switch 122, In
some examples, alert generation module 120 may be a device, and/or may be an integrated
circutt such as, for example, microprocessor, SoC (System-on-a-Chip), ASIC {Application
Spectfic Integrated Circuit}, FPGA (Field-Programmable Gate Array), etc. Alert generation
module 120 may be configured to generate alert 160 (further described below). Switch 122 may
be a module of virtual machine manager 110 and may include one or more ports 126 (including
ports 126a, 126b). Switch 122 may be configured to facilitate transmission of data among virtual
machines being executed by data center 102, resources 108, and domains outside of data center
102, such as domain 150, through ports 126.

[0615] In an example, user 140 may perform attack 144 on domain 150 by requesting
data center 102 to perform service 134, User 140 may use a device 142 to send a request 146 1o
data center 102. Request 146 may be a request to perform service 134, such as an execution of
an application program 118, which may be stored in memory 106 of data center 102, Request
146 may include an indication of service 134 and/or instructions to perform service 134, In the
example, request 146 may further include attack instruction 148, where attack instruction 148
may include data and/or mstructions associated with attack 144, Attack mstruction 148 may
further include an mdication of a destination address 152, where destination address 152 may be
an address of domain 150, Processor 104, or a receiver (such as a gateway) of data center 102,
may receive request 146, and 1n response, may nstruct virtual machme manager 110 to create or

execute virtual machine 130
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[6016] Virtual machine manager 110 may create virtual machine 130 based on service
134, Virtual machine manager 110 may allocate one or more resources 108 in order to create or
execute virtual machine 130. For example, execution of application program 118 may require a
particular amount of memory and a particular amount processing speed. Virtual machine
manager 110 may identify one or more resources 108 that may fulfill the requirements to execute
application program 118, Virtual machine manager 110 may allocate the identified resources
108 i order to create virtual machine 130. In response to the creation of virtual machine 130,
virtual machine manager 110 may bind virtual machine 130 to a port among ports 126, In the
example, virtual machine manager 110 may bind virtual machine 130 to port 126b. Virtual
maching manager 110 may generate binding data 124 that may effective to indicate the binding
between port 126b and virtual machine 130. Binding data 124 may include an identification of
virtual machine 130 {e.g., YM130 as depicted), and may include an identification of port 126b
{e.g., P126b as depicted). Virtual machine manager 110 may send binding data 124 to processor
104. Processor 104 may update a database 114 based on binding data 124, where database 114
may be effective to store one or more pieces of binding data 124 in order to indicate bindings
between ports 126 and virtual machines within data center 102.

(60171 As will be described 1in more detail below, processor 104 may execute virtual
machine 130, Virtual machine manager 110 may detect execution of virtual machine 130 and in
response, may analyze traffic data 132 at port 126b, which may be bound to virtual machine 130,
Traffic data 132 may be data being transmitted from virtual machine 130 to one or more
destination addresses, such as destination address 152, through port 126b. Virtual machine
manager 110 may compare destination address 152 with data center address 128. Virtual
machine manager 110 may determine whether destination address 152 matches with data center
address 128, A match between destination address 152 and one of data center addresses 128
may indicate that virtual machine 130 15 atterapting to access a component within data center 102,
where the component may be indicated by request 146 from device 142, A mismatch between
destination address 152 and data center addresses 128 (no matches between destination address
152 and any of data center addresses 128} may indicate that virtual machine 130 18 attempting to
access an entity outside of data center 102, The mismatch may ndicate that virtual machine 130
may be accessing an entity not requested in request 146, or may indicate that request 146

includes malicious instructions, such as attack mstruction 148 that 15 associated with attack 144.
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In response to a mismatch between destination address 152 and data center addresses 128, virtual
machine manager 110 may instruct alert generation module 120 to generate alert 160, and may
send, or may instruct processor 104 to send, alert 160 to domain 150.

[6018] Fig. 2 illustrates system 100 of Fig. 1 with additional detail relating to a malicious
virtual machine alert generator, arranged in accordance with at least some embodiments
described herein. Fig. 2 is substantially similar to system 100 of Fig. 1, with additional details.
Those components in Fig. 2 that are labeled identically to components of Fig. 1 will not be
described again for the purposes of clarity.

[6619] In an example and as depicted, alert generation module 120 may include a counter
220, where counter 220 may be configured to store a count 222. In some examples, count 222
may be effective to indicate a number of destination addresses that do not match any data center
addresses 128. As will be discussed in more detail below, alert generation module 120 may be
further configured to increment count 222 in response to a mismatch between destination address
152 and data center address 128, Alert generation module 120 may be further configured to
compare count 222 with a threshold 210, which may be stored in memory 106, In some
examples, threshold 210 may be a number effective to indicate a limit on a number of allowed
mismatches between destination addresses and any of the data center addresses 128. In response
to a determination that count 222 s greater than threshold 210, alert generation module 120 may
generate alert 160.

[6028] In the example, processor 104 may execute virtual machine 130 to perform
service 134, which may include execution of application program 118, Virtual machine 130 may
communicate with components of data center 102, such as resources 108, through port 126b
during execution of application program 118, Virtual machine manager 110 may detect
execution of virtual machime 130 and i response, may monitor data being transmitted from
virtual machine 130, such as by analyzing traffic data 132, In some examples, traffic data 132
may be generated by switch 122, Traffic data 132 may be effective 1o indicate destination
addresses of packets being transmitted from virtual machine 130, In the example, during
execution of application program 118, virtual machine 130 may transmit a packet 230 to a
destination 232 and a packet 234 to destination address 152, Packet 234 may be associated with

attack 144, and may be generated by virtual machine 130 based on attack instruction 148,
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(6021} Data center address 128 may be an address associated with resources 108 or data
center 102. For example, data center address 128 may be associated with resource 108a, which
may be a memory module. In some examples, data center address 128 may be at least a part of
an [P address prefix associated with data center 102, Virtual machine manager 110 may analyze
destination addresses 232, 152 associated with packets 230, 234, respectively. Virtual machine
manager 110 may compare destination addresses 232, 152 with data center address 128 that may
be stored i memory 106. In an example, data center address 128 may include a prefix
"1.23.0.0/16", destination address 232 may be "1.23.45 61" and destination address 152 may be
"1.26.99 81" Virtual machine manager 110 may determine that destination address 232 may be
same as data center address 128 or may include the prefix "1.23.0.6/16", and m response, may
determine that destination address 232 matches with data center address 128, Simularly, virtual
machine manager 110 may determine that destination address 152 may be different from data
center address 128, or may not include the prefix "1.23.0.0/16", and in response, may determine
that destination address 152 does not match with data center address 128, In response to the
mismatch between destination address 152 and data center address 128, virtual machine manager
110 may command alert generation module 120 to generate alert 160.

(40221 In another example, data center address 128 may be "1.23.45.61", destination
address 232 may be "1.23.46.73" and destination address 152 may be "1.26.99.81". Virtual
machine manager 110 may determine that destination address 232 may be different from data
center address 128, and may determine that destination address 232 includes a same prefix as
data center address 128, Virtual machine manager 110 may deternune that destination address
232 matches with data center address 128 based on the common prefix. Virtual machine
manager 110 may determine that destination address 152 may be different from data center
address 128, and that destination address 152 mcludes a prefix different from the prefix of data
center address 128, Virtual machine manager 110 may determine a mismatch between
destination address 152 and data center address 128 based on the difference and/or based on the
different prefixes. In response to the mismatch between destination address 152 and data center
address 128, virtual machine manager 110 may command alert generation module 120 to
generate alert 160,

(6623} Alert generation module 120, in response to commands from virtual machine

manager 110, may generate a signal 215 where signal 215 may be a pulse effective to activate
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counter 220, Alert generation module 120 may send signal 215 to counter 220 to activate
counter 220 m order to increment count 222, Alert generation module 120, in response to an
mcrement of count 222, may compare the incremented count 222 with threshold 210 that may be
stored in memory 106, Alert generation module 120 may be further configured to reset counter
220, 1n order to reset count 222, based on operations of virtual machine manager 110. For
example, virtual machine manager 110 may unbind virtual machine 130 from port 126b and bind
virtual machine 130 to port 126a. Virtual machine manager 110 may notify alert generation
module 120 of the change in binding of virtual machine 130, and alert generation module 120
may reset counter 220, which may reset count 222 to zero, in response to the notification.

10024 In an example, threshold 210 may be a number such as an integer, or a decimal
number, etc. For example, threshold 210 may be "100", which may indicate a limit of 100
allowed mismatches between destination addresses of packets requested, or transmitted, by
virtual machine 130 and data center addresses 128. In the example, in response to a mismatch,
alert generation module 120 may increment count 222 by one, such as from a count of "99" t0 a
count of "100". A count of "100" may indicate that virtual machine 130 has attempted to
communicate with one or more destination addresses that mismatches with data center address
128 for one hundred times. Alert generation module 120 may compare count 222 with threshold
210 and based on the comparison, may determine that count 222 has reached, or matches,
threshold 210.

[8025] In some examples, memory 106 may further store a link rate threshold 212, where
link rate threshold 212 may be a value effective to indicate a link rate hinut in which virtual
machine 130 may transmit packets. Count 222 may be effective to indicate a number of times
virtual machine 130 attempts to transmit packets at a link rate that may be mconsistent, such as
being greater than link rate threshold 212, For example, a link rate of port 126b may be
configured to be "10 gigabytes”, a hink rate of resources 108 may be configured to be "1
gigabyte", and domain 150 may be associated with a link rate of 5 gigabytes”. Threshold 210
may be "100", which may indicate a need to generate alert 160 when more than one hundred
packet transmission attempts by virtual machine 130 includes a link rate greater than link rate
threshold 212, Link rate threshold 212 may be "0.1", which may indicate a limnit in which virtual
machine 130 may transmit packets is 10 percent, or 0.1 of "10 gigabytes" (link rate of a port

bound to virtual machine 130 — e g, port 126b}, which s "1 gigabyte” In the example, traffic
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data 132 may indicate that packet 234 may be sent to destination address 152 at a link rate of 'S
gigabytes", and packet 232 may be sent to destination address 232 at a link rate of "I gigabyte"
Alert generation module 120 may send signal 215 to counter 220 to increment count 222 in
response to the link rate of packet 234 being greater than link rate threshold 212 of "1 gigabyte”.
[6026] In another example, traffic data 132 may include first traffic data of port 126a and
second traffic data of port 126b when virtnal maching 130 15 configured to perform
communications through ports 126a, 126b. Counter 220 may include a first counter module
assigned to port 126a and configured to store a first count, and may include a second counter
module assigned to port 126b and configured to store a second count. Virtual machine manager
110 may monitor traffic data 132 through ports 126a, 126b and may be configured to command
alert generation module 120 to activate first and second counter modules of counter 220, Alert
generation module 120 may be configured to generate alert 160 based on a comparison of'a sum
of the first and second counts with threshold 210,

(6627} In response to count 222 reaching, or matching threshold 210, alert generation
module 120 may analyze database 114, which may be stored in memory 100, in order to identify
binding data 124, Alert generation module 120 may search for an indication, such as the
identification "P126b", of port 126b in database 124, In response to finding the indication of
port 126b, alert generation module 120 may tdentify binding data 124, which may include an
indication, such as the identification "VM130", of virtual machine 130, Alert generation module
120 may generate alert 160 to include the identification "VM130" of virtual machine 130, Alert
160 may be, or may include, an ICMP (Interet Control Message Protocol) message, where a
field of the ICMP message may mclude destination address 152, and a payload of the ICMP
message may mnclude the identification of virtual machine 130, Alert generation module 120
may be configured to digitally sign alert 160, such as by PKI {Public Key Infrastructure)} or RSA
technology, and may send alert 160 to destination address 152, In some examples, alert
generation module 120 may send alert 160 to an entity such as a cybersecurity service provider,
or a security domain associated with data center 102, In some examples, domain 150 may
respond to alert 160 by sending an nstruction 240 to data center 102, Instruction 240 may be an
mstruction to request data center 102 to restrict execution of virtual machine 130, such as to stop
the execution of virtual machine 130, or to prevent virtual machine 130 from communicating

with domain 150. Processor 104 may recetve mstruction 240 and 1 response, may restrict

10
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execution of virtual machine 130 or may command virtual machine manger 110 to restrict
execution of virtual machine 130.

[G628] Among other possible benefits, a system in accordance with the disclosure may
benefit data centers and domain owners such as a website owner Data centers may benefit from
a system in accordance with the disclosure by offering additional security to protect users who
requested services to be performed by the data centers. Data centers may market their services
based on the additional security feature related to the system in accordance with the disclosure.
Users who requested services to be performed by data centers may be protected by a system in
accordance with the disclosure since the users may have an option to request the data center to
restrict suspicious virtual machines. The users may also be provided with a security feature to
trace an attack, such as by tracing back to a virtual machine that may not have a public IP
address, instead of merely being able to trace back to a gateway of the data center during tracing
of an attack. By tracking back to a virtual machine, the virtual machine which sent suspicious
packets may be identified and the data center may restrict the identified virtual machine.

[6029] Fig. 3 illustrates a flow diagram for an example process for implementing a
malicious virtual machine alert generator, arranged 1n accordance with at least some
embodiments presented herein. The process in Fig. 3 could be implemented using, for example,
system 100 discussed above. An example process may include one or more operations, actions,
or functions as illustrated by one or more of blocks 82, 84, 86, and/or S8, Although illustrated as
discrete blocks, various blocks may be divided into additional blocks, combined into fewer
blocks, or eliminated, depending on the desired implementation.

[6036] Processing may begin at block S2, "Detect an execution of a virtual machine ina
data center”. At block 82, a device may detect an execution of a virtual machine 10 a data center.
[G631] Processing may continue from block S2 to block 84, "Analyze traffic data at a
port in the data center”. At block 84, the device may analyze traffic data at a port in the data
center. The traffic data may be associated with a communication from the virtual machine to a
destination address through the port.

[G632] Processing may continue from block $4 to block 56, "Compare the destination
address with a data center address of the data center”™ At block 86, the device may compare the

destination address with a data center address of the data center. In response to a mismatch
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between the destination address and the data center address, the device may determine a count
associated with the mismatch. The device may further compare the count with a threshold.
[GG33] Processing may continue from block 86 to block 58, "Generate the alert based on
the comparison”. At block S8, the device may generate the alert based on the comparison. In
some examples, the device may generate the alert based on the comparison of the count with the
threshold. Generation of the alert may include identifving binding data associated with the
virtual machine. The binding data may be effective to mdicate a binding between the virtual
machine and the port. The binding data may include an wdentification of the virtual machine.
The device may generate the alert to include the identification of the virtual machine. The
device may further sign the alert and may send the alert to the destination address. The device
may receive an instruction from the destination address, where the instruction may be an
mstruction to restrict the execution of the virtual machine. In some exampiles, the alert may be
an ICMP (Internet Control Message Protocol) message.

[6034] Fig. 4 illustrates an example computer program product 400 that can be utilized to
implement a malicious virtual machine alert generator, arranged in accordance with at least some
embodiments described heremn. Program product 400 may include a signal bearing medium 402,
Signal bearing medium 402 may include one or more instructions 404 that, when executed by,
for example, a processor, may provide the functionality described above with respect to Figs. 1-3.
Thus, for example, referring to system 100, processor 104 may undertake one or more of the
blocks shown in Fig. 3 in response to instructions 404 conveyed to the system 100 by medium
402,

[G035] In some implementations, signal bearing medium 402 may encompass a
computer-readable medium 406, such as, but not himuted to, a hard disk drive, a Compact Disc
{CD), a Dagital Video Disc (DVD), a digital tape, memory, etc. In some iroplementations, signal
bearing medium 402 may encompass a recordable medium 408, such as, but not imited to,
memory, read/write (R/W) CDs, R/W DVDs, etc. In some implementations, signal bearing
medium 402 may encompass a communications mediom 410, such as, but not limited to, a
digital and/or an analog communication medium {e.g., a fiber optic cable, a waveguide, a wired
communications link, a wireless communication hink, etc.}. Thus, for example, program product
400 may be conveyed to one or more modules of the system 100 by an RF signal bearing

medum 402, where the signal bearmg medium 402 1s conveved by a wireless communications
9 pat] L] R
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medium 410 {e.g., a wireless communications medium conforming with the IEEE 80211
standard).

[6436] Fig. 515 a block diagram illustrating an example computing device 500 that s
arranged to implement a malicious virtual machine alert generator, arranged in accordance with
at least some embodiments described herem. In a very basic configuration 302, computing
device 500 typically includes one or more processors 504 and a system memory 506, A memory
bus 508 may be used for communicating between processor 504 and system memory 506,
(66371 Depending on the desired configuration, processor 504 may be of any type
mcluding but not limited to a microprocessor (P}, a microcontroller (uC), a digital signal
processor (BSP), or any combination thereof. Processor 504 may mclude one more levels of
caching, such as a level one cache 510 and a level two cache 512, a processor core 514, and
registers 316. An example processor core 514 may include an anithmetic logic unit (ALU), a
floating point unit (FPU}, a digital signal processing core (DSP Core), or any combination
thereof An example memory controller 518 may also be used with processor 504, or in some
implementations memory controller 518 may be an internal part of processor 504,

[6038] Depending on the desired configuration, system memory 506 may be of any type

ROM, flash memory, etc.} or any combination thereof System memory 506 may include an
operating system 520, one or more applications 522, and program data 524. Application 522
may include an alert generation algorithm 526 that 1s arranged to perform the functions as
described heremn including those described with respect to system 100 of Figs. 1-3. Program data
524 may include alert generation data 528 that may be useful for implementation of a malicious
virtual machine alert generator as is described herein. In some embodiments, application 522
may be arranged to operate with program data 524 on operating system 520 such that
mplementations of a malicious virtual machine alert generator may be provided. This described
basic configuration 502 is illustrated in Fig. 5 by those components within the inner dashed line.
[6639] Computing device 500 may have additional features or functionality, and
additional mterfaces to facilitate communications between basic configuration 502 and any
required devices and mterfaces. For example, a bus/interface controller 530 may be used to
facilitate cornmunications between basic configuration 502 and one or more data storage devices

532 via a storage mterface bus 534, Data storage devices 532 may be removable storage devices
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536, non-removable storage devices 538, or a combination thereof Examples of removable
storage and non-removable storage devices include magnetic disk devices such as flexible disk
drives and hard-disk drives (HDDs), optical disk drives such as compact disc {CD) drives or
digital versatile disc (DVD) drives, solid state drives (85Ds), and tape drives to name a few.
Example computer storage media may include volatile and nonvolatile, removable and non-
removable media implemented in any method or technology for storage of information, such as
computer readable mstructions, data structures, program modules, or other data.

[6040] System memory S06, removable storage devices 536 and non-removable storage
devices 538 are examples of computer storage media. Computer storage media includes, but is
not limited to, RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM,
digital versatile discs (DVDs) or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or any other medium which may be
used to store the desired information and which may be accessed by computing device 500, Any
such computer storage media may be part of computing device 500.

[6041] Computing device 500 may also include an interface bus 540 for facilitating
communication from various interface devices (e.g., output devices 542, peripheral interfaces
544, and connunication devices 546) to bastic configuration 502 via bus/mnterface controller 530.
Example output devices 542 include a graphics processing unit 548 and an audio processing unit
550, which may be configured to communicate to various external devices such as a display or
speakers via one or more A/V ports 552 Example peripheral interfaces 544 include a serial
interface controller 554 or a paraliel interface controller 556, which may be configured to
communicate with external devices such as mput devices (e.g., keyboard, mouse, pen, voice
input device, touch 1nput device, etc.) or other peripheral devices (e.g., printer, scanner, etc.) via
one or more /O ports 558, An example communication device 546 mcludes a network
controller 560, which may be arranged to facilitate communications with one or more other
computing devices 562 over a network communication hink via one or more communication
ports 364,

[6442] The network communication link may be one example of a communication media.
Communtcation media may typically be embodied by computer readable instructions, data
structures, program modules, or other data in a modulated data signal, such as a carner wave or

other transport mechanism, and may inclode any information delivery media. A “modulated data
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signal” may be a signal that has one or more of its characteristics set or changed i such a
manner as to encode mformation in the signal. By way of example, and not limitation,
commumication media may include wired media such as a wired network or direct-wired
connection, and wireless media such as acoustic, radio frequency (RF), microwave, infrared (IR)
and other wireless media. The term computer readable media as used herein may include both
storage media and communication media.

[6043] Computing device 500 may be implemented as a portion of a small-form factor
portable {or mobile} electronic device such as a cell phone, a personal data assistant (PDA), a
personal media player device, a wireless web-watch device, a personal headset device, an
application specific device, or a hybrid device that inclode any of the above functions.
Computing device 500 may also be implemented as a personal computer including both laptop
computer and non-laptop computer configurations.

[6044] The present disclosure is not to be limited in terms of the particular embodiments
described in this application, which are intended as illustrations of various aspects. Many
modifications and variations can be made without departing from its spirit and scope, as will be
apparent to those skilled in the art. Functionally equivalent methods and apparatuses within the
scope of the disclosure, in addition to those enumerated herein, will be apparent to those skilled
in the art from the foregoing descriptions. Such modifications and variations are intended to fall
within the scope of the appended claims. The present disclosure 1s to be limited only by the
terms of the appended claims, along with the full scope of equivalents to which such claims are
entitled. It 1s to be understood that this disclosure is not limited to particular methods, reagents,
compounds compositions or biological systems, which can, of course, vary. It 15 also to be
understood that the ternunology used herem s for the purpose of describing particular
embodiments only, and 1s not intended to be hmiting.

[6645] With respect to the use of substantially any plural and/or singular terms herein,
those having skill in the art can translate from the plural to the singular and/or from the singular
to the plural as 15 appropriate to the context and/or application. The various smgular/plural
permutations may be expressly set forth herem for sake of clanty.

[0046] It will be understood by those within the art that, in general, terms used herein,
and especially in the appended claims (e.g., bodies of the appended claims) are generally

mtended as “open” terms {e.g., the term “including” should be interpreted as “including but not
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limited to,” the term “having” should be interpreted as “having at least,” the term “includes”
should be interpreted as “includes but is not himited to,” etc.}. It will also be understood by those
within the art that 1f a specific number of an introduced claim recitation is intended, such an
intent will be explicitly recited in the claim, and in the absence of such recitation no such intent
is present. For example, as an aid to understanding, the following appended claims may contain
usage of the introductory phrases "at least one” and "one or more” to introduce claim recitations.
However, the use of such phrases should not be construed to timply that the introduction of a
claim recitation by the indefinite articles "a" or "an" limits any particular claim contamning such
introduced claim recitation to embodiments contaming only one such recitation, even when the
same claim includes the introductory phrases "one or more” or "at least one" and indefinite
articles such as "a" or "an" {e.g., “a” and/or “an” should be interpreted to mean “at least one” or
“one or more”); the same holds true for the use of definite articles used to mtroduce claim
recitations. In addition, even if a specific number of an introduced claim recitation is explicitly
recited, those skilled in the art will recognize that such recitation should be mnterpreted to mean at
least the recited number (e.g., the bare recitation of "two recitations,” without other modifiers,
means at least two recitations, or two or more recifations). Furthermore, in those instances where
a convention analogous to “at least one of A, B, and C, etc.” 1s used, 0 general such a
construction is intended in the sense one having skill in the art would understand the convention
{e.g.,“ asystem having at least one of A, B, and C” would mclude but not be limited to systems
that have A alone, B alone, C alone, A and B together, A and C together, B and C together,
and/or A, B, and C together, etc.). In those mstances where a convention analogous to “at least
one of A, B, or C, etc.” 15 used, in general such a construction 1s intended in the sense one having
skill 10 the art would understand the convention {e.g., * a system having at least one of A, B, or C7
would mmclude but not be limited to systems that have A alone, B alone, C alone, A and B
together, A and C together, B and C together, and/or A, B, and C together, etc.}. It will be
further understood by those within the art that virtually any disjunctive word and/or phrase
presenting two or more alternative terms, whether in the description, claims, or drawings, should
be understood to contemplate the possibilities of including one of the terms, etther of the terms,
or both terms. For example, the phrase “A or B” will be understood to include the possibilities

of "A” or“B or“Aand B”
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[6647] In addition, where features or aspects of the disclosure are described in terms of
Markush groups, those skilled in the art will recognize that the disclosure 1s also thereby
described m terms of any individual member or subgroup of members of the Markush group.
[6048] As will be understood by one skilled in the art, for any and all purposes, such as
i terms of providing a written description, all ranges disclosed herein also encompass any and
all possible subranges and combinations of subranges thereof Any listed range can be easily
recognized as sufficiently describing and enabling the same range being broken down into at
least equal halves, thirds, quarters, fifths, tenths, etc. As a non-limiting exarple, each range
discussed herein can be readily broken down into a lower third, middle third and upper third, etc.
As will also be understood by one skilled in the art all languoage such as “up to,” “at least,”
“greater than,” “less than,” and the like mclude the number recited and refer to ranges which can
be subsequently broken down into subranges as discussed above. Finally, as will be understood
by one skilled in the art, a range includes each individual member. Thus, for example, a group
having 1-3 cells refers to groups having 1, 2, or 3 cells. Similarly, a group having 1-5 cells refers
to groups having 1, 2, 3, 4, or S cells, and so forth.

(88491 While various aspects and embodiments have been disclosed herein, other aspects
and emnbodiments will be apparent to those skilled in the art. The various aspects and
embodiments disclosed herein are for purposes of illustration and are not intended to be limiting,

with the true scope and spirit being indicated by the following claims.
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CLAIMS

What is claimed 1s:

I. A method o generate an alert, the method comprising, by a device:

detecting an execution of a virtual machine in a data center;

analyzing traffic data at a port in the data center, wherein the traffic data is associated
with a communication from the virtual machine to a destination address through the port;

coruparing the destination address with a data center address of the data center; and

generating the alert based on the comparison.

2. The moethod of clairn 1, further comprising:
signing, by the device, the alert; and

sending the alert to the destination address.

3. The moethod of clairn 1, further comprising:
receiving an instruction from the destination address to restrict the execution of the
virtual machine: and

restricting the execution of the virtual machine.

4. The method of claim 1, wherein generating the alert includes:

identifying binding data associated with the virtual machine, wherein the binding data is
effective to indicate a binding between the virtual machine and the port, and the binding data
includes an dentification of the virtual machine; and

generating the alert to include the identification.

5. The method of claim 1, wherein when the comparison indicates a mismatch
between the destination address and the data center address, the method further comprises, prior
to generating the alert:

determining a count associated with the mismatch; and

18
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comparing the count with a threshold, wherein generation of the alert is further based on

the comparison of the count with the threshold.

6. The method of claim 5, prior to determining the count, the method further
comprising:
generating a signal in response to the mismatch; and

sending the signal to a counter to increment the count.

/. The method of claim 1, wherein generating the alert is performed in response to a

mismatch between the destination address and the data center address.

8. The method of claim 1, wherein the alert is an ICMP (Internet Control Message

Protocol) message.

9. The method of claim 1, wherein the port is a first port, the traffic data is first
traffic data, the communication is a first communication, the destination address is a first
destination address, the method further comprising:

prior to generating the alert, analyzing second traffic data at a second port in the data
center, wherein the second traffic data is associated with a second communication from the
virtual machine to a second destination address through the second port;

coraparing the second destination address with the data center address of the data center;

determining a first count associated with a first mismatch between the first destination
address and the data center address;

determining a second count associated with a second mismatch between the second
destination address and the data center address;

determining a total count based on a cornbination of the first count and the second count;

comparing the total count with a threshold, wherein generation of the alert is further

based ou the comparison of the total count with the threshold.

10. A systern effective to generate an alert in a data center, the system comprising:

a memory configured to store a data center address of the data center;
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a port;
a processor configured to be in communication with the memory and the port, the
processor being configured to execute a virtual machine in the data center;
a device configured to be in communication with the memory, the port, and the processor,
the device being configured to:
detect the execution of a virtual machine;
analyze traffic data at the port, wherein the traffic data is associated with a
comumunication from the virtual machine to a destination address through the port;
compare the destination address with the data center address; and

generate the alert based on the comparison.

i1, The system of claim 10, wherein the device is further configured to:
sign the alert; and

send the alert to the destination address.

12, The system of claim 10, wherein the device is further configured to:
receive an nstruction from the destination address to restrict the execution of the virtual
machine; and

restrict the execution of the virtual machine.

3. The system of claim 10, wherein the memory is further configured to store
binding data associated with the virtual machine, wherein the binding data is effective to indicate
a binding between the virtual machine and the port, and the binding data includes an
identification of the virtual machine, the device being {further configured to:

identify the binding data; and

generate the alert to include the identification.
i4.  The system of claim 10, further comprising a counter configured to be in

communication with the device, wherein the memory is further configured to store a threshold,

and the device is further configured to:
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generate a signal in response to a mismatch indicated by the comparison between the

destination address and the data center address;

send the signal to the counter to increment a count associated with the mismatch; and

compare the count with the threshold, wherein generation of the alert is further based on

the comparison of the count with the threshold

15.  The system of claim 10, wherein the alert is a ICMP (Internet Control Message

Protocol) message.

I6. A device effective to generate an alert in a data center, the device comprising:
a memory configured to store a threshold;
a counter configured to store a count;
a processor configured to be in communication with the memory and the counter, the
processor being configured to:
receive a data center address of the data center;
detect an execution of a virtual machine in the data center;
analyze traffic data at a port of the data center, wherein the traffic data is
associated with a communication from the virtual machine to a destination address
through the port;
compare the destination address with the data center address;
control the counter to increment the count based on the comparison of the
destination address with the data center address;
compare the count with the threshold; and

generate the alert based on the coraparison of the count with the threshold.
17.  Thedevice of claim 16, wherein the processor is further configured to:
sign the alert; and

send the alert to the destination address.

18.  Thedevice of claim 16, wherein the processor is further configured to:
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receive an instruction from the destination address to restrict the execution of the virtual
machine; and

restrict the execution of the virtual machine.

19.  The device of claim 16, wherein the processor is further configured to:

receive binding data associated with the virtual machine, wherein the binding data is
effective to indicate a binding between the virtual machine and the port, and the binding data
includes an identification of the virtual machine; and

generate the alert to include the identification.

20.  The device of claim 16, wherein the alert is a ICMP {(Internet Control Message

Protocol) message.
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52 e Detect an execution of a virtual machine in a data center
- Analyze traffic data at a port in the data center
S4
A

Compare the destination address with a data center address of the data
e center

|

(Generate the alert based on the comparison
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