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(57) ABSTRACT 

Embodiments of the invention provide methods, devices and 
computer programs arranged to facilitate access to device-to 
device (D2D) communication services in a communication 
network. One embodiment includes an apparatus for use in 
controlling access to a D2D communication service in a com 
munication network, the apparatus including a processing 
system arranged to cause the apparatus to: receive a D2D 
discovery signal including data indicative of said D2D com 
munication service; determine averification state for the D2D 
communication service as one of a first verification state and 
a second, different, Verification state, on the basis of said 
received D2D discovery signal, the first verification state 
being one in which said D2D communication service can be 
verified by the apparatus; and in the event that said D2D 
communication service is determined to be in the second 
verification state, transmit data indicative of said D2D com 
munication service for Verification by the communication 
network. 
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WIRELESS COMMUNICATION SYSTEMS 
AND METHODS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This is a continuation application which claims the 
benefit of priority under 35 U.S.C. S 120 of U.S. application 
Ser. No. 13/330,966, filed Dec. 20, 2011, which claims the 
benefit of priority of UK Patent Application 1121764.3, filed 
on Dec. 19, 2011, each of which is hereby incorporated by 
reference in its entirety. 

TECHNICAL FIELD 

0002 The present invention relates to methods and appa 
ratus for facilitating access to a device-to-device communi 
cation service. More particularly, embodiments relate to a 
mechanism for use in requesting access to a device-to-device 
communication service. 

BACKGROUND 

0003. The following meanings for the abbreviations used 
in this specification apply: 

CN core network 
D2D device-to-device 
eNB enhanced node B 
eNodeB enhanced node B 
EPC evolved packet core 
EPS evolved packet system 
EUTRAN Evolved Universal Terrestrial Radio Access Network 
D identification 
LTE Long Term Evolution 
LTE-A LTE Advanced 
MAC medium access control 
MME mobility management entity 
PLMN public land mobile network 
RB radio bearer 
RRC radio resource control 
S-GW Service gateway 
SIB system information block 
SRB signalling radio bearer 
UE user equipment 
UL uplink 

0004. In the last few years, an increasing extension of 
communication networks, e.g. of wire based communication 
networks, such as the Integrated Services Digital Network 
(ISDN), DSL, or wireless communication networks, such as 
the cdma2000 (code division multiple access) system, cellu 
lar 3rd generation (3G) communication networks like the 
Universal Mobile Telecommunications System (UMTS), 
enhanced communication networks based e.g. on LTE, cel 
lular 2nd generation (2G) communication networks like the 
Global System for Mobile communications (GSM), the Gen 
eral Packet Radio System (GPRS), the Enhanced Data Rates 
for Global Evolutions (EDGE), or other wireless communi 
cation system, such as the Wireless Local Area Network 
(WLAN), Bluetooth or Worldwide Interoperability for 
Microwave Access (WiMAX), took place all over the world. 
Various organisations, such as the 3rd Generation Partnership 
Project (3GPP), Telecoms & Internet converged Services & 
Protocols for Advanced Networks (TISPAN), the Interna 
tional Telecommunication Union (ITU), 3rd Generation Part 
nership Project 2 (3GPP2), Internet Engineering Task Force 
(IETF), the IEEE (Institute of Electrical and Electronics 
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Engineers), the WiMAX Forum and the like, are working on 
standards for telecommunication network and access envi 
rOnmentS. 
0005 Recently, so-called “proximity-based' applications 
and services came into the focus of further developments in 
the field of telecommunications. The term proximity-based 
applications and services may be used, for example, in cases 
where two or more devices (i.e. two or more users), which are 
close to each other, are interested in exchanging data, if pos 
sible, directly with each other. Currently, such “proximity 
based' applications operatefully "over the top' and are based 
on “high-level software”, typically relying on a mix of GPS 
location and of the 3GPP mobile systems used as “data 
pipes'. 
0006. However, such an approach presents fundamental 
technology limitations from the point of view of e.g. device 
battery life (due to the extensive GPS usage), signalling load 
to the network (due to the required uplink bursty traffic) and 
simplicity (due to the “proactive' behaviour required of the 
user, e.g. the “check in'). 
0007 While the use of an unlicensed-spectrum communi 
cation can address Some of the aspects mentioned earlier, it 
still presents some limitations. For example, discovery pro 
cesses are being defined based on direct message exchanges 
which are thus not optimal for operation over longer ranges 
(hundreds of metres or more), or preserve a reasonable bat 
tery life. For the same reason, an unlicensed option cannot be 
expected to scale among a large number of devices. 
0008 For future cellular communication networks, a pos 
sible method for Such proximity-based applications and Ser 
vices is the so-called device-to-device (D2D) communica 
tion. D2D offers a high communication speed, large capacity 
and a high quality of service, which are important features to 
beachieved. Advantages achievable by the implementation of 
D2D communications in the cellular communication envi 
ronment are, for example, an offloading of the cellular sys 
tem, reduced battery consumption due to lower transmission 
power, an increased data rate, an improvement in local area 
coverage robustness to infrastructure failures and also an 
enablement of new services. This is possible while also pro 
viding access to licensed spectrum with a controlled interfer 
ence environment to avoid the uncertainties of licence exempt 
band. Due to this, D2D communication gains more and more 
attraction and interest. 
0009. However, in order to make D2D communication 
feasible in communication networks, such as those based on 
3GPP LTE systems, it is necessary to provide a fast and 
efficient mechanism for requesting access to D2D services. 
00.10 Embodiments are directed towards providing an 
improved method of requesting access to D2D services in 
communication networks. 

SUMMARY 

0011. In a first exemplary embodiment there is provided 
an apparatus for use in controlling access to a device-to 
device (D2D) communication service in a communication 
network, the apparatus comprising at least one processor and 
at least one memory including computer program code, the at 
least one memory and the computer program code being 
configured to, with the at least one processor, cause the appa 
ratus at least to: receive a D2D discovery signal comprising 
data indicative of said D2D communication service; deter 
mine a verification state for the D2D communication service 
as one of a first verification state and a second, different, 
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verification state, on the basis of said received D2D discovery 
signal, the first verification state being one in which said D2D 
communication service can be verified by the processing 
system; and in the event that said D2D communication ser 
vice is determined to be in the second verification state, trans 
mit data indicative of said D2D communication service for 
Verification by the communication network. 
0012. In a second exemplary embodiment there is pro 
vided a method of controlling access to a device-to-device 
(D2D) communication service in a communication network, 
the method comprising: receiving a D2D discovery signal 
comprising data indicative of said D2D communication ser 
vice; determining a verification state for the D2D communi 
cation service as one of a first verification state and a second, 
different, verification state, on the basis of said received D2D 
discovery signal, the first verification state being one in which 
said D2D communication service can be verified; and in the 
event that said D2D communication service is determined to 
be in the second verification state, transmitting data indicative 
of said D2D communication service for verification by the 
communication network. 
0013 The first and second exemplary embodiments are 
most conveniently implemented in a UE. Embodiments also 
include a computer program comprising a set of instructions, 
which, when executed by a UE, cause the UE to perform a 
method according to the second embodiment. 
0014. In a third exemplary embodiment there is provided 
an apparatus for use in controlling access to a device-to 
device (D2D) communication service provided to a D2D 
device in a communication network, the apparatus compris 
ing at least one processor and at least one memory including 
computer program code, the at least one memory and the 
computer program code being configured to, with the at least 
one processor, cause the apparatus at least to: receive a first 
message comprising data indicative of said D2D communi 
cation service; verify whether said D2D communication ser 
Vice is authorised for said communication network; and trans 
mit a second message comprising data indicative of the result 
of said verification for reception by said D2D device. 
0015. In a fourth exemplary embodiment there is provided 
a method of controlling access to a device-to-device (D2D) 
communication service provided to a D2D device in a com 
munication network, the method comprising: receiving a first 
message comprising data indicative of said D2D communi 
cation service; verifying whether said D2D communication 
service is authorised for said communication network; and 
transmitting a second message comprising data indicative of 
the result of said verification for reception by said D2D 
device. 
0016. The third and fourth exemplary embodiments are 
most conveniently implemented in a service gateway. 
Embodiments also include a computer program comprising a 
set of instructions, which, when executed by a service gate 
way, cause the service gateway to perform a method accord 
ing to the fourth embodiment. 
0017. In a fifth exemplary embodiment there is provided 
an apparatus for use in facilitating access to a device-to 
device (D2D) communication service provided to a D2D 
device in a communication network, the apparatus compris 
ing at least one processor and at least one memory including 
computer program code, the at least one memory and the 
computer program code being configured to, with the at least 
one processor, cause the apparatus at least to: receive a first 
message comprising a first indication whether said D2D 
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device is authorised for said communication network; receive 
a second message comprising a second indication whether 
said D2D communication service is authorised for said com 
munication network; transmit a third message for reception 
by the D2D device, the third message comprising a combi 
nation of the indication of the first and second indications. 
0018. In a sixth exemplary embodiment there is provided 
a method of facilitating access to a device-to-device (D2D) 
communication service provided to a D2D device in a com 
munication network, the method comprising: receiving a first 
message comprising a first indication whether said D2D 
device is authorised for said communication network; receiv 
ing a second message comprising a second indication 
whether said D2D communication service is authorised for 
said communication network; and transmitting a third mes 
sage for reception by the D2D device, the third message 
comprising a combination of the indication of the first and 
second indications. 
0019. The fifth and sixth exemplary embodiments are 
most conveniently implemented in a base station. Embodi 
ments also include a computer program comprising a set of 
instructions, which, when executed by a base station, cause 
the base station to perform a method according to the sixth 
embodiment. 
0020. Further features and advantages of the invention 
will become apparent from the following description of pre 
ferred embodiments of the invention, given by way of 
example only, which is made with reference to the accompa 
nying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0021 FIG. 1 is a logic flow diagram that illustrates the 
operation of a method, and a result of execution of computer 
program instructions embodied on a computer readable 
memory, in accordance with exemplary embodiments. 
0022 FIG. 2 is a flow diagram that illustrates the various 
steps performed by UE, mobility management entity, base 
station and service gateway according to embodiments. 
0023 FIG. 3 is a logic flow diagram that illustrates the 
operation of a method, and a result of execution of computer 
program instructions embodied on a computer readable 
memory, in accordance with exemplary embodiments. 
0024 FIG. 4 is a logic flow diagram that illustrates the 
operation of a method, and a result of execution of computer 
program instructions embodied on a computer readable 
memory, in accordance with exemplary embodiments. 
0025 FIG. 5 is a logic flow diagram that illustrates the 
operation of a method, and a result of execution of computer 
program instructions embodied on a computer readable 
memory, in accordance with exemplary embodiments. 
0026 FIG. 6 is a flow diagram that illustrates the various 
steps performed by UE, mobility management entity, base 
station and service gateway according to embodiments. 
0027 FIG. 7 is a simplified block diagram of various net 
work devices, which are exemplary electronic devices Suit 
able for use in practicing the exemplary embodiments. 

DETAILED DESCRIPTION 

0028 Embodiments are concerned with controlling 
access to device-to-device (D2D) communication services in 
a communication network so as to prevent access to unautho 
rised D2D service providers. 
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0029. In the following, examples and embodiments of the 
present invention are described with reference to the draw 
ings. For illustrating the present invention, the examples and 
embodiments will be described in connection with a cellular 
communication network based on a 3GPP LTE system. How 
ever, it is to be noted that the present invention is not limited 
to an application using Such types of communication system, 
but is also applicable in other types of communication sys 
tems and the like. 

0030. A basic system architecture of a communication 
network where examples of embodiments of the invention are 
applicable may comprise a commonly known architecture of 
one or more communication networks comprising a wired or 
wireless access network Subsystem and a core network. Such 
an architecture may comprise one or more mobility manage 
ment entities (MME), one or more access network control 
elements and radio access network elements, such as a base 
station (BS), eNodeB or eNB, with which a communication 
network element or device such as a UE or another device 
having a similar function, such as a modem chipset, a chip, a 
module etc., which can also be part of a UE or attached as a 
separate element to a UE, or the like, is able to communicate 
via one or more channels for transmitting several types of 
data. 

0031. The network is in communication with various D2D 
management entities, namely a service gateway, a D2D reg 
istration server and a packet gateway, which control provi 
Sioning of D2D communication services. 
0032. The general functions and interconnections of the 
described elements, which also depend on the actual network 
type, are known to those skilled in the art and described in 
corresponding specifications, so that a detailed description 
thereof is omitted herein. However, it is to be noted that 
several additional network elements and signalling links may 
be employed for a communication connection to or from UES 
or eNBs, besides those described in detail herein below. 
0033 Referring to FIGS. 1 and 2, in accordance with an 
exemplary embodiment, a UE 70 (hereinafter D2D device) 
receives a D2D discovery signal comprising data indicative of 
a D2D communication service (step 101). The D2D discov 
ery signal may be received from a further UE 50 that is 
providing the D2D communication service. Thereafter, the 
D2D device 70 determines a verification State for the D2D 
communication service as one of a first verification state and 
a second, different, Verification state, on the basis of said 
received D2D discovery signal (step 103). The first verifica 
tion state is one in which said D2D communication service 
can be verified by the D2D device 70. By comparison, in the 
second verification state, the D2D communication service 
cannot be verified by the D2D device 70. In the event that the 
D2D communication service is determined to be in the sec 
ond verification state, the D2D device 70 transmits data 
indicative of the D2D communication service, for example a 
service verification request, for verification by the communi 
cation network (step 105). 
0034 Embodiments thus provide a mechanism whereby 
D2D devices, such as the D2D device 70, can efficiently 
request verification of D2D communication services that can 
not be locally verified. Furthermore, as D2D devices only 
request verification of D2D communication services that can 
not be verified locally, the above-described network-based 
service verification mechanism represents an efficient utili 
sation of network resources. 
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0035. In at least some arrangements, the service verifica 
tion request transmitted by the D2D device 70 at step 105 is 
for receipt by a CN entity, such as the aforementioned MME 
10 or the like. As is well known, control plane messages are 
transmitted using a Signal Radio Bearer (SRB), and their 
transmission is prioritised by the CN. Transmitting the ser 
Vice verification request in a control plane message is there 
fore advantageous in that it enables the Verification requests 
to be transmitted as quickly as possible. 
0036. The control plane message may be a Non Access 
Stratum (NAS) message. For example, if the second D2D 
device 70 were in RRC IDLE state, the D2D device 70 would 
transmit the NAS message in a RRC signalling message. So as 
to cause transition into a different RRC state, such as RRC 
CONNECTED state. As described above, the RRC signalling 
message comprising the NAS message is for receipt by a CN 
entity, such as the MME 10, which, in response to receipt 
thereof, processes an RRC portion of the message according 
to conventional procedures, and transmits the service verifi 
cation message comprised therein to a service verification 
entity, such as the afore-mentioned service gateway 30. It is to 
be noted that the MME 10 may additionally serve as a service 
verification entity, in which case, the MME 10 may addition 
ally process the service verification request. The above-men 
tioned RRC signalling messages comprise a RRCConnec 
tionRequest or a RRCConnectionSetupComplete message. 
The service verification message may alternatively comprise 
a non-3GPP dedicated tunnelled information message. 
0037 Thus, the embodiments advantageously combine 
service verification with RRC connection establishment, 
thereby simultaneously causing the D2D device 70 to transit 
into a state in which it can access the D2D communication 
service. Accordingly, the embodiments enable fast and effi 
cient service verification and access. 
0038 An overview of the steps performed by a CN entity, 
such the MME 10, in response to receiving an RRC signalling 
message comprising a service verification request will now be 
described with reference to FIGS. 2 and 3. In response to 
receiving a service verification request, the MME 10 verifies 
whether the D2D device 70 is authorised for the communica 
tion network (step 301). In dependence on said verification, 
the MME 10 transmits an indication, for example a network 
indication, that the D2D device 70 is authorised for the com 
munication network for receipt by the D2D device 70 (step 
303). Thereafter, the MME 10 transmits the service verifica 
tion request to a service verification entity Such as the service 
gateway 30 (step 305). As described above, the MME 10 may 
additionally serve as a service verification entity, in which 
case the transmission of the service verification request would 
be to a service verification component thereof. 
0039 Prior to transmitting the above-mentioned network 
indication and the service verification request, the MME 10 
may additionally assign a service verification request identi 
fier to the service verification request for use in identification 
of any Subsequent messages in relation thereto, and transmit 
the assigned service verification request identifier with the 
network indication and the service verification request. This 
enables network entities to correlate network and service 
messages corresponding to a given service verification 
request. As will be explained in more detail below, the service 
verification request identifier may be used by a network 
entity, such as the above-mentioned eNodeB 80, in identify 
ing a given service indication corresponding to a given net 
work indication. 



US 2016/0065538 A1 

0040. The MME 10 may additionally assign a validity 
condition with the service verification request, in which case 
the service verification request may only be considered valid 
by network entities, such as the afore-mentioned eNodeB 80, 
if the validity condition is satisfied. By contrast, when the 
validity condition is not satisfied, the service verification 
request may be considered invalid or expired. For example, 
the service verification request may include a validity time 
period. 
0041 An overview of the steps performed by a service 
Verification entity, Such the service gateway 30, in response to 
receiving a service verification request will now be described 
with reference to FIGS. 2 and 4. In response to receiving the 
service verification request (step 401), the service gateway 30 
verifies whether the D2D communication service is autho 
rised for the communication network (step 403). Thereafter, 
the service gateway 30 transmits a message, for example a 
service response message, comprising data indicative of the 
result of the verification, for example a service indication, for 
reception by the D2D device 70 (step 405). 
0042. When authorising a D2D communication service 
for the network, the service gateway 30 may assign a creden 
tial of a first type, for example a service credential, to the D2D 
communication service. In this case, the service gateway 30 
may verify the D2D communication service on the basis the 
service credential assigned thereto. 
0043. In at least some arrangements, at step 401, an iden 

tifier corresponding to the D2D device 70 is received with the 
service verification request. For example, the identifier may 
comprise an MSISDN, IMSI or the like. In this case, the 
service gateway 30 may further determine whether the D2D 
device 70 is authorised to access the D2D communication 
service, thereby concluding network-related authorisation 
checks. As any necessary network authorisation checks are 
performed simultaneously, the service gateway 30 expedites 
access to the D2D communication service. 
0044 An overview of the steps performed by the eNodeB 
80 when in receipt of the network and service indications will 
now be described with reference to FIGS. 2 and 5. In response 
to receiving a first message, for example a network response 
message, comprising the above-described network indication 
(step 501) and the above-described service response message 
comprising the above-described service indication (step 503), 
the eNodeB 80 transmits a message, for example an authori 
sation response message, comprising a combination of the 
network and service indications (step 505). 
0045. In effect, the authorisation response message is 
indicative of whether the D2D device 70 is authorised for the 
network and whether the D2D communication service is 
authorised for the network. Thus, for example, if the D2D 
device 70 is authorised but the D2D communication service is 
not, the D2D device 70 may not transition into the RRCSON 
NECTED state, as described above. Therefore, embodiments 
enable full control of the D2D device 70 to provide a D2D 
communication service on the basis of the authorisation 
information as a whole. 
0046. The network response message received at step 501 
may additionally comprise data indicative of the above-de 
scribed validity condition. In this case, the eNodeB 80 may 
only consider the service response message if the validity 
condition is satisfied. For example, the validity condition may 
comprise a time period within which the service response 
message is to be received, in which, Subsequent to expiry of 
the time period, the eNodeB 80 may transmit an indication for 
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receipt by the D2D device 70 that an authorisation check for 
said D2D communication service has failed. In this case, the 
service verification message received after the expiry of the 
time period may be discarded. Therefore, the embodiments 
provide a mechanism for objectively considering service 
Verification requests and for expiring them. 
0047. Further, the network response message received at 
step 501 may additionally comprise data indicative of the 
above-described service verification request identifier. In this 
case, the eNodeB 80 can identify a given service response 
message corresponding to a given network response message 
on the basis the service verification request identifier, for 
example, to prepare the above-described authorisation 
response message. 
0048 Turning to the steps carried out by the D2D device 
70 in response to receiving the authorisation response mes 
sage, the D2D device 70 may selectively request access to the 
D2D communication service provided by the UE 50. This 
D2D communication service access request is selective 
because it is at least dependent on the network and service 
authorisation indications. Furthermore, the D2D device 70 
may require user intervention prior to requesting access, 
which may, for example, include a confirmation that access to 
the D2D communication service should be established. 
0049. In a preferred arrangement, the D2D device 70 may 
additionally maintain a list of D2D communication services 
determined or previously known to be in the above-described 
first verification state, and use this list for determining the 
verification state associated with the D2D communication 
service prior to transmitting the service verification request 
message at step 105. Furthermore, the D2D device 70 may 
continually update this list on the basis of received service 
indications. For example, if the service indication indicates 
that the D2D communication service is authorised for the 
network, the D2D device 70 may add data indicative of the 
D2D communication service to the list. 
0050. The above-described D2D discovery signal may 
additionally comprise data indicative of the above-described 
service credential. In this case, the D2D device 70 may deter 
mine the verification state associated with the D2D commu 
nication service on the basis of the service credential (step 
103). The service gateway 30 may additionally provision a 
credential of a second type, for example a service verification 
credential, to the D2D device 70 for use in verifying the D2D 
communication service. In this case, the D2D device 70 may 
use the service verification credential transmitted thereto for 
determining the verification state associated with the D2D 
communication service at step 103. Thus, the embodiments 
define an efficient device-based service verification mecha 
1S. 

0051. For completeness, it is noted that the service creden 
tial and the service verification credential may comprise a 
security key, a check word and/or an identifier. 
0052. In accordance with an alternative arrangement the 
service verification request may be transmitted in a userplane 
message. In this case, and referring to FIG. 6, the service 
verification request transmitted by the D2D device 70 at step 
105 is for receipt by a service verification entity, such as the 
service gateway 30 or the like. In addition, to be able to 
transmit user plane messages, the D2D device 70 may have to 
be in an active RRC state, such as RRC CONNECTED state. 
0053. The service gateway 30 may process the service 
Verification request message as described above with refer 
ence to FIG. 4. Subsequently, the service gateway 30 trans 
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mits the above described service indication for receipt by the 
D2D device 70 (step 505). As described above, the service 
indication may be received by the eNodeB 80, which then 
transmits the received service indication to the D2D device 70 
(step 605). 
0054 FIG. 1 is a logic flow diagram which describes, 
broadly, the above exemplary embodiments from the perspec 
tive of the D2D device 70. 
0055 FIG. 4 is a logic flow diagram which describes, 
broadly, the above exemplary embodiments from the perspec 
tive of a service gateway 30. 
0056 FIG. 5 is a logic flow diagram which describes, 
broadly, the above exemplary embodiments from the perspec 
tive of an eNodeB 80. 
0057 FIGS. 1, 4 and 5 represent results from executing a 
computer program or an implementing algorithm stored in 
the local memory of the service gateway 30, the eNodeB 80 
and the D2D device 70 respectively as well as illustrating the 
operation of a method and a specific manner in which the 
processor and memory with computer program/algorithm are 
configured to cause the D2D device 70, the service gateway 
30 and the eNodeB 80 respectively (or one or more compo 
nents thereof) to operate. The various blocks shown in these 
Figures may also be considered as a plurality of coupled logic 
circuit elements constructed to carry out the associated func 
tion(s), or specific result or function of strings of computer 
program code stored in a computer readable memory. Such 
blocks and the functions they represent are non-limiting 
examples, and may be practiced in various components Such 
as integrated circuit chips and modules, and that the exem 
plary embodiments of this invention may be realized in an 
apparatus that is embodied as an integrated circuit. The inte 
grated circuit, or circuits, may comprise circuitry (as well as 
possibly firmware) for embodying at least one or more of a 
data processor or data processors, a digital signal processor or 
processors, baseband circuitry and radio frequency circuitry 
that are configurable so as to operate in accordance with the 
exemplary embodiments of this invention. 
0058 Reference is now made to FIG. 7 for illustrating a 
simplified block diagram of various electronic devices and 
apparatus that are Suitable for use in practicing the exemplary 
embodiments of this invention. In FIG. 7 an eNodeB 80 is 
adapted for communication over a wireless link with a mobile 
apparatus, such as a mobile terminal or devices 50 and 70. The 
eNodeB 80 may be a remote radio head or relay station, or 
other type of base station/cellular network access node. 
0059. The devices 50 and 70 include processing means 
such as at least one data processor (DP) 50A and 70A, storing 
means such as at least one computer-readable memory 
(MEM) 50B and 70B storing at least one computer program 
(PROG) 50C and 70C, and also communicating means such 
as a transmitter TX 50D and 70D and a receiver RX 50E and 
70E forbidirectional wireless communications with the eNo 
deB 80 via one or more antennas 50F and 70F. 
0060. The eNodeB 80 includes its own processing means 
Such as at least one data processor (DP) 80A, storing means 
such as at least one computer-readable memory (MEM) 80B 
storing at least one computer program (PROG) 80C, and 
communicating means such as a transmitter TX 80D and a 
receiver RX 80E for bidirectional wireless communications 
with other devices under its control via one or more antennas 
80F. There is a data and/or control path, termed at FIG. 7 as a 
control link which in the LTE system may be implemented as 
an Si interface, coupling the eNodeB80 with the MME 10 and 
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over which the eNodeB 80 may receive the service, network 
and service authentication credentials in various embodi 
ments above. 
0061 The MME 10 includes processing means such as at 
least one data processor (DP) 10A, storing means such as at 
least one computer-readable memory (MEM) 10B storing at 
least one computer program (PROG) 10C, and communicat 
ing means such as a transmitter TX 10D and a receiver RX 
10E forbidirectional wireless communications with the eNo 
deB 80. 
0062 Similarly, the service gateway 30 includes process 
ing means such as at least one data processor (DP) 30A, 
storing means Such as at least one computer-readable 
memory (MEM) 30B storing at least one computer program 
(PROG) 30C, and communicating means such as a modem 
3OH forbidirectional communication with the MME 10 over 
the control link. While not particularly illustrated for the 
devices 50 and 70 and the eNodeB80, those devices are also 
assumed to include as part of their wireless communicating 
means a modem which may be inbuilton a radiofrequency RF 
front end chip within those devices 50, 70, 80 and which chip 
also carries the TX 50D/70D/80D and the RX50E/70E/80E. 
The service gateway 30 also has stored in its local memory at 
30G the database which has the data suitable for authorising 
all D2D communication services authorised for the network 
and data suitable for determining which D2D devices are 
authorised to access them, as the case may be for the various 
embodiments detailed above. 

0063. At least one of the PROGs 70C in the UE 70 is 
assumed to include program instructions that, when executed 
by the associated DP 70A, enable the device to operate in 
accordance with the exemplary embodiments of this inven 
tion, as detailed above. The eNodeB 80 and the service gate 
way 30 also have software stored in their respective MEMs to 
implement certain aspects of these teachings. In these regards 
the exemplary embodiments of this invention may be imple 
mented at least in part by computer software stored on the 
MEM 70B, 80B,30B which is executable by the DPDP 70A 
of the device 70, DP80A of the eNodeB 80 and/or DP30A of 
the service gateway 30A, or by hardware, or by a combination 
of tangibly stored software and hardware (and tangibly stored 
firmware). Electronic devices implementing these aspects of 
the invention need not be the entire devices as depicted at FIG. 
7, but exemplary embodiments may be implemented by one 
or more components of same Such as the above described 
tangibly stored software, hardware, firmware and DP, or a 
system on a chip SOC or an application specific integrated 
circuit ASIC. 

0064 Various embodiments of the computer readable 
MEMs 10B,30B,50B,70B and 80B include any data storage 
technology type which is suitable to the local technical envi 
ronment, including but not limited to semiconductor based 
memory devices, magnetic memory devices and systems, 
optical memory devices and systems, fixed memory, remov 
able memory, disc memory, flash memory, DRAM, SRAM, 
EEPROM and the like. Various embodiments of the DPs 10A, 
30A,50A, 70A and 80A includebut are not limited to general 
purpose computers, special purpose computers, microproces 
sors, digital signal processors (DSPs) and multi-core proces 
SOS. 

0065. Further, some of the various features of the above 
non-limiting embodiments may be used to advantage without 
the corresponding use of other described features. The fore 
going description should therefore be considered as merely 
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illustrative of the principles, teachings and exemplary 
embodiments of this invention, and not in limitation thereof. 
0.066. The above embodiments are to be understood as 
illustrative examples of the invention. Further embodiments 
of the invention are envisaged. It is to be understood that any 
feature described in relation to any one embodiment may be 
used alone, or in combination with other features described, 
and may also be used in combination with one or more fea 
tures of any other of the embodiments, or any combination of 
any other of the embodiments. Furthermore, equivalents and 
modifications not described above may also be employed 
without departing from the scope of the invention, which is 
defined in the accompanying claims. 

1. An electronic device comprising: 
circuitry configured to 

receive a device-to-device (D2D) discovery signal cor 
responding to a D2D communication service from 
another electronic device; 

determine whether the D2D communication service can 
be verified; and 

transmit data corresponding to the D2D communication 
service over a communication network for verifica 
tion in a case that it is determined that the D2D com 
munication service cannot be verified by the elec 
tronic device. 

2. The electronic device of claim 1, wherein 
the circuitry is configured to determine a verification state 

for the D2D communication service as one of a first 
Verification state and a second Verification state based on 
the D2D discovery signal. 

3. The electronic device of claim 2, wherein 
the first verification state corresponds to a state in which the 
D2D communication service can be verified by the elec 
tronic device, and the second verification state corre 
sponds to a state in which the D2D communication 
service cannot be verified by the electronic device. 

4. The electronic device of claim 3, wherein 
the circuitry is configured to transmit data corresponding to 

the D2D communication service over the communica 
tion network for verification in a case that it is deter 
mined that the D2D communication service is deter 
mined to be in the second verification state. 

5. The electronic device of claim 3, wherein 
the circuitry is configured to not transmit data correspond 

ing to the D2D communication service over the commu 
nication network for verification in a case that it is deter 
mined that the D2D communication service is 
determined to be in the first verification state. 

6. The electronic device of claim 1, wherein 
the circuitry is configured to transmit the data correspond 

ing to the D2D communication service in a control plane 
message. 

7. The electronic device of claim 1, wherein 
the circuitry is configured to transmit the data correspond 

ing to the D2D communication service in a Non Access 
Stratum (NAS) message. 

8. The electronic device of claim 1, wherein 
the circuitry is configured to transmit the data correspond 

ing to the D2D communication service in a Radio 
Resource Control (RRC) signaling message. 

9. The electronic device of claim 8, wherein 
the circuitry is configured to control the electronic device 

to transition from an RRC idle mode to an RRC opera 
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tive mode other than the RRC idle operative mode based 
on the transmission of the RRC signaling message. 

10. The electronic device of claim 8, wherein 
the RRC signalling message includes an RRCConnection 

Request or an RRCConnectionSetupComplete mes 
Sage. 

11. The electronic device of claim 1, wherein 
the circuitry is configured to transmit the data correspond 

ing to the D2D communication service in a non-3GPP 
dedicated information message. 

12. The electronic device of claim 1, wherein 
the circuitry is configured to receive an indication that the 
D2D communication service is verified via the commu 
nication network. 

13. The electronic device of claim 1, wherein 
the circuitry is configured to transmit a request to access the 
D2D communication service. 

14. The electronic device of claim 1, wherein the circuitry 
is configured to: 

maintain a list of verified D2D communication services; 
and 

determine whether the D2D communication service can be 
verified based on the list. 

15. The electronic device of claim 14, wherein 
the circuitry is configured to add data indicative of the D2D 

communication service to the list in response to receiv 
ing an indication that the D2D communication service is 
verified via the communication network. 

16. The electronic device of claim 1, wherein 
the D2D discovery signal comprises data corresponding to 

a service credential, and 
the circuitry is configured to determine whether the D2D 

communication service can be verified based on the 
service credential. 

17. The electronic device of claim 1, wherein the circuitry 
is configured to: 

receive a service credential corresponding to the D2D com 
munication service via the communication network; and 

determine whether the D2D communication service can be 
verified based on the service credential. 

18. A method performed by an electronic device, the 
method comprising: 

receiving a device-to-device (D2D) discovery signal cor 
responding to a D2D communication service from 
another electronic device; 

determining whether the D2D communication service can 
be verified; and 

transmitting data corresponding to the D2D communica 
tion service over a communication network for verifica 
tion in a case that it is determined that the D2D commu 
nication service cannot be verified by the electronic 
device 19. 

19. An apparatus for facilitating access to a device-to 
device (D2D) communication service provided to a D2D 
device in a communication network, the apparatus compris 
ing: 

circuitry configured to 
receive a first message comprising a first indication 

whether the D2D device is authorized for the commu 
nication network; 

receive a second message comprising a second indica 
tion whether the D2D communication service is 
authorized for the communication network; and 
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transmit a third message for reception by the D2D 
device, the third message comprising a combination 
of the indication of the first and second indications. 

20. The apparatus of claim 19, wherein 
the circuitry is configured to identify the second message 

based on an identifier included in the first message. 
k k k k k 
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