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METHOD AND APPARATUS FOR ADAPTIVELY CONFIGURING A ROUTER

CROSS-REFERENCE TO RELATED APPLICATIONS
This application claims benefit of United States provisional patent application

serial number 60/340,903, filed December 12, 2001, which is herein incorporated by

reference.

FIELD OF THE INVENTION

The present invention generally relates to communication systems and, more

particularly, to a method and apparatus for adaptively configuring a networked

communication device.

BACKGROUND OF THE INVENTION
Purchasers of routers for networking computers in a home, small office, or

distribution center, for example, frequently return the routers after purchase. The
reason for the high-return rate is that many customers/users/purchasers are not
network savvy and cannot get the router configured properly. This problem
commonly occurs when the customer is attempting to network existing personal
computers (PCs) together through a broadband modem using a router.

For legacy equipment, and for some new broadband installations, a service
provider typically sends a technician to install and connect a customer’s PC to a
broadband modem. Subsequently, the customer may decide to insert a router to
network their PCs and/or add firewall, for example. These must be properly
configured. For example, some PCs may be dynamically configurable, whereas
other may employ a static configuration. Many customers try to configure the router,
fail to do so, and then return the router after the configuration failure. This creates a

high product return rate due to the difficulty of installation.

SUMMARY OF THE INVENTION

The present invention is a method, apparatus, and computer readable
medium for adaptively configuring a router. In one embodiment, the present
invention monitors data packets propagating in a network, such as a local area
network (LAN), to detect a statically configured network device coupled to the router.
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A network interface within the router is adapted to network parameters associated
with the statically configured network device to operatively couple the statically
configured network device to the router. Once configured, the router allows the
statically configured network device to communicate with other devices in the
network, as well as other networks coupled to the router. In this manner, the present
invention advantageously circumvents the need to manually configure the router
and/or change the network settings of a statically configured network device, when

coupling the statically configured network device to the router.

BRIEF DESCRIPTION OF THE DRAWINGS

So that the manner in which the above recited features of the present
invention are attained and can be understood in detail, a more particular description
of the invention, briefly summarized above, may be had by reference to the
embodiments thereof which are illustrated in the appended drawings.

It is to be noted, however, that the appended drawings illustrate only typical
embodiments of this invention and are therefore not to be considered limiting of its
scope, for the invention may admit to other equally effective embodiments.

Figure 1 depicts a high-level block diagram of an illustrative communication
system suitable for use with the present invention;

Figure 2 depicts a high-level block diagram showing one embodiment of a
router suitable for use with the present invention;

Figure 3 depicts a flow diagram showing one embodiment of a method of
adaptively configuring a router to a statically configured network device in
accordance with the present invention; and

Figure 4 depicts a more detailed flow diagram showing one embodiment of the

method of Figure 3.

DETAILED DESCRIPTION

The present invention is a method and apparatus for adaptively configuring a
router in a communication system. The present invention will be described within the
context of a router coupled between a home network and a broadband Internet
service provider (ISP). Those skilled in the art, however, will appreciate that the

present invention can be advantageously employed in any communication system in
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which various network devices are coupled to a network interface, such as a router
or a gateway server. Thus, the present invention has broad applicability beyond the
network systems described herein.

Figure 1 depicts a high-level block diagram of an illustrative communication
system 100 for use with the present invention. As shown, the communication system
100 comprises a local area network (LAN) 103, a router 106, a modem 112, and a
wide area network (WAN) 114. The LAN 103 comprises various network devices,
such as dynamically configured client devices 102 and a statically configured client
device 104. The WAN 114 comprises, for example, a domain name server (DNS)
and a gateway (not shown) for connection to another network 116, such as the
Internet. The dynamically configured client devices 102 are network devices that
receive at least a portion of the network parameters necessary for operation from
another network device, for example, the router 106. In contrast, the statically
configured client device 104 is a network device having static network parameters
that do not change absent manual intervention by a user, for example. Exemplary
network parameters associated with client devices 102 and 104 include an internet
protocol (IP) address, a medium access control (MAC) address, a subnet mask, a
domain name, a host name, a gateway IP address, and one or more DNS IP
addresses.

As used herein, the term router means any device that allows network devices
to communicate amongst themselves and/or other networks including, for example, a
gateway server. The router 106 comprises a LAN interface 108 coupled to the LAN
103, and a WAN interface 110 coupled to the WAN 114. The LAN interface 108
comprises several physical ports for connection to the client devices 102 and 104,
whereas the WAN interface 110 comprises a physical port for connection to the
modem 112. The modem 112 comprises a cable modem, a digital subscriber line
(DSL) modem, or like type broadband modem known to those skilled in the art. The
modem 112 may also comprise a narrowband device, such as a dial-up modem.

Briefly stated, the router 106 allows the client devices 102 to communicate
with the client device 104, and also provides an interface between the client devices
102 and 104 and the network 116, through the modem 112 and the WAN 114. In
order to operatively couple the client devices 102 and 104 to the router 106, the LAN

interface 108 is configured with network parameters associated with the client
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devices 102 and 104. In particular, the LAN interface 108 provides network
parameters to the dynamically configured client devices 102 via dynamic host
configuration protocol (DHCP), or like type dynamic configuration protocols known to
those skilled in the art. As described above, the statically configured client device
104 is assigned network parameters that do not change absent intervention by a
user. In accordance with the present invention, the router 106 adapts the LAN
interface 108 to the network parameters associated with the statically configured
client device 104 by monitoring network traffic passing through the router 106. As
such, the present invention advantageously obviates the need for a user to manually
configure the router 106, and/or to manually change the network settings of the
statically c‘onfigured client device 104 when coupled to the router 106.

Figure 2 depicts a high-level block diagram showing one embodiment of a
router 106 suitable for use with the present invention. The router 106 comprises a
processor 230 as well as a memory 220 for storing information, such as software
routines for executing a method of adaptively configuring the router 106 to the
statically configured network device 104. The processor 230 cooperates with
conventional support circuitry 240, such as power supplies, clock circuits, cache
memory, and the like, as well as circuits that assist in executing the software routines
stored in the memory 220. Of course, some of the process steps discussed herein
as software processes can be implemented within hardware, for example, circuitry
that cooperates with the processor 230 to perform various steps. The router 106
also includes LAN input/output (I/0O) circuitry 210 and WAN input/output circuitry 215,

- for forming an interface between the various functional elements communicating with

the router 106. For example, in the embodiment of Figure 1, the router 106
communicates with the client devices 102 and 104 of the LAN 103, as well as the
WAN 114.

Although the router 106 of Figure 2 depicts a general-purpose processor 230
that is programmed to perform various control functions in accordance with the
present invention, the invention can be implemented in hardware, for example, as an
application specific integrated circuit (ASIC). As such, the process steps described
herein are intended to be broadly interpreted as being equivalently performed by
software, hardware, or a combination thereof.

Figure 3 depicts a flow diagram showing one embodiment of a method 300 of
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adaptively configuring a router to a statically configured network device in
accordance with the present invention. The method 300 begins at step 302 and
continues to step 304, where the router 106 monitors data packets propagating
within the LAN 103 to detect statically configured network devices. The method 300
proceeds to step 306 where, for each detected statically configured network device,
the method performs steps 308 and 310. In step 308, the router 106 determines
network parameters associated with the statically configured network device. In step
310, the router 106 adapts the LAN interface 108 to the determined network
parameters to operatively couple the statically configured network device to the
router 106. The method 300 ends at step 312.

~ Figure 4 depicts a more detailed flow diagram showing one embodiment of the
method 300 for a given statically configured network device. As shown, step 402
depicts one embodiment of step 304, and steps 404 through 414 depict one
embodiment of steps 308 and 310. At step 402, the router 106 detects the statically
configured network device by detecting address resolution protocol (ARP) packets
associated with the statically configured network device. When a statically
configured network device is coupled to the LAN 103, the device attempts to
communicate to another networked device. In the case of a statically configured
network device, there is no DHCP request, but rather the statically configured
network device will send an ARP packet to the LAN 103 in order to communicate
with other network devices. The router 106 scans the network traffic on the LAN 103
for the presence of this ARP packet transmitted by the statically configured network
device. The ARP packet, for example, comprises a source MAC address, a source
IP address, a destination IP address, and a broadcast MAC address. Although the
present invention is described as detecting ARP packets, the present invention can
use any type broadcast packets known in the art.

At step 404, the router 106 determines the IP and MAC addresses associated

with the detected statically configured network device. In particular, the router 106
determines the IP and MAC addresses from the ARP or broadcast packet
transmitted by the statically configured network device. At step 406, the router 106
compares the detected IP and MAC addresses to a list of active IP and MAC
addresses in the LAN 103. At étep 408, the router 106 determines whether there is a
conflict between the statically configured network device and another device
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connected to the LAN 103. If there is a conflict, the method 300 proceeds to step
410, where the router 106 indicates the conflict. Absent a conflict, the method 300
proceeds to step 412.

At step 412, the router 106 scans the statically configured network device to
determine additional network parameters associated therewith. As described above,
these network parameters can include a subnet mask, a domain name, a host name,
a gateway IP address, and one or more DNS IP addresses, these parameters being
in addition to the determined IP and MAC addresses. For example, the router 106
can transmit an internet control message protocol (ICMP) address mask request to
the statically configured network device to determine the subnet mask. The router
106 can port scan the statically configured network device to determine additional
parameters, for example, whether any ports need to be opened to support servers
that the device is running. At step 414, the router 106 adds the determined IP and
MAC addresses for the statically configured network device to the routing table. The
router 106 is now configured to operatively couple the statically configured network
device to the LAN 103, as well as other networks through the WAN 114,

While the foregoing is directed to the preferred embodiment of the present
invention, other and further embodiments of the invention may be devised without
departing from the basic scope thereof, and the scope thereof is determined by the

claims that follow.
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CLAIMS

1. A method (300) of configuring a network communication device,
comprising:

monitoring (304) data packets propagating in a network to detect a statically
configured network device; and

adapting (310) a network interface in the network communication device to
network parameters associated with the statically configured network device to
operatively couple the statically configured network device to the network

communication device.

2. The method of claim 1, wherein the step of monitoring comprises at
least one of:

detecting (402) an address resolution protocol (ARP) packet associated with
the statically configured network device; and

detecting (402) a broadcast packet associated with the statically configured

network device.

3. The method of claim 1, wherein the step of adapting comprises:

determining (404) an internet protocol (IP) address and a medium access
control (MAC) address for the statically configured network device; and

comparing (406) the determined IP address and MAC address to a list of
active IP and MAC addresses in the network.

4. The method of claim 3, wherein the step of adapting further comprises:
adding (414) the IP address and the MAC address for the statically configured

network device to a routing table in the router.

5. The method of claim 4, wherein the step of adapting further comprises:
scanning (412) the statically configured network device to determine additional

network parameters.
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6. The method of claim 5, wherein the step of scanning comprises:
transmitting (412) an internet control message protocol (ICMP) address mask

request to the statically configured network device.

7. A network communication device (106), comprising:

a memory (220) for storing network parameters and instructions; and

a processor (230), upon executing the instructions, configured to:

monitor data packets propagating in a network (103) to detect a statically
configured network device (104); and

adapt a network interface (108) in the network communication device (106) to
network parameters associated with the statically configured network device (104) to
operatively couple the statically configured network device (104) to the network

communication device (106).

8. The network communication device of claim 7, wherein the processor
(230) is further configured to perform at least one of:

detect an address resolution protocol (ARP) packet associated with the
statically configured network device (104); and

detect a broadcast packet associated with the statically configured network
device (104).

9. The network communication device of claim 7, wherein the processor
(230) is further configured to:

determine an internet protocol (IP) address and a medium access control
(MAC) address for the statically configured network device (104); and

compare the determined IP address and MAC address to a list of active IP
and MAC addresses in the network (103).

10. The network communication device of claim 9, wherein the processor
(230) is further configured to:
add the IP address and the MAC address for the statically configured network

device (104) to a routing table in the network communication device (106).
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11.  The network communication device of claim 10, wherein the processor
(230) is further configured to:
scan the statically configured network device (104) to determine additional

network parameters.

12. The network communication device of claim 11, wherein the processor
(230) is further configured to:
transmit an internet control message protocol (ICMP) address mask request to

the statically configured network device (104).

13. A computer readable medium for storing a set of instructions that,
when executed by a processor, cause the processor to perform a method (300) of
configuring a network communication device, comprising:

monitoring (304) data packets propagating in a network to detect a statically
configured network device; and

adapting (310) a network interface in the network communication device to
network parameters associated with the statically configured network device to
operatively couple the statically configured network device to the network

communication device.

14.  The computer readable medium of claim 13, wherein the step of
monitoring comprises at least one of:

detecting (402) an address resolution protocol (ARP) packet associated with
the statically configured network device; and

detecting (402) a broadcast packet associated with the statically configured

network device.

15.  The computer readable medium of claim 13, wherein the step of
adapting comprises:

determining (404) an internet protocol (IP) address and a medium access
control (MAC) address for the statically configured network device; and

comparing (406) the determined IP address and MAC address to a list of

active IP and MAC addresses in the network.
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16.  The computer readable medium of claim 15, wherein the step of
adapting further comprises:
adding (414) the IP address and the MAC address for the statically configured

network device to a routing table in the router.

17.  The computer readable medium of claim 16, wherein the step of

adapting further comprises:
scanning (412) the statically configured network device to determine additional

network parameters.

18.  The computer readable medium of claim 17, wherein the step of
scanning comprises:
transmitting (412) an internet control message protocol (ICMP) address mask

request to the statically configured network device.

19.  An apparatus for configuring a network communication device,
comprising:

means (230) for monitoring data packets propagating in a network to detect a
statically configured network device; and

means (230) for adapting a network interface in the network communication
device to network parameters associated with the statically configured network
device to operatively couple the statically configured network device to the network

communication device.
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