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(57) Abstract: An incident response system and method for tracking data security incidents in enterprise networks is disclosed. An
Incident Manager application (IM) stores incident objects and incident artifacts (IAs) created in response to the incidents, where the
incident objects include the information for the incident and the IAs are associated with data resources (e.g. IP addresses and mal -
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formation. In examples, the IM can identify known threats by comparing the contents of IAs against TIS(s) of known threats, and
can identify potential trends by correlating the created incident objects and augmented IAs for an incident with incident objects and
IAs stored for other incidents.
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SYSTEM FOR TRACKING DATA SECURITY THREATS AND METHOD FOR SAME

RELATED APPLICATIONS

fco0o11  This application claims priority to U.S. Patent Application No. 14/743,399,
filed on June 18, 2015, which application claims the benefit under 35 USC 119(e) of U.S.
Provisional Application No. 62/046,662, filed on September 5, 2014, both of which are

incorporated herein by reference in their entirety.

BACKGROUND OF THE INVENTION

160021 A data security incident is a general term associated with many different types
of unauthorized activity involving devices and/or sensitive data. Examples of devices
inchade computing devices such as laptops, mobile phones, and application servers, and
networking devices such as routers and firewalls. Examples of data security incidents
include lost or stolen information, lost or stolen devices, devices compromised by malware

or accessed without authorization, and internet based cyber attacks.

(00031  Internet based cyber attacks upon cnterprise networks of organizations can
create significant operational problems and serious financial and legal risk for
organizations. This is due to the distuption of business and data losses that often result
from these attacks. The attacks atterapt to exploit security vulnerabilities of operating
systems and software running on computers and servers within enterprise networks of the
organizations. Attackers exploit these security vuinerabilities to steal proprictary data and
confidential client records, and to disrupt business operations by introducing malicious

computer programs or launching Denial of Service (DoS) attacks, in examples.

(00041 Organizations utihize incident management systers to mamtain information
about incidents and manage the response to data security incidents. Current incident
managerment systems and methods typically provide the ability for Incident Response

Team (IRT) members to track how the institution is responding to incidents.

SUMMARY OF THE INVENTION

(60051 Threat lntelligence Sources (TISs) provide knowledge information concerning
techniques, data resources, and wdentities of attackers imvolved in cyber attacks, in
examples. The knowledge wmformation can be used by the IRT to deterroine if their
organization has been the target of a cyber attack. Examples of data resources for which

Ti8¢s} can provide kvowledge information include 1P addresses of known “command and
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condrol” servers used to control mualware, file hashes associated with malware, domain
names, names of files, user account {Ds, registry keys, email addresses, and/or protocol
port numbers known to be used by an attacker. TIS{s) are often categorized by the
knowledge information that they provide. Specifically, TiSs are typically organized into

first level TIS(s) and second level TIS(s).

[0006] First level TISs typically include lists of known threats of a specific type and
return an indication for whether a data resource is associated with a known threat or cyber
attack technigque. In g typical exarple, a first level TIS provides a Boolean result based on
whether or not the requested data resource (e.g. 1P addresses and file hashes} i3 included
within the TIS. In the event of a match or "hit,” the data resource 18 identificd to the

requestor as a known threat.

(60071 Second level TIS(s) provide different types of knowledge information than first
level TIS sources. Sccond level TIS(s) typically provide metadata and/or usage data about
a data resource. The knowledge information provided by the second level TiSscan beina
varicty of formats, ranging trorn structured data reports to unstructured documents and
email messages, in examples. Examples of second-level TIS(s) include "whois"” systems
that provide metadata for domain name data resources, geolocation databases that provide
country and locale data in vesponse 1o a requested 1P address data resource, and
“traceroute” tools that provide traffic path trace information in response to a requested P

address data resource,

100081 The kuowledge information provided by second level TIS(s) does not
necessarily indicate that the data resource is a known threat or is associated with suspicions
activity. However, taken as a whole, the knowledge information can spot trends in usage of
otherwise “good” data resources that may indicate suspicious activity and therefore
potential trends. For exaraple, an IP address data resource that is not identified as a known
threat after a lookup against a first level TIS (e.g. a "good” IP address data resource) may
still be associated with suspicious traffic activity. Specifically, an otherwise "good” IP
address data resource may be included in knowledge 1nformation obtained from a second
level TIS "wheis" repository for a suspect domain name, where the domain name data
resource incladed 1o the "whois” query has been recently associated with Distributed

Denial of Service {(DDo8}) attacks in multipic countries.
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100091  The present invention fraproves upon current incident management systems, An
Incident Manager collaboration tool (IM) of the present invention can consume a variety of
cyber threat intelligence information for data security wncidents, and caun track cyber attack
activities and detect trends across the data security incidents. In one example, the IM tracks
the data security incidents by creating incident objects that include information for the
incidents, creating incident artifacts (1As) for data resources identified within the incident
objects, and saving the incident objects and [As to an incident database. The stored

weident objects and LAs are theu available for future veference.

roniel  IRT personnel can then lookup details of the tracked incidents, such as the 1As,
against first and second level TIS(s) to obtain information about data security incidents that
current incident response systers and methods cannot provide. In one example, the IM can
correlate the information obtained from the lookups of the IAs against the first and second
tevel TISs to infer malicious activities, suspect behaviors, and potential trends. By
exccuting these actions across a large number of [As and threat intelligence sources, IRT
merabers using the IM can detect trends across the data security incidents, and rapidly gain
insight about suspicious activitics that current incident management systems cannot

provide and that IRT members cannot obtain manually.

(0011]  In general, according to one aspect, the invention features a method for tracking
data sccurity incidents in an enterprise network. The method comprises creating, in an
imcident manager (IM), incident objects that include information for the data security
incidents and incident artifacts (1As) that include information for data resources identified
within the incident objects, looking up the 1As 11 onc or more external threat mtelligence
sources (TI18(s) to obtain knowledge information concerning the 1As, and augmenting the

TAs with the knowledge information concerning the TAs obtained from the TIS(s).

r00121  In one cxample, the creation of the incident objects and the incident artifacts is
accomplished by the IM in response o receiving messages sent from devices in the
enterprise network, wherein the messages include the information for the data security
wmcidents. In another example, creating the incident objects and the incident artifacts is
accomplished by Incident Response Team (IRT) personnel of the enterprise network in
respouse to the data security incidents. The IRT persounel of the enterprise network

preferably augment the [As to inclade information concerning the [As.
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100131 Preferably, looking up the TAs n the one or more external TIS(s) further
comprises querying first level TIS(s) to identify whether the 1As are associated with known
threats, and querying second level TIS(s) to provide metadata and/or usage data for the

fAs.

100141  In one implementation, the method executes rules associated with the known
threats to provide an incident response to the data secunity incidents. Typically, the roethod
correlates the created incident objects and the augmented {As, with other incident objects
and TAs stored in the IM associated with other data security mmcidents, to identify potential
trends in the correlated data. Then, the method executes rules associated with the identified

potential trends to provide an incident response to the data security incidents.

ic0151  Typically, the incident objects and the incident artifacts are stored 1 an incident
database included within the IM. In examples, the data resources identified within the
ncident objects inchude Internet Protocol (IP) addresses, file hashes associated with
malware, domain names, names of files, user account 1Ds, registry keys, email addresses,

and/or protocol port nurabers.

ic0161  In examples, the external TIS(s) include first level TIS(s) of known threats
including IP address blacklist and malware hash information, and include second level

TiS{s) including whois, geolocation, and traccroute information.

(00171 In general, according to another aspect, the tnveuntion features an incident
response system for tracking data security incidents in an enterprise network. The system
includes one or more external threat mtelligence sources (TIS(s)) that respond to queries
with knowledge information concerning requested data resources, and an incident manager

(IM).

100181  The incident manager (IM) can store incident objects and incident artifacts
{1As) created in response to the data security incidents, wherein the incident objects include
mformation for the data sceurity incidents and the 1As include information for data
resources identified within the incident objects. The IM also provides the [As as the
requested data resources in queries to the one or more external threat information sources
to obtain knowledge information concerning the 1As, and augments the [As with the
knowledge information concerning the [As obtained from the one or more external threat

information sources.
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ic0191  The above and other featares of the invention including various vovel detais of
construction and combinations of parts, and other advantages, will now be more
particularly described with reference to the accompanying drawings and poioted out in the
claims. It will be understood that the particular method and device embodying the
mvention are shown by way of illustration and not as a hmitation of the invention. The
principles and features of this tnvention may be employed tn various and numerous

cembodiments without departing froro the scope of the mvention.

BRIEF DESCRIPTION OF THE DRAWINGS
100201 In the accompanying drawings, reference characters refer to the same parts
throughout the different views. The drawings are not necessarily to scale; emphasis has

instead been placed upon illustrating the principles of the invention. Of the drawings:

(00211  Fig. 1is a system block diagram of an incident managemcent system that
wcludes a cloud embodiment of an incident manager collaboration tool (IM) to which the
present invention relates, where one or more IMs are included within a service network and

each IM manages the incident response for a separate client enterprise network;

(60221 Fig. 2 is a system block diagram of an inctdent management system including
an on-premises embediment of an IM, where the IM is included within the client enterprise

network for which the IM manages the incident response;

ro0231  Fig. 3 is a flow diagram that shows how Incident Response Team (IRT)
personnel configure login credentials of TIS(s) within an IM, where the IM manages the

metdent response for exemplary eunterprise network chent ACME Company,

(60241  Fig. 4 is a flow diagram that shows how the IM for the enterprise network of
ACME Company provides an incident response for a suspicious file download data
security 1ncident, where the suspicious file download 1s detected by a device within ACME

Company's enterprise network;

100251  Fig. 5 is a flow diagram that provides more detatl for the flow diagram of Fig.
4, where Fig. 5 shows how the IM executes an incident response for data resources that the
IM identifics fror the information of the data sccurity incident, and where the IM queries

first level TISs to determine whether the data resources are associated with known threats;

ron26]  Fig. 618 a flow diagram that provides more detat! for the flow diagram of Fig.

4, where Fig. 6 shows how the IM gueries second level TISs; and
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fcoz71  Fig. 7 is a flow diagram that provides more detail for the flow diagram of Fig.
4, where Fig. 7 shows how the IM cxecutes an incident response for potential trends that
the 1M identifies from correlating the information of the data security incident with
information obtained from the second level TISs and with information stored on the 1M

associated with other data security incidents.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
(0281  The invention now will be described more fully hereinafter with reference to
the accompanying drawings, in which illustrative embodiments of the invention are shown.
This invention may, however, be embodicd in many different forms and shonld not be
construed as Hmited to the embodiments set forth herein; rather, these ernbodirnents are
provided so that this disclosure will be thorough and complete, and will fully convey the
scope of the invention to those skilled 1o the art,

(00291 As used herein, the terro "and/or” includes any and all combinations of one or
more of the associated listed items. Further, the singular forms and the articles "a", "an”
and "the" are imtended fo mclude the plural forms as well, unless expressly stated
otherwise. It will be further understood that the terms: includes, comprises, including
and/or coruprising, when used in this specification, specify the presence of stated features,
integers, steps, operations, elements, and/or components, but do not preclude the presence
or addition of one or more other features, integers, steps, operations, elements,
components, and/or groups thereof. Further, it will be understood that when an element,
including component or subsystem, is referred to and/or shown as being connected or
coupled to another elemeut, i can be directly connected or coupled to the other element or

intervening clements may be present.

100301 Fig. | shows a cloud embodiment of one or more incident manager
collaboration tool applhications (IM) 102 within an incident management system 10
Preferably, an IM 102 is implemented an internet-accessible managed service such as a
Software as a Service {SaaS) application. The IMs 102 are hosted within an application
server 140, The application server 140 13 included within a service network 132,

roo31]  IM{sy 102-1, 102-2, and 102-3 manage the incident response for enterprise
networks 131 of exeraplary organizations ACME Company, BigCorp, and CamCorp,

respectively. The enterprise network 131 of ACME Company is shown. The application
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server 140 provides security and routual exclusion of the data for cach IM 102, Each IM

102 comnmunicates with its associated enterprise network 131 over a network cloud 26.

(00321  The enterprise network 131 of cach organization includes a nurnber of devices.
These mclude coraputing devices, database systems, and data vetworking devices such as
routers 34 fircewalls 36 and configuration servers 63, in examples. The enterprise network
131 typically connects to the network cloud 26 via a firewall 36 device. The firewall 36
typicaily provides a single point of connection for cach organization's enterprise network
131 to the network cloud 26. The network cloud 26 can be a private network, or a public
network such as the Internet, in examples. The configuration server 63 inchides a config
API 39 that enables an external client such as the IM 102 to exccute actions on devices
within the client's enterprise network 131, Preferably, via its config AP 39, the
configuration server 63 acts as a proxy for the IM 102 to execute actions on remote devices

w1 the enterprise networks 131 of the clients.

100331 In the example enterprise network 131 for ACME Company, the firewall 36
also typically connects to a corporate network 70 of the enterprise network 131, A router
34 connects the corporate network 70 to a local network 72, The local network 72 also
includes devices such as a user account database 58 including user accounts 60, and access
server 160 including a web browser 150, and a security information and event mavager
{SIEM} 37.

100341  Personnel typically associated with an Incident Response Team ("IRT") 172
access the 1M 102 via the browser 150, The browser 150, in one exarople, presents a

graphical user interface {GUI) application for managing and interacting with the IM 102

100351  The members of the IRT 172 can also cornmunicate with the IM 102 using web
browsers 150 or stand-alone applications running on user devices such as tablet devices,

where the application server 140 additionally functions as a web server,

100361  The IM 102 includes an application mterface 134 that provides access to the IM
102 for users such as IRT personnel 172, The IM 102 also inchudes an incident database
122 that stores incident objects 121 and incident artifacts (As) 120, a correlation engine
170, and a rules engine 178 that includes rules 180, The IM 102 also includes a Threat
Intelligence Source (TI8) protoco! interface 132, and a TIS configuration repository 128, A
REST (REpresentational State Transfery APEK2 sits on top of the TIS protocol interface
132
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100371 REST 15 a simple chient/server based way to organize fateractions between
independent systems. The REST API 82 enables specific two-way communications
between the DM 102 and external devices in the enterprise network 131 that do not
otherwise have access to the IM's more feature rich application interface 134, In the current
implementation, the REST API 82 is typically limited to providing the ability for external
systems to create incident objects 121 and 1As 120 in the IM 128, An example REST
connection between the router 34 and the IM 102 via the REST API 82 is indicated by

reference 61,

100381 External TIS(s) such as first level TIS(s} 20 and second level TIS(s) 30
cormrunicate with cach IM 102 via its TIS protocol interface 132, In one example, TIS(s)
include files that in turn include the threat data resources, and the IMs 102 periodically
download the files from the TIS(s).. In another example, after 1As 120 are recorded by the
IM 102, the IM 102 reads the contents of the recorded 1As. If the recorded 1A 120 includes
any threat data resources, the IM 102 issues real-time queries to an Application
Progravaming Interface (AP} of one or woore TIS(s) to obtain more information about the

threat data resources.

rc0291  First level TIS{s} 20 include IP address blacklist TIS(s) 130-1 that include 1P
address known threats, and roalware hash TIS(s) 130-2 that include hashes/signatures for
malware known threats, in examples. Second-level TIS(s) 30 include "whois" TIS(s) 138-3
that provide metadata for requested domain name data resources, geolocation TiS(s) 130-4
that provide country and locale data in response to a requested P address data resource,
and "traceroute” TIS(s) 130-5 that provide trattic path trace information in responsc to a
requested IP address data resource, in examples. Login credentials 136 for accessing each

TI8¢s} 130 are mchuded within the TIS configuration repository 128.

100401  Systern managers within the scrvice network 132 use an expert systern 190 to
create, configure, and update the IM(s) 102 for all managed client organizations. Via the
cxpert system 190, service managers can update the capabilitics of cach IM 102 and update

the services each IM 102 provides to its clicuts.

100411 o the current embodiment, the expert system 190 is an application running
within the application server 140, The cxpert system 190 allows system managers to send
management information 54 to individual IMs and/or across multiple IMs 102 at once. The

management information 54 typically includes control messages and associated data for
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configuring the IMs and updating s software components. fo one example, to enhance or
restrict client access to data and resources provided by an IM 102, system managers send
managerent information 54 that 1ncludes instructions aund executable software for

updating the application interface 134 of the IM 102,

100421  The rules engine 1 7% generates a list of tasks 192 for an IM 102 or IRT
personnel 172 to execute in response to data security incidents. The tasks 192 include
recommended actions that should be taken to provide an incident response to the data
sccurity incidents. Note that the rules engine 178 can also be prograrmmed to antomatically
execute actions in response to incidents, such as instructing the firewall 36 to block access
to certain IP addresses or suspicious protocol ports in response to a data security incident.
In other examples, the expert system 190 can also provide the same functions as the rules

engine 178 on behaif of cach organization that it manages.

(00431  The incident database 122 mchades incident objects 121 and incident artifacts
{1As) 120. The incident objects 121 include information for the data security incidents and
the TAs 120 mclude information for data resources wdentified within the incident objects

121,

60441  The tAs 120 can have a one-to-many relationship with the incident objects 121
and can be cdited/augracnted by IRT personnel 172 or the IM 102 to include new
information. For example, when the IM 102 identifies an IP address data resource within a
newly created incident object 121, the IM 102 can first search the incident database 122 to
determine i an TA 120 for the same IP address data resource already exists. I the 1A 120
already exists, the IM 102 can "link” or associate the existing 1A 120 with the newly
created meident object 121, The IM 102 can then annotate the existing 1A 120 with
information obtained from the newly created incident object 121. Moregver, the fact that
the same [A 120 1s linked with multiple mcidents {(c.g. multiple incident objects 121} 18

also a useful indicator of a patiern or trend when analyzing incidents.

10451  In a specific example, an IRT member 172 creates an incident object 121 within
the IM 102 for an incident that occurred in an enterprise network 131, The incident object
121 includes a suspicious 1P address data resource, "1.1.1.1." The IM 102 parses the
incident object 121, identifies IP address 1.1.1.1 as a data resource, and creates an 1A 120
for the identified IP address data resource (e.g. 1.1.1.1) and saves the IA 120 to the incident

database 122. Then, the IM 102 executes a lookup of the A 120 for IP address 1.1.1.1
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against a first level TIS(s) 20 such as an [P address blacklist TIS 130-1 to determine
whether the [P address is a known threat. In response to the determination, the IM 102
follows a pre~determined set of rules 180 1u the rules engine 178 and can then recommend
a course of action for IRT personnel 172 to follow in response to the determination of the

threat.

100461 Then, the IM 102 can additionally lookup the TA 120 for IP address 1.1.1.1
against one or more second level TIS(s) 30 to obtain metadata and usage data for the IP
address. The metadata and usage data obtained can be used separately from or in
conjunction with the information obtained from the lookup of the EA 120 against the first
level TIS(s) 20. In an example, while the IA for IP address 1.1, 1.1 may not be associated
with a known threat in the IP address blacklist first level TIS 130-1, the same 1A 120/1P
address 1.1.1.1 could be included as a spoofed source IP address within a suspicious data
traffic frace entry hosted by fraceroute second level TIS 130-5. IRT members 172 or the IM
102 itself can then annotate the IA 120 for IP address 1.1.1.1 to reflect this potential trend
mformation. This improves both the cyber threat knowledge that the IM 102 provides and

the ability of the IM 102 to detect and predict future cyber threats.

rc0471  Itis also important to note that in addition to IRT personnel 172 creating the
weident objects 121 and mcident artifacts 120 in response to wcidents, the IM 102 itself
can also create the incident objects 121 and the incident artifacts 120 i response o
receiving messages sent from devices wn the enterprise network 131 such as the firewall 36.
The messages inchude the information for the data security incidents. The IM 102 extracts
the information for the data security mcidents from the messages and include the
information within the incident objects 121 and 1As 120. In one example, the messages can
mclude the contents of data packets sent between devices cornmunicating over the

enterprise network 131 that has been captured by a data traffic capture application.

foo481  Fig. 2 shows a system diagram of an "on premises” preferred embodiment of an
IM 102 within an icident manageraent system 10. The IM 102 1s hosted on an application
server 140 included within cach enterprise network 131 for which the IM 102 tracks the

data sccurity incidents.

100491  This conbodiment provides local access to the IM 102 for IRT personnel 172 of

the enterprise network 131, In one example, the service network 132 in the preferred
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erobodiroent is timited to the expert system 190 for communicating with each

organization's IM 102 via its TIS protocol interface 132.

(00501  Fig. 3 is an example mcethod for configuring login credentials 136 to enable an

IM 102 to access TIS(s) 130,

ro0511  IRT personnel 172 within ACME Company’s enterprise network 131 access the
ACME (IM) 102 via a browser 150 running on the apphication server 140, in step 302,
Then, in step 304, IRT personnel 172 configure login credentials 136 of external first level
20 TIS{s) 130-1 and 130-2 and second level 30 TIS(s) 130-3 through 130-5. In step 306,
The IRT personnel 172 save the configared login credentials 136 to the TIS configuration

repository 128 of the IM 102.
100521 Fig. 4 provides an cxample for how the IM 102 tracks data scourity incidents.

100531 Instep 406, a data security incident s detected, e.g., a data networking device
such as a router 34 or firewall 36 in ACME Company’s corporate network 70 detects data
associated with a significant increase in download activity for a specific file, and sends

data associated with the incident in messages to the ACME IM 102-1.

100541  According to step 408, the ACME IM 102-1 receives messages inchuding
information associated with the detected data security incident, and notifies IRT 172

members in response.

10551 In step 410, in response to notification from ACME’s IM 102, an incident
obiect 121 is created within the IM 102 to track the data security mcident. In one example,
the IM 102 automatically creates the incident object 121 in response to recetving the
messages including the information associated with the detected data sccurity incident. In
another example, IRT personnel 172 create the incident objects 121 manually within the

IM 102 via the application interface 134.

(00561  Instep 412, the ACME IM 102 detects creation of the incident object 121 and
optionally creation of TAs 120 associated with the incident, and parses their contents to
identify any ncluded data resources {c¢.g. IP addresses and the mdS hash for the
downloaded file) within the incident object 121, and creates 1As 120 for the data resources
identified within the incident object 121, As in step 410 for the creation of the incident
objects 121, the 1As 120 can be created automatically by the IM 102 or voanually by the

IRT personnel 172, The {As can alse be created or added at a later time. Then, in step 414,

11
SUBSTITUTE SHEET (RULE 26)



WO 2016/037024 PCT/US2015/048465

the ACME IM 102-1 issues gueries to first level TIS(s) 20 configured m the TIS
configuration repository 128, to determine whether the TAs 120 (c.g. mdS hash for
downloaded file and/or IP addresses of downloaded packets) for the icident object 121 are

identified as known threats.

100571  According to step 416, if any known threats are identified, the method
transitions to step 418, In step 418, the IM 102 indicates this condition to the users of the
IM 102 and optionally exccutes rules 180 in the rules engine 178 associated with the
known threats to provide an incident response to the data security incident. The method
transttions to step 440 upon conclusion of step 418, and also when if no actual threats are

identified 1n step 416,
(00581 Fig. 5 provides detail for step 418 of Fig. 4.

f00591  Instep 420, the IM 102 executes a lookup of known threats {e.g. the IP
addresses and/or hash for downioaded file data resources) against the Rules engine 178, If
any rules 180 in the rules engine 178 have an A type that matches the 1A type of the
known threats in step 422, the method transitions to step 424 and executes the matching

rules. Otherwise, the method executes a default rule in step 426 and transitions fo step 434,

foo601  Steps 428 through 432 describe exemplary actiouns for the roatching rules

cxecuted in step 424,

(00611  In step 428, the IM 102 generates tasks 192 for IRT personnel 172 to execute in
response to the identified known threats. According to step 430, using the config AP 39 of
the configuration server 63, the IM 102 instructs reconfiguration of network devices within
the chient's enterprise network 131, e.g., send a message over the network cloud 26 to the
configuration server 63 via the firewall 36, where the message includes instructions to
block the bad 1P addresses on the router 34 of the enterprise network 131, The config APT
39 receives the message and forwards the message to the router 34 for execution on the

router 34 1n step 432, 1o one example.

fcoe2l  Insiep 434, using the config AP 39 of the configuration server 63, the IM 102
instructs reconfiguration of user accounts 60 within the client's enterprise network 131,
¢.g., send a message over the network cloud 26 to the user account database 58, where the
message inciudes instructions to disable the user account 60 of the user that downloaded

the malicious file. The config AP 39 receives the message and forwards the message to
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the user account database 38 for execution on the user account database 58 n step 436, in

another aspect of this example.

(00631  Fmally, in step 438, the IM 102 indicates to IRT members 172 that known
threats were wdentified for the bad 1P addresses and/or the malicious download files, and
indicate the actions which were taken antomatically by the system. Note that step 438 is

reached upon conclusion of both steps 426 and 436,

(60641  Returning to Fig. 4, in step 440, the ACME IM 102 queries the second level
TiS8¢s} 30 configured in the TIS configuration repository 128, to obtain metadata and usage
data for the wdentified TAs 120 within the incident object 121, and augments the 1As 120

with the obtained query results.
100651  Fig. 6 provides detail for step 440 of Fig. 4.

100661 Instep 442, the IM 102 queries & traffic trace “traceroute” TIS 130-5 to obtain
network traffic trace data for LA 120s associated with requested 1P address data resources,
where the network traffic trace data can detect repeated appearances of the IP address
and/or patterns of tratfic from suspicious subnets, in one example. In step 444, the IM 102
queries a “whois” TIS 130-3 to obtain registrar, domain name, and registrant information
for TAs 120 associated with the current IP address and other relevant 1P addresses.
According to step 446, the IM 102 queries a geolocation TIS 130-4 to obtain country and
locale data for TAs associated with 1P addresses. Finally, in siep 448, the IM 102 augments
the identified 1As 120 with any knowledge information obtained from the queries of the

second level TES(s) 30.

fcoe71  Returning to Fig. 4, in step 452, the correlation engine 170 correlates the
contents of incident objects 121 created and stored for the current data security incident
and the augmented 1As 120, with other incident objects 121 and their associated 1As 121
stored in the incident database 122, to identify potential trends in the correlated data. In one
exarnple, the correlation includes searching for coramon attributes among the mcident
objects 121 and their 1As 120, and identifying any statistically significant correlations
across the incident objects 121 and the {As 120.

(00681  The other incident objects 121 and their associated TAs 120 include details of
other incidents of many different types and that occurred at different times. Though the

various incidents for which the incident objects 121 and [As 120 were created may appear

13
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at first glance to be independent or uorelated, trends across the mcident objects 121 and

IAs 120 can be obtained by comparing and contrasting their contents collectively.

(00691 I any potential trends were identified in step 458, the method transitions to step
470. Otherwise, the ncident response method terminates in step 492 to end the trackiog of

the data security incidents.
roo701  Fig. 7 provides detail for step 470 ot Fig. 4.

fco711  Instep 472, the IM 102 executes a lookup of wdentified potential trends {e.g. the
same P address for the original downloaded file was found in traffic traces associated with
malware having different md5 hashes) against the rules engine 178, If any rules 180 in the

rules engine 178 have an 1A type that matches the 1A type of the identified potential trends
i step 474, the method transitions to step 476 and executes the matching rules. Otherwise,

the method executes a default rule in step 478 and transitions to step 490.

fco721  Steps 480 through 484 describe exemplary actions for the matching rules

cxecuted in step 476.

(00731 In step 480, the IM 102 generates tasks 192 associated with the identified
potential trends for IRT personnel 172 o exccute to provide an incident response to the
data sceurity incidents. According to step 482, using the configAPI 39 of the of the
configuration server 63, the IM 102 instructs reconfiguration of network devices within the
clicnt's enterprise network 131, e.g., send a message over the network cloud 26 to the
firewall 36, where the message includes instructions to block the bad P addresses on the
firewall 36 that protects the corporate network 70 of the enterprise network 131, The
config APl 39 receives the message, and forwards the message to the firewall 36 for

execution on the firewall 36 in step 484,
P

[c0741  Finally, in step 490, the IM 102 indicates to IRT members 172 that potential
trends were identified, where the potential trends are associated with the same bad 1P
addresses and/or the malicicus downloead files identified in step 472, and indicate the
actions which were taken autornatically by the system. Note that step 490 1s reached upon

conclusion of both steps 484 and 47X,

1c0751  Returning to Fig. 4, the IM 102 completes its tracking of data security incidents

wn step 492,

14
SUBSTITUTE SHEET (RULE 26)



WO 2016/037024 PCT/US2015/048465

(00761 While this invention has been particularly shown and described with refereuces
to preferred embodiments thereof, it will be understood by those skilled in the art that
various changes in form and details may be made therein without departing from the scope

of the invention encompassed by the appended claims.
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CLAIMS

What is claimed is:

1. A method for tracking data security wncidents i an enterprise network, the
method comprising:
creating, in an incident manager (IM), incident objects that include information
for the data security incidents and incident artifacts (IAs) that include
information for data resources identified within the incident objects;
iooking up the TAs in one or more external threat intelligence sources {T15(s) }
to obtain knowledge mformation concerning the TAs; and
augmenting the IAs with the knowledge information concerning the 1As

obtained from the TIS(s).

2. The method of claim 1, wherein creating the incident objects and the incident
artifacts is accomplished by the IM 1u response to receiving messages sent from
devices in the enterprise network, wherein the messages include the information for

the data security incidents.

3. The method of claim 1, wherein creating the incident objects and the ncident
artifacts, is accomplished by Incident Response Team (IRT) personnel of the

cuterprise network in response to the data security incidents.

4. The method of claim 1, further comprising Incident Response Team (IRT)
personnel of the enterprise network augmenting the TAs to include information

concerning the 1As.

5. The method of claim 1, wherein looking up the [As in the one or more external
TIS(s} further comprises:
querying first level TIS(s} to identify whether the 1As are associated with known
threats; and

querying second level TIS(s) to provide metadata and/or usage data for the 1As.

6. The rocthod of claim 5, further comprising executing rules associated with the

known threats to provide an incident response to the data security incidents.
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7. The mcthod of claim 1, further comprising correlating the created incident
objects and the augmented 1As, with other incident objects and 1As stored in the IM
associated with other data secunity jucidents, to identify potential trends in the

correlated data.

8. The method of claim 7, further comprising executing rules associated with the
identificd potential trends to provide an incident response to the data security

incidents.

9. The method of claim 1, further comprising storing the incident objects and the

1As in an incident database included within the IM.

18. The method of claim 1, wherein the data resources identified within the
incident objects include Internet Protocol (IP) addresses, file hashes associated with
malware, domain names, names of files, user account s, registry keys, emati]

addresses, and/or protocol port nurmbers.

11, The method of claim 1, wherein the external TIS(s) include first level TIS(s) of

known threats inchading 1P address blacklist and malware hash information.

12. The method of claim 1, wherein the external TIS(s) include second level TIS(s)

including whois, geolocation, and traceroute information.

13. An incident response system for tracking data security incidents in an
enterprise network, comprising:
one or more external threat intelligence sources (TIS(s)) that respond to queries
with knowledge information concerning requested data resources; and
an incident manager (1M) that:
stores incident objects and incident artitacts (IAs) created m response to the data
securtty mcidents, wheretn the incident objects include information for the
data security incidents and the 1As imclude information for data resources
identified within the imcident objects;
provides the TAs as the requested data resources in querics to the one or more
external threat information sources to obtain knowledge information

concerning the [As; and
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augments the [As with the knowledge information concerning the [As obtained

from the one or more external threat information sources.

14, The system of claim 13, wherein the information for the data security incidents
are included within messages sent from devices in the enterprise network, and
wherein the IM creates the incident objects and the 1As in response to receiving the

CsS8ages.

<

15. The system of claim 13, wherein Incident Response Team (IRT) persormel of
the enterprise network create the incident objects and the TAs in response to the

data sccurity incidents.

16. The system of claim 13, further comprising Incident Response Team (IRT)
personnel of the enterprise network angmentiog the T1As with information

concerning the [As.

[
~J

. The system of claim 13, wherein the external TIS(s) inciude:
first fovel TIS(s) that provide an mndication whether the TAs are associated with
known threats; and

second level TIS(s}) that provide metadata and/or usage data for the [As.

18, The system of claim 17, wherein the IM inchades a rules engine including
rules, and wherein the rules engine executes rules associated with the known threats

to provide an incident response to the data security incidents.

19. The system of claim 13, wherein the IM inchudes a correlation engine that
corrclates the stored incident objects and the angmented TAs with other incident

objects and 1As stored in the 1M to identify potential trends in the correlated data.

28. The system of claim 19, wherein the IM includes a rules engine inchuding
rules, and wherein the rules engine executes rules associated with the identified

potential trends to provide an incident response to the data security incidents.

21. The system of claim 13, wherein the IM mcludes an incident database that

stores the incident objects and the [As.
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22. The system of claim 13, wherein the data resources identified within the
incident objects include Internet Protocol (1P} addresses, file hashes associated with
malware, domain names, names of files, user account IDs, registry keys, email

addresses, and/or protocol port numbers.

23. The system of claim 13, wherein the external TIS(s) include first level TIS(s)

mcluding IP address blacklist and malware hash information.

24, The system of claim 13, wherein the external TIS(s) include second level

Ti8{s) including whois, geolocation, and traceroute information.
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302_\‘\,“ IRT personnel within ACME Company's enterprise network access the ACME Incident
Manager Collaboration Tool (IM) via a browser running on an access server

¥

3@4_-\"— IRT personnel configure login credentials of external first level (2() and second level (30}
Threat dentification Sources (TIS(s) ) for accsssing the TIS(s)

¥

IRT personnel save the configured login credentials within the TIS configuration repository

FiG. 3
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4@51 Company’s corporate network detects dala associated with a significant increase in download activity for a

408
_\‘\_., The ACME IM receives messages including information associated with the detected data security

4101 in responss to notification from ACME’s IM, an incident object is created within the 1M {o track the incidsnt,

412‘\““ incident, and parses their contents to identify any included data resources (e.g. IP addresses and the md5

4141 The ACME M issues queries to first level TiS systems configured in the TIS configuration repository, o

WO 2016/037024 PCT/US2015/048465
4/7

Data security incident detected, e.g., a data networking device such as a router or firewall in ACME

specific file, and sends data associated with the incident in messages to ACME Incident Manager
Collaboration Tool (1M}

incident, and notifiss IRT members in response

¥

where the incident abjact includeas the information associated with the detected incident

!

The ACME M detects creation of the incident object and optionally creation of IAs associated with the

hash for the downloaded file}, and creales Incident Artifacts for data resources identified within the incident
object

determine whether the 1As {(e.g9. md5 hash for downloaded file and/or IP addresses of downloaded
packets) for the incident object are identified as known threals

418 :
—\\/,/Y\\ indicate the known threats o users and
sl o opticnally execute one or more rules in the
Known threats identified 7 T YES| rules engine associated with the known
threats (o provide an incident responss to
NO the data security incident

\m418

44( ¥ $
1 The ACME M queries the second level Threat Identification Sources {TIS) configured in the TIS
configuration repository, to oblain metadata and usage data for the identified |As within the incident object,
and augments the [As with the obtained query results

4521 ¥
corralation engine correlates the contents of incident objects created and stored for the current data
incident and the augmentad 1As, with the contents of other incident objects and their associated 1As
stored in the incident database, o identify potential trands in the corralated data

458
k/mié'ntiai trefids—
NG - identified 2

470‘\ YES

Execuie one or morea rules in the rulss engine associaled with the identified potential
trends to provide an incident response to the data security incident

432 l
‘\(// \\

\ end tracking of data security incidents ]

FiG. 4
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5/7
418
\

42
z\ Execute lookup of known threals {e.g. the IP addresses andior hash for downloaded
file data resources) against the Rules engine

422 i,
Do any rules in the L

rules engine have an P

IA type that maiches NO
the A type of the YES
identified known

threats? 4262\‘

424
‘L Execute matching rule(s) Execute a default rule

I

428 e
_\\__.4 Ganerate tasks for IRT parsonnal to execute
in response o the identified known threats

43(}_\\,,. Using the config AR of the configuration server, instruct
reconfiguration of network devices in the clisnt’s enterprise
network, 8.g., send a massage over the network cioud o the
configuration server via the firewall, where the message
includes insiructions o block the bad IP addresses on the
router of the enterprise network

432—\’_ config AP receivas the message and forwards the message
o the router for sxecution on the router

|

Using the config APl of the firewall, instruct reconfiguration of
, user accounts within the dlient's enterprise network, e.q., send
434L a message over the network doud fo the user account

database, where the message includes instructions to disable
the user account of the user that downloaded the malicious fila

:

436‘“\“’ config AP receives the messags and forwards the msssage to the
user account database for execution on the user account database

y ¥

438 indicate to IRT members that known threats were identified for the bad IP addresses
m\..f-— and/or the malicious download files, and indicate the aclions which were taken
automatically by the system

FIG. 5
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CQuery traffic trace “raceroute” TIS(s) to oblain a network traffic trace data for lAs
442 associated with requestad IP address data resources, where the network traffic trace
z\ data can detect repeated appearances of the 1P address and/or patterns of traflic
from suspicious subnets

'

444 . . . . . .
L Query “whaois” TIS to obtain registrar, domain name, and registrant) for l1As
associated with the current IP address and other relevant IP addresses

¥

449L Query geciocation TIS {0 oblain country and locale dala for {As associaled with P
addresses

.

Augment the identified [As with any knowledge information obtained from queries of
second level TiS(s)

FIG. 6
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717
470*\

472 Exscute lookup of identified polential trends {e.g. the same IP address for the original downloaded file
z\ was found in traffic traces associated with malware having different md5 hashes } against the rules

gngins
474 i,
Do any rules in the L
rules engine have an T
IA type that malches NO

the 1A typs of the YES
identified potential

trends”? 4782\‘

476
‘L Execute matching rule(s) Execute a default rule

:

48()“\\’ Generate {asks associated with the identified potential trends for
IRT personnel io execute to provide an incident response o the
data security incidenis

'

482—\\,, Using the config AP of the configuration server, instruct
recanfiguration of network devices within the client’s anterprise
network {e.4. send a message over the network cloud to the
firewall, where the message includes instructions to block the bad
IP addresses on the firewall that protects the corporate network)

484
—\\’ config AP receives the message and forwards the messags to the
firawall for execution on the firewall

¥

490“\” indicate io IRT members that potential trends were identified, where the potential

trends are associated with the same P address and/or were found in the traffic traces

associated with malware having different mdS hashes, and indicate the aclions which
wers taken automatically by the system

FiG. 7
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