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DESCRIPTION

BACKGROUND

[0001] Software implementation errors, such as missing or incorrect input validation, can lead
to out-of-bounds buffer accesses and memory corruption. These implementation errors can
lead to the software becoming unstable or eventually crashing under normal conditions.
However, when an input is manipulated by a malicious party intent on attacking the computer
system, these memory corruption and overflow bugs can be exploited by the attacker to
change the expected behavior of the software code and to execute code or functionality
determined by the attacker.

[0002] An attacker typically gains control of execution by overwriting a data structure in
memory, such as a return address, a function pointer, or a virtual-table pointer. Finding and
fixing all exploitable memory-corruption bugs in large and legacy code-bases is not always
possible. Accordingly, many computer systems contain general defensive features, called
"exploit mitigation mechanisms," that are effective against well-known techniques attackers use
to exploit these bugs to gain control of and/or damage targeted computer systems.

[0003] Some examples of exploit mitigation mechanisms that are commonly included in
computer systems include: Data Execution Prevention (DEP), Stack Protection (SP), and
Address Space Layout Randomization (ASLR). In the DEP technique, all code sections are
marked as read-only and all writable regions are non-executable. Typically, the read-only
property of the code sections and the non-executable property of the writeable sections is
enforced by the memory management unit (MMU) of the processor. This technique can
prevent an attacker from placing their own code into a data area and directing execution flow
to that code. In the SP approach, the compiler implements functions to detect buffer overflows
on the stack. Stack-based buffer overflows can be easy to exploit, since there is often a return
address or saved link-register on the stack right after a local array. An attacker can cause the
local array to overflow and to overwrite the return address / link register and redirect execution
flow of the software. Many conventional stack protection implementations insert a guard value
onto the stack in the function prologue and check for modifications of that value before
returning from that function. If a buffer overflow has occurred, the guard value will have been
overwritten along with the return address, because the guard value is located in the stack
between the buffer and the return address. The guard value must be a random and/or
unpredictable value in order for the SP approach to be secure. In the ASLR approach, the
memory layout of an application can be randomized at each execution. For example, the base
address for code, static data, stack, and heap can be determined randomly. This approach
makes exploitation difficult since attackers need to predict the location of the
code/data/pointers they need to target/manipulate for a successful attack. US2003182572
shows a protection method against pointer corruption attacks.

SUMMARY
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[0004] An example method for enforcing flow control of a software program in a processor
according to the disclosure includes analyzing program code of the software program to
identify a code pointer in the program code, generating an authentication tag based on the
code pointer, and modifying the code pointer in the program code with the authentication tag to
generate a tagged code pointer.

[0005] Implementations of such a method may include one or more of the following features.
Modifying the code pointer in the program code with the authentication tag to generate the
tagged code pointer further includes generating the tagged code pointer by applying a mask to
the authentication tag and the code pointer. Generating the tagged code pointer by applying
the mask to the authentication tag and the code pointer further includes selecting a first set of
bits from the authentication tag using the mask, and replacing a second set of bits of the code
pointer corresponding to the first set of bits with the first set of bits to generate the tagged code
pointer. Identifying a plurality of code pointers in the program code, and identifying tag bits
common to the plurality of code pointers in the program code to determine the mask.
Authenticating the tagged code pointer, performing error handling responsive to the
authentication tag having been altered, and executing a program instruction at an address
associated with the code pointer responsive to the authentication tag having not been altered.
Authenticating the tagged code pointer includes determining a recovered code pointer value
from the tagged code pointer using the mask. Extracting an embedded authentication tag
value from the tagged code pointer using the mask. Generating a recovered authentication tag
based at least in part on the recovered code pointer and the context value. Extracting a
masked tag value from the recovered authentication tag using the mask. Comparing the
masked tag value to the embedded authentication tag value to determine whether the tagged
code pointer has been altered.

[0006] An example apparatus for enforcing flow control of a software program in a processor
according to the disclosure includes means for analyzing program code of the software
program to identify a code pointer in the program code, means for generating an
authentication tag based on the code pointer; and means for modifying the code pointer in the
program code with the authentication tag to generate a tagged code pointer.

[0007] Implementations of such an apparatus may include one or more of the following
features. The means for modifying the code pointer in the program code with the
authentication tag to generate the tagged code pointer includes means for generating the
tagged code pointer by applying a mask to the authentication tag and the code pointer. The
means for generating the tagged code pointer by applying the mask to the authentication tag
and the code pointer further includes means for selecting a first set of bits from the
authentication tag using the mask and means for replacing a second set of bits of the code
pointer corresponding to the first set of bits with the first set of bits to generate the tagged code
pointer. Means for identifying a plurality of code pointers in the program code, and means for
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identifying tag bits common to the plurality of code pointers in the program code to determine
the mask. Means for authenticating the tagged code pointer, means for performing error
handling responsive to the authentication tag having been altered, and means for executing a
program instruction at an address associated with the code pointer responsive to the
authentication tag having not been altered. Means for determining a recovered code pointer
value from the tagged code pointer using the mask.

[0008] An example apparatus for enforcing flow control of a software program in a processor
according to the disclosure includes a processor configured to analyze program code of the
software program to identify a code pointer in the program code, generate an authentication
tag based on the code pointer, and modify the code pointer in the program code with the
authentication tag to generate a tagged code pointer.

[0009] Implementations of such an apparatus may include one or more of the following
features. The processor being configured to modify the code pointer in the program code with
the authentication tag to generate the tagged code pointer is further configured to generate the
tagged code pointer by applying a mask to the authentication tag and the code pointer. The
processor being configured to generate the tagged code pointer by applying the mask to the
authentication tag and the code pointer is further configured to select a first set of bits from the
authentication tag using the mask, and replace a second set of bits of the code pointer
corresponding to the first set of bits with the first set of bits to generate the tagged code
pointer. The processor is further configured to identify a plurality of code pointers in the
program code, and identify tag bits common to the plurality of code pointers in the program
code to determine the mask. The processor is further configured to authenticate the tagged
code pointer, perform error handling responsive to the authentication tag having been altered,
and execute a program instruction at an address associated with the code pointer responsive
to the authentication tag having not been altered. The processor being configured to
authenticate the tagged code pointer is further configured to determine a recovered code
pointer value from the tagged code pointer using the mask. The processor is further configured
to extract an embedded authentication tag value from the tagged code pointer using the mask.

[0010] A non-transitory computer-readable medium, having stored thereon computer-readable
instructions for enforcing flow control of a software program in a processor, according to the
disclosure includes instructions configured to cause a computer to analyze program code of
the software program to identify a code pointer in the program code, generate an
authentication tag based on the code pointer, and modify the code pointer in the program code
with the authentication tag to generate a tagged code pointer.

[0011] The instructions configured to cause the computer to modify the code pointer in the
program code with the authentication tag to generate the tagged code pointer is further
comprise instructions configured to cause the computer to generate the tagged code pointer
by applying a mask to the authentication tag and the code pointer. The instructions configured
to cause the computer to generate the tagged code pointer by applying the mask to the
authentication tag and the code pointer further comprise instructions configured to cause the
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computer to select a first set of bits from the authentication tag using the mask, and replace a
second set of bits of the code pointer corresponding to the first set of bits with the first set of
bits to generate the tagged code pointer. Instructions configured to cause the computer to
identify a plurality of code pointers in the program code, and identify tag bits common to the
plurality of code pointers in the program code to determine the mask. Instructions configured to
cause the computer authenticate the tagged code pointer, perform error handling responsive
to the authentication tag having been altered, and execute a program instruction at an address
associated with the code pointer responsive to the authentication tag having not been altered.
The instructions configured to cause the computer to authenticate the tagged code pointer
further comprise instructions configured to cause the computer to determine a recovered code
pointer value from the tagged code pointer using the mask. Instructions configured to cause
the computer to extract an embedded authentication tag value from the tagged code pointer
using the mask. The invention is as defined in the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012]

FIG. 1 is a functional block diagram of an example computer system in which the code pointer
authentication techniques discussed herein can be implemented.

FIG. 2 is a flow diagram of an example process for code pointer authentication.

FIG. 3 is a flow diagram of an example process for authenticating a code pointer that has been
protected according to the code pointer authentication process illustrated in FIG. 3.

FIG. 4 is a flow diagram of an example process for generating an authentication tag.

FIG. § is a flow diagram of an example process for modifying a code pointer with an
authentication tag to generate a tagged code pointer.

FIG. 6 is a flow diagram of an example process for authenticating a code pointer that has been
protected according to the code pointer authentication process illustrated in FIG. 3.

FIG. 7 is a flow diagram of an example process for generating a mask.

FIG. 8 is a diagram illustrating an example of the process for tagging a code pointer illustrated
in FIG. 4.

FIG. 9 is a diagram illustrating an example of the process for authenticating a tagged code
pointer illustrated in FIG. 5.

DETAILED DESCRIPTION



DK/EP 3779745 T3

[0013] Techniques are provided for implemented code pointer authentication in hardware to
prevent malicious or poorly written code from modifying code pointers in software code to be
executed by a processor of a computer system. The techniques disclosed herein can be used
to tag code pointers in software code. The tags can be used to authenticate a code pointer as
a valid pointer to executable code before the processor executes a jump or branch instruction
to an address associated with the code pointer. If authentication of a tagged code pointer fails,
the processor can be configured to perform an error handling procedure that can be used to
halt the execution the program code, thereby preventing the execution of any malicious code
that may be pointed to by a code pointer that has been modified or corrupted.

[0014] Code pointers can be tagged in a way that makes it difficult for an attacker to forge a
valid tag. Authentication tags can be created that represent the only places in the code that
can be reached through an indirect jump or branch in the logical flow of the software code. In
some implementations, the tags can be cryptographic authentication tags that are encrypted
using a secret key known only to processor making alternations to the tag more difficult.

[0015] The techniques disclosed herein can help prevent code pointers that have been
overwritten through a memory corruption bug from inadvertently being used as a target of an
indirect jump or call.

Example Hardware

[0016] FIG. 1 is a block diagram of a computer system 100 that can be used to implement the
various techniques disclosed herein. The computer system 100 can be used to implement, at
least in part, the process illustrated in FIGs. 2-9.

[0017] The computer system 100 comprises a general-purpose processor 110, a wireless
interface 125, network interface 165, and a non-transitory memory 160 connected to each
other by a bus 115. The wireless interface 125 can include a wireless receiver, transmitter,
transceiver, and/or other elements that enable the computer system 100 to send and/or
receive data using the wireless communications protocols associated with one or more
wireless wide area network (VWWWAN) systems, wireless local area networks (WLANS), and/or
other types of wireless communication protocols that can be used to send and/or receive data.
The wireless interface 125 is connected by a line 132 to an antenna 134 for sending and
receiving communications to/from other wireless devices configured to communicate using
wireless communication protocols. Computer system 100 may include one or more
transceivers configured to receive and/or send communications using other wireless protocols
in addition to or instead of the transceivers illustrated in FIG. 1.

[0018] Network interface 165 can be configured to connect the computer system 100 to one or
more wired network connections. The network interface 165 can be configured to allow the
computer system 100 to transmit and receive data via one or more wired data connections.



DK/EP 3779745 T3

[0019] The processor 110 can be an intelligent device, e.g., a personal computer central

processing unit (CPU) such as those made by Intel® Corporation or AMD®, a microcontroller,
an application specific integrated circuit (ASIC), etc. The memory 160 is a non-transitory
storage device that can include random access memory (RAM), read-only memory (ROM), or
a combination thereof. The memory 160 can store processor-readable, processor-executable
software code containing instructions for controlling the processor 110 to perform functions
described herein (although the description may read that the software performs the
function(s)). The software can be loaded onto the memory 160 by being downloaded via a
network connection, uploaded from a disk, etc. Further, the software may not be directly
executable, e.g., requiring compiling before execution.

[0020] The software in the memory 160 is configured to enable the processor 110 to perform
various actions, including implementing the various techniques for protecting the code pointer
authentication techniques discussed herein.

[0021] The processor 110 can include one or more registers that can be used to store
configuration data for the code pointer authentication techniques disclosed herein. For
example, the processor 110 includes a mask register 110-A, a value register 110-B, a flags
register 110-C, and a context register 110-C. The mask register 110-A can be used to store
mask bits for the current mask that is used to tag code pointers and to authenticate a tagged
code pointer. An example of such mask data (mask 810) is illustrated in FIGS. 8 and 9, an
example process for generating such a mask is illustrated in FIG. 7. The value register 110-B
can be used to store a value for the current value used when untagging a tagged code pointer
to authenticate that pointer and to recover the original value of the code pointer. An example of
such value data (value 805) is illustrated in FIGS. 8 and 9, an example process for generating
the value data illustrated in FIG. 7. The flags register 110-C can be configured to contain flags
that can be used to enable and/or disable the code pointer authentication and/or stack pointer
protection techniques disclosed herein. The context register 110-C can be used to contain the
current context value associated with the program code being executed by the processor 110
and that is used for generating the authentication tags associated with the code pointers for
the program code. An example of such context data (context value 825) is illustrated in FIGS. 8
and 9. Other processes, such as those illustrated in FIGS. 2-6 can access and/or modify the
values stored in the registers 110-A, 110-B, 110-C, and 110-D. The number of registers
included in other implementations may vary.

[0022] The processor 110 can provide means for analyzing program code of the software
program to identify a code pointer in the program code, means for generating an
authentication tag based on the code pointer; and means for modifying the code pointer in the
program code with the authentication tag to generate a tagged code pointer. The processor
110 can also provide means for generating the tagged code pointer by applying a mask to the
authentication tag and the code pointer. The processor 110 can also provide means for
generating the tagged code pointer by applying the mask to the authentication tag and the
code pointer by providing means for selecting a first set of bits from the authentication tag
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using the mask and means for replacing a second set of bits of the code pointer corresponding
to the first set of bits with the first set of bits to generate the tagged code pointer. The
processor 110 can also provide means for identifying a plurality of code pointers in the
program code and means for identifying tag bits common to the plurality of code pointers in the
program code to determine the mask. The processor 110 can also provide means for
authenticating the tagged code pointer, means for performing error handling responsive to the
authentication tag having been altered, and means for executing a program instruction at an
address associated with the code pointer responsive to the authentication tag having not been
altered. The processor 110 can also provide means for determining a recovered code pointer
value from the tagged code pointer using the mask.

Example Implementations

[0023] FIG. 2 is a flow diagram of a process for enforcing flow control of a software program in
a processor that can be used to implement the code pointer authentication techniques
disclosed herein. The process illustrated in FIG. 2 can be implemented using the computer
system 100 illustrated in FIG. 1. The example computer system 100 illustrated in FIG. 1
provides one example of one computer system in which the process illustrated in FIG. 2 may
be implemented, and the process illustrated in FIG. 2 can be implemented by processors of a
computer system having a different architecture than the example illustrated in FIG. 1.

[0024] Program code of a software program can be analyzed to identify a code pointer in the
program code (stage 205). The program code to be analyzed can be source code or can be
binary code. The code pointer can represent an address to an instruction of the program code
which may be reached from a jump point or branch point the flow of the program code
execution. A malicious party may attempt to obtain control of the flow of the program code by
modifying the code pointer with an address associated with a different instruction than the one
with which the code pointer was originally associated. The process illustrated in FIG. 1 begins
with identifying a code pointer in the program code as a technique for mitigating memory
corruption exploits such as those discussed above.

[0025] The example process illustrated in FIG. 1 includes identifying a code pointer in the
program code for which the flow control is to be enforced. While the example illustrated in FIG.
1 discusses identifying one code pointer, the process illustrated in FIG. 1 can be adapted to
identify more than one code pointer included in the program code. The processor 110 can be
configured to identify the code pointer or code pointers in the program code prior to execution
of the program code by the processor 110. For example, the processor 110 can be configured
to identify the code pointers in the program code at the time that the program code is loaded
by the processor 110 and when the dynamic or static linking is performed.

[0026] An authentication tag can be generated for the code pointer (stage 210). The
authentication tag can be generated using a process that will make it difficult for a malicious
party to modify a code pointer to point to a different address without being detected. In some
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implementations, at least a portion of the code pointer can be encrypted using a secret key
that is maintained by the processor 110, and the authentication tag for the code pointer can be
generated using the encrypted portion of the code pointer. Example processes for generating
an authentication tag for a code pointer are illustrated in FIGS. 5 and 7.

[0027] The code pointer in the program code can be modified with the authentication tag to
generate a tagged code pointer (stage 215). The code pointer may be replaced entirely or in
part with the authentication tag generated in stage 210. Depending on the configuration of the
computer system 100, it may not be possible to attach additional data to code pointers without
making significant architectural changes to the computer system 100. Accordingly, the
techniques disclosed herein modify the code pointer with the authentication tag and verify that
the tagged code pointer has not been modified before executing an instruction at an address
associated with the tagged code pointer. This approach doesn't require significant changes to
the architecture of the computer system 100, because the tagged code pointer fits within the
memory space allocated to the untagged code pointer. Furthermore, modifying the code
pointer itself can make it more difficult for malicious code to redirect the program flow to a valid
address. The malicious code would need to be able to generate a valid authentication tag for
the desired target address and to modify a code pointer to generate a valid tagged code
pointer to that address in order to redirect the flow of the program execution to that address.

[0028] FIG. 3 is a flow diagram of an example process for authenticating a code pointer that
has been protected. The process illustrated in FIG. 3 can be used to authenticate a code
pointer that has been modified using the process illustrated in FIG. 2. Furthermore, the
process illustrated in FIG. 2 can be modified to include the stages of the process illustrated in
FIG. 3. The process illustrated in FIG. 3 can be implemented using the computer system 100
illustrated in FIG. 1. The example computer system 100 illustrated in FIG. 1 provides one
example of one computer system in which the process illustrated in FIG. 3 may be
implemented, and the process illustrated in FIG. 3 can be implemented by processors of a
computer system having a different architecture than the example illustrated in FIG. 1.

[0029] A tagged code pointer can be authenticated (stage 310). At some point during the
execution of program code that includes tagged code pointers, the processor may encounter a
tagged code pointer and authenticate the tagged code pointer to determine whether the
tagged code pointer has been altered. For example, the tagged code pointer may have been
altered by malicious or poorly written code. For example, the tagged code pointer may have
been modified by malicious activity that exploits a memory corruption or memory overflow bug
that allows an attacker to modify the value of a memory address associated with a code
pointer. In some implementations, the processor 110 can be configured to determine that a
tagged code pointer has been altered by regenerating the authentication tag associated with
the code pointer and comparing the regenerated authentication tag with the authentication tag
extracted from the tagged code pointer to determine whether the two tags match. If the tags
match, then the tagged code pointer has not been altered, and if the tags do not match, the
tagged code pointer has been altered. An example process for authenticating a tagged code
pointer is illustrated in FIG. 6. The process illustrated in FIG. 6 can be used to authenticate a
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code pointer that has been protected using the modification technique illustrated in FIG. 3.

[0030] Returning now to FIG. 3, error handling can be performed responsive to the
authentication tag having been altered (stage 315). The processor 110 can be configured to
perform various types of error handling procedures that can be used to halt the execution of
the program code in which the tagged code pointer has been altered. For example, the
processor 110 can be configured to set a flag indicating that the tagged code pointer has been
altered. The processor 110 can be configured to execute instructions in the program code that
recognize that the flag has been set and are configured to respond to the error condition. For
example, the program code can include instructions that terminate the execution of the
program code in a controlled fashion and clean up any data associated with the program code
being executed in the memory. The program code can also include instructions that warn a
user of the computing device on which the program code is being executed that an error has
occurred and that the program code is being shut down. Other instructions can also be
included in the program code that cause the processor 110 to write information to a log
providing information about the error that occurred. The program code can also include
instructions that can cause the processor 110 to send the log to a remote server, such as a
content provider server associated with a content provider that created or distributed the
program code. The processor 110 can also be configured to perform the error handling
discussed above in response to the error flag being set instead of the error handling routing
being included in program code being executed by the processor 110. The processor 110 can
also be configured to not recover the original code pointer from the tagged code pointer in
response to determining that the tagged code pointer has been modified or altered. As a
result, the tagged code pointer would not refer to a valid address and an exception can be
raised. The processor 110 can be configured to handle such an exception similarly to any
reference to an invalid address in program code being executed by the processor 110. For
example, the processor 110 can be configured to perform standard error handling routines in
response to identifying an invalid address, such as gracefully halting execution of the program
code, writing error information to a log, sending the log information to a content creator or
provider, notifying a user of the computing device on which the program code is being
executed that the program code has to shut down due to an error, and/or other steps. These
approaches to error processing can prevent the flow of the program code from being
redirected by malicious code or poorly written code.

[0031] A program instruction at an address associated with the code pointer responsive to the
authentication tag having not been altered can be executed (stage 320). The processor 110
can be configured to execute a program instruction at the address associated with the tagged
code pointer responsive to the tagged code pointer being authenticated. If the tagged code
pointer was successfully authenticated, then the code pointer is not likely to have been altered
by malicious code or a memory exploit, and the flow of the program execution can continue
with an instruction located at the memory address associated with the code pointer.

[0032] FIG. 4 is a flow diagram of an example process for generating an authentication tag.
The process illustrated in FIG. 4 can be used to implement stage 210 of the process illustrated
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in FIG. 2. The process illustrated in FIG. 4 can be implemented using the computer system
100 illustrated in FIG. 1. The example computer system 100 illustrated in FIG. 1 provides one
example of one computer system in which the process illustrated in FIG. 4 may be
implemented, and the process illustrated in FIG. 4 can be implemented by processors of a
computer system having a different architecture than the example illustrated in FIG. 1. The
process illustrated in FIG. 4 will be discussed with reference to the diagram of FIG. 8, which
provides an example of the process for generating an authentication tag for a code pointer and
for modifying the code pointer to generate a tagged code pointer.

[0033] A secret key associated with the processor 110 can be accessed (stage 405). The
secret key can be used in generating the authentication tag that can be used to modify a code
pointer. The key should be kept secret and be stored in an substantially inaccessible memory
location that the processor 110 can access but cannot be accessed by processes being
executed by the processor 110 in order to keep the keys safe from those who wish to execute
malicious code on the computer system 100. In some implementations, there may be more
than one key associated with the processor 110 of the computer system 100. For example,
many ARM processors and HEXAGON processors have multiple execution (privilege) levels
associated with them, such as: monitor, kernel, and user modes of execution. Each of these
privilege levels may contain one or more execution environments. For example, each user-
mode process operates within an execution environment at the "user” privilege level, and these
processes are managed by the operating system (OS) kernel. In some implementations, a
guest OS may be implemented on the computer system 100. A guest OS may be operated
within an execution environment at the "kernel” privilege level and be managed by a hypervisor
or virtual machine monitor (VMM). In environments having multiple privilege levels, a set of
protection parameters can be defined for each privilege level associated with the processor
110 of the computing system 100. These protection parameters can include keys used for
tagging code pointer and for verifying tagged code pointers, a mask and value used for tagging
the code pointers, processor flags to enable and/or disable code pointer verification and/or
other security features such as hardware-based stack protection. Parameters associated with
an execution context are hidden from other execution contexts operating at the same or a
lower privilege level. The processor 110 can be configured to include registers for storing the
protection parameters associated with each privilege level. The processor 110 can also be
configured to expose instructions to read and set protection parameters, so that code
executing at a particular privilege level can read and set the configuration registers for the next
lower privilege level. In some implementations, the processor 110 is configured such that the
monitor or hypervisor is permitted to manage the keys associated with its current privilege level
as well as those associated with a next lowest privilege level (if any). The processor 110 can be
configured such that higher privilege levels are responsible for generating and/or changing
keys when creating and/or switching the processing context of the next lower privilege level. In
stage 405, the key associated with the appropriate privilege level associated with the execution
environment. Where multiple execution environments and/or privilege levels are not supported
or where different security is not provided for each privilege level, a key associated with the
processor can be accessed from a register of the processor 110.
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[0034] Context information associated with the program code can be accessed (stage 410).
The context information can be associated with a particular execution environment and can
comprise a unique and secret value that is associated with the particular execution
environment. In some implementations, context information may not be used. However, the
context information provides an additional level of security. For example, if an attacker were
able to read tagged code pointers from memory by exploiting an information leak vulnerability
of the program code, the attacker could still potentially control the flow of the program code to
call any one of the authenticated entry points associated with the tagged code pointers. The
attacker would be restricted to using the addresses that were included in tagged code pointers
in the exploit, but the tagged code pointers could be substituted for one another to alter the
program flow. But, the addition of the context further limits the ability of an attacker by grouping
code pointers by context. The context is introduced as an additional argument to the
authentication function, and only pointers having the same context can be substituted for one
another. Accordingly, the techniques disclosed herein that include the context can be used to
enforce control flow integrity (CFI) of the program code providing that the code pointers are
tagged with a proper context at load time.

[0035] The processor 110 can be configured such that execution environments operating at
the same execution level cannot access the context information associated with the other
execution environments operating at the same or higher level. The processor 110 can be
configured such that an execution environment operating at a higher privilege level may be
able to access, modify, and/or generate the context information associated with execution
environments operating at a lower privilege level. In some implementations, the processor 110
can be configured such that an execution environment operating at a higher privilege level may
be able to access, modify, and/or generate the context information associated with execution
environments operating only one level below the current privilege level.

[0036] A cryptographic algorithm can be applied to the code pointer to generate the
authentication tag (stage 415). The cryptographic algorithm can be a message authentication
code (MAC). The example implementation illustrated in FIG. 8 uses a MAC algorithm 830 to
generate the authentication tag 835. The inputs to the MAC algorithm 830 are the key 820
obtained in stage 405, the context information 825 obtained in stage 410, and the code pointer
815 to be tagged. The context information 825 and the code pointer 815 can be encrypted
using the MAC algorithm 830 and the key 820. The context information 815 can comprise a
unique value that can be used when generating the authentication tag to provide an extra layer
of security. A malicious party that attempts to make unauthorized modifications to a code
pointer in an attempt to take control of the flow of execution of program code would not have
knowledge of the context information associated with the execution environment in which the
program code is being executed and would not easily be able to replicate the authentication
tag 835. For example, if the malicious party were able to exploit a memory bug that allowed
access to a tagged code pointer, the tagged code pointer could only be substituted for other
tagged code pointers associated with the same context.

[0037] FIG. 5 is a flow diagram of an example process for modifying a code pointer with an
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authentication tag to generate a tagged code pointer. The process illustrated in FIG. 5 can be
used to implement stage 215 of the process illustrated in FIG. 2. The process illustrated in FIG.
5 can be implemented using the computer system 100 illustrated in FIG. 1. The example
computer system 100 illustrated in FIG. 1 provides one example of one computer system in
which the process illustrated in FIG. 5 may be implemented, and the process illustrated in FIG.
5 can be implemented by processors of a computer system having a different architecture than
the example illustrated in FIG. 1. The process illustrated in FIG. 5 will be discussed with
reference to the diagram of FIG. 8, which provides an example of the process for generating
an authentication tag for a code pointer and for modifying the code pointer to generate a
tagged code pointer.

[0038] Bits from the authentication tag associated with the code pointer can be selected using
a mask (stage 505). In the example illustrated in FIG. 8, the mask 810 can be applied to the
code pointer 815 and the authentication tag 835 to generate the tagged code pointer 840. The
process illustrated in FIG. 7 illustrates one technique that can be used for generating the mask
810. Furthermore, as discussed above, the mask may be associated with a particular
execution environment and/or with a particular privilege level implemented by the processor
110. In the example illustrated in FIG. 8, the mask is configured to select 19 bits: 16 upper bits
and the 3 least significant bits. The mask is used to select the corresponding bits from the code
pointer 815.

[0039] Bits in the code pointer can be replaced with the bits selected from the authentication
tag to generate the tagged code pointer (stage 510). In the example illustrated in FIG. 8, the
bits in the code pointer 815 corresponding to those selected from the authentication tag are
replaced with the authentication tag bits generate the tagged code pointer 840. For example,

the value of the tagged code pointer 840 can be derived using the following expression:
(pointer & ~mask) | (tag & mask)

where the "pointer" value represents the value of the code pointer 815, the "~mask" value
represents the inverse value of the mask 810, the "tag" value represents the authentication tag

835, and the "~mask" value represents the value of the mask 810.

[0040] The tagged code pointer can be stored in the memory location associated with the code
pointer (stage 515). The tagged code pointer 840 can be written to the location in memory 160
or the other memory location in which the code pointer 815 was originally stored. The
processor 110 can be configured to decode and to authenticate the tagged code pointer 840
before executing an instruction at an address associated with the tagged code pointer 840. A
malicious party attempting to modify the tagged code pointer 840 would not be able to
generate a valid value for the code pointer without knowing the algorithm used to generate the
authentication tag 835, the mask value 810 (also referred to herein as mask 810) used to
select which bits of the code pointer 815 should be replaced with bits from the authentication
tag 835, and/or the context information 825 and key 820 used to generate the authentication
tag 835.

[0041] Alternatively, the process illustrated in FIG. 5 for generating a the tagged code pointer
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can be a modified such that the bits from the authentication tag 835 can be selected as
discussed above in stage 505, but stage 510 can be modified such that bits from the code
pointer are selected from the code pointer using the inverse value of the mask 810. The bits
selected from the authentication tag 835 and the bits selected from the code pointer 815 can
then be combined to create the tagged code pointer 840.

[0042] FIG. 6 is a flow diagram of an example process for authenticating a tagged code
pointer that has been protected according to the code pointer authentication process illustrated
in FIG. 4. The process illustrated in FIG. 6 can be used to implement stage 310 of the process
illustrated in FIG. 3. The process illustrated in FIG. 6 can be implemented using the computer
system 100 illustrated in FIG. 1. The example computer system 100 illustrated in FIG. 1
provides one example of one computer system in which the process illustrated in FIG. 6 may
be implemented, and the process illustrated in FIG. 6 can be implemented by processors of a
computer system having a different architecture than the example illustrated in FIG. 1. The
process illustrated in FIG. 6 will be discussed with reference to the diagram of FIGS. 8 and 9,
which provide an example of the process for recovering an authentication tag from a tagged
code pointer and for determining whether the tagged code pointer has been altered.

[0043] A recovered code pointer value from the tagged code pointer can be determined using
the mask (stage 605). The recovered code pointer 905 can be determined from the tagged
code pointer 840 using the mask 810 that was used in stage 505 of the process illustrated in
FIG. 5 to generate the authentication tag 835 that was used to modify the code pointer and
create the tagged code pointer 840. As discussed above, the mask may be associated with the
processor 110, and the processor 110 may have access to different masks for different
execution environments and/or privilege levels. The processor 110 can be configured to select
the appropriate mask 810 for the execution environment and/or privilege level associated with
the program code being executed if multiple execution environments and/or privilege levels
have been implemented by the processor 110. The mask is used to select the bits from the
tagged code pointer 840 that were replaced with the bits from the authentication tag 835. The
selected bits of the tagged code pointer 840 are replaced by value 805, which is the original
value for these bits, to produce the recovered code pointer 905. A process for determining the
value 805 and for generating the mask bits is illustrated in FIG. 7, and will be discussed in
detail below.

[0044] As an example, the value of the recovered code pointer 905 can be derived using the
following expression:

(value & mask) | (tagged code pointer & ~mask)

where the "value" represents the common set of bits represented by the value 805, the "mask”
value represents the value of the mask 810, the "tagged code pointer" value represents the

tagged code pointer 840, and the "~mask" value represents the inverse value of the mask 810.

[0045] A recovered authentication tag can be generated based at least in part on the
recovered code pointer, the context value, and a key (stage 610). In the example illustrated in
FIG. 9, the recovered authentication tag 915 is generated by applying the MAC algorithm 830
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to the recovered code pointer 905. The MAC algorithm 830 receives the key 820, the
recovered code pointer 905, and the context value 825 as inputs. The process for generating
the recovered authentication tag 915 is similar to that illustrated in FIGS. 4 and 8 where the
tagged code pointer 840 was generated. The recovered code pointer 905 in addition to the key
820 and the context information 825, which were originally used to generate the tagged code
pointer 840, are provided as inputs to the MAC logic 830. The MAC logic 830 outputs the
recovered authentication tag 915.

[0046] An embedded authentication tag value can be extracted from the tagged code pointer
using the mask (stage 615). The embedded authentication tag 910 can be extracted from the
code pointer using the mask 810 that was used to extract the recovered code pointer 905 from
the tagged code pointer 840.

[0047] As an example, the value of the embedded authentication tag 910 can be derived using

the following expression:
recovered code pointer & mask

where the "recovered code pointer” represents the value of the recovered code pointer 905,
and the "mask” value represents the value of the mask 810.

[0048] A masked tag value can be extracted from the recovered authentication tag 915 (stage
620). As can be seen in the example of FIGS. 8 and 9, the set of bits selected from the
recovered code pointer 905 to create the embedded authentication tag 910 does not include
all of the bits originally included the authentication tag 835. However, the recovered
authentication tag 915 can be compared to the embedded authentication tag 910 after
applying the mask 810 to the recovered authentication tag 915. The mask 810 can be applied
to the recovered authentication tag 915 to generate masked tag 920. This process is similar to
the process discussed above for determining the embedded authentication tag 910 from the
tagged code pointer 840.

[0049] As an example, the value of the masked tag 920 can be derived using the following

expression:
recovered tag & mask
where the "recovered tag" represents the value of the recovered code pointer 905, and the

"mask" value represents the value of the mask 810.

[0050] Comparing the recovered authentication tag to the embedded authentication tag (stage
625). Stage 625 is also represented by block 925 of FIG. 9. The masked tag 920 can then be
compared to the embedded authentication tag 910 to generate the result 930. If the masked
tag 920 matches the embedded authentication tag 910, then the tagged code pointer 840 has
been successfully authenticated, and the result 930 can include an indication that the
authentication was successful. The value of the tagged code pointer 840 is not likely to have
been altered since the tagged code pointer 840 was generated and placed in memory. If the
masked tag 920 does not match the embedded authentication tag 910, then the tagged code
pointer 840 has not been successfully authenticated, and the result 930 can include an
indication that the authentication was unsuccessful. The value of the tagged code pointer 840
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has been altered or corrupted since the tagged code pointer 840 has been generated and
stored in memory. The processor 110 can be configured to execute error handling procedures
in the event that authentication fails to prevent malicious program code from assuming control
of flow of the program code being executed by the processor 110.

[0051] FIG. 7 is a flow diagram of an example process for generating a mask that can be used
with the code pointer authentication techniques discussed herein. The process illustrated in
FIG. 7 can be implemented using the computer system 100 illustrated in FIG. 1. The example
computer system 100 illustrated in FIG. 1 provides one example of one computer system in
which the process illustrated in FIG. 6 may be implemented, and the process illustrated in FIG.
7 can be implemented by processors of a computer system having a different architecture than
the example illustrated in FIG. 1. The process illustrated in FIG. 7 can be performed prior to
the executing the processes illustrated in FIGS. 2-6, 8, and 9. For example, the process
illustrated in FIG. 7 may be executed at the time that the processor 110 is performing static or
dynamic linking of the program code. The processor 110 can also be configured to perform the
process illustrated in FIG. 7 at other times prior to performing the processes illustrated in FIGS.
2-6, 8, and 9.

[0052] A plurality of code pointers identified in the program code can be compared (stage
705). The processor 110 can be configured to compare a plurality of code pointers in the
program code to determine a common set of bits in the addresses associated with the code
pointers. The bits that are common for the code pointers in a set of program code can be
replaced with an authentication tag value without compromising the code pointers and without
requiring additional memory space for storing the authentication tags. This approach can help
to minimize the number of changes that may need to be made to the architecture of the
processor 110 to support the code pointer authentication techniques disclosed herein.

[0053] A common set of bits in the addresses associated with the code pointers can be
identified (stage 710). The common set of bits can be used as the basis for the value 805
which is illustrated in the examples illustrated in FIGS. 8 and 9 and used in the process
illustrated in FIG. 6 for authenticating a tagged code pointer 840. In the example illustrated in
FIGS. 8 and 9, the code pointers had in common 16 upper bits and 3 least significant bits. The
processor 110 can be configured to store the value 805 derived from the common set of bits in
the addresses associated with the code pointer in a register or other memory accessible to the
processor 110 that can be later accessed when the processor 110 needs to authenticate a
code pointer associated with the program code. The processor 110 can be configured to place
the value 805 in a register or other memory location that is inaccessible from program code
being executed in other execution contexts and/or by program code being executed at the
same and/or a lower privilege level.

[0054] The address space that is available to program code can be limited, and the amount of
memory that is addressable by code pointers is typically much larger than the amount of
memory that is addressable by the code pointers. In some systems, such some 64-bit systems,
the range of possible addressable that may be represented by a code pointer is further
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restricted. The processor 110 can also be configured such that the static and dynamic linkers
are configured to align program code segments in memory such that code is packed together
at runtime. This can result in the code pointers having more bits in common, thereby
increasing the number of bits that can be used to store the authentication tag information in
tagged code pointers.

[0055] A mask can be generated based on the common bits identified in the addresses
associated with the code pointers (stage 715). For example, the mask 810 in the examples
illustrated in FIGS. 8 and 9 was generated based on the value 805 derived from comparing the
code pointers in the program code to identify common bits from the code pointer. The
comparison step is not illustrated in FIGS. 8 and 9 and would have been performed prior to the
tagging and authentication processes illustrated in these figures. The bits in the mask 810 can
be set to binary value of 1 where the corresponding bits in each of the code pointers shared
the same value and the bits in the mask 810 can be set to a binary value of 0 where the
corresponding bits in each of the code pointers did not all share the same value. The
processor 110 can be configured to store the mask 810 in a register or other memory location
that is inaccessible from program code being executed in other execution contexts and/or by
program code being executed at the same and/or a lower privilege level.

[0056] The methodologies described herein may be implemented by various means
depending upon the application. For example, these methodologies may be implemented in
hardware, firmware, software, or any combination thereof. For a hardware implementation, the
processing units may be implemented within one or more application specific integrated circuits
(ASICs), digital signal processors (DSPs), digital signal processing devices (DSPDs),
programmable logic devices (PLDs), field programmable gate arrays (FPGAs), processors,
controllers, micro-controllers, microprocessors, electronic devices, other electronic units
designed to perform the functions described herein, or a combination thereof.

[0057] For a firmware and/or software implementation, the methodologies may be
implemented with modules (e.g., procedures, functions, and so on) that perform the functions
described herein. Any machine-readable medium tangibly embodying instructions may be used
in implementing the methodologies described herein. For example, software codes may be
stored in a memory and executed by a processor unit. Memory may be implemented within the
processor unit or external to the processor unit. As used herein the term "memory" refers to
any type of long term, short term, volatile, nonvolatile, or other memory and is not to be limited
to any particular type of memory or number of memories, or type of media. Tangible media
include one or more physical articles of machine readable media, such as random access
memory, magnetic storage, optical storage media, and so on.

[0058] If implemented in firmware and/or software, the functions may be stored as one or
more instructions or code on a computer-readable medium. Examples include computer-
readable media encoded with a data structure and computer-readable media encoded with a
computer program. Computer-readable media includes physical computer storage media. A
storage medium may be any available medium that can be accessed by a computer. By way of
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example, and not limitation, such computer-readable media can comprise RAM, ROM,
EEPROM, CD-ROM or other optical disk storage, magnetic disk storage or other magnetic
storage devices, or any other medium that can be used to store desired program code in the
form of instructions or data structures and that can be accessed by a computer; disk and disc,
as used herein, includes compact disc (CD), laser disc, optical disc, digital versatile disc (DVD),
floppy disk and Blu-ray disc where disks usually reproduce data magnetically, while discs
reproduce data optically with lasers. Combinations of the above should also be included within
the scope of computer-readable media. Such media also provide examples of non-transitory
media, which can be machine readable, and wherein computers are an example of a machine
that can read from such non-transitory media.

[0059] The generic principles discussed herein may be applied to other implementations
without departing from the scope of the disclosure or claims
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Patentkrav

1. Fremgangsmade til udfgrelse af flowstyring af et softwareprogram i en
processor eller processorer af et computersystem, hvilken fremgangsmade
omfatter:
5 analyse (205) af programkode af softwareprogrammet for at identificere en
kode-pointer i programkoden;
generering (210) af et autentificerings-tag
hvor generering (210) af autentificerings-tagget omfatter anvendelse
(415) af en kryptografisk algoritme pa kode-pointeren,

10 hvor input til den kryptografiske algoritme inkluderer kode-pointeren,
en hemmelig nggle associeret med en processor, som eksekverer
software-programmet, og kontekstinformation associeret med et
udfgrelsesmiljg associeret med programkoden; og

modificering (215) af kode-pointeren i programkoden med autentificerings-
15 tagget for at generere en tagget kode-pointer,
hvor den taggede kode-pointer genereres ved at anvende en maske pa

autentificerings-tagget og kode-pointeren.

2. Fremgangsmaden ifglge krav 1, hvor den kryptografiske algoritme er en
20 meddelelsesautentificeringskode (MAC).

3. Fremgangsmaden ifglge krav 1 eller krav 2, hvor generering af den taggede
kode-pointer ved anvendelse af masken pa autentificerings-tagget og kode-
pointeren yderligere omfatter:
25 udveelgelse (505) af et fgrste saet af bits fra autentificerings-tagget under
anvendelse af masken; og
udskiftning af et andet seet af bits af kode-pointeren svarende til det fgrste
seet af bits med det fgrste saet af bits for at generere den taggede kode-
pointer.
30
4. Fremgangsmaden ifglge et hvilket som helst af de foregdende krav, yderligere
omfattende:
autentificering (310), eventuelt nar processoren mgder den taggede kode-
pointer, af den taggede kode-pointer pa et tidspunkt under udfgrelsen af
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2

programkoden, eventuelt for at bestemme om den taggede kode-pointer er
blevet andret;

udfgrelse (315) af fejlhdndtering som reaktion pa, at autentificerings-
tagget er blevet &ndret; og

eksekvering (320) af en programinstruktion ved adressen associeret med
kode-pointeren som reaktion pa, at autentificerings-tagget ikke er blevet

andret.

5. Fremgangsmaden ifglge krav 4, hvor autentificering af den taggede kode-
pointer omfatter:
bestemmelse (605) af en genvunden kode-pointer-vaerdi fra den taggede
kode-pointer under anvendelse af en maske; og,
udledning (615) af en indlejret autentificerings-tag-veerdi fra den taggede
kode-pointer under anvendelse af masken.

6. Fremgangsmaden ifglge et hvilket som helst foregdende krav,
hvor kontekstinformationen associeret med udfgrelsesmiljget omfatter en
hemmelig, eventuelt unik, vaerdi associeret med udfgrelsesmiljget; og/eller
hvor udfgrelsesmiljget er et af en flerhed af udfgrelsesmiljger indeholdt i et

givent privilegiumniveau.

7. Fremgangsmaden ifglge et hvilket som helst foregaende krav, hvor processoren
eller en af processorerne af computersystemet tilvejebringer i det mindste organ
til generering af autentificerings-tagget, og modificering af kode-pointeren udfgres

af processoren eller en af processorerne af computersystemet.

8. Fremgangsmaden ifglge et hvilket som helst foregdende krav, yderligere
omfattende:
identificering af en flerhed af kode-pointere i programkoden;
identificering (710) af tag-bits feelles for flerheden af kode-pointere i
programkoden; og
generering (715) af masken baseret pa de fzlles bits.
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9. Fremgangsmaden ifalge et hvilket som helst af de foregdende krav, hvor
kontekstinformationen og kode-pointeren krypteres under anvendelse af MAC-
algoritmen og den hemmelige nggle.

10. Fremgangsmaden ifglge et hvilket som helst af de foregaende krav, hvor
kode-pointeren i programkoden identificeres forud for udfgrelse af programkoden

via processoren.

11. Fremgangsmaden ifglge et hvilket som hest af de foregdende krav, hvor
kode-pointeren i programkoden identificeres samtidigt med, at programkoden
indlaeses (af processoren), og nar den dynamiske eller statiske linking udfgres.

12. Fremgangsmaden ifglge et hvilket som hest af de foregdende krav, hvor
programkoden omfatter binaer kode.

13. System til udfgrelse af flowstyring af et softwareprogram, omfattende:
organ til analyse af programkode af softwareprogrammet for at identificere
en kode-pointer i programkoden;
organ til generering af et autentificerings-tag,
hvor organet til generering af autentificerings-tagget omfatter organ
til anvendelse af en kryptografisk algoritme pa kode-pointeren,
hvor input til den kryptografiske algoritme inkluderer kode-pointeren,
en hemmelig nggle associeret med en processor, som eksekverer
software-programmet, og kontekstinformation associeret med et
udfgrelsesmiljg associeret med programkoden; og
organ til modificering af kode-pointeren i programkoden med
autentificerings-tagget for at generere en tagget kode-pointer, idet organet
til modificering af kode-pointeren i programkoden med autentificerings-
tagget til at generere den taggede kode-pointer omfatter organ til
generering af den taggede kode-pointer ved anvendelse af en maske pa
autentificerings-tagget og kode-pointeren.
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14. Systemet ifglge krav 13, hvor den kryptografiske algoritme er en
meddelelsesautentificeringskode (MAC).

15. Systemet ifglge krav 13 eller krav 14, hvor organet til generering af den
taggede kode-pointer ved anvendelse af masken pa autentificerings-tagget og
kode-pointeren yderligere omfatter:

organ til udveelgelse af et fgrste saset af bits fra autentificerings-tagget
under anvendelse af masken; og

organ til udskiftning af et andet saet af bits af kode-pointeren svarende til
det forste saet af bits med det fgrste saet af bits for at generere den
taggede kode-pointer.

16. Systemet ifglge et hvilket som helst af kravene 13 til 15, yderligere
omfattende:

organ til autentificering af den taggede kode-pointer, eventuelt hvor den
taggede kode-pointer mgdes pa et tidspunkt under udfgrelsen af
programkoden, eventuelt for at bestemme om den taggede kode-pointer er
blevet andret;

organ til udfgrelses af fejlhandtering som reaktion pa, at autentificerings-
tagget er blevet &ndret; og

organ til udfgrelse af en programinstruktion ved adressen associeret med
kode-pointeren som reaktion pa, at autentificerings-tagget ikke er blevet
endret.

25 17. Systemet ifglge krav 16, hvor organet til autentificering af den taggede kode-

30

pointer omfatter:

organ til bestemmelse af en genvunden kode-pointer-veerdi fra den
taggede kode-pointer under anvendelse af en maske; og

organ til udledning af en indlejret autentificerings-tag-veerdi fra den
taggede kode-pointer under anvendelse af masken.

18. Systemet ifolge et hvilket som helst af kravene 13 til 17,

hvor kontekstinformationen associeret med udfgrelsesmiljget omfatter en
hemmelig, eventuelt unik, vaerdi associeret med udfgrelsesmiljget; og/eller
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hvor kontekstmiljget er et af en flerhed af kontekstmiljger indeholdt af et

givent privilegiumniveau.

19. Systemet ifglge et hvilket som helst af kravene 13 til 18, hvor i det mindste
organet til generering af autentificerings-tagget og organet til modificering af
kode-pointeren omfatter en processor.

20. Systemet ifglge et hvilket som helst af kravene 13 til 19, yderligere
omfattende:
organ til identificering af en flerhed af kode-pointere i programkoden;
organ til identificering (710) af tag-bits faelles for flerheden af kode-
pointere i programkoden; og
organ til generering (715) af masken baseret pa de feelles bits.

21. Systemet ifglge et hvilket som helst af kravene 13 til 20, hvor kontekst-
informationen og kode-pointeren krypteres under anvendelse af MAC-algoritmen

og den hemmelige nggle.

22, Systemet ifglge et hvilket som helst af kravene 13 til 21, hvor kode-pointeren
i programkoden identificeres forud for udfgrelse af programkoden.

23. Systemet ifglge et hvilket som helst af kravene 13 til 22, hvor kode-pointeren
i programkoden identificeres samtidigt med, at programkoden indlaeses, og nar

den dynamiske eller statiske linking udfgres.

24, Systemet ifglge et hvilket som helst af kravene 13 til 23, hvor programkoden
omfatter binaer kode.
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