woO 20207226836 A1 | 0000 K00 0 O 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property '

Organization
=

International Bureau

(43) International Publication Date
12 November 2020 (12.11.2020)

(10) International Publication Number

WO 2020/226836 Al

WIPO I PCT

(51) International Patent Classification:
HO4L 12/40 (2006.01)

(21) International Application Number:
PCT/US2020/027275

(22) International Filing Date:
08 April 2020 (08.04.2020)

(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:

62/842.873 03 May 2019 (03.05.2019) UsS

(71) Applicant: MICROCHIP TECHNOLOGY INCORPO-
RATED [US/US]; 2355 West Chandler Boulevard, Chan-
dler, Arizona 85224 (US).

(72) Inventors: IYER, Venkat; 10760 Bramblecrest Drive,
Austin, Texas 78726 (US). CHEN, Dixon; Longgang
District, Zhonghaidashandi, 41-1-9D, Shenzhen, Guang-
dong 518000 (CN). ZANG, John Junling; ROOM 1-
C601, South A of Liuxianju Garden, Shenzhen, Guangdong
518055 (CN). RENTSCHLER, Michael;, Fuppurrer Str.

75, Karlsruhe, 76137 Baden-Wuerttemberg (DE).

Agent: BOOTH, Brett C. et al.; P.O. Box 2550, Salt Lake
City, Utah 84110 (US).

(74)

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AQ, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ,DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FL, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
KR,KW,KZ,LA,LC,LK,LR,LS, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, ST, SV, SY, TH, TJ, TM, TN, TR,
TT, TZ, UA, UG, US, UZ, VC, VN, WS, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ,NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report (Art. 21(3))

(54) Title: EMULATING COLLISIONS IN WIRED LOCAL AREA NETWORKS AND RELATED SYSTEMS, METHODS, AND

DEVICES

/ 800

802

804

S e

AN AVIOUNT OF DAASTORED NA P TN

FIRs_INFIRST OUT (7 F0) EUFFER ——1 PREC SION TIVIE PROTOCOL (PTP)

OF THE NQDE BEING AT LEAST A i
“HRESHO.) AVIOUNT . .
T & : ! 810

JETECT, AT NCDE IN A 105PE NETWORX AT LEAST ONE
VENT INCLUDING AT LEAST ONE OF:

806 :
e P N 1 PRODING THE PTP PACKET (E65. T0 |
i : | NCLUDE 64 BYTES AND/CR T
© STORED IN THE BUFFER 3EING | D NCLUDE A STERN 70 CALGE AN
| APPROXIMATILY 64 IVTES ! Pl ’ ‘ :
_______________________ ! RROR (EG., 010101), TO ADD AN |
! ERRORTO THE PTP PACAZT, TO ADD !
! AN END-OF-STREAM DE_IMITERTO !
THE P~ PACKE™

EMLLATE A COLLISION ATTHE NODE IN RESPCRSE TO THE
AT LEAST ONE DETECTED EVENT

FIG. 8

(57) Abstract: Various embodiments relate to wired local area net-
works. A method may include detecting, at a node in a wired local area
network at least one event. A physical layer device of the network node
is configured to implement a physical level collision avoidance (PLCA)
sublayer. The at least one event may include at least one of an amount
of data stored in a first-in-first-out (FIFO) buffer of the node being at
least a threshold amount, and a received packet being a precision time
protocol (PTP) packet incurring variable delay. The method may further
include emulating a collision at the node in response to the at least one
detected event.
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EMULATING COLLISIONS IN WIRED LOCAL AREA NETWORKS
AND RELATED SYSTEMS, METHODS, AND DEVICES

PRIORITY CLAIM
This application claims the benefit of the filing date of U.S. Provisional Patent
Application Serial No. 62/842,873, titted EMULATING COLLISIONS IN AN 10SPE
NETWORK, and filed on May 3, 2019, the disclosure of which is hereby incorporated

herein in its entirety by this reference.

TECHNICAL FIELD
The present disclosure relates generally to wired local area networks, and more

specifically, to emulating collisions in a wired local area network (e.g., a 10SPE network).

BACKGROUND
Various interface standards for connecting computers and external peripherals may
be used to provide connectivity at high speeds. A widely used, flexible networking
standard for connecting computers (e.g., in Local Area Networks (LANs) and Wide Area
Networks (WAN5)) is the Ethemet protocol. Ethernet communication generally refers to
point-to-point communication within a network of multiple end points. Ethernet generally
makes efficient use of shared resources, is easy to maintain and reconfigure, and is

compatible across many systems.

BRIEF DESCRIPTION OF THE DRAWINGS

While this disclosure concludes with claims particularly pointing out and distinctly
claiming specific embodiments, various features and advantages of embodiments within the
scope of this disclosure may be more readily ascertained from the following description when
read in conjunction with the accompanying drawings, in which:

FIG. 1 illustrates an example network including a switch and a number of nodes;

FIG. 2 illustrates an example node including a physical layer (PHY) coupled to a
shared transmission medium such as a 10SPE media via an interface;

FIG. 3 depicts a number of bus cycles for a line of a physical level collision
avoidance (PLCA) sublayer, according to some embodiments;

FIG. 4 illustrates a signal timing diagram associated with a second bus cycle shown

in FIG. 3, according to some embodiments;
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FIG. 5 depicts an example signal timing diagram associated with a node of a
network including PLCA, in accordance with various embodiments of the disclosure;

FIG. 6 depicts a signal timing diagram, wherein a PTP packet is received at a PHY
of anode from a MAC of the node outside of a transmit opportunity (TO) for the node;

FIG. 7 depicts a signal timing diagram, wherein a PTP packet is received at a PHY
of a node from a MAC of the node during a TO for the node;

FIG. 8 is a flowchart of an example method of operating a network, such as
a 10SPE network;

FIG. 9 is a flowchart illustrating a first method of operating a network node,
according to some embodiments;

FIG. 10 is a flowchart illustrating a second method of operating a network node,
according to some embodiments;

FIG. 11 is a functional block diagram of a node, according to some embodiments;

FIG. 12 depicts a vehicle including a network; and

FIG. 13 is a block diagram of a computing device that may be used in some

embodiments.

MODE(S) FOR CARRYING OUT THE INVENTION

In the following detailed description, reference is made to the accompanying
drawings, which form a part hereof, and in which are shown, by way of illustration,
specific examples of embodiments in which the present disclosure may be practiced. These
embodiments are described in sufficient detail to enable a person of ordinary skill in the art
to practice the present disclosure. However, other embodiments may be utilized, and
structural, material, and process changes may be made without departing from the scope of
the disclosure.

The illustrations presented herein are not meant to be actual views of any particular
method, system, device, or structure, but are merely idealized representations that are
employed to describe the embodiments of the present disclosure. The drawings presented
herein are not necessarily drawn to scale. Similar structures or components in the various
drawings may retain the same or similar numbering for the convenience of the reader;
however, the similarity in numbering does not mean that the structures or components are
necessarily identical in size, composition, configuration, or any other property.

The following description may include examples to help enable one of ordinary

skill in the art to practice the disclosed embodiments. The use of the terms “exemplary,”
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“by example,” and “for example,” means that the related description is explanatory, and
though the scope of the disclosure is intended to encompass the examples and legal
equivalents, the use of such terms is not intended to limit the scope of an embodiment or
this disclosure to the specified components, steps, features, functions, or the like.

It will be readily understood that the components of the embodiments as generally
described herein and illustrated in the drawing could be arranged and designed in a wide
variety of different configurations. Thus, the following description of various
embodiments is not intended to limit the scope of the present disclosure, but is merely
representative of various embodiments. While the various aspects of the embodiments may
be presented in drawings, the drawings are not necessarily drawn to scale unless
specifically indicated.

Furthermore, specific implementations shown and described are only examples and
should not be construed as the only way to implement the present disclosure unless
specified otherwise herein. Elements, circuits, and functions may be shown in block
diagram form in order not to obscure the present disclosure in unnecessary detail.
Conversely, specific implementations shown and described are exemplary only and should
not be construed as the only way to implement the present disclosure unless specified
otherwise herein. Additionally, block definitions and partitioning of logic between various
blocks is exemplary of a specific implementation. It will be readily apparent to one of
ordinary skill in the art that the present disclosure may be practiced by numerous other
partitioning solutions. For the most part, details concerning timing considerations and the
like have been omitted where such details are not necessary to obtain a complete
understanding of the present disclosure and are within the abilities of persons of ordinary
skill in the relevant art.

Those of ordinary skill in the art would understand that information and signals
may be represented using any of a variety of different technologies and techniques. Some
drawings may illustrate signals as a single signal for clarity of presentation and description.
It will be understood by a person of ordinary skill in the art that the signal may represent a
bus of signals, wherein the bus may have a variety of bit widths and the present disclosure
may be implemented on any number of data signals including a single data signal.

The various illustrative logical blocks, modules, and circuits described in
connection with the embodiments disclosed herein may be implemented or performed with
a general purpose processor, a special purpose processor, a Digital signal Processor (DSP),

an Integrated Circuit (IC), an Application Specific Integrated Circuit (ASIC), a Field
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Programmable Gate Array (FPGA) or other programmable logic device, discrete gate or
transistor logic, discrete hardware components, or any combination thereof designed to
perform the functions described herein. A general-purpose processor (may also be referred
to herein as a host processor or simply a host) may be a microprocessor, but in the
alternative, the processor may be any conventional processor, controller, microcontroller,
or state machine. A processor may also be implemented as a combination of computing
devices, such as a combination of a DSP and a microprocessor, a plurality of
MiCroprocessors, one or more microprocessors in conjunction with a DSP core, or any
other such configuration. A general-purpose computer including a processor is considered
a special-purpose computer while the general-purpose computer is configured to execute
computing instructions (e.g., software code) related to embodiments of the present
disclosure.

The embodiments may be described in terms of a process that is depicted as a
flowchart, a flow diagram, a structure diagram, or a block diagram. Although a flowchart
may describe operational acts as a sequential process, many of these acts can be performed
in another sequence, in parallel, or substantially concurrently. In addition, the order of the
acts may be re-arranged. A process may correspond to a method, a thread, a function, a
procedure, a subroutine, a subprogram, etc. Furthermore, the methods disclosed herein
may be implemented in hardware, software, or both. If implemented in software, the
functions may be stored or transmitted as one or more instructions or code on computer-
readable media. Computer-readable media includes both computer storage media and
communication media including any medium that facilitates transfer of a computer
program from one place to another.

2% ¢

Any reference to an element herein using a designation such as “first,” “second,”
and so forth does not limit the quantity or order of those elements, unless such limitation is
explicitly stated. Rather, these designations may be used herein as a convenient method of
distinguishing between two or more elements or instances of an element. Thus, a reference
to first and second elements does not mean that only two elements may be employed there
or that the first element must precede the second element in some manner. In addition,
unless stated otherwise, a set of elements may comprise one or more elements.

As used herein, the term “substantially” in reference to a given parameter, property,
or condition means and includes to a degree that one of ordinary skill in the art would

understand that the given parameter, property, or condition is met with a small degree of

variance, such as, for example, within acceptable manufacturing tolerances. By way of
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example, depending on the particular parameter, property, or condition that is substantially
met, the parameter, property, or condition may be at least 90% met, at least 95% met, or
even at least 99% met.

10SPE (i.e., 10 Mbps Single Pair Ethernet) is a network technology specification
currently under development by the Institute of Electrical and Electronics Engineers
(IEEE) as IEEE 802.3cg™. 10SPE may be used to provide a collision free, deterministic
transmission on a multi-drop network. The 10SPE specification intends to include an
optional physical level collision avoidance (PLCA) reconciliation sublayer, which is used
to avoid physical collision on a multi-drop bus.

A vehicle, such as an automobile, a truck, a bus, a ship, and/or an aircraft, may
include a vehicle communication network (e.g., a wired local area network such as
Ethernet), which may implement 10SPE. The complexity of a vehicle communication
network may vary depending on a number of electronic devices within the network. For
example, an advanced vehicle communication network may include various control
modules for, for example, engine control, transmission control, safety control (e.g., antilock
braking), and emissions control. To support these modules, the automotive industry relies
on various communication protocols.

Automotive subnets may have a small number (e.g., less than or equal to eight) of
nodes (e.g., PLCA nodes). However, other applications (e.g., industrial, server backplanes,
or Internet of Things) may have or require more nodes. In conventional systems, due to a
fundamental constant in PLCA, anode count may be limited. Further, a transmit first-in-
first-out (TX FIFO) buffer in PLCA may add a variable delay to media access control
sublayer (MAC) frames, thus, in conventional systems, precision time protocol (PTP)
functionality of MACs may be unusable.

Various embodiments disclosed herein relate to emulating collisions on a network
(e.g., 10SPE multi-drop half duplex subnet) to enhance PLCA functionality. More
specifically, various embodiments may relate to emulating a logical collision on a network
in response to one or more events (e.g., an amount of data stored in a TX FIFO buffer of a
node being at least a predetermined amount and/or a packet received at a node being a
precision time protocol (PTP) packet). As used herein, the term “emulated collision™ refers
to an assertion (e.g., transitioning from a logic level low to alogic level high) of a collision
signal (e.g., “COL”) by a physical layer device (PHY) of a network node responsive to a
threshold amount of data stored in a transmit first-in-first-out (TX FIFO) buffer of the
network node or detection of a PTP packet from a MAC. When at least the threshold
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amount of data is stored in the transmit FIFO buffer, we call the transmit FIFO buffer full.
A PTP (precision time protocol) packet is a packet that is used in implementing IEEE
802.1AS or IEEE 1588. The COL may be held in the asserted state (e.g., logic level high)
until a transmit enable signal (e.g., “TX EN”) received from the MAC is deasserted, and
the PHY may deassert the COL signal following deassertion of the TX EN signal. In some
instances the assertion of the COL may be accompanied by holding asserted (e.g., in a logic
level high state) a carrier sense signal (e.g., “CRS”) until a transmit opportunity of the
network node.

The use of emulated collisions enables an increased number of nodes and allows
handling of precision time protocol (PTP) by the MAC when using PLCA. This may be
accomplished by physical layer devices according to embodiments disclosed herein by
leveraging programmed responses of conventional MAC devices to collisions to solve non-
collision issues. Accordingly, physical layer devices according to embodiments disclosed
herein may signal a collision (e.g., using the COL signal and CRS signal) in a strategic way
to handle an increased number of nodes and PTP packets on the physical layer side.

For example, some embodiments may allow for a subnetwork with a large number
(e.g., greater than thirty-two) of nodes using PLCA (e.g., for use with industrial
automation, server backplanes, and others). This large number of nodes may be enabled by
emulating collisions when the PLCA TX FIFO is full. Accordingly, when a TX FIFO of
the network node is full due to accumulation of a relatively large amount of transmit data
(e.g., TXD) from the MAC while waiting for a transmit opportunity of the node to transmit
the transmit data on the bus, the emulation of the collision (assertion of the COL) may
signal to the MAC that a collision occurred, which causes the MAC to wait until the
deassertion of the COL and CRS signals.

Further, some embodiments may allow precision time protocol (PTP) packets to be
handled at a media access control (MAC) of a node using its native timestamp unit while
utilizing PLCA. For example, some embodiments may allow components (e.g., 10SPE
controllers/switches) that may not have external timestamping support to use PTP. An
emulated collision (assertion of the COL signal) upon detection by the PHY of a PTP
frame received from the MAC prevents the use of the TX FIFO in conjunction with the
PTP frame when a transmit opportunity is not available, and as a result variable TX FIFO
delay is not introduced, enabling a corresponding PTP packet to have known delay through
a physical layer device (PHY). More specifically, the MAC is configured to wait until the
CRS signal is deasserted to retransmit the PTP packet to the PHY. Since the PHY
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deasserts the CRS signal at a transmit opportunity of the PHY, the PHY receives the
retransmitted PTP packet from the MAC during the transmit opportunity of the PHY, and
the PTP packet may be transmitted on a shared transmission medium (e.g., a 10SPE media)
immediately without holding the PTP packet in any kind of variable delay buffer.

Various embodiments of the present disclosure are now explained with reference to
the accompanying drawings.

FIG. 1 illustrates an example network 100 including a switch 102 and a number N
of nodes 116 (e.g., node 104, node 106, node 108, and node 118 without limitation). For
example, network 100 may include a wired local area network such as a 10SPE network,
which may include a half-duplex, multi-drop network. Further, for example, network 100,
and more specifically, one or more nodes 116 of network 100, may include and/or may
implement a physical layer collision avoidance (PLCA) sublayer. PLCA is a reconciliaton
sublayer between a physical (PHY) layer and a media access control (MAC) layer. In
some embodiments PLCA is implemneted in the PHY. Network 100 may also be referred
to herein as a “subnet” or “subnetwork.”

For example, nodes 116 may include one or more sensors, and each of the
nodes 116 may include a unique ID (e.g., node 0, node 1, node 2, ... node N). In some
embodiments the number N of the nodes 116 may be greater than eight (e.g., N > 8),
without limitation. Switch 102, which includes a number of ports (e.g., port 110, port 112,
port 114, which are configured for the same or different speeds), may be configured to
receive and convey data to different devices (e.g., control units, sensors (nodes), without
limitation).

FIG. 2 illustrates an example node 200 including a media access control (MAC)
device 208 residing in a media access control sublayer 220 of a link layer 216 and a
physical layer device (PHY 202) residing in a physical layer 218 of a wired local area
network (e.g., the network 100 of FIG. 1). The PHY 202 is coupled to a shared
transmission medium such as a 10SPE media 204 via an interface 206. The 10SPE
media 204 may include a physical medium that is a communication path for nodes that are
part of a network (e.g., network 100), including nodes that include respective instances of a
PHY 202 and a MAC 208. As a non-limiting example, 10SPE media 204 may include a
single twisted pair such as used for single pair Ethernet. Devices that are on a baseband
network (e.g., a multidrop network without limitation) share the same physical
transmission medium, and typically use the entire bandwidth of that medium for

transmission (stated another way, a digital signal used in baseband transmission occupies
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the entire bandwidth of the media). As a result, only one device on a baseband network
may transmit at a given instant. So, media access control methods are used to handle
contention for 10SPE media 204,

In some embodiments, one of the nodes 116 (e.g., node 104, node 106, node 108,
and node 118 (see FIG. 1)) may include node 200. The MAC 208 may include a controller
coupled to PHY 202 via a media independent interface (MII interface 212) and/or a
management data input/output interface (MDIO interface 214). Further, for example,

PHY 202 may be coupled to interface 206 via a medium-dependent interface (MDI
interface 210). The PHY 202 may be configured to provide, among other signals, a
collision signal COL and a carrier sense signal CRS to the MAC 208 through the MII
interface 212. The MAC 208 may be configured to provide, among other signals, transmit
data bits TXD (e.g., TXD0-TXD3) and a transmit enable signal TX EN to the PHY 202.
As the MAC 208 is configured to perform link layer operations, the PHY 202 is configured
to receive the TXD and TX_ EN signals from the MAC 208, which is a link layer 216.

According to at least some embodiments, a network (e.g., network 100) may utilize
carrier-sense multiple access with collision detection (CSMA/CD) media access control.
Further, in some embodiments, PLCA may be utilized (e.g., to avoid physical (electrical)
collision).

During a contemplated operation of a network, a beacon (e.g., generated via a
master node) may initiate a bus cycle, and each node of the network has a transmit
opportunity (TO) (e.g., 2 bytes), which TO may be allocated in order of its ID (i.e., in a
round robin fashion) during the bus cycle. More specifically, node 0 (e.g., a master node)
(node 104) may have a TO, followed by a TO for node 1 (node 106), followed by a TO for
node 2 (node 108), followed by a TO for node N (node 118) (FIG. 1), and so on.

FIG. 3 depicts a number of bus cycles 300 for a line 346 (e.g., the 10SPE media 204
of FIG. 2) of a physical level collision avoidance (PLCA) sublayer, according to some
embodiments. Specifically, FIG. 3 illustrates a first bus cycle 348 and a second bus
cycle 350. The bus cycles 300 include a plurality of time slots 352 (e.g., time slot 302
through time slot 332) of the line 346. The time slots 352 are each labeled with a number
(eg. 0,1, 2,3, 4, N, the number N being one less than a number of network nodes)
corresponding to one of various network nodes (e.g., node 0, node 1, node 2, node 3,
node 4, ... node N, for example, the nodes 116 of FIG. 1) that is to communicate during the
respective one of the time slots 352. By way of non-limiting example, the number N may

be seven (7), corresponding to eight (8) network nodes. The nodes 116 may include these
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network nodes. Also, FIG. 3 indicates whether the communication in each of the bus
cycles 300 includes a beacon 338, silence 340, data 342, or a commit signal 344. For
example, as shown in FIG. 3, a beacon 338 may be sent by anode O (e.g., a master node)
during each of time slot 302, time slot 304, and time slot 306. Also, silence 340 may be
present on the line 346 during each of time slot 308 through time slot 326 (i.e., data is not
transmitted during time slot 306 through time slot 326). Further, in time slot 332 a commit
signal 344 may be sent (i.e., by anode 3 to, for example, capture the bus before sending a
packet of data 342). Data 342 may be sent during time slot 328 and time slot 330. More
specifically, anode 1 may send data 342 during time slot 328, and a node 3 may send

data 342 during time slot 330.

During each of the bus cycles 300, the master node (node 0) may send out
beacon 338, which is followed by one or more time slots 352 for each of the nodes (node 0
through node N). As shown in FIG. 3, the first bus cycle 348 includes the time slot 302
having the beacon 338 transmitted by node 0, then silence 340 for time slot 308 through
time slot 314 during which node 0 through node N remain silent (i.e., silence 340 during
time slot 308 corresponding to node 0, time slot 310 corresponding to node 1, time
slots 312 corresponding to nodes 2 to N-1, and time slot 314 corresponding to node N. It
should be noted that where each of the nodes takes only a minimum time slot length 336
during the bus cycle, as is the case with first bus cycle 348, the bus cycle will have a
minimum bus cycle length, as shown in relation to first bus cycle 334.

After the first bus cycle 348 the second bus cycle 350 may occur. During the
second bus cycle 350 the master node (e.g., node 0) may send out a beacon 338 during time
slot 304, then silence 340 during a time slot 316 of minimum time slot length 336
corresponding to node zero. The second bus cycle 350 includes data 342 transmitted by
node 1 during time slot 328, then silence 340 for time slot 318 corresponding to node 2. At
time slot 332 the second bus cycle 350 includes a commit signal 344 (e.g., to capture the
bus before sending a packet of data 342) followed by time slot 330 carrying data 342, the
commit signal 344 and data 342 transmitted by node 3. The second bus cycle 350 further
includes silence 340 transmitted during each of time slot 320 corresponding to node 4, time
slot 322 corresponding to node 5 to node N 1, and time slot 324 corresponding to node N.
An additional beacon 338 at time slot 306 and individual node transmissions starting with
node zero at time slot 326, illustrated as silence 340, then follows second bus cycle 350.

FIG. 4 illustrates a signal timing diagram 400 associated with the second bus
cycle 350 (e.g., of the PLCA sublayer) shown in FIG. 3, according to some embodiments.
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By way of non-limiting example, the signal timing diagram 400 may be associated with a
bus with eight nodes. The signal timing diagram 400 illustrates line signals 424 on the
line 346 of FIG. 3, and node 1 signals 420, node 3 signals 422, and current node
identification information (curlD information) 442. In some embodiments the PHY of one
or more of the nodes may store the curlD information 442 in data storage 418 (e.g., data
registers, volatile data storage, non-volatile data storage) to enable the PHY to keep track
of which node currently has a transmit opportunity. The node 1 signals 420 include signals
of an MII interface (e.g., MII interface 212 of FIG. 2) including transmit enable signal
(TXEN signals 426 from a MAC) on a TXEN line 402, transmit data signal (TXD
signals 428 from the MAC) on a TXD line 404, carrier sense signal (CRS signals 430 to the
MAC) on a CRS line 406, and collision detect signal (COL signals 432 to the MAC) on a
COL line 408. Similarly, the node 3 signals 422 include signals of a MII interface (e.g.,
MII interface 212 of FIG. 2) including TXEN signal 434 on a TXEN line 410, TXD
signal 436 on a TXD line 412, CRS signal 438 on a CRS line 414, and COL signal 440 on
a COL line 416 (e.g., of a MII interface between the PHY and the MAC of the node 3).
The curlD information 442 indicates an identification indicating which of the nodes (e.g.,
node 0 through node 7) is designated to transmit data 342 on the line 346 (i.e., which node
currently is assigned a transmit opportunity).

FIG. 4 illustrates an example of signaling of a PHY of node 3 responsive to a
logical collision between node 3 communications and node 1 communications, and a
reaction of the MAC of node 3 to the collision signaling of the PHY of node 3. Although
FIG. 4 does not illustrate an emulated collision, FIG. 4 illustrates the programmed response
of the MAC of node 3 to a collision signaled by the PHY of node 3 to illustrate how a
MAC will respond to an emulated collision. This programmed response of the MAC to
collision signaling from the PHY leveraged in embodiments discussed below. In this
example, a first node (node 1 including PHY #1) and a third node (node 3 including
PHY #3) have data to transmit in their respective transmit FIFO as transmit data 342, and
other nodes are silent. In this example, node 1 may defer its transmission until its own
timeslot (transmit opportunity) is available, and node 3 may signal a collision during the
timeslot when node 1 is transmitting.

As illustrated in FIG. 4, following a previous bus cycle (e.g., first bus cycle 348 of
FIG. 3) finishing with a node 7, designated by the curID information 442, on the data
storage 418, node 0 sends a beacon 338 on the line 346. Following a designation by the

curlD information 442 on data storage 418 of node 0 to have a transmit opportunity on the
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line 346, the curlD information 442 indicates node 1, and node 1 sends data 342 on the

line 346. While node 1 is sending the data 342 on the line 346, the MAC of node 3
attempts to send data 342 as TXD signals 436 on the TXD line 412. In PLCA the MAC
does not track transmit opportunities, and as a result the MAC is not informed of when a
transmit opportunity of its node occurs. Accordingly, the MAC may provide transmit data
to the PHY during any of the transmit opportunities of any of the nodes. In this example,
the MAC of node 3 happens to assert the TX EN signal 434 on line 410 and provides

data 342 via the TXD line 412 as TXD signals 436 to the PHY of node 3 while node 1 is
transmitting data on the line 346.

Since node 1 is currently sending data 342 on the line 346, however, a logical
collision results (i.e., COL signal 440 associated with node 3 transitions high and a jam
signal 444 is asserted in the TXD signals 436 of TXD line 412). Stated differently, the
MAC of node 3 attempts to send data 342, however node 1 is sending data 342, resulting in
a logical collision (i.e., COL signals 440 associated with node 3 transition high) and a jam
signal 444. The jam signal is a 32 bit signal sent from the MAC to the PHY on the TXD
line 412 to indicate to other nodes to drop the packet. By way of non-limiting examples, a
jam signal 444 may include four bytes, or may include a number of bytes in the range of
four to six bytes. As aresult, should the PHY store the data 342 and the jam signal 444 in
a buffer and later transmit a packet including the data 342 and the jam signal 444 on the
line 346, the presence of the jam signal 444 in the packet may indicate to the other nodes
that the packet should be dropped.

While the CRS signal 438 of the CRS line 414 of node 3 remains high, node 1
finishes sending the data 342 on the line 346, and the curlD information 442 indicates
node 2. The curlD information 442 then indicates node 3. Subsequently, the CRS
signal 438 of the node 3 signals 422 transitions from high 446 to low 448, after which
node 3 may send a commit signal 344 and data 342 on the line 346. As illustrated in
FIG. 4, the CRS signal 438 associated with node 3 is set high to prevent a MAC of node 3
from transmitting until its timeslot (i.e., curID information 442 = 3). Subsequently, the
CRS signal 438 associated with node 3 is set to low to enable the MAC of node 3 to deliver
a packet on TXD line 412 (after an inter-packet gap). Accordingly, the PHY 202 of node 3
kept the CRS signal 438 high during the silent period of node 2 until a TO of the PHY
(PHY #3) was reached, at which point the PHY of node 3 transmitted the commit
signal 344 on line 346 and deasserted the CRS signal 438 to the MAC of node 3. Itis

noted that, for PLCA, data may be received at a node over the line 346 from other nodes
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during a collision (COL) and/or jam (JAM). In this example, although there is a logical
collision (MAC of node 3 attempts to transmit data while node 1 is transmitting data during
its transmit opportunity), there is not a physical collision (PHY of node 3 does not transmit
the data 342 received from the MAC on the line during the transmission of node 1), and
node 3 transmit occurs after (e.g., immediately after) node 1 transmission with no
additional delay (e.g., MAX backoff + latency < MIN packet size). As used herein the
term “logical collision™ refers to a transmission, by a MAC to a PHY, of transmit data to be
transmitted to a shared transmission medium while another node is transmitting on the
shared transmission medium.

As shown in FIG. 4, more than one node may receive data 342 from its MAC,
however a node may not transmit the data 342 on line 346 until its transmit opportunity.
Therefore, the node may store the data 342 (“store-and-forward™) in a local (transmit) FIFO
(““delay line™) located in the respective PHY 202 until the node’s timeslot occurs. For
example, a FIFO may be programmable to include 49.5 bytes or less of storage or 64 bytes
or less of storage, which may also be the size of a minimum Ethernet packet. The selection
of 49.5 bytes or less of storage of the FIFO may prevent the FIFO from storing an entire
packet (e.g., which may include 64 bytes, without limitation). As a result, since store-and-
forward generally operates based on storage of an entire packet in the FIFO, store-and-
forward operation may be prevented if the FIFO storage is programmably set at 49.5 bytes
or less. In some examples, if, for example, a number of nodes in a network is relatively
high (e.g., and thus a time duration between a node’s TOs is relatively long) and/or a time
duration before a node’s TO (e.g., anode’s TO is late in a cycle) (i.e., depending on the
node’s ID), a delay line (a TX FIFO) of the node may become full (e.g., programmably set
10 49.5 bytes or less, or 64 bytes or less, without limitatoin) or near full. Even with only
two nodes, a bus cycle may include, for example, up to 256 TOs (e.g., corresponding to an
ID range). This may result in multiple problems, such as a buffer in a PHY of anode
becoming full and late collision detection at the node. A late collision is a collision that
occurs further into a packet transmission from the MAC to the PHY than is allowed by a
governing standard. By way of non-limiting example, a late collision threshold may be
programmably set to less than or equal to 49.5 bytes or 64 bytes. In PLCA, a FIFO depth
should be at least a TO length multiplied by a number of nodes. Accordingly, emulating a
collision without limiting the FIFO depth (e.g., limiting the FIFO depth to less than its full
capacity) may result in a late collision. This may occur because if the FIFO depth is

greater than the late collision threshold set by a governing standard, the FIFO may not
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become full until after the late collision threshold amount of data has already been
transmitted. A FIFO depth is a maximum amount of data that the FIFO is capable of
storing. In some embodiments, the FIFO depth may be limited to the late collision
threshold (e.g., less than or equal to 49.5 bytes or 64 bytes, without limitation). The FIFO
depth, however, may be allowed to vary, which means that the FIFO depth may be
controllable. As a result, different nodes may use different FIFO depths including one
node using different FIFO depths at different times.

FIG. 4 illustrates the interaction of the TXEN signal 434, the TXD signal 436, the
CRS signal 438, and the COL signal 440. For example, the CRS signal 438 is asserted
whenever the PHY detects activity on the line 346 (e.g., a carrier sensed on the line 346),
when writing data to a FIFO of the PHY, or when the TX EN signal 434 is asserted. In
FIG. 4 the CRS signal 438 is asserted responsive to the data 342 from the TXD signal 436
being written to a FIFO of the PHY or responsive to assertion of the TX EN signal 434
outside of a TO. Following an assertion of the COL signal 440 the CRS signal 438 is held
asserted until a next transmit opportunity of the node. The COL signal 440 is asserted
responsive to a detection, by the PHY, that another node (e.g., node 1) is already
transmitting data 342 on the line 346 and that the MAC is transmitting data 342 on the
TXD line 412. Accordingly, the PHY of node 3 holds the CRS signal 438 high until the
TO of node 3. Responsive to the COL signal 440 the MAC backs off transmission of data
on the TXD line 412. While the CRS signal 438 is asserted the MAC will hold off on
providing transmit data 342 to the PHY. At the TO of node 3 the CRS signal 438
transitions low, which signals to the MAC that the TO of node 3 has arrived and node 3
may transmit data. The PHY provides the commit signal 344 to the line 346 to indicate
that node 3 will transmit data 342 during its TO, and the MAC asserts the TXEN signal 434
and provides data 342 to the PHY. The PHY provides the data 342 to the line 346
following the commit signal 344.

According to various embodiments of the disclosure, a collision (“COL”) may be
emulated in response to a TX FIFO buffer nearing or reaching a full state. In other words,
in response to an amount of data stored in a TX FIFO buffer being at least a predetermined
threshold amount (e.g., the transmit FIFO is considered full, although it may physically be
only near full), a collision may be emulated. As previously discussed, following assertion
of a COL signal, (e.g., COL signal 440) the CRS signal (e.g., CRS signal 438) may remain
asserted until the next TO of the node, which causes the MAC to refrain from providing

transmit data to the PHY. Accordingly, asserting the COL signal responsive to the TX
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FIFO buffer nearing or reaching a full state causes the MAC to refrain from providing
further transmit data to the already full TX FIFO buffer of the PHY. For example, the
predetermined threshold amount may be programmably set to equal to or less than
approximately 49.5 bytes or 64 bytes. In some of these embodiments, a carrier sense CRS
and a collision COL may be asserted via an interface that provides for exclusive collision
signaling (i.e., using a dedicated line for signaling that a collision was detected such as a
dedicated line for COL, in an MII interface without limitation) from the PHY to the MAC
(e.g., COL of a MII interface) so as to prevent further data 342 from being transferred from
the MAC to its PHY.

FIG. 5 depicts an example signal timing diagram 500 associated with a node of a
network including PLCA, in accordance with various embodiments of the disclosure.
Signal timing diagram 500 depicts transmit opportunities (TOs 502 including a beacon 526
and TO 0 through TO 30), a CRS signal 504 associated with a carrier sense CRS of a node,
and a COL signal 510 associated with a collision COL at the node. Signal timing
diagram 500 also depicts acts of a MAC (MAC action 506) and a PHY (PHY action 508)
of the node.

In signal timing diagram 500, at the beginning of TO# 5 the MAC transmits 530
data to the PHY, the PHY buffers 528 the data received from the MAC, and the PHY
transitions a carrier sense CRS signal 504 high responsive to the PHY buffering 528 the
data from the MAC. Further, in this example, in response to a buffer (e.g., a transmit (TX)
FIFO buffer) of the PHY becoming full or near full (e.g., at a buffer full threshold 534), a
collision may be emulated (as depicted by collision emulation 524), i.e., COL signal 510 is
asserted. Further, the MAC waits 512 (e.g., in a backed-off state) for carrier sense CRS
signal 504 to transition low (e.g., responsive to arrival of the next TO of the node at
TO# 30), and after an inter-packet gap (IPG 514), the MAC transmits 516 data. Further,
after collision COL signal 510 and carrier sense CRS signal 504 transition low, the PHY
may capture the bus (by transmitting a commit signal, commit 520, on the line) (i.e., to
prevent other PHY s of other nodes from capturing the bus while waiting for the IPG 514).
After the IPG 514, the PHY may transmit 522 the data.

Emulating a collision in response to a TX FIFO nearing or reaching a full state may
prevent or decrease a likelihood of problems associated with TX FIFO data storage.
Therefore, this embodiment may allow for additional nodes (e.g., PCLA nodes) (e.g., on a
subnetwork). For example, various embodiments may allow for a large number of nodes

(e.g.., > 32 nodes) on a 10SPE subnetwork with PLCA.



WO 2020/226836 PCT/US2020/027275

10

15

20

25

30

-15 -

Another problem associated with 10SPE networks may be related to the use of
precision time protocol (PTP) packets, which are time-sensitive packets. For PTP,
timestamps referenced at an MII interface may assume a fixed link delay. However, PLCA
includes a variable delay. Therefore, a PTP packet may suffer a variable delay in a PHY
(e.g., due to the TX FIFO). Thus, conventional systems could not use PLCA and PTP
together. Emulating a collision responsive to a detection, by a PHY, of a PTP packet
received from the MAC may cause the MAC to back off and retransmit the PTP packet
during a TO of the node to avoid delay associated with a FIFO buffer of the PHY.

According to some embodiments of the disclosure, a collision may be emulated to
allow a MAC of anode to handle PTP clock synchronization using its native timestamp
unit. More specifically, according to various embodiments, a PTP packet may be detected
by a PHY at anode, and in response to detection of a PTP packet that may suffer a variable
delay through a FIFO buffer, a collision may be emulated at the node (e.g., such that there
is no delay through a transmit FIFO buffer of the node for the packet when it is retried after
the collision, and as a result there is a fixed delay through the PHY of the node for the
retried packet). More specifically, rather than hold the PTP packet in the FIFO buffer until
a TO of the node resulting in a variable delay with respect to a timestamp of the PTP
packet, an emulated collision is asserted, and once the emulated collision is deasserted the
PTP packet is retried by the MAC with a new timestamp provided to the PTP packet. The
emulate collision is deasserted at the TO of the respective node and thus the MAC may
retransmit the PTP packet during the respective TO of its node. Accordingly, the use of
collision emulation in this case prevents PTP packets from being held in a FIFO buffer, and
instead enables the MAC to retransmit PTP packets during TOs of its node. This may
occur because transmit packets that suffer collisions are retransmitted by the MAC with a
new timestamp at a time when no FIFO delay is added.

FIG. 6 depicts a signal timing diagram 600, wherein transmit data 612 of a PTP
packet is received at a PHY of anode from a MAC of the node outside of a transmit
opportunity (TO) for the node. In other words, it is not the node's TO when the PHY
receives the transmit data 612 of the PTP packet from the MAC. Rather, as illustrated in
signal timing diagram 600, the transmit data 612 is received at a FIFO buffer 602 of the
PHY prior to the TO (indicated by a TO signal 610 at a logic level high 616) for the node.
A TX _EN signal 604 is asserted signaling that the MAC is transmitting the transmit
data 612. A CRS signal 608 is asserted responsive to the assertion of the TX EN
signal 604.
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The PHY determines that the transmit data 612 is for a PTP packet. By way of non-
limiting example, the PHY may detect a PTP header 622 in the transmit data 612. In
response to determining that the transmit data 612 is for a PTP packet, a collision may be
emulated (a transition 618 of a COL signal 606 from a logic level low to a logic level
high). It is not important how long the COL signal 606 remains asserted as long as the
COL signal 606 is deasserted when the TX EN signal 604 is deasserted and the MAC
backs off transmission of the transmit data 612 responsive to the assertion of the COL
signal 606. A length of the COL signal 606, however, may be about four to six bytes long,
without limitation. In some embodiments, as illustrated in FIG. 6, the COL signal 606 is
deasserted before deassertion of the TX EN signal 604 (e.g., TX EN signal 604 may
deassert twelve bytes after assertion of the COL signal 606). In some embodiments,
however, the COL signal 606 may remain asserted until the MAC provides a JAM signal
on the TXD line (not shown) or the TX EN signal 604 is deasserted.

It is noted that the information identifying a packet received from the MAC for
transmission by the PHY as a PTP packet may not be initially accessed. In other words, for
example, the information identifying the packet as a PTP packet may be at byte 25 of the
packet. Thus, it may take some amount of time for the PHY to determine that the packet is
a PTP packet. Thus, in the example shown in FIG. 6, some of the transmit data 612 may
already be stored on the FIFO 602 when it is determined that the transmit data 612 is for a
PTP packet. Since the transmit data 612 is for a PTP packet the PHY may emulate a
collision. As some of the transmit data 612 of the PTP packet, however, has already been
stored to the FIFO 602, merely stopping storage of the transmit data 612 on the FIFO 602
may result in a runt packet (i.e., less than 49.5 bytes or 64 bytes), which may not be
allowed (or recommended) to be transmitted on the line. Although a runt packet may be a
packet having less than 64 bytes of payload (e.g., with an additional eight bytes of
preamble), limiting a runt packet to less than 49.5 bytes may compensate for relatively
large delays in the PHY and/or the network. As a result, according to various
embodiments, the transmit data 612 may be “padded out.” In this example, after byte
number 25 arrives, and it is determined that the transmit data 612 being stored in the
FIFO 602 is for a PTP packet, a collision may be emulated by transition 618 of COL
signal 606 from a logic level low to alogic level high and the transmit data 612 may be
padded out and an end-of-stream delimiter (ESD) error 620 may be added to the transmit
data 612. For example, the padding may be selected to guarantee a cyclic redundancy

check (CRC) error. More specifically, the padding may include 010101 to force a bad
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CRC. Further, according to at least some embodiments, an ESD error 620 (e.g.,
ESD_ERR, not shown) may be added to the transmit data 612 (i.e., so that a receiving node
knows that the transmit data 612, when transmitted on the line, is part of an error packet, in
this case because the transmit data 612 has suffered an emulated collision and is corrupted).
Stated another way, an end-of-stream delimiter (e.g., the ESD error 620) may be added to
the transmit data 612.

Responsive to arrival of the TO 616 for the node the CRS signal 608 deasserts. At
this point the PHY provides a commit signal (not shown) to the line to reserve the line until
a PTP packet 614 is received from the MAC. Responsive to deassertion of the CRS
signal 608 the MAC asserts the TX EN signal 604 and provides the PTP packet 614 to the
PHY. The PHY sets a depth of the FIFO to zero (corresponding to zero FIFO delay)
during the TO 616 of the node and the FIFO 602 receives the PTP packet 614. With zero
FIFO delay the PTP packet 614 is provided to the line (not shown). As a result, the PTP
packet 614 is provided to the line with a fixed delay through the PHY. Other than the
FIFO buffer, the PHY has a fixed delay associated therewith. As aresult, the PHY may
introduce a fixed delay to the PTP packet 614 (a delay from when the PTP packet 614 is
received by the PHY from the MAC to when the PTP packet is transmitted on the line).
Since the delay is fixed, a time stamp of the PTP packet may not become incorrect because
the variable delay of the FIFO buffer has been avoided.

FIG. 7 depicts a signal timing diagram 700, wherein a PTP packet 702 is received at
a PHY of anode from a MAC of the node during a transmit opportunity (TO, indicated by
a logic level high 704 of the TO signal 610) for the node. In this example, because the PTP
packet 702 is received during the node’s TO, an emulated collision may not be used.
Although the PHY is not aware at the time of the logic level high 704 of the TO signal 610
that a packet (not shown) received at the FIFO 602 is a PTP packet 702, the PTP
packet 702 incurs zero FIFO delay. Since the PTP packet 702 was received during the TO
of the node’s TO, even if the PHY determines that the received packet is a PTP packet 702
(e.g., at the 25" byte of the PTP packet 702), the COL signal 606 remains in a logic level
low state. The balance of the signals have the meaning as described above in relation to
FIG. 7. Alternatively, a collision may be emulated when the PHY determines that the
received packet is a PTP packet even if it is the node’s TO, and the PTP packet 702 may be
sent at the node’s next TO, preceded by COMMIT signals before the preamble of the PTP
packet 702. As a result, in this alternative embodiment, the presence of the COMMIT
signals may signal that a collision should not be emulated.
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FIG. 8 is a flowchart of an example method 800 of operating a network, such as
a 10SPE network. Method 800 may be arranged in accordance with at least one
embodiment described in the present disclosure. Method 800 may be performed, in some
embodiments, by a device or system, such as network 100 (see FIG. 1), node 200 (see

5 FIG. 2), network 1202 (see FIG. 12), one or more of the components thereof, or another
system or device. In these and other embodiments, method 800 may be performed based
on the execution of instructions stored on one or more non-transitory computer-readable
media. Although illustrated as discrete blocks, various blocks may be divided into
additional blocks, combined into fewer blocks, or eliminated, depending on the desired

10  implementation.

Method 800 may begin at block 802, wherein at least one event at anode in a
network may be detected. For example, the network may include a 10SPE network
implementing PLCA. The at least one event includes at least one of blocks 804 and 808.
For example, the at least one event may include an amount of data stored in a TX FIFO

15  buffer of the node being at least a threshold amount (block 804), which as indicated above
may be described as the TX FIFO is full, and/or a packet received at the node (e.g., a PHY
of the node) being a precision time protocol (PTP) packet (block 806). At block 804, the
method includes an amount of data stored in a first in the FIFO buffer of the node being at
least the threshold amount. For example, the threshold amount of data may be equal to or

20  less than 49.5 bytes or 64 bytes. By way of non-limiting example, block 804 may include
block 806. Block 806 includes detecting the amount of data stored in the buffer being
approximately 49.5 bytes or 64 bytes. Responsive to the detection (block 802) of the
amount of data stored in the FIFO buffer being at least the threshold amount (block 804),
method 800 may proceed to block 812.

25 In some embodiments at block 802 detecting the at least one event includes
detecting the received packet to be the PTP packet at block 808. In some such
embodiments, block 808 includes padding the PTP packet (e.g., so that the padded PTP
packet includes 64 bytes and/or to include a pattern to cause an error (e.g., 010101), or to
add an end-of-stream delimiter to the PTP packet at block 810. Responsive to the detection

30 (block 802) of the received packet being a PTP packet (block 808), method 800 may
proceed to block 812.

At block 812, a collision at the node may be emulated in response to the at least one
detected event. More specifically, in response to an amount of data stored in the TX FIFO

buffer of the node being at least a threshold amount and/or a packet received at the node
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(e.g., a PHY of the node) being a precision time protocol (PTP) packet, a collision may be
emulated. Further, for example, the collision may be emulated on a media independent
interface (MII) or a reduced media independent interface (RMII) of the node.

Modifications, additions, or omissions may be made to method 800 without
departing from the scope of the present disclosure. For example, the operations of
method 800 may be implemented in differing order. Furthermore, the outlined operations
and actions are only provided as examples, and some of the operations and actions may be
optional, combined into fewer operations and actions, or expanded into additional
operations and actions without detracting from the essence of the disclosed embodiment..

FIG. 9 is a flowchart illustrating a method 900 of operating a network node,
according to some embodiments. In block 902, method 900 determines, at a node in
a 10SPE network, that an amount of data stored in a buffer of the node is at least a
threshold amount, which as indicated above may be described as the TX FIFO is full. In
some embodiments determining that an amount of data stored in a buffer of the node is at
least the threshold amount includes determining that the amount of data stored in the buffer
of the node is substantially 49.5 bytes or 64 bytes, at block 904.

In block 906, method 900 emulates a collision at the node in response to the amount
of data being at least the threshold amount. In some embodiments emulating a collision
includes emulating the collision on a MII interface of the node.

FIG. 10 is a flowchart illustrating a method 1000 of operating a network node,
according to some embodiments. In block 1002, method 1000 identifies a packet received
at anode in a 10SPE network as a precision time protocol (PTP) packet. In block 1004,
method 1000 determines whether the PTP packet incurred fixed (e.g., zero, without
limitation) buffer (e.g., FIFO) delay was received during a TO of the node. Ifyes, the
method ends at block 1006 and the PTP packet is transmitted normally over to the shared
transmission line. If, however, it is determined that the PTP packet did not incur fixed
buffer delay, at block 1008 the method 800 emulates a collision at the node in response to
the received packet being a PTP packet and the PTP packet not incurring fixed buffer
delay. Also, at block 1010, method 800 pads the PTP packet.

In some embodiments block 1010, padding the PTP packet, includes block 1012,
padding the PTP packet with a pattern so that padded PTP packet includes at least 64 bytes
and the pattern causes an error. In some embodiments, block 1010, padding the PTP

packet, includes block 1014, adding an end of stream delimiter to the PTP packet.
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FIG. 11 is a functional block diagram of a node 1100, according to some
embodiments. The node 1100 includes a MAC 1102 and a PHY 1104 operably coupled to
the MAC 1102 (via an interface 1142, which may be an MII or RMII interface) and to a
shared transmission media (e.g., the 10SPE media 204 of FIG. 2). The 10SPE media 204
may have multiple nodes (not shown) operably coupled thereto. The PHY 1104 is
configured to receive a packet 1128 from the MAC 1102 (e.g., via a TXD signal of the
interface 1142) and emulate a collision responsive to an event. For example, in some
embodiments the event includes an amount of data stored in a buffer 1106 of the PHY 202
being at least a threshold amount (e.g., the buffer full threshold 534, or a buffer almost full
threshold, without limitation). In some embodiments the event includes a detection that the
packet 1128 received from the MAC 1102 is a PTP packet.

The PHY 1104 includes the buffer 1106 operably coupled to a control
circuitry 1134. The control circuitry 1134 includes a transmit opportunity detector 1136, a
packet padder 1108, a delimiter generator 1110, an error pattern generator 1140, a
threshold detector 1112, a collision emulator 1114, and a PTP packet detector 1116. In
some embodiments the buffer 1106 includes a FIFO buffer. Responsive to receipt of the
packet 1128 from the MAC 1102 the packet 1128 is provided to the buffer 1106, which
may have a controllable depth. The depth of the buffer 1106 may be controlled responsive
to a TO signal 1122 from the transmit opportunity detector 1136. The transmit opportunity
detector 1136 is configured to generate the TO signal 1122 to indicate whether or not it is
currently a transmit opportunity of the node 1100. If the TO signal 1122 indicates that it is
a transmit opportunity of the node 1100 the depth of the buffer 1106 may be set to zero. In
such instances a buffered packet 1130 is routed from the buffer 1106 to the interface 1138,
and in turn to the line 204 as a transmitted packet 1148 with zero buffer delay. If, however,
the TO signal 1122 indicates that it is not a transmit opportunity of the node 1100 the depth
of the buffer 1106 may be set to a non-zero value (e.g., a late collision threshold value). In
such instances the buffer 1106 stores the packet 1128 and provides the buffered
packet 1130 to the interface 1138, and in turn to the line 204 as a transmitted packet 1148
at the next TO of the node 1100.

The PTP packet detector 1116 is configured to receive the TO signal 1122
indicating whether the packet 1128 was received during a TO of the node 1100. The PTP
packet detector 1116 is also configured to detect whether the packet 1128 received by the
buffer 1106, when the TO signal 1122 is indicative that the packet 1128 was not received
during a TO of the node 1100, is a PTP packet. The PTP packet detector 1116 is
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configured to provide a PTP detected signal 1132 indicating to the collision emulator 1114
and to the packet padder 1108 whether the packet 1128 is a PTP packet .

In some instances the packet padder 1108 is configured to pad the PTP packet 1128.
For example, the packet padder 1108 may be configured to provide padding 1118 to be
added to the packet 1128 in the buffer 1106 responsive to the PTP detected signal
indicating that the packet 1128 is a PTP packet that was received outside of the TO of the
node 1100. By way of non-limiting example, the padding 1118 may include a pattern 1146
(provided by an error pattern generator 1140) to cause an error (e.g., a cyclic redundancy
check (CRC) error). As a specific, non-limiting example, the padding 1118 may include
a 010101 pattern. Also by way of non-limiting example, the packet padder 1108 may be
configured to add an error (e.g., provided by the error pattern generator 1140) to the
packet 1128 in the buffer 1106. In some embodiments, the packet padder 1108 is
configured to pad the packet 1128 with a pattern such that the packet 1128 includes at
least 64 bytes and the pattern causes an error.

In some embodiments the packet padder 1108 is configured to pad the packet 1128
with a delimiter 1126 (e.g., generated by the delimiter generator 1110). The delimiter
generator 1110 is configured to generate and provide delimiter 1126 to be added to the
packet 1128 in buffer 1106. In some embodiments the delimiter 1126 includes an end-of-
stream delimiter. Accordingly, the packet padder 1108 may be configured to add an end-
of-stream delimiter to the packet 1128. Whether the packet padder 1108 adds
padding 1118 including a pattern 1146 from the error pattern generator 1140 or a
delimiter 1126 from the delimiter generator 1110, the padding enables a portion of a PTP
packet received outside of a TO of the node 1100 to be padded out to avoid a runt packet
being released to the line 204 responsive to a collision emulation.

A threshold detector 1112 is configured to detect an amount of data stored in the
buffer 1106 while the buffer is set to a non-zero depth (i.e., outside of a TO of the
node 1100). The threshold detector 1112 may be configured to compare the detected
amount of data stored in the buffer 1106 to one or more threshold amounts. For example, a
threshold amount may include an amount corresponding to a buffer full threshold (e.g., the
buffer full threshold 534 of FIG. 5), a buffer almost full threshold, a late collision
threshold 532 (FIG. 5), other threshold values, or any combination thereof. In some
embodiments the buffer 1106 is configured to store 49.5 bytes or 64 bytes of data (e.g., the
buffer depth is set to 49.5 bytes or 64 bytes), and a corresponding buffer full threshold is
programmably set to less than or equal to 49.5 bytes or 64 bytes. Responsive to the
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threshold detector 1112 detecting that the amount of data stored in the buffer 1106 reaches
or exceeds one or more threshold amounts (e.g., less than or equal to 49.5 bytes or 64
bytes), the threshold detector 1112 is configured to provide a threshold detected

signal 1120 indicating that the one or more threshold amounts have been reached or
exceeded. The threshold detector 1112 is configured to provide the threshold detected
signal 1120 to the collision emulator 1114. As indicated above, when threshold detected
signal 1120 is asserted, the buffer 1106 is described as full, irrespective of the threshold
value.

The collision emulator 1114 is configured to receive the threshold detected
signal 1120 from the threshold detector 1112, the PTP detected signal 1132 from the PTP
packet detector 1116, and the TO signal 1122 from the transmit opportunity detector 1136.
Accordingly, the collision emulator 1114 is informed of whether a packet 1128 received
from the MAC 1102 is a PTP packet received during a TO of the node 1100, and whether
the amount of data stored by the buffer 1106 exceeds the one or more thresholds. Using
this information, the collision emulator 1114 is configured to emulate a collision at the
node in response to at least one of the threshold detected signal 1120 or the PTP detected
signal 1132. In some embodiments the collision emulator 1114 is configured to emulate a
collision by asserting a COL signal 1124 and maintaining a CRS signal 1144 asserted until
the next TO of the node 1100. In some embodiments the collision emulator 1114 is
configured to emulate the collision by asserting the COL signal 1124 (e.g., transitioning the
COL signal 1124 of the interface 1142 which may be an MII to a logic level high).

As previously discussed the collision emulator 1114 is also configured to receive
the TO signal 1122. As also previously discussed the TO signal 1122 is asserted to signal
that it is a transmit opportunity of the node 1100. Accordingly, the collision emulator 1114
may be configured to emulate the collision responsive to the PTP detected signal 1132 only
if the TO signal 1122 is de-asserted (e.g., the PTP packet 1128 is received outside of the
transmit opportunity of the node 1100).

In response to the TX EN (not shown), the buffer 1106 buffers the packet 1128 to
produce a buffered packet1130 including at least a portion of the packet 1128 and any
padding 1118 added thereto (e.g., padded out to a minimum packet length) to the
interface 1138, which in turn provides the buffered packet 1130 to the 10SPE media 204 as
a transmitted packet 1148 at an appropriate time (e.g., at the next TO of the node 1100, as
indicated by the TO signal 1122). In other words, in response to the TX EN signal, the
packet 1128 is buffered and provided to the interface 1138 at the node’s next TO. For
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example, the control circuitry 1134 is configured to provide the packet 1128 to the 10SPE
media 204 without delay (i.e., setting a depth of the buffer 1106 to zero) responsive to the
packet 1128 arriving while the TO signal 1122 is asserted. Accordingly, if the packet 1128
is a PTP packet (e.g., the first time the PTP packet is received from the MAC 1102, or a
retransmission of a PTP packet that was previously received from the MAC) received
during the TO of the node 1100, the PTP packet is delivered to the interface 1138 without
being delayed by the buffer 1106, and as a result is transmitted as the transmitted

packet 1148 to the 10SPE media 204 with a fixed delay. As another example, the

buffer 1106 is configured to provide the buffered packet 1130 to the 10SPE media 204
(e.g., via the interface 1138 as the transmitted packet 1148) responsive to assertion of a
transmit enable signal TX EN from the MAC to the PHY (e.g., the TXEN signals 426 or
the TXEN signals 434 of FIG. 4, the TX EN signal 604 of FIG. 6). TX EN signal may be
asserted by the MAC following an emulated collision provided by the collision

emulator 1114, which may be after deassertion of the CRS signal 1144 of the

interface 1142,

FIG. 12 depicts a vehicle 1200 (e.g., a truck, a bus, a ship, and/or an aircraft)
including a network 1202 (e.g., a 10SPE network) having a number of nodes (e.g.,
amplifier(s), microphone(s), antenna(s), speaker(s), sensor(s), etc.). According to some
embodiments, network 1202 may include a vehicle network. Further, in some
embodiments, at least one node (e.g., a PHY of anode) may be configured to detect at least
one event. The at least one event may include an amount of data stored in a FIFO buffer of
the node being at least a threshold amount and/or a packet received at the node being a
precision time protocol (PTP) packet. Further, the node may be configured to emulate a
collision at the node in response to detecting the at least one event.

As disclosed herein, emulating a collision in response to a FIFO buffer of a node
reaching a pre-determined threshold level may solve a problem associated with a large
number of nodes on a network and/or a long time duration between transmit opportunities,
as described herein. Further, emulating a collision may prevent a PTP packet from
experiencing a variable delay through a transmit FIFO, as described herein.

It will be appreciated by those of ordinary skill in the art that functional elements of
embodiments disclosed herein (e.g., functions, operations, acts, processes, and/or methods)
may be implemented in any suitable hardware, software, firmware, or combinations
thereof. FIG. 13 illustrates non-limiting examples of implementations of functional

elements disclosed herein. In some embodiments, some or all portions of the functional
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elements disclosed herein may be performed by hardware specially configured for carrying
out the functional elements.

FIG. 13 is a block diagram of circuitry 1300 that, in some embodiments, may be
used to implement various functions, operations, acts, processes, and/or methods disclosed
herein. The circuitry 1300 includes one or more processors 1302 (sometimes referred to
herein as “processors 1302”) operably coupled to one or more data storage devices
(sometimes referred to herein as “storage 1304”). The storage 1304 includes machine
executable code 1306 stored thereon and the processors 1302 include logic circuitry 1308.
The machine executable code 1306 includes information describing functional elements
that may be implemented by (e.g., performed by) the logic circuitry 1308. The logic
circuitry 1308 is adapted to implement (e.g., perform) the functional elements described by
the machine executable code 1306. The circuitry 1300, when executing the functional
elements described by the machine executable code 1306, should be considered as special
purpose hardware configured for carrying out functional elements disclosed herein. In
some embodiments the processors 1302 may be configured to perform the functional
elements described by the machine executable code 1306 sequentially, concurrently (e.g.,
on one or more different hardware platforms), or in one or more parallel process streams.

When implemented by logic circuitry 1308 of the processors 1302, the machine
executable code 1306 is configured to adapt the processors 1302 to perform operations of
embodiments disclosed herein. For example, the machine executable code 1306 may be
configured to adapt the processors 1302 to perform at least a portion or a totality of the
method 800 of FIG. 8, the method 900 of FIG. 9 and/or the method 1000 of FIG. 10. As
another example, the machine executable code 1306 may be configured to adapt the
processors 1302 to perform at least a portion or a totality of the operations discussed for the
PHY 202 of FIG. 2, and/or the control circuitry 1134 of FIG. 11. As a specific, non-
limiting example, the machine executable code 1306 may be configured to adapt the
processors 1302 to emulate a collision responsive to at least one detected event (e.g., a
detection that a received packet is a PTP packet incurring variable delay, a detection that an
amount of data stored in a buffer is at least a threshold amount, without limitation).

The processors 1302 may include a general purpose processor, a special purpose
processor, a central processing unit (CPU), a microcontroller, a programmable logic
controller (PLC), a digital signal processor (DSP), an application specific integrated circuit
(ASIC), afield-programmable gate array (FPGA) or other programmable logic device,

discrete gate or transistor logic, discrete hardware components, other programmable
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device, or any combination thereof designed to perform the functions disclosed herein. A
general-purpose computer including a processor is considered a special-purpose computer
while the general-purpose computer is configured to execute functional elements
corresponding to the machine executable code 1306 (e.g., software code, firmware code,
hardware descriptions) related to embodiments of the present disclosure. It is noted that a
general-purpose processor (may also be referred to herein as a host processor or simply a
host) may be a microprocessor, but in the alternative, the processors 1302 may include any
conventional processor, controller, microcontroller, or state machine. The processors 1302
may also be implemented as a combination of computing devices, such as a combination of
a DSP and a microprocessor, a plurality of microprocessors, one or more miCroprocessors
in conjunction with a DSP core, or any other such configuration.

In some embodiments the storage 1304 includes volatile data storage (e.g., random-
access memory (RAM)), non-volatile data storage (e.g., Flash memory, a hard disc drive, a
solid state drive, erasable programmable read-only memory (EPROM), etc.). In some
embodiments the processors 1302 and the storage 1304 may be implemented into a single
device (e.g., a semiconductor device product, a system on chip (SOC), etc.). In some
embodiments the processors 1302 and the storage 1304 may be implemented into separate
devices.

In some embodiments the machine executable code 1306 may include computer-
readable instructions (e.g., software code, firmware code). By way of non-limiting
example, the computer-readable instructions may be stored by the storage 1304, accessed
directly by the processors 1302, and executed by the processors 1302 using at least the
logic circuitry 1308. Also by way of non-limiting example, the computer-readable
instructions may be stored on the storage 1304, transferred to a memory device (not shown)
for execution, and executed by the processors 1302 using at least the logic circuitry 1308.
Accordingly, in some embodiments the logic circuitry 1308 includes electrically
configurable logic circuitry 1308.

In some embodiments the machine executable code 1306 may describe hardware
(e.g., circuitry) to be implemented in the logic circuitry 1308 to perform the functional
elements. This hardware may be described at any of a variety of levels of abstraction, from
low-level transistor layouts to high-level description languages. At a high-level of
abstraction, a hardware description language (HDL) such as an IEEE Standard hardware

description language (HDL) may be used. By way of non-limiting examples, Verilog™,
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SystemVerilog™ or very large scale integration (VLSI) hardware description language
(VHDL™) may be used.

HDL descriptions may be converted into descriptions at any of numerous other
levels of abstraction as desired. As a non-limiting example, a high-level description can be
converted to a logic-level description such as a register-transfer language (RTL), a gate-
level (GL) description, a layout-level description, or a mask-level description. As a non-
limiting example, micro-operations to be performed by hardware logic circuits (e.g., gates,
flip-flops, registers, without limitation) of the logic circuitry 1308 may be described in a
RTL and then converted by a synthesis tool into a GL description, and the GL description
may be converted by a placement and routing tool into a layout-level description that
corresponds to a physical layout of an integrated circuit of a programmable logic device,
discrete gate or transistor logic, discrete hardware components, or combinations thereof.
Accordingly, in some embodiments the machine executable code 1306 may include an
HDL, an RTL, a GL description, a mask level description, other hardware description, or
any combination thereof.

In embodiments where the machine executable code 1306 includes a hardware
description (at any level of abstraction), a system (not shown, but including the
storage 1304) may be configured to implement the hardware description described by the
machine executable code 1306. By way of non-limiting example, the processors 1302 may
include a programmable logic device (e.g., an FPGA or a PLC) and the logic circuitry 1308
may be electrically controlled to implement circuitry corresponding to the hardware
description into the logic circuitry 1308. Also by way of non-limiting example, the logic
circuitry 1308 may include hard-wired logic manufactured by a manufacturing system (not
shown, but including the storage 1304) according to the hardware description of the
machine executable code 1306.

Regardless of whether the machine executable code 1306 includes computer-
readable instructions or a hardware description, the logic circuitry 1308 is adapted to
perform the functional elements described by the machine executable code 1306 when
implementing the functional elements of the machine executable code 1306. It is noted
that although a hardware description may not directly describe functional elements, a
hardware description indirectly describes functional elements that the hardware elements
described by the hardware description are capable of performing.

Terms used in the present disclosure and especially in the appended claims (e.g.,

bodies of the appended claims) are generally intended as “open” terms (e.g., the term



WO 2020/226836 PCT/US2020/027275

10

15

20

25

30

-7 -
“including” should be interpreted as “including, but not limited to,” the term “having”
should be interpreted as “having at least,” the term “includes” should be interpreted as
“includes, but is not limited to,” etc.).

Additionally, if a specific number of an introduced claim recitation is intended,
such an intent will be explicitly recited in the claim, and in the absence of such recitation
no such intent is present. For example, as an aid to understanding, the following appended
claims may contain usage of the introductory phrases “at least one” and “one or more” to
introduce claim recitations. However, the use of such phrases should not be construed to
imply that the introduction of a claim recitation by the indefinite articles “a” or “an” limits
any particular claim containing such introduced claim recitation to embodiments containing
only one such recitation, even when the same claim includes the introductory phrases “one
or more” or “at least one” and indefinite articles such as “a” or “an” (e.g., “a” and/or “an”
should be interpreted to mean “at least one™ or “one or more™); the same holds true for the
use of definite articles used to introduce claim recitations.

In addition, even if a specific number of an introduced claim recitation is explicitly
recited, those skilled in the art will recognize that such recitation should be interpreted to
mean at least the recited number (e.g., the bare recitation of “two recitations,” without other
modifiers, means at least two recitations, or two or more recitations). Furthermore, in those
instances where a convention analogous to “at least one of A, B, and C, etc.” or “one or
more of A, B, and C, etc.” is used, in general such a construction is intended to include A
alone, B alone, C alone, A and B together, A and C together, B and C together, or A, B,
and C together, etc.

Further, any disjunctive word or phrase presenting two or more alternative terms,
whether in the description, claims, or drawings, should be understood to contemplate the
possibilities of including one of the terms, either of the terms, or both terms. For example,
the phrase “A or B” should be understood to include the possibilities of “A” or “B” or “A
and B.”

A non-exhaustive, non-limiting list of example embodiments (“Examples™) follows.
Not all of the example embodiments listed below are individually indicated as being
combinable with all others of the example embodiments listed below and embodiments
discussed above. It is intended, however, that these example embodiments are combinable
with all other example embodiments and embodiments discussed above unless it would be

apparent to one of ordinary skill in the art that the embodiments are not combinable.
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Example 1. A method, comprising: detecting, at node in a 10SPE network including
a physical level collision avoidance (PLCA) sublayer, at least one event including at least
one of: an amount of data stored in a first-in-first-out (FIFO) buffer of the node being at
least a threshold amount; and a received packet being a precision time protocol (PTP)
packet; and emulating a collision at the node in response to the at least one detected event.

Example 2: The method of Example 1, wherein detecting the at least one event
comprises detecting the received packet being a precision time protocol (PTP) packet, the
method further comprising padding the PTP packet to include at least 64 bytes.

Example 3: The method according to any one of Examples 1 and 2, wherein
detecting the at least one event comprises detecting the received packet being a precision
time protocol (PTP) packet, the method further comprising padding the PTP packet to
include a pattern to cause an error.

Example 4. The method of Example 3, wherein padding the PTP packet to include a
pattern comprises padding the PTP packet to include a pattern including 010101.

Example 5: The method of Example 1, wherein detecting the at least one event
comprises detecting the received packet being a precision time protocol (PTP) packet, the
method further comprising adding an error to the PTP packet.

Example 6: The method according to any one of Examples 1-5, wherein detecting
the at least one event comprises detecting the received packet being a precision time
protocol (PTP) packet, the method further comprising: padding the PTP packet with a
pattern such that the PTP packet includes at least 64 bytes and the pattern causes an error;
and adding an end-of-stream delimiter to the PTP packet.

Example 7: The method according to any one of Examples 1-6, wherein detecting
comprises detecting the amount of data stored in the FIFO buffer being approximately 49.5
bytes or 64 bytes.

Example 8: A method, comprising: determining, at a node in a 10SPE network, that
an amount of data stored in a buffer of the node is at least a threshold amount; and
emulating a collision at the node in response to the amount of data being at least the
threshold amount.

Example 9: The method of Example 8, wherein determining that an amount of data
stored in a buffer of the node is at least the threshold amount comprises determining that
the amount of data stored in a buffer of the node is substantially 49.5 bytes or 64 bytes.

Example 10: The method according to any one of Examples 8 and 9, wherein

the 10SPE network includes more than 8 nodes.
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Example 11: The method according to any one of Examples 8-10, wherein
emulating a collision comprises emulating the collision on a media independent interface
(MII) of the node.

Example 12: A method, comprising: identifying a packet received at a node in
a 10SPE network as a precision time protocol (PTP) packet; and emulating a collision at
the node in response to the received packet being a PTP packet.

Example 13: The method of Example 12, further comprising determining if the
packet is received during a transmit opportunity (TO) of the node, wherein emulating the
collision comprises emulating the collision at the node in response to received packet being
a PTP packet and the packet being received outside of the TO.

Example 14: The method according to any one of Examples 12 and 13, further
comprising at least one of: padding the PTP packet with a pattern such that the PTP packet
includes at least 64 bytes and the pattern causes an error; and adding an end-of-stream
delimiter to the PTP packet.

Example 15: The method according to any one of Examples 12-14, wherein
emulating a collision comprises emulating the collision on a media independent interface
(MII) of the node.

Example 15A: The method according to any one of Examples 12-14, wherein
emulating a collision comprises emulating the collision on a reduced media independent
(RMII) of the node.

Example 16: An 10SPE network, comprising: a node including a physical layer
(PHY) including a physical level collision avoidance (PLCA) sublayer, the PHY
configured to: detect at least one event including at least one of an amount of data stored in
a first-in-first-out (FIFO) buffer of the node being at least a threshold amount and a
received packet being a precision time protocol (PTP) packet; and emulate a collision at the
node in response to the at least one detected event.

Example 17: The 10SPE network of Example 16, the PHY further configured to:
pad the PTP packet with a pattern such that the PTP packet includes at least 64 bytes and
the pattern causes a cyclic redundancy check (CRC) error; and add an end-of-stream
delimiter to the PTP packet.

Example 18: The 10SPE network according to any one of Examples 16 and 17,
wherein the received packet is received from a media access control (MAC) of the node.

Example 19: The 10SPE network according to any one of Examples 16-18, wherein
the threshold amount is less than or equal to 49.5 bytes or 64 bytes.
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Example 20: A vehicle including a 10SPE network, comprising: a number of nodes,
at least one node of the number of nodes configured to: detect at least one event, the at least
one event including at least one of: an amount of data stored in a first-in-first-out (FIFO)
buffer of the node being at least a threshold amount; and a packet received at the node
being a precision time protocol (PTP) packet; and emulate a collision at the node in
response to the at least one detected event.

Example 21: A physical layer device for a network node, the physical layer device
comprising: a buffer configured to receive a transmit packet provided by a media access
control sublayer for transmission at a shared communication medium of a wired local area
network, the physical layer device configured to implement a physical level collision
avoidance (PLCA) sublayer; and control circuitry configured to: detect at least one event
including at least one of: an amount of data stored by the buffer being at least a threshold
amount, or the received transmit packet being a precision time protocol (PTP) packet
incurring variable delay; and emulate a collision at the node by asserting a collision signal
in response to the at least one detected event.

Example 22: The physical layer device of Example 21, wherein the control circuitry
is configured to pad the PTP packet so as to include at least 64 bytes responsive to a
detection that the received transmit packet is the PTP packet received outside of the
transmit opportunity of the network node.

Example 23: The physical layer device according to any one of Examples 21
and 22, wherein the control circuitry is configured to pad the PTP packet to include a
pattern to cause an error responsive to a detection that the received transmit packet is the
PTP packet received outside of the transmit opportunity of the network node.

Example 24: The physical layer device of Example 23, wherein the pattern
includes 010101.

Example 25: The physical layer device of Example 21, wherein the control circuitry
is configured to add an error delimiter to the PTP packet responsive to a detection that the
received transmit packet is the PTP packet received outside of the transmit opportunity of
the network node.

Example 26: The physical layer device according to any one of Examples 21-25,
wherein responsive to a detection that the received transmit packet is the PTP packet
received outside of the transmit opportunity of the network node, the control circuitry is

configured to: pad the PTP packet with a pattern such that the PTP packet includes at
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least 64 bytes of payload and the pattern causes an error; and add an end-of-stream
delimiter to the PTP packet.

Example 26A: The physical layer device according to any one of Examples 21-26,
wherein the control circuitry is configured to detect a fixed delay incurred by the PTP
packet responsive to a transmit enable (TX EN) signal assertion within a transmit
opportunity of the network node or responsive to a deassertion of a carrier sense (CRS)
signal after an emulated collision.

Example 27: The physical layer device according to any one of Examples 21-26A,
wherein the buffer is configured to store 49.5 bytes or 64 bytes of data.

Example 28: The physical layer device according to any one of Examples 21-27,
wherein a depth of the buffer is set to zero during transmit opportunities of the network
node and to a non-zero value outside of transmit opportunities of the network node.

Example 29: A physical layer device for a network node, the physical layer device
comprising: a buffer configured to store a transmit packet for transmission at a shared
transmission medium of a wired local area network, the physical layer device configured to
implement a physical level collision avoidance (PLCA) sublayer; and control circuitry
configured to: determine that an amount of data stored in the buffer is at least a threshold
amount; and emulate a collision by asserting a collision signal in response to the amount of
data being at least the threshold amount.

Example 30: The physical layer device of Example 29, wherein the threshold
amount is programmable to be a maximum of 49.5 bytes.

Example 31: The physical layer device according to any one of Examples 29
and 30, wherein the wired local area network includes more than eight (8) nodes.

Example 32: The physical layer device according to any one of Examples 29-31,
wherein the control circuitry is configured to emulate the collision on a media independent
interface (MII) or a reduced media independent interface (RMII).

Example 33: A physical layer device for a network node, the physical layer device
comprising: a buffer configured to store a transmit packet received from a media access
control sublayer for transmission at a shared transmission medium of a wired local area
network, the wired local area network including a physical level collision avoidance
(PLCA) sublayer; and control circuitry configured to: identify the stored transmit packet as
a precision time protocol (PTP) packet; and emulate a collision at the node by asserting a
collision signal to the media access control sublayer in response to the stored transmit

packet being identified as the PTP and the identified PTP packet incurring a variable delay.
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Example 34: The physical layer device of Example 33, wherein the control circuitry
is further configured to emulate a collision by asserting the collision signal to the media
access control sublayer in response to an amount of data stored by the buffer exceeding a
predetermined threshold level.

Example 35: The physical layer device according to any one of Examples 33
and 34, wherein the control circuitry is further configured to at least one of’: pad the PTP
packet with a pattern such that the padded PTP packet includes at least 64 bytes and the
pattern causes an error; or add an end-of-stream delimiter to the PTP packet.

Example 36: The physical layer device according to any one of Examples 33-35,
wherein the control circuitry is configured to emulate the collision on a media independent
interface (MII) or a reduced media independent interface (RMII).

Example 37: A wired local area network, comprising: a node including a physical
layer (PHY), the PHY including a physical level collision avoidance (PLCA) sublayer, the
PHY configured to: detect at least one event including at least one of an amount of data
stored in a first-in-first-out (FIFO) buffer of the node being at least a threshold amount and
a received packet being a precision time protocol (PTP) packet incurring variable delay.

Example 38: The wired local area network of Example 37, the PHY further
configured to: pad the PTP packet with a pattern such that the padded PTP packet includes
at least 64 bytes and the pattern causes a cyclic redundancy check (CRC) error; and add an
end-of-stream delimiter to the PTP packet.

Example 39: The wired local area network according to any one of Examples 37
and 38, wherein the received packet is received from a media access control sublayer of the
node.

Example 40: The wired local area network according to any one of Examples 17 19,
wherein the threshold amount is programmable to be less than or equal to one of 49.5 bytes
or 64 bytes.

Example 41: A vehicle including a wired local area network including a physical
level collision avoidance (PLCA) sublayer, the wired local area network comprising: a
number of nodes, at least one node of the number of nodes configured to: detect at least one
event, the at least one event including at least one of: an amount of data stored in a first-in-
first-out (FIFO) buffer of the node being at least a threshold amount; and a transmit packet
received at the node from a link layer of the node being a precision time protocol (PTP)

packet and incurring variable delay.
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While the present disclosure has been described herein with respect to certain

illustrated embodiments, those of ordinary skill in the art will recognize and appreciate that

the present invention is not so limited. Rather, many additions, deletions, and modifications

to the illustrated and described embodiments may be made without departing from the scope

5  of the invention as hereinafter claimed along with their legal equivalents. In addition,
features from one embodiment may be combined with features of another embodiment while

still being encompassed within the scope of the invention as contemplated by the inventor.
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CLAIMS
We Claim:
1. A physical layer device for a network node, the physical layer device
comprising:

a buffer configured to receive a transmit packet provided by a media access control
sublayer for transmission at a shared communication medium of a wired local area
network, the physical layer device configured to implement a physical level collision
avoidance (PLCA) sublayer; and

control circuitry configured to:

detect at least one event including at least one of:

an amount of data stored by the buffer being at least a threshold
amount, or

the received transmit packet being a precision time protocol (PTP)
packet incurring variable delay; and

emulate a collision at the network node by asserting a collision signal to the media

access control sublayer in response to the at least one detected event.

2. The physical layer device of claim 1, wherein the control circuitry is
configured to pad the PTP packet so as to include at least 64 bytes responsive to a detection
that the received transmit packet is the PTP packet received outside of a transmit

opportunity of the network node.

3. The physical layer device of claim 1, wherein the control circuitry is
configured to pad the PTP packet to include a pattern to cause an error responsive to a
detection that the received transmit packet is the PTP packet received outside of a transmit

opportunity of the network node.

4, The physical layer device of claim 3, wherein the pattern includes 010101.
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5. The physical layer device of claim 1, wherein the control circuitry is

configured to add an error delimiter to the PTP packet responsive to a detection that the

received transmit packet is the PTP packet received outside of a transmit opportunity of the

network node.

6. The physical layer device of claim 1, wherein responsive to a detection that
the received transmit packet is the PTP packet received outside of a transmit opportunity of
the network node, the control circuitry is configured to:

pad the PTP packet with a pattern such that the PTP packet includes at least 64
bytes of payload and the pattern causes an error; and

add an end-of-stream delimiter to the PTP packet.

7. The physical layer device of claim 1, wherein the control circuitry is
configured to detect a fixed delay incurred by the PTP packet responsive to a transmit
enable (TX EN) signal assertion within a transmit opportunity of the network node or

responsive to a deassertion of a carrier sense (CRS) signal after an emulated collision.

8. A physical layer device for a network node, the physical layer device
comprising:

a buffer configured to store a transmit packet for transmission at a shared
transmission medium of a wired local area network, the physical layer device configured to
implement a physical level collision avoidance (PLCA) sublayer; and

control circuitry configured to:

determine that an amount of data stored in the buffer is at least a threshold
amount; and
emulate a collision by asserting a collision signal in response to the amount

of data being at least the threshold amount.

9. The physical layer device of claim 8, wherein the threshold amount is

programmable to be a maximum of 49.5 bytes.

10.  The physical layer device of claim 8, wherein the wired local area network

includes more than eight (8) nodes.
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11.  The physical layer device of claim 8, wherein the control circuitry is

configured to emulate the collision on a media independent interface (MII).

12. A physical layer device for a network node, the physical layer device
comprising:

a buffer configured to store a transmit packet received from a media access control
sublayer for transmission at a shared transmission medium of a wired local area network,
the wired local area network including a physical level collision avoidance (PLCA)
sublayer; and

control circuitry configured to:

identify the stored transmit packet as a precision time protocol (PTP)
packet; and

emulate a collision at the network node by asserting a collision signal to the
media access control sublayer in response to the stored transmit packet being

identified as the PTP packet and the identified PTP packet incurring variable delay.

13.  The physical layer device of claim 12, wherein the control circuitry is
further configured to emulate a collision by asserting the collision signal to the media
access control sublayer in response to an amount of data stored by the buffer exceeding a

predetermined threshold level.

14, The physical layer device of claim 12, wherein the control circuitry is
further configured to at least one of:

pad the PTP packet with a pattern such that the padded PTP packet includes at least
64 bytes and the pattern causes an error; or

add an end-of-stream delimiter to the PTP packet.

15.  The physical layer device of claim 12, wherein the control circuitry is
configured to emulate the collision on a media independent interface (MII) or a reduced

media independent interface (RMII).
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16. A wired local area network, comprising:
a node including a physical layer (PHY), the PHY including a physical level
collision avoidance (PLCA) sublayer, the PHY configured to:
detect at least one event including at least one of an amount of data stored in
a first-in-first-out (FIFO) buffer of the node being at least a threshold amount and a
received packet being a precision time protocol (PTP) packet incurring variable
delay; and

emulate a collision at the node in response to the at least one detected event.

17. The wired local area network of claim 16, the PHY further configured to:

pad the PTP packet with a pattern such that the padded PTP packet includes at least
64 bytes and the pattern causes a cyclic redundancy check (CRC) error; and

add an end-of-stream delimiter to the PTP packet.

18. The wired local area network of claim 16, wherein the received packet is

received from a media access control sublayer of the node.

19. The wired local area network of claim 16, wherein the threshold amount is

programmable to be less than or equal to one of 49.5 bytes or 64 bytes.

20. A vehicle including a wired local area network including a physical level
collision avoidance (PLCA) sublayer, the wired local area network comprising;

a number of nodes, at least one node of the number of nodes configured to:

detect at least one event, the at least one event including at least one of: an
amount of data stored in a first-in-first-out (FIFO) buffer of the node being at least a
threshold amount; and a transmit packet received at the node from a link layer of
the node being a precision time protocol (PTP) packet and incurring variable delay;
and

emulate a collision at the at least one node in response to the at least one

detected event.
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