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REMOTE CONFIGURATION OF SECURITY GATEWAYS

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is a PCT application, which claims priority to U.S. Patent
Application No. 62/547,701, filed on August 18, 2017, which is herein incorporated by

reference in its entirety for all purposes.

BACKGROUND

[0002] Enterprise and home network systems are typically connected to the Internet via
security gateways, which may have security features such as firewalls, intrusion detection
systems, and data-leakage protection systems. These gateways are designed to protect the
local network against attacks originating from the Internet. This network architecture is
widely prevalent, and most network routers have a built-in firewall. While a firewall can
protect the local network from malicious ingoing traffic, firewalls are usually are not

designed to protect the Internet from malicious outgoing traffic.

[0003] Some gateways can filter outgoing traffic, primarily to prevent sensitive-data ex-
filtration and to detect infected local nodes. For example, this filtering applies to outgoing
traffic destined to or originated from certain ports (e.g., blocking known malware related
ports or broadcast traffic) or with certain contents (e.g., blocking HTTP requests to known
bad servers). A network administrator can manage outgoing filtering in order to improve the
security of the local network. Unfortunately, in most cases, the security of the rest of the
Internet is not considered, leading to frequent, unmitigated, and widespread malware

infections.

[0004] Infected systems are often used by hackers to attack computers or servers over the
Internet. Among these attacks is the Denial of Service (DoS) attack, in which an attack
source spams a targeted server with attack packets. These attack packets generally
correspond to superfluous service requests. Processing these attack packets wastes a
considerable amount of time for the server, and as a result, the server computer does not have

enough time to process legitimate service packets from legitimate client computers.

[0005] In order to protect itself from such attacks, a server computer can use a firewall and

anetwork intrusion detection system. Further, the server computer may evaluate incoming
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network packets to determine if those network packets are attack packets or service packets.
However, it is difficult for a busy server computer to accurately detect attack packets from
among a high volume of network traffic. As aresult, attack packets are frequently undetected
and some service packets may be misidentified as attack packets, denying service to

legitimate users.

SUMMARY

[0006] Embodiments of the inventions are directed to methods and systems used to deploy
a protocol to a gateway that is upstream from a server computer that is being attacked. The
protocol can allow a server computer to outsource network security tasks to a gateway in a
network such as the Internet. Rather than, or in addition to blocking received attack packets,
the server computer can train a gateway to identify and filter incoming attack packets. The
gateway can be trained in an interactive learning process with the server computer,
comprising a number of learning rounds. In each learning round, the server computer can
transmit training packets and test packets to the gateway. The gateway can use the training
packets to train a security model, and the test packets can be used to evaluate the security
model. Once the security model is adequately trained, the gateway can use the security
model to classify network packets that pass through the gateway as either service packets or
attack packets. The gateway can filter and block attack packets using the security model,
while allowing service packets to reach the server computer. In this way, the server computer
can outsource attack packet detection to the server. The server computer can transmit a
learning reward to the gateway server for completing the learning process and can

periodically transmit a service reward to the gateway for deploying the security model.

[0007] One embodiment is directed to a method of deploying a protocol at a gateway, the
method comprising performing, by a server computer: receiving a plurality of network
packets, wherein the plurality of network packets comprises a plurality of attack packets that
are part of an attack on the server computer and a plurality of services packets that are not
part of the attack on the server computer; determining the plurality of network packets
comprises a plurality of attack packets; selecting a gateway through which the plurality of
attack packets flow; and performing a learning process with the gateway, the learning process
comprising one or more learning rounds, each learning round comprising: obtaining and
labelling a set of training packets from the plurality of network packets, the set of training

packets comprising one or more labeled attack packets and one or more labeled service

2
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packets; transmitting, to the gateway, the set of training packets and the set of unlabeled test
packets; receiving a set of test classifications from the gateway; determining an accuracy
value based on a proportion of accurate classifications from the set of test classifications; if
the accuracy value is greater than or equal to an accuracy threshold, transmitting an
acceptance of the security model to the gateway; and if the accuracy value is less than the

accuracy threshold, transmitting a rejection of the security model to the gateway.

[0008] Another embodiment is directed to a method of deploying a protocol at a gateway,
the method comprising performing, by a gateway: performing a learning process with a
server computer, the learning process comprising one or more learning rounds, each leaming
round comprising: receiving a labeled set of training packets comprising one or more labeled
attack packets that are part of an attack on the server computer and one or more labeled
service packets that are not part of the attack on the server computer, and an unlabeled set of
test packets comprising one or more unlabeled attack packets that are part of the attack on the
server computer and one or more unlabeled service packets that are not part of the attack on
the server computer; training a security model using the labeled set of training packets;
generating a set of test classifications corresponding to the set of unlabeled test packets;
transmitting the set of test classifications to the server computer; if an accuracy value is
greater than an accuracy threshold, receiving an acceptance of the security model from the
server computer; and if the accuracy value is less than the accuracy threshold, receiving a

rejection of the security model from the server computer.

[0009] These and other embodiments of the disclosure are described in detail below. For
example, other embodiments are directed to systems, devices, and computer readable media

associated with methods described herein.

[0010] A better understanding of the nature and advantages of embodiments of the present
disclosure may be gained with reference to the following detailed description and the

accompanying drawings.

TERMS

[0011] A “server computer” may include a powerful computer or cluster of computers. For
example, the server computer can be a large mainframe, a minicomputer cluster, or a group of
servers functioning as a unit. In one example, the server computer may be a database server

coupled to a web server. The server computer may comprise one or more computational
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apparatuses and may use any of a variety of computing structures, arrangements, and

compilations for servicing the requests from one or more client computers.

[0012] A “memory” may be any suitable device or devices that may store electronic data.
A suitable memory may comprise a non-transitory computer readable medium that stores
instructions that can be executed by a processor to implement a desired method. Examples of
memories may comprise one or more memory chips, disk drives, etc. Such memories may

operate using any suitable electrical, optical, and/or magnetic mode of operation.

[0013] A “processor” may refer to any suitable data computation device or devices. A
processor may comprise one or more microprocessors working together to accomplish a
desired function. The processor may include a CPU that comprises at least one high-speed
data processor adequate to execute program components for executing user and/or system-
generated requests. The CPU may be a microprocessor such as AMD's Athlon, Duron and/or
Opteron; IBM and/or Motorola's PowerPC; IBM's and Sony's Cell processor; Intel's Celeron,

Itanium, Pentium, Xeon, and/or XScale; and/or the like processor(s).

[0014] A “gateway” may refer to networking hardware that allows data to flow from one
network to another. For example, in a local area network, a router may serve as a gateway
that allows data to flow from computers in the local area network to the Internet. Gateways
can also route or direct network traffic to its intended recipient. Gateways may employ
firewalls, security policies, or security models in order to protect the networks from attack
packets or other malicious data. A gateway may have a “managed IP address range”
corresponding to IP addresses of devices included in a gateway’s network. For example, a
router’s managed IP address range may contain the IP addresses corresponding to each

device in the router’s local area network.

[0015] A “network packet” may refer to a formatted unit of data transmitted over a
network. A packet may comprise control information and a payload. Control information
may provide data for delivering the payload, such as source and destination network
addresses (e.g., IP addresses), error detection codes, and sequencing information. Typically,

control information is found in network packet headers and trailers.

[0016] An “attack packet” may refer to a packet that is transmitted as part of an attack on a
server computer over a network, such as a DoS attack or an SQL injection. It may also refer

to a packet that isn’t part of an attack, but is undesirable for the server (e.g., packets



10

15

20

25

30

WO 2019/036717 PCT/US2018/047078

corresponding to spam emails). In some cases, an attack packet may include malicious data
in its payload, such as viruses, computer worms, or SQL statements used to exploit database
vulnerabilities. In others, attack packets may not comprise malicious data, e.g., in the case of
a DoS attack, where the payload data appears to be a legitimate service request, but is
actually part of an attack packet. Attack packets may be “spoofed,” such that the source IP
address indicated by the attack packet is different from the actual IP address of the attack

source.

[0017] A “service packet” may refer to a network packet that is transmitted as part of a
legitimate service request to a server computer, such as a request to stream video or access an
account. The payload in the data packet may comprise information used by the server

computer to execute the service request, such as a userame or credential.

[0018] A “client computer” may refer to a computer that accesses services provided by a
server computer. The client computer may communicate with the server computer via
networks such as the Internet. The client computer may transmit service packets to the server
computer in order to request the service provided by that server computer (e.g., email hosting,

streaming videos, etc.)

[0019] An “attack source” may refer to a device, computer, or other entity that generates
attack packets. An attack source may transmit these attack packets as part of an attack on a
server computer, or another computer in a network. An attack source may voluntarily attack
a server computer, or may attack a server computer as a result of a malware infection. An
attack source perform “IP spoofing” by generating attack packets with a false source IP

address for the purpose of hiding its identity or impersonating another computer system.

[0020] A “machine learning model” may include an application of artificial intelligence
that provides systems with the ability to automatically learn and improve from experience
without explicitly being programmed. A machine learning model may include a set of
software routines and parameters that can predict an output of a process based on feature
vectors or other input data, for example, a network packet classifying model may predict the
classification of a network packet based on the information within the packet (e.g., source IP
address, destination IP address, time to live value, number of hops, flags, etc.) A structure of
the software routines (i.e., number of subroutines and the relationship between the

subroutines) and/or the values of the parameters can be determined in a training process,
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which can use actual results of the process that is being modeled, e.g., the identification of

different classes of input data.

[0021] A “security model” may refer to a model used to perform network security related
functionality, such as identifying and blocking attack packets. A security model can be
trained to perform its network security functions. For example, a security model can be a
machine learning model used to classify network packets as attack packets or service packets.
A security model can also be a rule based system (e.g., a blacklist that blocks all packets from

a particular source IP address.)

[0022] A “digital stamp” may refer to data, such as an alphanumeric sequence or “string”
that is included in a network packet to indicate that the network packet has been “stamped.”
A network packet may be stamped in order to indicate that the network packet was received
at a particular node in a network, such as a gateway in the Internet. A digital stamp may be
randomly or pseudorandomly generated, or generated via any other appropriate means. A

digital signature may be used in place of a digital stamp in some embodiments.

[0023] A “reward” may refer to a thing given to an entity in recognition of the entity’s
services or achievements. A reward may be monetary, and may be used to compensate an
entity for something. As an example, a server computer may transmit a reward to a gateway
for training a security model (a learning reward) or transmit a reward to a gateway for

filtering attack packets (a service reward).

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] FIG. 1 shows a flowchart of an overview of a method to deploy a protocol to a

gateway according to some embodiments.

[0025] FIG. 2 shows a block diagram of a network comprising a server computer and
gateways that can participate in a method to deploy a protocol to a gateway according to

some embodiments.

[0026] FIG. 3 shows a block diagram of a gateway discovery process according to some

embodiments.

[0027] FIG. 4 shows a sequence diagram of a spoof checking process according to some

embodiments.
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[0028] FIG. 5 shows a sequence diagram of an initial reward selection process according to

some embodiments.

[0029] FIG. 6 shows a sequence diagram of a leaming process according to some

embodiments.

[0030] FIG. 7 shows a sequence diagram of a deployment verification process according to

some embodiments.

[0031] FIG. 8 shows a block diagram of a reward processing system according to some

embodiments.

[0032] FIG. 9 shows a block diagram of a server computer according to some

embodiments.
[0033] FIG. 10 shows a block diagram of a gateway according to some embodiments.

[0034] FIG. 11 shows a block diagram of a computer system and associated peripherals

capable of performing methods according to some embodiments.

DETAILED DESCRIPTION

[0035] Embodiments are directed to the methods and systems that can be used to deploy a
protocol to a gateway that is upstream from a server computer that is under attack.
Embodiments can allow a server computer to outsource network security to one or more
gateways. Specifically, instead of detecting and filtering attack packets itself, a server
computer can perform a learning process to train a security model at a gateway. The gateway
can use the security model to detect attack packets and filter them before they reach the

server computer.

L OVERVIEW

[0036] A method according to some embodiments can comprise three phases: discovery,
learning, and service. The discovery phase generally involves the server computer identifying
that it is under attack, selecting a gateway through which the attack packets flow, and setting

up for the learning phase.

[0037] The learning phase generally involves the server computer and the gateway

cooperating to train and evaluate a security model at the gateway. The server computer can
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train the security model itself and transmit it to the gateway, or the server computer can
transmit training packets and test packets to the gateway, in order to train and test the security

model respectively.

[0038] The service phase generally involves the gateway deploying the security model in
order to block attack packets from reaching the server computer. Optionally, the server
computer can issue rewards to the gateway for learning and deploying the security model.
The service phase can also involve conflict resolution, if the server computer fails to provide

the gateway with the agreed upon rewards or the gateway fails to deploy the security model.

A. Flowchart

[0039] FIG. 1 shows a flowchart of an overview of a method of deploying a protocol to a
gateway according to some embodiments. The method can involve a discovery phase 118,
comprising steps 102-110, a learning phase 120 comprising step 112, and a service phase 112
comprising steps 114 and 116. Some steps, particularly those relating to rewards (e.g., steps

108, 110, 114, and 116) may be partially or completely optional.

[0040] At step 102, the server computer can determine that it is under attack. The server
computer may analyze received network packets and determine that there is some abnormal
or malicious characteristic of the received network packets. As an example, the server
computer may receive an unusually large number of service requests, and may conclude that
it is under a denial of service attack. The server computer can obtain and label a set of
training packets from the plurality of network packets and obtain a set of unlabeled test
packets from the plurality of network packets. Later, during the learning phase, the server
computer can use the labeled training packets as training data for the security model and the

labeled test packets to evaluate the security model.

[0041] Atstep 104, the server computer can determine a plurality of candidate gateways
using a gateway discovery process. This plurality of candidate gateways may comprises
gateways that appear to receive attack packets and forward those attack packets to the server
computer. The server computer can discover these gateways by tracing DTISCOVERY packets
sent to an apparent attack source. The server computer may create a list of gateways, or
G1list comprising the plurality of candidate gateways, and may sort the list based on factors
such as latency. Gateway discovery can be better understood with reference to the section on

gateway discovery below and FIG. 3.
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[0042] At step 106, the server computer can perform a spoof check to determine if the
apparent attack source is spoofing its IP address in order to evade detection or impersonate
another computing system. If the apparent attack source isn’t the true source of the attack,
some of the gateways discovered during gateway discovery may not actually transmit attack
packets to the server computer. The spoof check can allow the server computer to determine
which gateways actually transmit attack packets to the server computer. The server computer
can filter the G11 st base on the results of the spoof check, to produce a filtered list,

Flist, of aplurality of gateways. Additionally, the server computer may perform a spoof
check in the deployment verification phase. The spoof check is described in more detail

below with reference to FIG. 4.

[0043] At optional step 108, the server computer may requests bids, or “gateway
valuations™ from the plurality of gateways. Methods according to some embodiments can use
an optional reward system in order to compensate gateways for their participation in the
protocol. The bids can be used to determine an initial reward value, which is in turn can be
used by the server computer to calculate a leaming reward. The learning reward can be
transmitted to the gateway after the gateway successfully completes the leaming phase.
Further, the server computer may select a gateway in the gateway selection step based on the

bids, e.g., selecting the gateway that produces the lowest bid.

[0044] Atstep 110, the server computer can select a gateway through which the attack
packets flow and performs an initial reward selection process. Gateway selection can be
performed in a number of ways. As one example, the server computer can uniformly and
randomly select a gateway from the plurality of gateways. As another example, the server
computer can select a gateway based on the latency between the server computer and that
gateway. Alternatively, the server computer can randomly select a gateway, with the
probability of selection being proportional to the latency between the server computer and the

gateway.

[0045] Optionally, the initial reward selection process can involve determining the initial
reward value used to calculate the learning reward, which may be proportional to the initial
reward value, the gateway’s performance during the learning phase, and the packet
classification accuracy of the security model. The initial reward selection process is

described 1n further detail below with reference to FIG. 5.
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[0046]  The learning phase 120, comprising step 112, can involve the gateway training the
security model using training data provided by the server computer. The learning phase may
proceed in learning rounds. In each learning round, the server computer may provide training
packets used by the gateway to train the security model and test packets used to evaluate the
security model. The server computer can receive a set of test classifications corresponding to
the set of test packets, and can determine an accuracy value based on a proportion of accurate
classifications from the set of test classifications. If the accuracy value exceeds an accuracy
threshold, the security model has been successfully trained and the server computer can
transmit an acceptance of the security model to the gateway, otherwise, the server computer
can transmit a rejection of the security model to the gateway and the learning process can be
repeated in a new learning round. The learning phase is described in more detail below with
reference to FIG. 6. As an alternative, the learning process can involve the server computer

training a security model itself and sending the model to the gateway for the gateway to use.

[0047] The service phase 122, comprising steps 114 and 116, can involve the gateway
deploying the security model in order to detect and filter incoming attack packets before they
are transmitted to the server computer. Optionally, the server computer can compensate the
gateway with service rewards. The server computer can additionally verify that the model has
been deployed. Both the gateway and the server computer can contact a third party computer

for conflict resolution.

[0048] At step 114, the server computer can optionally transmit a learning reward to the
gateway for successfully completing the learning process. Additionally, the server computer
can perform a deployment verification process in order to determine if the gateway has
deployed the security model. The server computer can evaluate network packets received
after the gateway has supposedly deployed the security model. If the server computer
receives less attack packets, it can determine that the gateway has deployed the security
model. If the server computer receives a similar amount of attack packets, the server
computer can determine that the gateway has not deployed the security model. Deployment

verification can be understood with reference to the corresponding section below and FIG. 8.

[0049] At step 116, the server computer can optionally transmit a service reward to the
gateway in order to compensate the gateway for deploying the security model. This service
reward can be periodically transmitted to the gateway in a number of installments, provided

that the gateway deploys the security model. If the server determined that the gateway did

10
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not deploy the model at step 114, the server computer can instead perform a conflict
resolution process with a third party computer, which may result in a refund of the service

reward.

[0050] These phases and steps are discussed in greater detail in their corresponding

sections and subsections below.

B. System Architecture

[0051] FIG. 2 shows a system block diagram of a network 200 according to some
embodiments of the invention. The network 200 is a model or representation of a network
architecture in which a server computer 230 and a gateway of gateways 214-218 may
perform methods according to some embodiments. The network 200 comprises client
computers 202-210, an attack source 212, gateways 214-218, security models 220-224,

networks 226-228, and server computer 230.

[0052] The client computer 202-210 may be computers associated with legitimate users of
a service provided by the server computer 230. As an example, the server computer 230 may
be a server that hosts images, and the client computers 202-210 may be operated by users

attempting to upload images to the server or view images hosted on the website.

[0053] The attack source 212 may be a malicious entity that is sending attack packets to
server computer 230. For example, the attack source 212 may be a computer used to perform
a denial of service attack on the server computer 230. The denial of service attack may
comprise sending a large volume of network packets to server computer 230, in order to
prevent the server computer from servicing legitimate service packets sent by client

computers 202-210.

[0054] Network packets from the client computers 202-210 and from the attack source 212
may be sent to the server computer 230 via any number of gateways 214-218. These
gateways may be computers, servers, or other devices that route network traffic over
networks such as the Internet. For example, gateway 214 may be associated with an internet
service provider (ISP) that allows client computers 202-206 to communicate with other
computers connected to the Internet. Each gateway may implement a security filter, such as a
firewall, that enables the gateway to control the packets that pass through the gateway. Each

gateway may also have a security model that can be used to classify or identify network

11
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packets, such as attack packets and service packets. The security model may work in

conjunction with the security filter to block identify and block attack packets.

[0055] Networks 226-228 may be intermediate computer or device networks that network
packets are transmitted through to get to server computer 230. In some cases, networks 226-
228 may comprise sub-network of a larger network, i.e., a collection of networked computers
in a network such as the Internet. In other cases, networks 226-228 may be independent
networks, for example, network 226 may be a local area network and network 228 may be the

Internet.

[0056] The gateways, client computers, server computer, and attack source can
communicate with one another via any appropriate means. Messages and other
communications between the gateways, client computers, server computers, and attack
sources may be in encrypted or unencrypted form. Messages between the devices and
computers may be transmitted using a communication protocol, such as, but not limited to,
File Transfer Protocol (FTP); Hypertext Transfer Protocol (HTTP); Secure Hypertext
Transfer Protocol (HTTPS), Secure Socket Layer (SSL) and/or the like.

II. DISCOVERY PHASE

[0057] In the discovery phase, the server computer can determine that it under attack,
discovers gateways that might be able to prevent the attack using a security model, preforms
a spoof check, determines an initial reward and selects a gateway to perform the learning

process with.

A Attack Detection
[0058] In the attack detection step, the server computer can determine that it is under attack
by evaluating the network packets it receives. The server computer can classify the received
network packets as either attack packets or service packets, and the server computer can
determine that it is under attack based on the presence of attack packets among the network
packets. In some cases, such as when the volume of network packets is low, the server
computer may evaluate all network packets it receives. In others, such as when the volume of
network packets is high, the server computer may evaluate a subset of network packets, e.g.,
every 10" network packet. There are numerous ways the server computer can evaluate and
classify network packets. As an example, the server computer could use a machine learning

model trained on previously received network packets in order to evaluate and classify the
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received network packets. As another example, the server computer could use a set of static
rules to classify the received network packets. As an example of a static rule, the server
computer could classify all network packets with a certain source port (e.g., 8000) as attack
packets. The server computer may evaluate received network packets using a Network
Intrusion Detection System (NIDS) or any other appropriate software or hardware used to

analyze network packets.

B. Gateway Discovery
[0059] In the gateway discovery step, the server computer identifies gateways that are
between the server computer and the attack source, i.e., attack packets originating from the
attack source can pass through those gateways before reaching the server computer. The
server computer can generate a gateway list or G111 st comprising a list of the gateways
discovered during the gateway discovery step. Later, during the spoof check and initial
reward selection steps, the server computer can filter the gateway list to generate a filtered list
of gateways or F1ist. FIG. 3 shows an example of a network comprising a server computer
302, gateways 304-310, an attack source (or apparent attack source) 312, and a client

computer 314.

[0060] The server computer 302 can evaluate the attack packets labeled in the attack
detection stage in order to identify an apparent attack source 312 or an address of the
apparent attack source 312. For example, this can be accomplished by evaluating any source
information presented in the attack packets, such as a source IP address. Once the server
computer 302 has determined the address of the apparent attack source, server computer 302
can generate and transmit a plurality of DTSCOVERY packets to the attack source 312. The
server computer 302 can trace these discovery packets in order to identify gateways that are

between the server computer 302 and the attack source 312 in the network.

[0061] In order to reach the attack source 312, DT SCOVERY packets from server computer
302 must pass through gateway 308, and either gateway 304 or gateway 306. As gateway

310 is not on the way to attack source 312, no DISCOVERY packets are sent to gateway 310.

[0062] The discovery packets may comprise a request for managed IP ranges
corresponding to each gateway. In response to receiving the discovery packets, gateways
304-308 can transmit their managed IP ranges to server computer 302 in a discovery response

packets. A managed IP range can contain all IP address that are “behind” the corresponding
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gateway, i.e., network packets must pass through the gateway on the way to IP addresses in
the managed IP range. The server computer 302 can check the IP address of the apparent
attack source 312 against each managed IP range in order to verify that the corresponding

gateway is a gateway for the apparent attack source.

[0063] Additionally, the server computer can use the Internet Control Message Protocol
(ICMP) and diagnostic tools such as traceroute to measure the transmit delays of the
discovery packets as they are routed between nodes in the network. Additionally, the server
computer 302 can determine the latencies to each gateway 304-308 on the path to the
apparent attack source 312. The server computer 302 can determine or estimate the distance
between the server computer 302 and a gateway based on the corresponding latency. As an
example, because a discovery packet travelling to gateway 308 has to first travel through
gateways 304 or 306, the latency between server computer 302 and gateway 308 is higher
than the latency between server computer 302 and gateway 306, because the network distance
between the server computer 302 and gateway 308 is greater than the network distance

between server computer 302 and gateway 306.

C. Spoof Checking
[0064] In the spoof checking step, the server computer can verify that the attack source has
not spoofed its IP address. If the attack source has spoofed its IP address, it is possible that
some of the gateways discovered in the gateway discovery phase do not actually route attack
packets between the attack source and the server computer. Consequently, there is no reason
for the server computer to perform the rest of the discovery phase, learning phase, and service
phase with these gateways, as they do not receive any attack packets that need to be filtered.
As aresult of performing the spoof check, the server computer can produce a smaller, filtered
list of gateways, from which it can select a gateway that it can perform the rest of the

discovery phase, learning phase, and service phase with.

[0065] The spoof checking process generally involves the gateway stamping network
packets that it receives before transmitting the network packets to the server computer. The
network packets are stamped with a digital stamp, such as a random string of alphanumeric
characters. If the attack source is spoofing its IP address, the attack packets will not be
transmitted through the gateway, and consequently will not have the stamp. If the server
computer receives an attack packet with the stamp, it confirms that the attack packets are

actually being routed through the gateway. If the server computer does not receive an attack
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packet with the stamp, it can determine that the attack packets are not routed through that
gateway, and consequently the server computer does not need to perform the leaming process
with that gateway. Spoof checking may also be used in the deployment verification process

described below.

[0066] The spoof checking process can be better understood with reference to the sequence
diagram of FIG. 4, which shows a spoof check performed by a server computer 402 and a

gateway 404.

[0067] At step 406, the server computer 402 determines a first inter-packet time A
corresponding to the plurality of attack packets identified during the attack detection step.
The first inter-packet time is the average amount of time that passes between the server
computer 402 receiving two consecutive attack packets. The first inter-packet time is
indicative of the rate at which the attack packets are received. The server computer 402 can
calculate the first inter-packet time via any appropriate means, as an example, the server
computer 402 can determine the first inter-packet time based on timestamps corresponding to
each attack packet. The difference between the timestamps of consecutive attack packets can

be averaged in order to produce the first inter-packet time.

[0068] At step 408, the server computer 402 can generate a PING packet, comprising a
product of the first inter-packet time and a wait time factor. The wait time factor affects the
window of time over which the spoof check takes place. As an example, a wait time factor of
5 means that the spoof-check will be performed over a period of time equal to five times the

first inter-packet time (5A).
[0069] At step 410, the server computer 402 can transmit the PTNG packet to gateway 404,

[0070] Atstep 412, the gateway 404 can generate a first digital stamp and generate an
encrypted CHECK packet comprising the first digital stamp. The first digital stamp can be
generated via any suitable means, e.g., randomly, provided that an attacker cannot duplicate

the first digital stamp.

[0071] Atstep 414, the gateway 404 can transmit the encrypted CHECK packet to the server

computer 402,

[0072] Atstep 416, the server computer 402 can decrypt the encrypted CHECK packet to

determine the first digital stamp. The server computer 402 can compare this first digital
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stamp to stamped packets subsequently received by the server computer 402, in order to

determine if those network packets were transmitted to server computer 402 via gateway 404.

[0073] Over the period of time equal to the product of the first inter-packet time and the
wait time factor, the gateway 404 can receive network packets from computers and entities
over the Internet. The gateway 404 can stamp network packets that are directed to the server
computer 402 using the first digital stamp before forwarding the stamped network packets to

the server computer 402 at step 418.

[0074] At step 420 the server computer 402 can evaluate the stamped network packets to
determine if the stamped network packets include any stamped attack packets. Further, the
server computer 402 can verify that the digital stamp on the stamped network packets
matches the first digital stamp received in the CHECK packet from gateway 404. Provided
that an attack source is unable to replicate the first digital stamp, the presence of a stamped
attack packet indicates that some attack packets are reaching the server computer 402 via

gateway 404, indicating that those attack packets are not spoofed.

[0075] At step 422, if the server computer 402 identified any stamped attack packets, the
server computer can generate and transmit an ECHO packet to gateway 404. The ECHO

packet can comprise one of the stamped attack packets received from the gateway 404.

[0076] At step 424 the gateway can verify that the stamped attack packet received in the

ECHO packet was transmitted to the server computer 402 from the gateway 404,

[0077] At step 426 the gateway 404 can transmit a VERI FICATION packet to the server
computer 402, in order to confirm that the stamped attack packet was transmitted to the
server computer 402 via gateway 404. The server computer 402 can include the gateway 404
in the filtered gateway list upon receiving the verification packet. The spoof checking
procedure can be performed with each gateway in the gateway list, and the gateways

corresponding to non-spoofed attack packets can be included in the filtered gateway list.

D. Initial Reward Selection
[0078] The optional initial reward selection process involves the server computer and a
gateway determining the value of an initial reward o1, as well as other parameters, such as a
service duration I sevice, @ number of service reward installments z, and the service reward

(sometimes referred to as “fee”). In some embodiments that make use of a reward system,
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the initial reward can be used to calculate the leaming reward, which can be transmitted to
the gateway on successfully completing the learning process. The service duration, number
of service reward installments, and fee relate to the reward given to the gateway for
deploying the security model. FIG. 5 shows a sequence diagram of an initial reward selection

process according to some embodiments.

[0079] At step 506, the server computer 502 can transmit a packet comprising a
commitment of the server valuation (COMMTI T(vs)) to the gateway 504. The server valuation
is the server computer’s 502 estimate of the maximum appropriate value of the initial reward.
The commitment of the server valuation can later be used by the gateway 504 in order to
verify that the server computer 502 did not cheat the gateway 504 during the reward selection
process. In order to reduce the number of communications between server computer 502 and
gateway 504, the commitment of the server valuation can be included in the ECHO packet

sent during the spoof checking process.

[0080] At step 508, the gateway 504 can transmit the gateway valuation v to the server
computer 502. The gateway valuation is the gateway’s 504 estimate of the minimum
appropriate value of the initial reward, and can be used by the server computer 502 in order to
determine the initial reward. In order to reduce the number of communications between the
server computer 502 and gateway 504, the gateway valuation can be included in the

VERIFICATION packet sent during the spoof checking process.

[0081] Atstep 510, the server computer 502 can set the initial reward as the minimum of
the gateway valuation and the server valuation. This ensures that the server computer 502
produces the minimum possible initial reward. In some embodiments, if the gateway
valuation exceeds the server valuation, the server computer 502 and gateway 504 may not
perform the learning phase, because the server computer 502 is unwilling to accept an initial
reward higher than the server valuation and the gateway 504 is unwilling to accept an initial
reward lower than the gateway valuation. In this case, the server computer 502 can terminate
the initial reward selection process with the gateway 504 and begin the initial reward
selection process with a different gateway from the filtered list (FL1ist) of gateways.

Additionally, the server computer 502 can remove the gateway 504 from the filtered list.

[0082] Atstep 512, if the server computer 502 calculated the initial reward as the minimum

of the gateway valuation and the server valuation, the server computer 502 can transmit the
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initial reward and a commitment opening (OPEN(vs)) to the gateway 504. The commitment
opening can be used by the gateway 504 in order to open the commitment sent at step 506

and verify the server valuation vs.

[0083] Atstep 514, the gateway 504 can use the commitment opening to open the
commitment of the server valuation. The gateway 504 now knows the server valuation, the
gateway valuation, and the initial reward. The gateway 504 can confirm that the initial
reward was correctly calculated by determining the minimum of the server valuation and the
gateway valuation. If the server computer 502 incorrectly calculated the initial reward, the
gateway 504 can update a gateway log to include a BREACH string, indicating that the server
computer 502 breached the initial reward selection protocol. The gateway 504 can transmit

the gateway log to a trusted third party computer as part of a conflict resolution process.

[0084] At step 516-520, the server computer 502 and gateway 504 can negotiate the value
of the service duration I'service, the number of service reward installments z, and the service
reward “fee.” The service duration is the amount of time that the gateway 504 will deploy
the security model, provided that the server computer 502 completes the discovery phase and
service phase with the gateway 504. The number of service installments is the number of
times that the server computer 502 will pay the gateway 504 the service reward, and the
service reward is the amount that the server computer 502 will reward to the gateway 504.
The negotiation process can take a number of different forms. Steps 516-520 are intended

only as a non-limiting example of one method of performing this negotiation.

[0085] Atstep 516 the server computer 502 can transmit proposal values corresponding to
the service duration, the number of service installments, and the service reward. These
proposal values can correspond to the preferred length of the service duration, the preferred
number of service installments and the preferred service reward. These values may be
calculated or estimated in advanced or during the initial reward selection process. The server
computer 502 may determine these proposal values based on the analysis provided in the

analysis section below.

[0086] At step 518 the gateway 504 can evaluate the proposal values and determine if the
proposal values are acceptable. If the proposal values are not acceptable to gateway 504, the

gateway 504 can generate its own set of counterproposal values.

18



10

15

20

25

30

WO 2019/036717 PCT/US2018/047078

[0087] At step 520, the gateway 504 can transmit an acceptance of the proposal values, or
its counterproposal values to server computer 502. The server computer 502 can evaluate
these counterproposal values and determine if they are acceptable. Steps 516-520 can be
continued until the server computer 502 and gateway 504 agree on the values of the service
duration, the number of service reward installments, and the service reward, or until the
server computer 502 or gateway 504 terminate the initial reward selection process, as
indicated by ellipsis 522. For example, the server computer 502 may terminate the initial
reward selection process if a gateway counter-proposal is greater than the maximum values,
or less than the minimum values that the server computer 502 is willing to accept for the
service duration, the number of service installments, and the service reward. In this case, the
server computer 502 can terminate the initial reward selection process with the gateway 504
and begin the initial reward selection process with a different gateway from the filtered list
(FList) of gateways. Additionally, the server computer 502 can remove the gateway 504
from the filtered list.

[0088] The server computer 502 can perform the initial reward selection with a number of
gateways, then select one of the gateways to perform the leaming phase and service phase
with. For example, the server computer 502 may select a gateway for which the initial
reward selection produced the most favorable parameters for the server computer 502 (e.g.,
the least initial reward, the lowest server reward, the longest service time duration, the lowest

number of installments, etc.)

[0089] It should be understood that the initial reward selection process is optional. Some
embodiments of the invention may not involve transmitting learning rewards and service
rewards to the gateway 504, and consequently the server computer 502 and gateway 504 may

not perform the initial reward selection process.

E. Gateway Selection
[0090] There are a number of ways in which a gateway can be selected from the filtered list
(F1list) of gateways. As one example, the server computer can select a gateway uniformly
and randomly from the filtered list of gateways. As another example, the server computer
can select a gateway based on its corresponding latency. As the latency corresponds to the
network distance between the server computer and the gateway, the server computer can

select a gateway with the greatest corresponding latency in order to select a gateway farther
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from the server and closer to the attack source. The server computer can sort the filtered list

of gateways in descending latency order and select the first gateway in the filtered list.

[0091] As another example, the server computer can perform a gateway selection process
that minimizes the probability that a malicious gateway that is colluding with the attack
source is selected. The server computer can randomly select a constant number of gateways
g> 0 from the filtered list of gateways, where the selection probability for a given gateway is
proportional to the latency between that gateway and the server computer (i.e., gateways with
higher latency are selected with greater probability). From these g gateways, the server
computer can select the gateway that produced the lowest initial reward, breaking ties

uniformly and randomly.

[0092] Further, the server computer may select a gateway with the least corresponding
initial reward, the lowest service reward, the longest service time duration, or the lowest

number of installments.

III. LEARNING PHASE

[0093] In the learning phase, the server computer can perform a learning process with the
selected gateway in order to train the selected gateway’s security model. The learning
process can comprise a number of leaming rounds. In each learning round, the server
computer can transmit a set of labeled training packets and a set of unlabeled test packets to
the gateway. The gateway can use the labeled training packets to train the security model and
can use the trained security model to produce a set of test classifications (e.g., “attack packet”
or “service packet™) corresponding to the set of unlabeled test packets. The gateway can
transmit the test classifications to the server computer, which can determine an accuracy
value based on the proportion of correct classifications. If the accuracy value exceeds an
accuracy threshold, the server computer can transmit an acceptance of the security model to
the gateway. Optionally, in some embodiments, the server computer may also transmit a
learning reward to the gateway for successfully completing the learning process. If the
accuracy value does not exceed the predetermined accuracy threshold, the server computer
and gateway can perform a subsequent round of the learning process with new labeled
training packets and unlabeled test packets. This learning process can be repeated until either
the accuracy value exceeds the accuracy threshold or the server computer determines that the

gateway has failed the learmning process, in which case the server computer can terminate the
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learning process, return to the discovery phase, select a new gateway, and perform the

learning process again with that gateway.

A. Determining Round Count and Reward Amount
[0094] The learning process can proceed for a variable number of learning rounds, and
there are numerous methods by which the total number of rounds can be determined. As one
example, the server computer can use a static, predetermined limit on the maximum number
of rounds, rmax. This static limit could be based on any number of factors. As an example, as
shown in the “Empirical Study” section below, gateways were trained to near 100%
classification accuracy in three learning rounds on average, thus rmax could be set to three
rounds. If rmax is three rounds, the server computer and the gateway can perform the learning
process until the accuracy value exceeds the predetermined accuracy threshold or the round
index (i.e., a number corresponding to the current learning round) exceeds rmax, in which case

the server computer can terminate the learning process with the gateway.

[0095] As another example, the server computer can evaluate when to terminate the
leaming process based on a threshold such as a utility threshold. The server computer can
calculate a utility value that states indicating the value of the trained security model to the
gateway based on a difference between the effectiveness of the service model and the

learning reward transmitted to the gateway.

Definition 1. For a given tolerance t € R and parameiers o, 3> 0, we say that the server
toriof Nt I if 4t 1 VT s £ rttrnd o i 4 } et
computer is {oB,v)-rational if it weighs the accuracy of aitack prevention and the amount of
reward paid by o and [ respectively, up to a threshold of © This is achieved by modeling the
utility function for the server as U = aq — PR, where a is the accuracy of the security model

learned hy the gateway, and R is the total reward the server pays the gateway for learning.

[0096] As stated in definition 1, The server computer’s utility function can be modeled as
Us = aa — BR, where Us is the server computer’s utility value, a is the classification
accuracy, R is the value of the learning reward, o is a classification accuracy weight and  is
the learning reward weight. The server computer may assume that the classification accuracy
translates directly or nearly directly to attack prevention, e.g., if the classification accuracy a
is 80%, the server computer may assume that the security model, once deployed, will filter
80% of incoming attack packets, thus the classification accuracy can be used as a prediction

of the rate of attack prevention.
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[0097] The server computer can calculate the utility value in each round » and compare it to
a utility threshold 7 corresponding to that round. The utility threshold may be a
predetermined utility threshold. If the utility threshold exceeds the utility threshold, but the
gateway does not achieve the desired accuracy threshold, the server computer can continue
the learning process on a subsequent round. If the utility function does not exceed the utility
threshold, then it is no longer valuable for the server computer to complete the learning
process, because the value of the learning reward exceeds the value of preventing the attack.

In this case the server computer can terminate the learning protocol.

[0098] In each round, the server computer can determine the accuracy value a-
corresponding to the proportion of correctly classified test packets from that round. The
server computer can also calculate the learning reward R; (i.e., the total reward the gateway
would receive if the accuracy value ar exceeds the accuracy threshold). There are numerous

ways by which the learning reward can be calculated. As one example, the server computer
can first calculate a relative reward P; =Py (1 + (a]- - a]-_l)) inroundi <randfor2<;<
r, where p is the initial reward determined during the initial reward selection process, Py is

a previous reward value, and a;_, is a previous accuracy value. Then the server computer
can calculate the reward R, = p,. ¥,;<(n;/€), where 7 is the number of training and testing
packets sent by the server to the gateway in round i. Using the calculated learning reward Rr,
and the accuracy value ar determined based on the proportion of correct classifications, the
server computer can determine the utility value Us, corresponding to round ». If the utility
function exceeds the utility threshold 7, the server computer can proceed to a subsequent
learning round, if the utility function does not exceed the utility threshold, the server

computer can terminate the learning process.

B. Learning Process
[0099] In some embodiments, the learning process can comprise the server computer
training a security model using received attack packets and service packets, then transmitting
the learning model to a server computer. In other embodiments, the learning process can
comprise a number of learning rounds. In each learning round, the server computer can send
a set of training packets and a set of test packets to the gateway in order to train and test the
security model respectively. Once the security model is adequately trained, the gateway can

deploy the security model and can optionally be compensated with a learning reward. FIG. 6
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shows a sequence diagram of an exemplary learning process according to some

embodiments.

[0100] Learning round 628 comprises steps 606-618. The server computer 602 and
gateway 604 can repeat these steps for each learning round performed during the learming
process, up until the security model is adequately trained or the learing process is

terminated. Ellipsis 620 indicates this repetition.

[0101] At step 606, the server computer 602 can transmit training packets and test packets
to gateway 604. These training packets and test packets can be selected from among network
packets received by the server computer 602 over some period of time. The training packets
can be labeled by server computer 602, e.g., during the attack detection step. Labeled
training packets allow the gateway 604 to train a supervised security model using the training
packets. The test packets may be unlabeled, and testing the security model may involve the
security model labeling or classifying these attack packets. If the learning round is not the
first learning round (i.e., there were one or more previous learning rounds), the training

packets may include labeled test packets from a previous leaming round.

[0102] The server computer 602 may select the training packets and test packets randomly
or using any other appropriate method. For example, the server computer 602 may randomly
select 1000 labeled attack packets and 1000 labeled service packets from the received
network packets to use as training data. Labeled and unlabeled network packets may be

stored in a network packet database managed by the server computer 602.

[0103] At step 608, the gateway 604 can train the security model using the training packets.
The security model may be a machine learning model, such as a support vector machine,
logistic regression model, etc., which may learn to classify network packets as one of two
classifications (i.e., attack packets and service packets) based on characteristic features of
attack packets and service packets. For example, the gateway 604 may use information
contained in the packet header, trailer, or payload as features in order to train the learning

model, such as the source IP address, time to live values, number of hops, etc.

[0104] Atstep 610, the gateway 604 can use the security model to evaluate the test packets
and produce a set of test classifications. The security model 604 may classify test packets
based on their similarity to training packets used to train the model. For example, if all

labeled attack packets have a given source IP address, the security model may learn that all

23



10

15

20

25

30

WO 2019/036717 PCT/US2018/047078

packets from that source are attack packets. If the security model receives an unlabeled test
packet originating from that address, the security model may classify that unlabeled test
packet as an attack packet. The gateway 604 may generate a set of test classifications

comprising the classifications corresponding to each received test packet.

[0105] Atstep 612 the gateway 604 can transmit the set of test classifications to the server
computer 602, in order for the server computer 602 to evaluate the test packets and determine

the classification accuracy.

[0106] At step 614, the server computer 602 can determine an accuracy value based on a
proportion of accurate classifications from the set of test classifications. The server computer
602 can determine the proportion of accurate classifications by generating its own set of test
classifications corresponding to the set of test packets. The proportion of accurate
classifications can be determined as the proportion of classifications that match between the
set of test classifications produced by the server computer 602 and the test classifications

produced by the gateway 604,

[0107] Atstep 614, the server computer 602 can additionally determine whether the
accuracy value is greater than an accuracy threshold. The accuracy threshold may be
predetermined by the server computer 602, based on the server computer’s attack prevention
needs. For example, if the server computer 602 is providing some critical service, the
accuracy threshold may be comparatively high (e.g., 95%, 99%), while if the server computer
602 is providing a non-critical service, the accuracy threshold may be comparatively low
(e.g.. 60%, 70%). If the accuracy value is greater than the predetermined threshold, the

security model is adequately trained and is ready for deployment.

[0108] Atstep 616, if the accuracy value does not exceed the accuracy threshold, the server
computer 602 can determine whether it should proceed to a subsequent learning round of the
learning process or terminate the learning process, using any of the methods described above
or any other appropriate method. As one example, the server computer 602 can determine a
round index corresponding to the current round. The server computer 602 can maintain or
use a counter for this purpose, incrementing the counter each time a new learning round
begins. The server computer 602 can compare the round index to a maximum number of
leaming rounds. If the round index is greater than the maximum number of learning rounds,

the server computer 602 can terminate the learning process.
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[0109] Alternatively, the server computer 602 can periodically evaluate an elapsed time
corresponding to the learning process. If the learning process takes longer than a
predetermined amount of time (e.g., 10 minutes) the server computer 602 can terminate the
learning process. The server computer 602 can compare the elapsed time to a time threshold

in order to determine whether to terminate the learning process.

[0110] As another example, the server computer 602 can calculate a utility value and
perform a subsequent learning round provided the utility value exceeds a utility threshold.
The utility value can be proportional to the value of the service received from a gateway

deploying the model against the cost of deploying the model.

[0111] Atstep 618, the server computer 602 can transmit an acceptance or rejection of the
security model to the gateway 604, depending on whether the accuracy value corresponding
to the security model was greater than the accuracy threshold. If the accuracy value was less
than the accuracy threshold, the server computer 602 can transmit a rejection of the security

model to the gateway 604.

[0112] If the security model is rejected and the leaming process is not terminated, the
server computer 602 and gateway 604 can engage in subsequent learning rounds, until either
the security model is accepted or the learning process is terminated. Ellipsis 620 indicate

repetition of the learning process.

[0113] Atstep 622, if the accuracy value eventually exceeds the accuracy threshold, the
server computer 602 can transmit an acceptance of the security model to gateway 604. This
acceptance of the security model indicates to gateway 604 that the learning process is
complete, that gateway 604 can deploy the security model, and that gateway 604 will soon

receive a learning reward for completing the learning process.

[0114] At step 624, upon receiving the acceptance of the security model, the gateway 604
can deploy the security model in order to detect and block attack packets directed at the
server computer 602. The gateway 604 can deploy the security model by interfacing the
security model with a firewall or another security filter. When a network packet is received
by the gateway 604, the gateway 604 can hold the network packet in a buffer or another form
of memory while it classifies it using the security model. If the security model classifies the
network packet as a service packet, the gateway 604 can forward the network packet to the

server computer 602. If the security model classifies the network packet as an attack packet,
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the gateway 604 can clear the network packet from the buffer or memory, effectively

blocking the network packet.

[0115] At step 626, the server computer 602 and gateway 604 can update a server log and
gateway log respectively. The server computer 602 can include communication records
corresponding to the communications between the server computer 602 and the gateway 604,
along with the results of the leaming process. The gateway 604 can include similar records
and results in the gateway log. These logs may be used as part of a conflict resolution

process in the event that either the server computer 602 or the gateway 604 breaches protocol.

C. Learning Process Termination
[0116] In some cases, the learning process may not be completed successfully. As an
example, the server computer may terminate the learning process if a maximum number of
rounds is reached. As another example, the learning process may be terminated if the server
computer take too long to learn the security model, e.g., requiring more than 10 minutes to
train the model. As another example, the learning process may be terminated if the

connection between the server computer and the gateway times out.

[0117] If the learning process is not completed successfully, the server computer can return
to the discovery phase and repeat the gateway selection step. The server computer can select
anew gateway to perform the learning phase and service phase with. In some embodiments,
the server computer may select a previously unselected gateway from the plurality of
gateways, i.e., a gateway that has not already failed the learning process with the server
computer. The server computer can repeat this process until a gateway successfully
completes the learning process or all gateways have been selected by the server computer, in
which case the server computer may stop attempting to deploy a security model at a gateway.
For example, if the server computer is selecting gateways based on latency, the server
computer can start with the gateway with the highest corresponding latency, then select the

gateway with the second highest latency if the learning process terminates, etc.

IV.  SERVICE PHASE

A Deployment Verification
[0118] Generally, the deployment verification process involves the server computer
determining if the gateway deploved the security model into its firewall. If the gateway

deployed the security model, the server computer expects to receive attack packets at a lower
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rate than before the model is deployed. The attack packet rate is proportional to the inverse
of the average inter-packet time, i.e., the average of the time difference between consecutive
attack packets. If the attack packet rate is reduced as a result of the gateway deploying the
security model, the average inter-packet time should increase. Consequently, the server
computer can evaluate inter-packet times before and after the security model is deployed in
order to confirm the deployment. The server computer can further perform a spoof check to
determine if the attack packets are originating from an attack source that is not behind the

gateway, and instead only appear to originate from behind the gateway.

[0119] FIG. 7 shows a flowchart detailing a deployment verification process according to

some embodiments.

[0120] At step 702, the server computer receives a plurality of subsequent network packets
from the gateway. This plurality of subsequent network packets refers to network packets
received from the gateway after the gateway supposedly deployed the security model. As
such, these network packets should have been filtered by the gateway, and as a result should

comprise less attack packets.

[0121] At step 704, the server computer evaluates the subsequent network packets to
determine if they include any subsequent attack packets. The server computer can use any
appropriate method or technique as described above. For example, the server computer may
use a machine learning model in order to classify the subsequently received network packets
as service packets and attack packets. If the subsequently received network packets include
attack packets, the server computer proceeds to step 706, otherwise the server computer

proceeds to step 708.

[0122] At step 706, the server computer performs a spoof check with the gateway in order
to determine if the source IP addresses corresponding to the attack packets have been
spoofed. This spoof check can be completed in substantially the same way as described in
the discovery phase section. The server computer can transmit a PTNG packet to the
gateway, and the gateway can generate a first digital stamp and use the first digital stamp to
stamp received network packets. A stamped network packet can comprise a network packet
with the digital stamp included in the payload. Provided that an attack source is unable to
copy the stamp, the presence of the first digital stamp indicates that the network packet did

pass through the gateway at some time. The server computer can then evaluate whether
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stamped network packets received from the gateway include stamped attack packets. If the
stamped network packets include stamped attack packets, the attack source is not spoofing its
IP address and the attack packets are flowing through the gateway. If the server computer is
still receiving attack packets that are unstamped, it means the attack source is spoofing its IP

address.

[0123] At step 708 the server computer concludes that the gateway has correctly deployed
the security model. This server computer may reach step 708 if the subsequent network
packets do not include attack packets, if the attack packets have been spoofed, or if attack
packets are received, but no more than what would be expected given the classification

accuracy or error of the security model

[0124] Atstep 710 the server computer evaluates the results of the spoof check. If the
attack packets are not spoofed, the server computer proceeds to step 712. If the attack
packets are spoofed, the attack packets are not coming from the gateway and the server

computer proceeds to step 708.

[0125] Atstep 712 the server computer evaluates inter-packet times to determine how well
the security model is performing. The server computer can determine a first inter-packet time
A, corresponding to attack packets received before the security model was deployed. The
first inter-packet time can be calculated by determining amounts of time between consecutive
attack packets and averaging those amounts of time. The server computer can also determine
a second inter-packet time A, corresponding to attack packets received after the security
model is deployed, in substantially the same way. If the security model has an error tolerance
g(e.g., 10%), the security model can be expected to miss roughly 10% of attack packets and
block the remaining 90% of attack packets. Consequently, as less attack packets are received

over the same time interval, the second inter-packet time should be longer than the first inter-

packet time by a factor of & The server computer can evaluate the inequality A, > Al/ e If
the inequality is true, the security model is performing as well or better than expected. If the

inequality is false, the security model is performing worse than expected.

[0126] At step 714, the server computer can determine if the second inter-packet time is
less than expected. If the second inter-packet time is less than expected, the security model’s

performance is worse than expected, and the server computer proceeds to step 716. If the
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inter-packet times are not less than expected, the security model is performing as well or

better than expected, and the server computer proceeds the step 708.

[0127] Atstep 716 the server computer determines that the security model has not been

successfully deployed at the gateway. As such, the server computer updates its server log to
include a BREACH string, indicating that the gateway has breached the deployment protocol.
The server computer can transmit the server log to a trusted third party computer in order for

the third party computer to perform conflict resolution.

B. Conflict Resolution
[0128] Both the server computer or the gateway can initiate a conflict resolution process, if
the server computer or the gateway determines that a protocol according to some
embodiments has been breached in some way. As an example, the server computer may
determine that protocol has been breached if the gateway does not deploy the security model
or appears not to deploy the security model. As another example, in some embodiments, the
gateway may determine that protocol has been breached if the gateway does not received the

promised learning reward or the server fails to provide a periodic service reward.

[0129] The server computer and the gateway can store and maintain a server log and
gateway log respectively. These logs can contain information or records of communications
corresponding to the discovery phase, learning phase, and service phase. These information
or records may be used to verify that the server computer and the gateway are performing
these phases correctly. As an example, the gateway may record the statement of the initial
reward received during the initial reward selection process, the values of other negotiated

parameters, the value of the learning reward, each of the service rewards received, etc.

[0130] If either the server computer or the gateway determines that protocol has been
breached, the server computer or gateway can include a BREACH string indicating the breach.
The BREACH string indicates to a trusted third party computer that a breach may have

occurred and that conflict resolution should take place.

[0131] The trusted third party computer may comprise a computer operated by a third party
that is trusted by both the server computer and the gateway. The trusted third party computer
may be operated by an entity that administers or otherwise manages methods according to
some embodiments, e.g., an entity that provisions software modules to the server computer

and gateway that may be used to perform the discovery phase, learning phase, and service
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phase. The trusted third party computer may also be a computer that manages the payment or

issuance of rewards to the gateway from the server computer.

[0132] When the trusted third party computer receives a log containing the BREACH string
from either the server computer or the gateway, the trusted third party computer may request
the other log from the other participant. The trusted third party computer may parse through
both logs to evaluate if the protocol was followed correctly. The trusted third party computer
may run a mock- initial reward selection process and learning phase in order to confirm if the
information in the server log and gateway log results from correct operation of the protocol.
If the trusted third party computer identifies that a breach has occurred, the trusted third party
computer can take appropriate action. As an example, if the trusted third party determines
that the gateway did not correctly deploy the security model, it may request a service reward

refund from the gateway to the server computer.

C. Gateway Compensation
[0133] In some embodiments, the server computer may optionally transmit a learning
reward and/or periodically transmit service rewards to the gateway. FIG. 8 shows a system
block diagram of a reward processing system that can be used to transmit rewards from
server computer 802 to gateway 806 via a reward provider 804. The learning rewards and
service rewards may be monetary, and may be transmitted via a reward provider 804. In
some embodiments, the reward provider 804 may be the trusted third party computer as
described above. Alternatively, the reward provider 804 may be an entity that manages a
system that can be used to transmit resources (like rewards) from one party to another, e.g., a
payment processing network. Further, rewards can be transmitted using any other
appropriate digital payment protocol, such as Visa Checkout. As another alternative, learning
and service rewards can be transmitted directly from server computer 802 to gateway 806.
As an example, server computer 802 may hold some amount of blockchain-based
cryptocurrency (e.g., bitcoins). Server computer 802 may generate a transaction transmitting
the appropriate amount of cryptocurrency from an address (e.g., a bitcoin address) associated

with the server computer 802 to an address associated with gateway 806.

V. SERVER COMPUTER

[0134] FIG. 9 shows a block diagram of a server computer 900 according to some

embodiments of the invention. The server computer 900 may comprise a processor 902, a
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communication element 904, a network packet storage database 906, and a computer readable
medium 908. The computer readable medium 908 may store a number of software modules,
executable by the processor 902 to perform different phases, steps, or processes of the
methods according to some embodiments. These software modules may include a
communication module 910, an attack detection module 912, a gateway discovery module
914, a spoof checking module 916, a reward module 918, a gateway selection module 920, a
leaming process module 922, a deployment verification module 924, and a conflict resolution

module 926.

[0135] The processor 902 may be any suitable processing apparatus or device as described
above. The communications element 904 may comprise a network interface that enables the
server computer 900 to communicate with other computers or systems over a network such as
the Internet. The network packet storage database 906 may be used by server computer 900

to stored labeled or unlabeled network packets.

[0136] The communication module 910 may comprise code, executable by the processor
902 to generate messages, reformat messages, and/or otherwise communicate with other
entities or computers. This may include sending and receiving packets such as PING
packets, DTSCOVERY packets, CHECK packets, ECHO packets, sets of training packets, sets
of testing packets, etc. as described above. The communication module 910 may enable the
server computer 900 to communicate over a network according to any appropriate
communication protocol, such as TCP, UDP, etc. The communication module 910 may
enable the server computer 900 to send, receive, and decrypt encrypted messages. Further,
the communication module 910 may comprise any code needed to enable cryptographic
operations, e.g., code for performing a Diffie-Hellman key exchange, in order to create a

secure communication channel with a gateway.

[0137] The attack detection module 912 may comprise code, executable by the processor

902 for performing functions and other processes related to attack detection as described in

the attack detection section above. These functions may include determining that the server
computer 900 is under attack and classifying received network packets as attack packets or

service packets. The attack detection model 912 may include code used to implement a

machine learning model that can be trained and used to classify received network packets.
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[0138] The gateway discovery module 914 may comprise code, executable by the
processor 902 for performing processes related to gateway detection as described in the
gateway discovery section above. This may include generating and transmitting
DISCOVERY packets to gateways or an apparent attack source. It may also include routines
or subroutines used to evaluate managed IP ranges to determine if the IP address of an
apparent attack source is within those managed IP ranges. The gateway discovery module
914 may also comprise code allowing the server computer 900 to generate a list of gateways,

Glist.

[0139] The spoof checking module 916 may comprise code, executable by the processor
902 for performing processes related to spoof checking. This may include calculating inter-
packet times, generating PTNG packets, decrypting and evaluating CHECK packets,
comparing or verifying digital stamps, etc., as described above in the section on spoof

checking.

[0140] The optional reward module 916 may comprise code, executable by the processor
902 for generating, transmitting, and calculating the value of rewards, including the initial
reward, the learning reward, and service rewards. The reward module 916 may additionally
comprise code enabling the processor 902 to generate authorization request messages in order
to transmit a monetary award to the gateway. Further, the reward module 916 may comprise
code enabling the processor 902 to generate cryptocurrency based rewards and transfer there
cryptocurrency rewards from a wallet or address associated with the server computer 900 to

the gateway.

[0141] The gateway selection module 920 may comprise code, executable by the processor
902 for performing functions, operations, and processes associated with gateway selection, as
described above in the section on gateway selection. This may include the generation of
random numbers or the randomized selection of gateways. The gateway selection module
920 may additionally comprise code allowing the server computer 900 to compare bids
received from different gateways or the latencies associated with different gateways as part of
selecting a gateway. For example, the server computer 900 could select a gateway with the
highest latency, and could compare the latencies of the different gateways in order to identify
this gateway. As another example, the server computer 900 could select the gateway with the

lowest bid.
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[0142] The learning process module 922 may comprise code, executable by the processor
902 for performing the learning process with the selected gateway, along with any other
operations used during the learning phase, as described above. For example, the learning
process module 922 may comprise code enabling the server computer 900 to determine the
maximum number of rounds in a learning process, or evaluate a utility value during the
learning process and terminate the learning process if the utility value is less than a utility
threshold. Further, the learning process module 922 may comprise code enabling the
processor 902 to label sets of training packets to provide to the gateway, as well as evaluate

test packets received from the gateway.

[0143] The deployment verification module 924 may comprise code, executable by the
processor 902 for performing the deployment verification process, as described above with
reference to FIG. 8. This may include directing the processor 902 to utilize other software
modules, such as the spoof checking module and the attack detection module. The code in
the deployment verification module 924 may be executed by the processor 902 in order to
evaluate incoming packets and determine if the server computer is under attack, perform a

spoof check, evaluate inter-packet times, etc.

[0144] The conflict resolution module 926 may comprise code, executable by processor
902 for participating in a conflict resolution process with a third party computer, as described
above. This may include updating a server log to include a BREACH string, and transmitting

the server log to a third party computer for conflict resolution.

VL. GATEWAY

[0145] FIG. 10 shows a block diagram of a gateway 1000 according to some embodiments
of the invention. The gateway 1000 can comprise a processor 1002, a communication
element 1004, and a computer readable medium 1006. The computer readable medium 1006
may store a number of software modules or other code, executable by the processor 1002 for
performing different phases, steps, or processes of methods according to embodiments.
These software modules may include a communication module 1008, a spoof check module
1010, a learning module 1012, a security model module 1014, and a conflict resolution

module 1016.

[0146] The communication module 1008 may comprise code, executable by the processor

1002 to generate messages, reformat messages, and/or otherwise communicate with other
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entities or computers. This may include sending and receiving packets such as PING
packets, DTSCOVERY packets, CHECK packets, ECHO packets, sets of training packets, sets
of testing packets, etc. as described above. The communication module 1008 may enable the
gateway 1000 to communicate over a network according to any appropriate communication
protocol, such as TCP, UDP, etc. The communication module 1008 may enable the gateway
1010 to send and receive, and decrypt encrypted messages, as well as decrypt messages and
encrypt messages. Further, the communication module 1008 may comprise any code needed
to enable such cryptographic operations, e.g., code for performing a key exchange in order to

establish a secure communication channel with a server computer.

[0147] The spoof check module 1010 may comprise code, executable by processor 1002
for performing any appropriate spoof checking processes, as described above. This may
include generating a digital stamp, evaluating a PTNG packet to determine the product of a
first inter-packet time and a wait time factor, generating an encrypted CHECK packet,
transmitting the encrypted CHECK packet to a server computer, stamping received network
packets using the digital stamp, transmitting the stamped network packets to the server

computer, receiving and evaluating an ECHO packet, etc.

[0148] The learning module 1012 may comprise code, executable by the processor 1002 to
perform the learning process and other related learning phase processes, as described above.
This may include training a security model using training packets received from a server
computer and producing a set of classifications corresponding to test packets, and

transmitting those classifications back to the server computer for accuracy evaluation.

[0149] The security model module 1014 may comprise code, executable by the processor
for using the security model to classify network packets as service packets or attack packets,

for example, during the learning process or during the service phase.

[0150] The conflict resolution module 1016 may comprise code, executable by processor
1002 for participating in a conflict resolution process with a third party computer, as
described above. This may include updating a gateway log to include a BREACH string, and
transmitting the gateway log to the third party computer for conflict resolution. For example,
the gateway 1000 may initiate conflict resolution if the server computer does not provide the

correct learning reward or misses a periodic service pay ment.
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VII. ANALYSIS

[0151] This section provides bounds on some parameters used in methods according to
some embodiments in order to give a precise understanding of how the values of the

parameters may be set during those methods.

[0152] A first lemma proves an upper bound on the reward that the gateway can collect
during the learning phase. This upper bound can be used to determine the cost of outsourcing

attack prevention from the server to the gateway.

[0153] Lemma 1. (Maximum Learning Reward) The maximum reward that the gateway
can collect in r rounds is pinr, where n is the maximum number of training and testing

examples set in any round and p1 is the initial reward.

[0154] Proof The reward R- collected at the end of round r is given by:

Ry = Zisr(ni/e) =P Zisr(n/e)

From:

,
P =Py ni:z(l +a;—a;4)

It follows that:

nry1”
R, < A 1_[ 1+a;—a;4)
e i=2
Using the factthat 1 + x < e* forall x € R:

PoNT YT P nr v N opynr

R, <-3 e®~ai-1 = ~deoyp (a; — @y )} = =—ge% "% < p oy

¥ MY i—1. 1
e . i=7 e A =2 S [

Where the last inequality follows from the fact that the total change in accuracy cannot be

larger than one.

[0155] Given this bound, the following lemma shows a lower bound on the number of
rounds of training and testing in order to terminate with at least some predefined accuracy
threshold. Note that this bound is independent of the underlying learning algorithm used and
is purely an artifact of the termination criterial used by the server based on the weight given

to attack prevention and total reward.
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[0156] Lemma 2. (Minimum Number of Training Rounds) For a given ¢ € (0,1), the
minimum number of rounds required by an (o, B, 7)-rational server to terminate with at most

gerror tolerance, an initial reward of p1 and n training and testing examples per round is

ol-g)—7

np,

more than

[0157] Proof. If the server wants to terminate learning at the end of round r, then by the

definition of its utility, it must be the case that:
oa,.— pR. <7
From Lemma 1:

R, < pnr

Which gives:

oa, — T

B

pynr >

Thus to obtain a, > 1 — g, it must be the case that:

a(l—e —1
b

p,nr >

Which gives:

adl—¢e)—1
LAl

prpo,

[0158] With a known minimum number of rounds required to complete training with a
given accuracy, the server computer now has a good estimate of the total cost of carrying out
the learning task. This knowledge can be used to set the bid for the initial reward during the

negotiation phase and defines the server’s true valuation of the cost of attack prevention.

[0159] Lemma 3. (Minimum Initial Bid for Server) If the average inter-packet time at
the time of attack detection is A and the total number of attack packets used for training or

testing per round is n, then to obtain service for a Isapyice long time period, an (o, f 17)-

. I . 1 A
rational server must set its bid for the initial reward to at least — (a(l — ) — T).
pn I'service
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[0160] Proof From Lemma 2, if the minimum accuracy required by the server computer to

complete the learning process is €, then the minimum number of rounds required in the

. . o1—g)—71 ..
leaming phase is more than g This gives p, = o

“A-971 \here r is the index of the last

learning round. Since r is unknown at the beginning of the protocol, the inequality must hold

ol-g)—7 A

for any round index r = 1. This gives p, = s As shown above, € <

. This

Iservice

lemma statement then follows from combining these inequalities and using the fact that the

initial reward is never greater than the server computer’s bid.

[0161] The following lemma gives a bound on the maximum number of installments the
server computer should accept for paying the gateway its deployment fee. A large number of
installments may not give the server computer enough time to perform the spoof check on
attack packets received during the service period. By establishing an upper bound, the server
computer is able to perform a spoof check on attack packets received during the service
period, allowing the server computer to determine if the gateway has deployed the security

model.

[0162] Lemma 4. (Maximum Number of Installments) /or a given initial reward p1, an

(o B 1)-rational server that plans to provide a total of n examples to the gateway in each

round of training must pay the service fee to the gateway in at most O <+>
a=(fnp,+7)

installments to provide sufficient time to run the spoof-check protocol during the deployment

verification phase.

[0163] Proof The total number of installments z that the server agrees to divide the

deployment reward in is O(1/g), where ¢ is the minimum test set accuracy required by the

server upon termination of the learning phase. By Lemma 3, e > 1 — (ﬂinlﬂ) giving the

lemma statement result.

VIII. EMPIRICAL STUDY

[0164] This section describes experimental results obtained for a small scale, proof-of-
concept prototype of a method according to some embodiments. The prototype was coded in
Python2.7, and the sklearn library [33] was used to implement the logistic regression
classifier for gateway training. The code was tested on a 2015 Macbook Pro with 8GB-
1.6GHz RAM and 2.2GHz Intel Core 17 processor.
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[0165] The experiment used an anonymized 120-day subset of a dataset used for detecting
malicious URLs from [27]. The anonymized 120-day subset comprises 2.4 million example

URLs and 3.2 million features.

[0166] The data corresponding to each day was initially processed to reduce the number of
features to 50, selected at random from the subset of features for which more than 75% of the
URLs had non-zero values. By reducing the number of features, the initial processing

reduced the added complexity of the learning algorithm due to a high number of features.

[0167] In each round of the learning phase, 100,000 URLs were used for training and
10,000 URLs were used for testing. New examples for training and testing were chosen in
each round. A total of 120 data subsets were used to obtain the running time average of the

learning phase.

[0168] A multiplexing scheme with fixed total bandwidth was used to simulate the attack
packet frequency at a constant 0.1. An abstraction of this frequency was modeled by
specifying the attack packet fraction of all packets sent from the gateway to the server, and

using the remaining fraction for packets exchanged during execution of the protocol.

[0169] The following observations were made from the experiment. A first observation is
that the number of rounds required to train the gateway’s model is small. The experiment
studied the accuracy of test example classification in each round and observed that for
constant attack packet frequency of 0.1, by the end of the first training round, the gateway
achieved an average classification accuracy of 99.92% on the test examples. Average
classification accuracy reached 99.9994% by the end of two rounds, and average
classification accuracy was close to 100% by the end of three rounds. The average time
required to produce classifications on the test examples for each round was 379.32ms. This
suggests that within three rounds, or about one second on average, the gateway was able to
learn a model that classifies test examples with near-perfect accuracy. This demonstrates the
speed and effectiveness of methods according to some embodiments, as only one second is
needed for a gateway to learn a model that can stop almost all attack packets passing through

that gateway, quickly and efficiently preventing attacks on the server computer.

[0170] A second observation is that for a fixed attack, the time required for the server
computer and gateway to prevent the attack increases as the attack rate increases. As

mentioned above, the average round time was 379.32ms for an attack packet frequency of
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0.1. As the attack frequency was increases from 0.1 to 1 in increments of 0.01, the average
round time increased almost monotonically. As an example, for an attack packet frequency
of 0.62, the average round time was approximately 4.1 minutes. It is suspected that as attack
frequency increases, the message delivery time of methods according to embodiments

increases, and hence the round length increases.

IX. ADVANTAGES

[0171] Embodiments provide a number of advantages over conventional firewall systems.
Conventionally, a server computer will rely on its own firewall to block malicious network
packets. However, real-time detection of attack packets among a large quantity of incoming
network traffic is difficult at busy server computers. Gateways typically receive a smaller
amount of network traffic than server computers. Additionally, network packets received at
gateways are typically easier to classify. Further, because the network packets received at a
gateway are typically easier to classify, a security model deployed at a gateway also produces

a lower false positive rate than a security model at a server computer.

[0172] Because there are typically a number of gateways between a server computer and an
attack source, methods according to embodiments are also more flexible than conventional
firewall systems. Security models can be deployed at multiple different gateways
simultaneously, compared to a conventional firewall system that only implements packet
filtering at the server computer. Offloading the filtering policy has an additional benefit in
that it reduces the cost and complexity of managing a security policy in highly scalable

distributed internet services.

[0173] Additionally, because the server computer offloads network packet classification to
the gateway, the server computer does not require the full functionality of a conventional
Network Intrusion Detection System (NIDS). As a result, methods according to
embodiments can be performed by low-energy devices, such as smart household Internet of

Things (IoT) devices.

[0174] As demonstrated in the empirical study section, methods according to embodiments
can result in quick training of an accurate security model, requiring only three training rounds

to achieve a near 100% classification rate.
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X. COMPUTER SYSTEM

[0175] Any of the computer systems mentioned herein may utilize any suitable number of
subsystems. Examples of such subsystems are shown in FIG. 11 in computer apparatus 1100.
In some embodiments, a computer system includes a single computer apparatus, where the
subsystems can be components of the computer apparatus. In other embodiments, a
computer system can include multiple computer apparatuses, each being a subsystem, with

internal components.

[0176] The subsystems shown in FIG. 11 are interconnected via a system bus 1110.
Additional subsystems such as a printer 1108, keyboard 1116, storage device(s) 1118,
monitor 1112, which is coupled to display adapter 1122, and others are shown. Peripherals
and input/output (I/0) devices which couple to I/O controller 1102, can be connected to the
computer system by any number of means known in the art such as input/output (I/O) port
1114 (e.g., USB, FireWire®). For example, 1/O port 1114 or external interface 1120 (e.g.
Ethernet, Wi-Fi, etc.) can be used to connect computer system 1100 to a wide area network
such as the Internet, a mouse input device, or a scanner. The interconnection via system bus
1110 allows the central processor 1106 to communicate with each subsystem and to control
the execution of instructions from system memory 1104 or the storage device(s) 1118 (e.g., a
fixed disk, such as a hard drive or optical disk), as well as the exchange of information
between subsystems. The system memory 1104 and/or the storage device(s) 1118 may
embody a computer readable medium. Any of the data mentioned herein can be output from

one component to another component and can be output to the user.

[0177] A computer system can include a plurality of the same components or subsystems,
e.g., connected together by external interface 1120 or by an internal interface. In some
embodiments, computer systems, subsystems, or apparatuses can communicate over a
network. In such instances, one computer can be considered a client and another computer a
server, where each can be part of a same computer system. A client and a server can each

include multiple systems, subsystems, or components.

[0178] It should be understood that any of the embodiments of the present invention can be
implemented in the form of control logic using hardware (e.g. an application specific
integrated circuit or field programmable gate array) and/or using computer software with a

generally programmable processor in a modular or integrated manner. As used herein a
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processor includes a single-core processor, multi-core processor on a same integrated chip, or
multiple processing units on a single circuit board or networked. Based on the disclosure and
teachings provided herein, a person of ordinary skill in the art will know and appreciate other
ways and/or methods to implement embodiments of the present invention using hardware and

a combination of hardware and software.

[0179] Any of the software components or functions described in this application may be
implemented as software code to be executed by a processor using any suitable computer
language such as, for example, Java, C, C++, C#, Objective-C, Swift, or scripting language
such as Perl or Python using, for example, conventional or object-oriented techniques. The
software code may be stored as a series of instructions or commands on a computer readable
medium for storage and/or transmission, suitable media include random access memory
(RAM), aread only memory (ROM), a magnetic medium such as a hard-drive or a floppy
disk, or an optical medium such as a compact disk (CD) or DVD (digital versatile disk), flash
memory, and the like. The computer readable medium may be any combination of such

storage or transmission devices.

[0180] Such programs may also be encoded and transmitted using carrier signals adapted
for transmission via wired, optical, and/or wireless networks conforming to a variety of
protocols, including the Internet. As such, a computer readable medium according to an
embodiment of the present invention may be created using a data signal encoded with such
programs. Computer readable media encoded with the program code may be packaged with
a compatible device or provided separately from other devices (e.g., via Internet download).
Any such computer readable medium may reside on or within a single computer product (e.g.
a hard drive, a CD, or an entire computer system), and may be present on or within different
computer products within a system or network. A computer system may include a monitor,

printer or other suitable display for providing any of the results mentioned herein to a user.

[0181] Any of the methods described herein may be totally or partially performed with a
computer system including one or more processors, which can be configured to perform the
steps. Thus, embodiments can be directed to computer systems configured to perform the
steps of any of the methods described herein, potentially with different components
performing a respective steps or a respective group of steps. Although presented as
numbered steps, steps of methods herein can be performed at a same time or in a different

order. Additionally, portions of these steps may be used with portions of other steps from
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other methods. Also, all or portions of a step may be optional. Additionally, and of the steps
of any of the methods can be performed with modules, circuits, or other means for

performing these steps.

[0182] The specific details of particular embodiments may be combined in any suitable
manner without departing from the spirit and scope of embodiments of the invention.
However, other embodiments of the invention may be directed to specific embodiments
relating to each individual aspect, or specific combinations of these individual aspects. The
above description of exemplary embodiments of the invention has been presented for the
purpose of illustration and description. It is not intended to be exhaustive or to limit the
invention to the precise form described, and many modifications and variations are possible
in light of the teaching above. The embodiments were chosen and described in order to best
explain the principles of the invention and its practical applications to thereby enable others
skilled in the art to best utilize the invention in various embodiments and with various

modifications as are suited to the particular use contemplated.

[0183] A recitation of “a”, “an™ or “the” is intended to mean “one or more” unless
specifically indicated to the contrary. The use of “or” is intended to mean an “inclusive or,”

and not an “exclusive or” unless specifically indicated to the contrary.

[0184] All patents, patent applications, publications and description mentioned herein are

incorporated by reference in their entirety for all purposes. None is admitted to be prior art.
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WHAT IS CLAIMED IS:

1. A method of deploying a protocol at a gateway, the method comprising
performing, by a server computer:
receiving a plurality of network packets, wherein the plurality of network
packets comprises a plurality of attack packets that are part of an attack on the server
computer and a plurality of service packets that are not part of the attack on the server
computer;
determining that the plurality of network packets comprises a plurality of
attack packets;
selecting a gateway through which the plurality of attack packets flow; and
performing a learming process with the gateway, the learning process
comprising one or more learning rounds, each learning round comprising:
obtaining and labelling a set of training packets from the plurality of
network packets, the set of training packets comprising one or more labeled attack
packets and one or more labeled service packets;
obtaining a set of unlabeled test packets from the plurality of network
packets, the set of test packets comprising one or more unlabeled attack packets and one
or more unlabeled service packets;
transmitting, to the gateway, the set of training packets and the set of
unlabeled test packets;
receiving a set of test classifications from the gateway;
determining an accuracy value based on a proportion of accurate
classifications from the set of test classifications;
if the accuracy value is greater than or equal to an accuracy threshold,
transmitting an acceptance of the security model to the gateway; and
if the accuracy value is less than the accuracy threshold, transmitting a

rejection of the security model to the gateway.

2. The method of claim 1, wherein the gateway uses the set of training
packets to train a security model, and wherein the gateway uses the security model to

generate a set of test classifications corresponding to the set of unlabeled test packets.
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3. The method of claim 1, wherein the set of training packets additionally

comprise a set of labeled test packets from a previous learning round.

4. The method of claim 1, wherein a number of learning rounds is
predetermined, and wherein the learing process further comprises:

determining a round index;

if the round index is less than the number of learning rounds, proceeding to a
subsequent learning round of the learning process; and

if the round index is greater than or equal to the number of learning rounds,

terminating the learning process.

5. The method of claim 1, wherein the learning process further
comprises:

determining a reward value based on a previous reward value corresponding to
a previous learning round or an initial reward value, the accuracy value, and a previous
accuracy value corresponding to the previous learning round or zero;

determining a utility value based on the reward value and the accuracy value;

if the utility value is greater than or equal to a predetermined utility threshold,
proceeding to a subsequent learning round of the learning process; and

if the utility value is less than a predetermined utility threshold, terminating

the learning process.

6. The method of claims 4 or 5, wherein if the learning process is
terminated, the method further comprises:

selecting a previously unselected gateway from the plurality of gateways; and

performing the learning process with the previously unselected gateway,
wherein the method is repeated until either the server computer transmits an acceptance of the

security model or all gateways from the plurality of gateways have been selected.

7. The method of claim 1, wherein if the accuracy value is greater than
the predetermined accuracy threshold, the method further comprises transmitting a learning

reward to the gateway.
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8. The method of claim 1, wherein selecting the gateway through which
the plurality of attack packets flow comprises:

determining a plurality of gateways based on the plurality of attack packets;

determining a plurality of latencies corresponding to the plurality of gateways;
and

selecting the gateway with a greatest corresponding latency.

9. The method of claim 1, wherein the selecting the gateway through
which the plurality of attack packets flow comprises determining a plurality of gateways
based on the plurality of attack packets; and

randomly selecting one of the plurality of gateways.

10. The method of claim 1, wherein the gateway uses a security model to
filter a subsequent plurality of attack packets from a subsequent plurality of network packets
before transmitting the subsequent plurality of network packets to the server computer, and
wherein the method further comprises periodically transmitting a service reward to the

gateway over a service time duration in a number of installments.

11. The method of claim 10, further comprising:
updating a server log based on a result of the learning process;
determining a first inter-packet time corresponding to the plurality of attack
packets;
receiving the subsequent plurality of network packets from the gateway;
determining if the subsequent plurality of network packets comprises a
plurality of subsequent attack packets;
determining a second inter-packet time corresponding to the plurality of
subsequent attack packets; and
if the second inter-packet time is less than or equal to a ratio of the first inter-
packet time and the predetermined accuracy threshold:
suspending periodically transmitting the service reward to the gateway,
updating the server log to include a breach string, and
transmitting the server log to a third party computer for conflict

resolution.
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12. The method of claim 1, wherein selecting a gateway through which the
plurality of attack packets flow comprises:

evaluating the plurality of attack packets to determine an IP address of an
apparent attack source;

transmitting a plurality of discovery packets to the apparent attack source;

receiving a plurality of discovery response packets;

determining a plurality of candidate gateways, a plurality of managed IP
ranges corresponding to the plurality of candidate gateways, and a plurality of latencies
corresponding to the plurality of gateways, based on the plurality of discovery response
packets; and

determining a plurality of gateways by performing a spoof check with each
candidate gateway of the plurality of candidate gateways, wherein the plurality of gateways
comprises candidate gateways that correspond to non-spoofed attack packets; and

selecting the gateway through which the plurality of attack packets flow from
the plurality of gateways.

13. The method of claim 12, wherein the spoof check comprises:

determining a first inter-packet time corresponding to the plurality of attack
packets;

generating a ping packet comprising a product of the first inter-packet time
and a wait time factor;

transmitting the ping packet to a candidate gateway, wherein the candidate
gateway generates a first digital stamp, generates an encrypted check packet comprising the
first digital stamp, and transmits the encrypted check packet to the server computer;

receiving the encrypted check packet from the candidate gateway;

determining the first digital stamp by decrypting the encrypted check packet;

receiving one or more stamped network packets from the candidate gateway
over a period of time equal to the product of the first inter-packet time and a wait time factor,
wherein the one or more stamped network packets are stamped with the first digital stamp;

determining if the one or more stamped network packets comprise a stamped
attack packet; and

if the one or more stamped network packets comprise the stamped attack

packet:
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transmitting an echo packet comprising the stamped attack packet to
the candidate gateway,
receiving a verification packet from the candidate gateways, and

including the candidate gateway in the plurality of gateways.

14. The method of claim 13, wherein the echo packet additionally
comprises a commitment of a server valuation, and wherein the verification packet comprises
a gateway valuation, and wherein the spoof check further comprises:

setting an initial reward equal to a minimum of the server valuation and the
gateway valuation; and

transmitting a statement of the initial reward and a commitment opening to the
gateway, wherein the gateway opens the commitment of the server valuation and verifies that

the initial reward equals the minimum of the server valuation and the gateway valuation.

15. The method of claim 13, wherein selecting the gateway from the
plurality of gateways comprises:

randomly selecting one or more gateways from the plurality of gateways,
wherein each selection probability of a plurality of selection probabilities corresponding to
the plurality of gateways is proportional to a plurality of latencies corresponding to the
plurality of gateways; and

selecting the gateway from the one or more gateways, wherein the selected

gateway is a gateway with a least corresponding initial reward.

16. A method of deploying a protocol by a gateway, the method
comprising performing, by a gateway:

performing a learning process with a server computer, the learning process
comprising one or more learning rounds, each learning round comprising:

receiving a labeled set of training packets comprising one or more labeled
attack packets that are part of an attack on the server computer and one or more labeled
service packets that are not part of the attack on the server computer, and an unlabeled set of
test packets comprising one or more unlabeled attack packets that are part of the attack on the
server computer and one or more unlabeled service packets that are not part of the attack on
the server computer;

training a security model using the labeled set of training packets;
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generating a set of test classifications corresponding to the set of unlabeled test
packets;

transmitting the set of test classifications to the server computer;

if an accuracy value is greater than an accuracy threshold, receiving an
acceptance of the security model from the server computer; and

if the accuracy value is less than the accuracy threshold, receiving a rejection

of the security model from the server computer.

17. The method of claim 16, wherein the server computer determines an
accuracy value based on a proportion of accurate classifications from the set of test

classifications.

18. The method of claim 16, further comprising:
updating a gateway log with a result of the learning process; and
if the accuracy value is greater than the predetermined accuracy threshold,
receiving a learning reward from the server computer, wherein if the learning reward is not
received:
updating the gateway log to include a breach string, and
transmitting the gateway log to a trusted third party computer for

conflict resolution.

19. The method of claim 16, further comprising:
updating a gateway log based on a result of the learning process;
receiving a subsequent plurality of network packets;
filtering a subsequent plurality of attack packets from the subsequent plurality
of network packets;
transmitting the subsequent plurality of network packets to the server
computer; and
periodically receiving a service reward from the server computer over a
service time duration in a number of installments; wherein if the service reward is not
received from the server computer:
updating the gateway log to include a breach string, and
transmitting the gateway log to a third party computer for conflict

resolution.
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20. The method of claim 16, further comprising:
performing a spoof check with the server computer, the spoof check
comprising:
receiving a ping packet comprising a first inter-packet time and a wait time
factor;
generating a first digital stamp;
generating an encrypted check packet comprising the first digital stamp;
transmitting, over a period of time equal to a product of the first inter-
packet time and the wait time factor, one or more stamped network packets to the server
computer, wherein the one or more stamped network packets are stamped with the first
digital stamp and wherein the server computer determines if the one or more stamped
network packets comprise a stamped attack packets;
if the one or more stamped network packets comprise the stamped attack
packet:
receiving an echo packet comprising the stamped attack packet from
the server computer;
determining if a second digital stamp of the stamped attack packet
matches the first digital stamp; and
if the second digital stamp matches the first digital stamp, transmitting
a verification packet to the server computer, the verification packet indicating that an

apparent attack source is not spoofing an IP address of the apparent attack source.

21.  The method of claim 20, wherein the echo packet additionally
comprises a commitment of a server valuation, wherein the verification packet comprises a
gateway valuation, and wherein the spoof check further comprises:

receiving a statement of an initial reward and a commitment opening from the
server computer;

determining the server valuation by opening the commitment of the server
valuation using the commitment opening; and

verifying that the initial reward is equal to a minimum of the server valuation

and the gateway valuation.
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22. The method of claim 16, wherein the labeled set of training packets

additionally comprise a set of labeled test packets from a previous learning round.

23. A computer product comprising a computer readable medium storing a
plurality of instructions for controlling a computer system to perform operations of any of the

methods above.

24, A system comprising:
the computer product of claim 23; and
one or more processors for executing instructions stored on the computer

readable medium.

25. A system comprising means for performing any of the above methods.
26. A system configured to perform any of the above methods.
27. A system comprising modules that respectively perform the steps of

any of the above methods.
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