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FIRMWARE UPDATES FOR MULTIPLE PRODUCT CONFIGURATIONS

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present application claims priority to U.S. Patent Application No.
13/894,206 for IRMWARE UPDATES FOR MULTIPLE PRODUCT
CONFIGURATIONS, filed on May 14, 2013, the entire disclosure of which is

incorporated herein by reference for all purposes.
TECHNICAL FIELD

[0002] This disclosure relates generally to memory device firmware, and more
particularly to upgrading, with a common update file, firmware residing on multiple

non-volatile memory devices having diverse configurations.
DESCRIPTION OF THE RELATED TECHNOLOGY

[0003] Nonvolatile memory systems, such as flash memory, have been widely
adopted for use in host systems such as computers, personal electronic devices,
cameras, and other consumer and industrial systems. Examples of nonvolatile
memory systems include memory cards, USB flash drives, and removable SSDs.
Nonvolatile memory systems may be embedded in a large variety of host systems.
For example, the nonvolatile memory system may be used with a personal computer,
for example, as a Solid State Drive (SSD). Some nonvolatile memory systems may
be detachably connected to a host system and may be interchanged between a number
of different host systems, each host having different characteristic processing and

voltage regulation capabilities.

[0004] Electronic circuit cards, including non-volatile memory cards, have been
commercially implemented according to a number of well-known standards. Memory
cards are used with personal computers, cellular telephones, personal digital assistants
(PDAs), digital still cameras, digital movie cameras, portable audio players and other
host electronic devices for the storage of large amounts of data. Such cards usually
contain a re-programmable non-volatile semiconductor memory cell array along with

a controller that controls and supports operation of the memory cell array and
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interfaces with a host to which the card is connected. Several of the same type of card
may be interchanged in a host card slot designed to accept that type of card. Memory
card standards include PC Card, CompactFlash™ card (CF™ card), SmartMedia™
card, MultiMediaCard (MMC™), Secure Digital (SD) card, miniSD™ card,
Subscriber Identity Module (SIM), Memory Stick™, Memory Stick Duo card and

microSD/TransFlash™ memory module standards.

[0005] The above-identified types of memory devices usually implement a file
system for managing directories and files, including system files. System files
typically contain firmware instructions (which may be referred to as "flashware").
The flashware may include instructions for initializing the flash memory card, and for
interfacing a host electronic device with a memory space in a non-volatile memory.
The firmware instructions may require upgrading from time to time so as to correct
"bugs" and other deficiencies, to incorporate new features, and/or to accommodate

evolving customer requirements.

[0006] Techniques for upgrading firmware are disclosed in U.S. Patent No.
8,286,156, assigned to the assignee of the present invention, the disclosure of which is
hereby incorporated by reference in its entirety in the present application for all

purposes.

[0007] In the absence of the presently disclosed techniques, a firmware update
process may be costly and time consuming when diverse configurations of multiple
memory devices are required to be updated. For example, when it is necessary to
implement a particular "bug fix" on a number of memory devices, each having an
associated "configuration" of memory capacity and existing firmware version, that
may vary from device to device, a separate update file for each configuration
ordinarily needs to be created. Subsequently, it is ordinarily necessary to make a
manual selection of the correct update file for the particular configuration associated

with each device.

[0008] As a result, improved techniques for upgrading firmware residing on

multiple non-volatile memory devices having diverse configurations are desirable.
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SUMMARY

[0009] This disclosure provides examples of circuits, devices, systems, and
methods for upgrading firmware residing on multiple non-volatile memory devices
having diverse configurations. In one aspect, firmware instructions on a first device
are updated by: receiving, at the first device, a file that includes at least two different
firmware update files, each firmware update file including a respective file header,
each file header having information about a corresponding set of intended firmware
configuration targets, the first device including a first set of firmware instructions of a
first configuration; executing a first update, by the first device, of the first set of
firmware instructions by replacing at least a first portion of the first set of firmware
instructions with at least a second portion of a selected one or more of the at least two
different firmware update files. Prior to executing the update, the first set of firmware
instructions causes the first device to parse the respective file headers such that the
selected one or more firmware update files include only those firmware update files
for which the first configuration is included in the corresponding set of intended

firmware configuration targets.

[0010] In an implementation, the file is received at a second device, the second
device including a second set of firmware instructions of a second configuration. A
second update is executed, by the second device, of the second set of firmware
instructions by replacing at least a first portion of the second set of firmware
instructions with at least a third portion of a selected one of the at least two different
firmware update files. Prior to executing the second update, the second set of
firmware instructions causes the second device to parse the respective file headers
such that the selected one or more firmware update files include only those firmware
update files for which the second configuration is included in the corresponding set of

intended firmware configuration targets.

[0011] In another implementation, the first configuration may define a memory
capacity of the first device and an existing firmware version of the first device. The
information may include memory capacity, and firmware version of each intended

firmware configuration target.
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[0012] In a further implementation, a subsequent update is executed, by the first
device, of an existing set of firmware instructions on the first device by replacing at
least a third portion of the existing firmware instructions with at least a fourth portion
of a different selected one of the at least two different firmware update files. Prior to
executing the subsequent update, the existing set of firmware instructions causes the
first device to parse the respective file headers such that the selected one or more
intended firmware update files include only those firmware update files for which the
first configuration is included in the corresponding set of intended firmware

configuration targets.

[0013] Is an implementation, the first device may include a non volatile memory

array. The non volatile memory array may include a flash memory.

[0014] In a yet further implementation, an apparatus includes a non-volatile
memory array, the non-volatile memory array including firmware instructions; and a
memory controller; the memory controller configured to: (i) receive a file, the file
including at least two different firmware update files, each firmware update file
including a respective file header, each file header having information about a
corresponding set of intended firmware configuration targets, the apparatus including
a first set of firmware instructions of a first configuration; and (ii) execute a first
update of the first set of firmware instructions by replacing at least a first portion of
the first set of firmware instructions with at least a second portion of a selected one of
the at least two different firmware update files. Prior to executing the update, the first
set of firmware instructions causes the apparatus to parse the respective file headers
such that the selected one or more intended firmware update files include only those
firmware update files for which the first configuration is included in the

corresponding set of intended firmware configuration targets.

[0015] In yet another aspect, a non-transitory computer-readable storage medium
having stored thereon instructions which, when executed by a controller, cause the
controller to perform operations, the operations including: (i) receiving, at the first
device, a file, the file including at least two different firmware update files, each
firmware update file including a respective file header, each file header having
information about a corresponding set of intended firmware configuration targets, the

first device including first set of firmware instructions of a first configuration; and (i1)
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executing a first update, by the first device, of the first set of firmware instructions by
replacing at least a first portion of the first set of firmware instructions with at least a
second portion of a selected one or more of the at least two different firmware update
files. Prior to executing the update, the first set of firmware instructions causes the
first device to parse the respective file headers such that the selected one or more
firmware update files include only those firmware update files for which the first
configuration is included in the corresponding set of intended firmware configuration

targets.
BRIEF DESCRIPTION OF THE DRAWINGS

[0016] Figure 1 is a block diagram of an apparatus for upgrading firmware stored

in a non-volatile memory.

[0017] Figure 2 is a block diagram of a system including a host and a removable

memory card for performing firmware updates.

[0018] Figure 3 is a flow diagram illustrating an example of a method for

upgrading firmware stored in a non-volatile memory, according to an embodiment.

[0019] Figure 4 is a diagram illustrating structure of a firmware file update

package according to an embodiment.
[0020] Figure 5 is a diagram illustrating structure of firmware file update header.

[0021] Figure 6 is a flow diagram illustrating an example of a method for

upgrading firmware stored in a non-volatile memory, according to an embodiment.

[0022] Like reference numbers and designations in the various drawings indicate

like elements.
DETAILED DESCRIPTION

[0023] This disclosure provides examples of circuits, devices, systems, and
methods for upgrading firmware residing on a non-volatile memory device. Particular
implementations described herein relate to circuits, devices, systems, and methods
that update, with a common update file, firmware residing on multiple non-volatile

memory devices having diverse configurations.
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[0024] The circuits described herein can be utilized in a variety of applications.
In some implementations, the circuits described herein are used in digital electronic
devices or systems. For example, in some implementations, the circuits described
herein can be used in a memory device. For example, the circuits can be used in solid
state memory devices such as memory cards, USB flash drives, and removable SSDs.
In some implementations, the circuits can be input/output I/O circuits (or interfaces)
for a controller, such as a memory controller. In some implementations, the memory
controller can be used in a host interface for a memory card such as, for example, a
PC Card, a compact flash (CF™) card, a SmartMedia™ card, a MultiMediaCard
(MMC™)_ a Secure Digital (SD) card, a mini or micro SD™ card, a SIM card, a
Memory Stick™ card, a Memory Stick Duo card, TransFlash™ card, a Compact
Flash card, or an iNAND card.

[0025] Although each of these cards may have a unique mechanical and/or
electrical interface according to its standardized specifications, the flash memory
system included in each may be similar. These cards are all available from the
assignee of the present application which also provides a line of flash drives under its
Cruzer trademark, such flash drives being hand held memory systems in small
packages that have a Universal Serial Bus (USB) plug for connecting with a host by
plugging into the host’s USB receptacle. Each of these memory cards and flash
drives includes a controller that interfaces with a respective host and controls

operation of the flash memory within the card or device.

[0026] Generally, various implementations described herein can be used in any
memory card or flash memory device in which it is desirable to permit firmware
updates of multiple non-volatile memory devices having diverse configurations to be

performed using a common update file.

[0027] An apparatus that may be suitable for use in implementing aspects of the
invention is shown in Figures 1. In the example shown, apparatus 100 includes
memory controller 110 and non-volatile memory 130. Non-volatile memory 130 may
include firmware 135 and application data 131 stored for an electronic device (not
illustrated). Firmware 135 may include locations for a first copy ("primary copy")

136 of firmware, and a second copy ("secondary copy") 137 of firmware. Memory
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controller 110 may be configured to implement firmware updating in accordance with

the presently disclosed techniques.

[0028] In addition, memory controller 110 may be configured to read data 122
from, and write data 124 to, primary copy 136 and/or application data 131, while
memory controller 110 replaces at least a portion of secondary copy 137 with updated

firmware ("firmware update file") 126.

[0029] Firmware update file 126, upon receipt from a host (not illustrated), may
undergo a parsing process 120 that determines which, if any, portions of firmware
update file 126 should be used to update firmware 135. It will be appreciated that
parsing process 120 may be executed by memory controller 110 under instructions of
existing firmware 135, for example. More particularly, memory controller 110 may
execute parsing process 120 under instructions of existing primary copy firmware
136, and replace at least a portion of secondary copy 137 with those portions of

firmware update file 126 selected as a result of parsing process 120.

[0030] As will be described in more detail hereinbelow, parsing process 120 may
be configured to parse respective file headers of a concatenated series of update
binary files (UBF) that are included in firmware update 126. For example, update file
126 may include at least two different UBF's, each UBF including a respective file
header. Each file header may include information about a corresponding set of

intended firmware configuration targets.

[0031] Parsing process 120 may compare configuration information associated
with non-volatile memory 130 with information in each respective file header.
Configuration information may include, for example, version identification of existing
firmware 135 and capacity of non-volatile memory 130. Parsing process 120 may be
configured to select, based on the information in each respective file header, one or
more UBFs such that the selected UBFs include only those firmware update files for
which the configuration information associated with non-volatile memory 130 is

included in the corresponding set of intended firmware configuration targets.

[0032] As used herein, the term "firmware," at least in one embodiment, refers to
executable instructions and/or data used to facilitate functionality of a removable

memory card and/or non-volatile memory as a data store. In some cases, firmware
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can be used to implement system files. Note that one or more of the elements
described in FIG. 1 (as well as the elements described subsequent to FIG. 1) can be
implemented in either software (firmware) or hardware, or both. Note, too, that the
elements and their functionality described in FIG. 1 (and in other figures) can be
aggregated with one or more other elements, or, alternatively, the elements and their

functionality can be subdivided into constituent sub-clements, if any.

[0033] Referring now to Figure 2, a block diagram of system 200 including host
250 and removable memory card 230 is illustrated. System 200 may perform
firmware updates in accordance with the present teachings. In the example shown,
host 250 can be any electronic device capable of using removable memory card 230
as storage. Host 250 may receive a firmware ("F/W") update data stream 202 from a
remote source (not illustrated) which may be, for example, the manufacturer of

removable memory card 230.

[0034] In the illustrated implementation, host 250 may be electrically coupled to
removable memory card 230 via connector 220. Host 250 may include update
manager 252 and transceiver ("TX/RX") 254. Removable memory card 230 may
include memory controller 110 in some embodiments. As described hereinabove,
memory controller 110 may be configured to read and write data from/to non-volatile

memory 130.

[0035] Update manager 252 may be configured to issue commands and relay new
firmware (from upgrade data stream 202) via transceiver ("TX/RX") 254 to
removable memory card 230. Also, update manager 252 may be configured to issue
another command to conclude firmware update. TX/RX 254 may be configured to
send commands and new firmware to removable memory card 230 during an update
operation, while providing host 250 access to application data 131. In various
embodiments, either host 250 or removable memory card 230, or both, can each

operate concurrently in a functional mode and an upgrade mode, for example.

[0036] In one embodiment, removable memory card 230 can be a flash memory
card of any kind using any type of flash memory. Examples of flash memory include
NOR, AND, Divided bit-line NOR (DINOR), Not AND (NAND), and other flash

memories. In at least one embodiment, host 250 can be any electronic device that
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implements non-volatile memory. Examples of such electronic devices include digital
cameras, MP3 music players, handheld computing devices, cellular phones, and other
electronic devices requiring removable storage. Examples of flash memory cards
include a variety of the following trademarked products Secure Digital. TM.
(compliant with specifications maintained by the SD Card Association of San Ramon,
Calif.), MultiMediaCard. TM. (compliant with specifications maintained by the
MultiMediaCard Association ("MMCA") of Palo Alto, Calif.), MiniSD.TM. (as
manufactured by SanDisk, Inc.), MicroSD.TM. (as manufactured by SanDisk, Inc.),
CompactFlash.TM. (compliant with specifications maintained by the CompactFlash
Association ("CFA") of Palo Alto, Calif.), SmartMedia. TM. (compliant with
specifications maintained by the Solid State Floppy Disk Card ("SSFDC") Forum of
Yokohama, Japan), xD-Picture Card. TM. (compliant with specifications maintained
by the xD-Picture Card Licensing Office of Tokyo, Japan), Memory Stick. TM.
(compliant with specifications maintained by the Solid State Floppy Disk Card
("SSFDC") Forum of Yokohama, Japan), TransFlash. TM. (as manufactured by
SanDisk, Inc.), and other flash memory cards. In at least one instance, removable

memory card 730 can be implemented as a non-removable memory device.

[0037] Referring now to Figure 3, a process for updating firmware instructions
residing on a device will be described. The device may be a non-volatile memory
and/or a removable memory card as described hereinabove. Process 300 may begin at
block 310 by receiving a file package that includes at least two different firmware
update files, each firmware update file having a respective file header including
information about a corresponding set of intended firmware configuration targets.

The firmware update files may be UBF's, as described in more detail hereinbelow.

[0038] Referring now to Figure 4, it is illustrated that received file package 400
may be structured as a concatenated series of UBF's 410(i), each UBF having an
associated field firmware update (FFU) header 411(i). In an implementation, an FFU
header 411(1) may be one sector in length and have the structure illustrated in Figure
5. In the illustrated implementation, for example, FFU header 411(i) may have four
fields. First field 501 may be up to four bytes in length and have the function of
identifying the length of the associated UBF. A value of first field 501 that is set to
may signify the end of file package 400.
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[0039] Also in the illustrated implementation, second field 502 and third field 503
of FFU header 411(i) may, together identify an intended firmware configuration
target, by which is meant the configuration of firmware for which updating by UBF
410(1) is intended. More particularly, firmware configuration target may be defined
by field 502, which identifies the memory capacity with which UBF 410(i) is
compatible, and field 503, which identifies the list of firmware versions with which
UBF 410(1) is compatible. In the illustrated implementation, field 502 may be up to
four bytes in length. Field 503 may, for example, be up to 80 bytes in length and
include up to ten 8-byte entries, ecach entry identifying a particular firmware version
with which UBF 410(i) is compatible. Fourth field 504 may, for example, be up to 80
bytes in length and include up to ten additional 8-byte entries, each additional entry

identifying a particular firmware version with which UBF 410(i) is compatible.

[0040] It will be appreciated that FFU header 411(1) may have a dual function:
first, FFU header 411(i) may provide information about a corresponding set of
intended firmware configuration targets, particularly memory capacity and firmware
version associated with each target; second FFU header 411(i) may indicate whether

an additional UBF (that is, UBF 410(i+1)) follows UBF 410(i).

[0041] Referring again to Figure 4, file package 400 may, optionally, include
trailing FFU header 420 that may signify that no further UBF is included in file
package 400.

[0042] Returning to Figure 3, at block 320, the respective file headers may be
parsed by the existing firmware on the device so as to identify, based on information
in each FFU header, whether to select a UBF associated with that header for updating

the device.

[0043] At block 330, an update of the existing firmware instructions residing on
the device may be executed, by replacing at least a first portion of the existing
firmware instructions with at least a second portion of a UBF selected based on the
parsing process of block 320. It will be appreciated that a UBF so selected will be
selected based on information in its associated header indicating that the selected UBF

is compatible with the memory capacity and existing firmware version of the device.

10
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[0044] Referring now to Figure 6, a further implementation of a process for
updating firmware instructions residing on a device will be described. The device
may be a non-volatile memory and/or a removable memory card as described
hereinabove. The process may be executed by a memory controller on the device.
Process 600 may begin at block 610 by fetching firmware version number and non-
volatile memory capacity of the device. This information may be stored in firmware

or be otherwise available to the memory controller.

[0045] The process may continue at block 620 by parsing a first header of a
received file package that includes at least two different firmware update files. For a
received a file package that includes at least two different firmware update files, each
firmware update file may include a respective file header including information about
a corresponding set of intended firmware configuration targets. The firmware update
files may be UBF's, and the respective file header may be a FFU header as described
hereinabove. The information about the corresponding set of intended firmware
configuration targets may include (i) a non-volatile memory capacity, and (ii) one or

more firmware versions with which the UBF is compatible.

[0046] The process may continue at block 630 by comparing firmware
configuration targets in the header with the device firmware version number and
memory capacity. At block 640, a determination may be made as to whether one or
more of the configuration targets in the header match the device firmware version
number and memory capacity. If the determination is that no match exists, the

process may proceed to block 660.

[0047] On the other hand, if the determination is that a match exists, the process
may proceed to block 650 and upgrade the device firmware with at least a portion of

the UBF file associated with the header. The process may then proceed to block 660.

[0048] At block 660, a determination may be made as to whether there is an
additional header. When the determination is made that there is an additional header,
the process may proceed to block 630. Otherwise, the process may be considered

finished and proceed to block 680.

[0049] Thus, techniques for updating, with a common update file, firmware

residing on multiple non-volatile memory devices having diverse configurations have

11
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been disclosed. Various modifications to the implementations described in this
disclosure may be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other implementations without departing
from the spirit or scope of this disclosure. Thus, the claims are not intended to be
limited to the implementations shown herein, but are to be accorded the widest scope

consistent with this disclosure, the principles and the novel features disclosed herein.

12
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What 1s claimed is:

1. A method for updating firmware instructions on a first device, the method

comprising:

receiving, at the first device, a file, the file comprising at least two different
firmware update files, each firmware update file comprising a respective file header,
each file header having information about a corresponding set of intended firmware
configuration targets, the first device comprising a first set of firmware instructions of

a first configuration;

executing a first update, by the first device, of the first set of firmware
instructions by replacing at least a first portion of the first set of firmware instructions
with at least a second portion of a selected one or more of the at least two different

firmware update files;

wherein, prior to executing the update, the first set of firmware instructions
causes the first device to parse the respective file headers such that the selected one or
more firmware update files comprise only those firmware update files for which the
first configuration is included in the corresponding set of intended firmware

configuration targets.
2. The method of claim 1, further comprising;:

receiving the file at a second device, the second device comprising a second

set of firmware instructions of a second configuration;

executing a second update, by the second device, of the second set of firmware
instructions by replacing at least a first portion of the second set of firmware
instructions with at least a third portion of a selected one of the at least two different

firmware update files; wherein,

prior to executing the second update, the second set of firmware instructions
causes the second device to parse the respective file headers such that the selected one
or more firmware update files comprise only those firmware update files for which
the second configuration is included in the corresponding set of intended firmware

configuration targets.

13
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3. The method of claim 1 or claim 2, wherein the first configuration defines a
memory capacity of the first device and an existing firmware version of the first

device.

4. The method of any of claims 1 to 3, wherein the information includes memory

capacity, and firmware version of each intended firmware configuration target.
5. The method of any of claims 1 to 4, further comprising:

executing a subsequent update, by the first device, of an existing set of
firmware instructions on the first device by replacing at least a third portion of the
existing firmware instructions with at least a fourth portion of a different selected one

of the at least two different firmware update files;

wherein, prior to executing the subsequent update, the existing set of firmware
instructions causes the first device to parse the respective file headers such that the
selected one or more intended firmware update files comprise only those firmware
update files for which the first configuration is included in the corresponding set of

intended firmware configuration targets.

6. The method of any of claims 1 to 5, wherein the first device comprises a non

volatile memory array.

7. The method of claim 6, wherein the non volatile memory array comprises a flash

memory.
8. An apparatus comprising:

a non-volatile memory array, the non-volatile memory array including
firmware instructions; and

a memory controller; the memory controller configured to:

receive a file, the file comprising at least two different firmware update
files, each firmware update file comprising a respective file header, each file
header having information about a corresponding set of intended firmware
configuration targets, the apparatus comprising a first set of firmware

instructions of a first configuration;

14
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execute a first update of the first set of firmware instructions by
replacing at least a first portion of the first set of firmware instructions with at
least a second portion of a selected one of the at least two different firmware

update files;

wherein, prior to executing the first update, the first set of firmware
instructions causes the apparatus to parse the respective file headers such that
the selected one or more intended firmware update files comprise only those
firmware update files for which the first configuration is included in the

corresponding set of intended firmware configuration targets.

9. The apparatus of claim 8, wherein the first configuration defines a memory

capacity of the apparatus and an existing firmware version of the apparatus.

10. The apparatus of claim 8 or claim 9, wherein the information includes memory

capacity, and firmware version of each intended firmware configuration target.

11. The apparatus of any of claims 8 to 10, the memory controller further configured

to:

execute a subsequent update, by the apparatus, of an existing set of firmware
instructions on the apparatus by replacing at least a third portion of the existing
firmware instructions with at least a fourth portion of a different selected one of the at

least two different firmware update files;

wherein, prior to executing the subsequent update, the existing set of firmware
instructions causes the apparatus to parse the respective file headers such that the
selected one or more intended firmware update files comprise only those firmware
update files for which the first configuration is included in the corresponding set of

intended firmware configuration targets.

12. The apparatus of claim 11, wherein the non volatile memory array comprises a

flash memory.

13. A non-transitory computer-readable storage medium having stored thereon
instructions which, when executed by a controller, cause the controller to perform

operations, the operations comprising:
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receiving, at a first device, a file, the file comprising at least two different
firmware update files, each firmware update file comprising a respective file header,
each file header having information about a corresponding set of intended firmware
configuration targets, the first device comprising a first set of firmware instructions of

a first configuration;

executing a first update, by the first device, of the first set of firmware
instructions by replacing at least a first portion of the first set of firmware instructions
with at least a second portion of a selected one or more of the at least two different

firmware update files;

wherein, prior to executing the update, the first set of firmware instructions
causes the first device to parse the respective file headers such that the selected one or
more firmware update files comprise only those firmware update files for which the
first configuration is included in the corresponding set of intended firmware

configuration targets.
14. The storage medium of claim 13, further comprising;:

receiving the file at a second device, the second device comprising a second

set of firmware instructions of a second configuration;

executing a second update, by the second device, of the second set of firmware
instructions by replacing at least a first portion of the second set of firmware
instructions with at least a third portion of a selected one of the at least two different

firmware update files; wherein,

prior to executing the second update, the second set of firmware instructions
causes the second device to parse the respective file headers such that the selected one
or more firmware update files comprise only those firmware update files for which
the second configuration is included in the corresponding set of intended firmware

configuration targets.

15. The storage medium of claim 13 or claim 14, wherein the first configuration
defines a memory capacity of the first device and an existing firmware version of the

first device.
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16. The storage medium of any of claims 13 to 15, wherein the information includes
memory capacity, and firmware version of each intended firmware configuration

target.
17. The storage medium of any of claims 13 to 16, further comprising:

executing a subsequent update, by the first device, of an existing set of
firmware instructions on the first device by replacing at least a third portion of the
existing firmware instructions with at least a fourth portion of a different selected one

of the at least two different firmware update files;

wherein, prior to executing the subsequent update, the existing set of firmware
instructions causes the first device to parse the respective file headers such that the
selected one or more intended firmware update files comprise only those firmware
update files for which the first configuration is included in the corresponding set of

intended firmware configuration targets.

18. The storage medium of any of claims 13 to 17, wherein the first device comprises

a non volatile memory array

19. The storage medium of any of claims 13 to 18, wherein the non volatile memory

array comprises a flash memory.
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