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ILLEGAL CARRIER DETECTION PLATFORM AND METHOD

Field of the Invention

The present invention relates to an illegal carrier detection platform and method
for detecting the MS-ISDN (Mobile Subscriber Integrated Services Digital
Network) numbers, which illegally transfer the traffic from abroad into the GSM
(Global System for Mobile communications) system as if it is a domestic call, and

which is defined as simbox.

Background of the Invention

Systems used nowadays can detect illegal carrier numbers, which illegally transfer
the traffic from abroad into the GSM system causing the operators to be devoid of
their income, by post processing the detailed records of the domestic and

international calls (CDR - Call Detailed Record).

The United States patent document no. US6023619, known in the state of the art,
discloses a method for eliminating illegal operations conducted by third persons
via authentic subscribers. In the said method based on RF (radio frequency)
signature exchange between the foreign and home service areas, RF signatures are
evaluated in the foreign or home service areas. In the said invention, when the
mobile user passes to the area of a foreign network, the user is determined to be
roaming by the SID and MIN information and when a call is made, MTSO is
informed. The RF signature of the mobile device is detected if there is any, or a
new RF signature is assigned. RF signature analysis is performed by the fraud
control system in the home service area and thereby it is determined whether the

call is fraudulent or not.

The United States patent document no. US6856982, known in the state of the art,

discloses a system and method for performing a real time fraudulent call analysis.
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The system comprises a switching point (e.g. MSC) which receives a call and an
intelligent network service engine which receives the call data from the switching
point. The service engine (e.g. HLR, service control point, INSight platform, etc.)
uses real time fraud management tools to analyze the call origination data and to

determine whether or not the call has a fraudulent content.

The international patent document no. W00024219, known in the state of the art,
discloses a device for detecting fraudulent operations in radio networks. The
device comprises a mobile station (MS) having a nonvolatile memory that saves
electronic identification numbers and first calling event table. The invention also
includes an MSC or HLR having a second calling event table containing a mirror
image of the first calling event table (if no fraud has occurred). Both calling event
tables contain outgoing call event data for the MS. The invention also includes a
method for detecting fraudulent operations in radio networks. According to the
said method; the calling data are retrieved from the MSC for the MS; the MS is
queried with the retrieved data; a response message sent from the MS to the MSC;
the query data and the response message are compared; and fraud is detected if the

response message does not conform to the calling data.

The United States patent document no. US2007072587, known in the state of the
art, discloses a system controlling fraudulent activity for cellular telephones
roaming in a foreign network. The system comprises a fraud management which
monitors telephone activity on the network, detects fraudulent patterns within the
activity and prevents these activities. The system also comprises a roaming
signaling interrogation unit that is associated with the fraud management unit. The
interrogation unit monitors connections set up by subscribers from other networks
and forwards information of the roaming to the fraud management unit. The
forwarded information allows detecting the fraudulent activities amongst the

roaming connections.
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The International patent document no. W02008128742, known in the state of the
art, mentions about monitoring of the calls made by roaming users. For this
purpose, at the first location (e.g. at HPLMN), defining features of the roaming
calls are received from the second location (e.g. VPLMN) and thus calls of the
roaming subscribers are reported to the first location. In response to the first
information received, the second information defining the roaming calls being
allowed and comprising requests for data is transmitted to the second location.
The third information comprising the data and the responses is received from the
second location and is used for evaluating the roaming calls and detecting

fraudulent activities.

Summary of the Invention

The objective of the present invention is to provide an illegal carrier detection

platform and method which enables to detect the MS-ISDN numbers that illegally

transfer traftic from abroad into the GSM system as if it is a domestic call.

Detailed Description of the Invention

The illegal carrier detection platform and method realized to fulfill the objective

of the present invention is illustrated in the accompanying figures wherein,

Figure 1 is the schematic view of the devices included in the system.

Figure 2 is the flowchart of the illegal carrier detection method.

The parts in the figures are each given a reference numeral where the numerals

refer to the following:

1. Illegal carrier detection platform
2. Device calling from abroad

3. Legal Carrier network
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Legal Carrier network
International gateway
Illegal Carrier network
Illegal carrier

Base station

MSC

10. HLR

© ® N v oA

11. Server

12. Called device

A. Visited public land mobile network
B. Carrier network

C. Home public land mobile network

The inventive illegal carrier detection platform comprises

— at least one device (2) calling from abroad,

— at least one visited public land mobile network (A) from which the device (2)
calling from abroad receives service,

— at least one legal carrier network (3) which enables the visited network to

provide service,

— at least one international gateway (INTL GW (5)) which enables connection of
the visited public land mobile network (A) to the home public land mobile
network (C),

— at least one mobile switching center (MSC) (9) which enables routing calls,

— at least one home location register (HLR) (10) which provides calling

authorization the user,

— at least one server (11) which manages the incoming calls and is used for

detecting illegal carriers (7),

— at least one called device (12).

CAMEL protocol is a protocol which is developed to enable the operator to

determine services over the standard services of global system for mobile
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communications (GSM) or universal mobile telecommunications system (UMTS)
in the GSM or UMTS networks. CAMEL architecture is based on the Intelligent

Network standards.

The carrier network (B) is the network that provides services such as audio, data

communication to the users.

The illegal carrier (7) is the device which illegally transfers calls from abroad into

the home public land mobile network (C).

The illegal carrier detection algorithm is the script that is run in the server (11) for

detecting illegal carrier numbers.

The Home Public Land Mobile Network (HPLMN) (C) is the GSM network

wherein the user is registered and profile of the user is stored.
The Visited Public Land Mobile Network (VPLMN) (A) is the GSM network
wherein the user, who has left her/his home public land mobile network (C), is

roaming.

The server (11) is at least one server which detects illegal carriers (7) while

managing incoming calls.
[IAM (RRN) (Initial Address Message, Rerouting Number)
SETUP (RRN) (Initial Message, Rerouting Number)

MSC (Mobile Switching Center) (9) is the location where the calls coming to or

made by the subscriber are each routed to their targets.
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HLR (Home Location Register) (10) is the component of the home public land
mobile network(C) which authorizes and saves the user as-the subscriber of the

concerned network and stores the location of the user.

Intl GW (International Gateway) (5) is the gateway used by the visited public land
mobile network (A) for connection with the home public land mobile network (C)
when a subscriber in the visited public land mobile network (A) calls a subscriber
in the home public land mobile network (C). In legally made calls, the visited
public land mobile network (A) should reach the home public land mobile

network (C) via international gateway (5).

The illegal carrier (7) is the device that transfers the call, which should reach the
called subscriber via international gateway (5), into the GSM system showing it as

if it is a domestic call.

CAMEL (Customised Applications for Mobile networks Enhanced Logic) profile
is provided by the home location register (10) to the postpaid subscribers who
travel abroad. The Originating CAMEL subscription information (OCSI) feature
is activated by the visitor location register of the visited public land mobile
network (A), and all of the calls made by the subscriber abroad are enabled to
arrive at the new platform (Server (11)) by the help of the originating CAMEL

subscription information profile. .

When the subscriber makes a call in a visited public land mobile network (A)
supporting CAMEL, the CAMEL Initial Detection Point (IDP) message is sent to
the Server (11) by the visited public land mobile network (A). Initial Detection
Point message is transmitted to the Server (11), when the postpaid subscriber
makes a call abroad, by the visitor location register of the visited public land
mobile network (A) due to the originating CAMEL subscription information
feature at the subscriber. The initial detection point message includes information

such as the calling number, called number, location number, service value, time
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slice value, originally called number, redirecting number, IMSI (International

Mobile Subscriber Identity) information.

The server (11) checks the called number information in the initial detéction point
message in order to decide whether the call is towards the home public land
mobile network (C). The server (11) checks the called number information and
decides whether this number includes the home public land mobile network (C)
prefix. If the number includes the home public land mobile network (C) prefix, an
interrogation is transmitted to the MNP DB (Mobile Number Portability
Database), which is kept by the Information and Communication Technologies
Authority and which the operators periodically make a copy, by means of MAP
ATI (Mobile Application Part AnyTimelnterrogation) message. Thus, the home
public land mobile network (C) operator from which the number, independent of

its prefix, receives service is determined.

The server (11) sends CAMELConnect message towards the visitor location
register of the visited public land mobile network (A) in response to the incoming
initial detection point message, and this message enables the call to be routed to a
temporary number. A rerouting number which is a temporary number is sent in
the CAMELConnect message. The temporary number is used for the call to arrive
at the home public land mobile network (C) the second time through the
international gateway (5). Due to the rerouting number that is used, the call
arrives at the home public land mobile network (C) again. The server (11) stores
information related to the incoming call such as rerouting number, Initial
Detection Point (IDP) Calling number, Initial Detection Point (IDP) Called
Number, Initial Detection Point (IDP) Called Number Type, Operator Code (the
number stored in the database according to the operator where the subscriber
exists), Initial Detection Point 1 Time (arrival time of the initial detection point),
Initial Detection Point 1 visitor location register, visitor location register where

there is a roaming subscriber.
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In case of a legal call, the Second Initial detection point is expected to be triggered
towards the server (11) via the international gateway (5). If triggering is
performed from home mobile switching centers (9) rather than the international
gateway (5), it is determined that this call is not coming through legal means. The
calling number in the Second Initial detection point is an illegal carrier (7) number
that transfers the call into the home GSM system through illegal means. This

detected number is saved into the database.

Based on configuration either CAMELConnect message is sent to the Second
Initial detection point (the used Called Number is the called number received at
the first Initial detection point) or the «call is terminated by the
CAMELReleaseCall message sent by the Server (11) to the visitor location

registers included in the home public land mobile network (C).

The inventive illegal carrier detection method (100) comprises the steps of

— the roaming subscriber initiating a call (101),

— Initial detection point being communicated to the Server (11) by the visitor
location register of the visited public land mobile network (A) (102),

— The server (11) checking the called number information in the initial detection
point message (103),

— The server (11) determining whether the number includes home public land
mobile network (C) prefix (104),

— MAP ATI interrogation being transmitted to MNP DB in order to determine
the operator of the number (105),

— the Server (11) sending CAMELConnect message to the visitor location
register of the visited public land mobile network (A) in response to the Initial
detection point (106),

— the Server (11) storing information of Rerouting number, Initial detection point
calling number, Initial detection point called number, Initial detection point called
number type, Operator code, Initial detection point 1 Time, Initial detection point

1 visitor location register (107),
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— expecting the call to arrive, with the rerouting number, at the home public land
mobile network (C) through the international gateway (5) (108),

— the second Initial detection point being triggered towards the server (11) by
international gateway (5) or by the visitor location registers in the home public
land mobile network (C) (109),

— detecting the source of triggering (110),

— detecting whether triggering comes from the international gateway (5) or the
visitor location registers in the home public land mobile network (C),

— detecting the illegal carrier (7), and continuing or terminating the call
depending on a parameter changed on the platform (112) in case the triggering

comes from the visitor location registers in the home public land mobile network

©).

The roaming subscriber initiates a call towards her/his own home public land
mobile network (C) (101). When a call is initiated in the visited public land
mobile network (A), the visitor location register of the visited public land mobile
network (A) sends an Initial detection point message to the Server (11) (102). The
server (11) receives the incoming Initial detection point message and checks the
Called Number information in this message (103). The server (11) determines
whether the called number is in the home public land mobile network (C) by
looking at the prefix of the called number (104). If the called number is not in the
home public land mobile network (C), the call is not interfered. For the numbers
determined to be in the home public land mobile network (C), the Server (11)
sends MAP ATI interrogation to MNP DB, whereby the operator of the called
number is determined (105). After the operator is determined, the Server (11)
sends CAMELConnect message to the visitor location register of the visited
public land mobile network (A) in response to the incoming Initial Detection point
message (106). The Server (11) stores information such as Rerouting number
(RRN), Initial detection point Calling Number, Initial detection point Called
Number, Initial detection point Called Number Type, Operator code, Initial

detection point 1 Time, Initial detection point 1 visitor location register (107). By
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means of the rerouting number, the call is enabled to arrive at the home public
land mobile network (C) the second time (108). The visitor location registers in
the home public land mobile network (C) trigger a second Initial detection point
message towards the Server (11) (109). The Server (11) determines the source of
this triggering (110). The Server (11) checks whether the source of this triggering
is the international gateway (5) (111). If the triggering is realized through a
mobile switching center (9) in the home public land mobile network (C) instead of
the international gateway (5), the Calling Number in the second Initial detection
point is an illegal carrier (7) number. In this case, the call may be continued or
terminated depending on a parameter changed on the Platform. If the call will be
continued, a CAMELConnect message is sent to the second Initial detection point.
If the call will be terminated, CAMELReleaseCall message is sent by the Server
(11) to the visitor location registers in the home public land mobile network (C)
(112). If the call is triggered through an international gateway (5), then it is a
normal call and the call is continued by using the called number in the first initial

detection point.
It is possible to develop a wide variety of embodiments of the inventive Illegal

Carrier Detection Platform (1). The invention cannot be limited to the examples

described herein and it is essentially according to the claims.

10
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CLAIMS

1. An illegal carrier detection platform (1) comprising

— at least one international gateway (5) which enables connection of the visited
public land mobile network (A) to the home public land mobile network (C),

— at least one home location register (10) which provides calling authorization
the user,

— at least one mobile switching center (9) which enables routing calls,

— at least one server (11) which detects illegal carriers (7) while managing
incoming calls,

and characterized by

at least one server (11) which routes calls within the network.

2. An illegal carrier detection platform (1); which is used for detecting the illegal

carrier (7) that transfers the call, which should reach the called subscriber via

international gateway (5), into the GSM system showing the call as if it is a

domestic call; by employing

— at least one device (2) calling from abroad,

— at least one visited public land mobile network (A) from which the device (2)
calling from abroad receives service,

— at least one international gateway (5) which enables connection of the visited
public land mobile network (A) to the home public land mobile network (C),

— at least one mobile switching center (MSC) (9) which enables routing calls,

— at least one server (11) which manages the incoming calls and is used for

detecting illegal carriers (7),

— at least one called device (12);
and characterized by an illegal carrier detection method (100) comprising the

steps of

— the roaming subscriber initiating a call (101),

11
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— Initial detection point being communicated to the Server (11) by the visitor
location register of the visited public land mobile network (A) (102),

— the Server (11) checking the called number information in the initial detection
point message (103),

— the Server (11) determining whether the number includes home public land
mobile network (C) prefix (104),

— MAP ATI interrogation being transmitted to MNP DB in order to determine
the operator of the number (105),

— the Server (11) sending CAMELConnect message to the visitor location
register of the visited public land mobile network (A) in response to the Initial
detection point (106),

— the Server (11) storing information of Rerouting number, Initial detection point
calling number, Initial detection point called number, Initial detection point called
number type, Operator code, Initial detection point 1 Time, Initial detection point
1 visitor location register (107),

— expecting the call to arrive, with the rerouting number, at the home public land
mobile network (C) through the international gateway (5) (108),

— the second Initial detection point being triggered towards the server (11) by
international gateway (5) or by the visitor location registers in the home public
land mobile network (C) (109),

— detecting the source of triggering (110),

— detecting whether triggering comes from the international gateway (5) or the
visitor location registers in the home public land mobile network (C) (111),

— detecting the illegal carrier (7), and continuing or terminating the call
depending on a parameter changed on the platform (112) in case the triggering

comes from the visitor location registers in the home public land mobile network

(Q).

12
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