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A method and apparatus for fingerprint recognition is provided. A fingerprint is detected on
a sensor (520). The fingerprint is digitized (525). A digitized background is subtracted from the
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A FINGERPRINT RECOGNITION SYSTEM

FIELLD OF THE INVENTION

The present invention relates to biometrics, and more specifically, to
electronic verification and identification of individuals using biometrics.

BACKGROUND OF THE INVENTION

Securing computer systems and electronic transactions is becoming
more and more 1mportant as we enter the electronic age. Existing password
and cryptographic techniques seem well on their way to solving the security
problems of computer systems, electronic commerce, and electronic
transactions. These solutions ensure that the set of digital identification
keys associated with an individual person can safely carry on electronic
transactions and information exchanges. Little, however, has been done to
ensure that such identification keys can only be used by their le gitimate
owners. This is a critical link that needs to be made secure if secure
computer access, electronic commerce, home banking, point of sale,
electronic transactions, and similar mechanisms are to become truly secure.

Today, passwords handle most of these issues. For example, most
electronic transactions, such as logging into computer systems, getting
money out of automatic teller machines, processing debit cards, electronic
banking, and similar transactions require passwords. Passwords are an
imperfect solution because as more and more systems attempt to become
secure, a user 1s required to memorize an ever expanding list of passwords.
Additionally, passwords are relatively easily obtained by observing an
individual when he or she is entering the password. Moreover, there is no
guarantee that users will not communicate passwords to one another, lose
passwords, or have them stolen. Thus, passwords are not considered
sufficiently secure for many functions.

More and more often, fingerprint identification is considered.
Fingerprints have the advantage of being unique to an individual person,
requiring no memorization, and being relatively difficult to appropriate.
Thus, some secure systems are switching to fingerprint recognition.
Fingerprint recognition generally requires a user to place his or her finger
on a fingerprint sensing device. Each fingerprint consists of a unique
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arrangement of ridges and grooves. The fingerprint sensing device
transmits an analog image of the user's fingerprint, via a coaxial cable, to a
computer system. The computer system then matches the fingerprint to a
database of fingerprint templates in the computer system. However, there
are a number of problems with prior art fingerprint identification methods.

First, the fingerprint sensing devices, the devices on which the
finger is placed, are generally bulky. This means that such devices can not
be adapted to be used with portable computers, consumer electronics, or in
situations where space is precious.

Additionally, fingerprint devices generally require a connection to a
power outlet in addition to the connection to the computer system. This
means that if the fingerprint device needs to be used, an additional power
outlet is consumed. Thus, such devices can not be adapted for use in
situations where extra power outlets are not available.

Furthermore, because conventional fingerprint devices generally
transmit an analog image of the fingerprint, via a coaxial cable, security
may be breached. The analog fingerprint Image may be obtained by
Intercepting the image transmitted on the coaxial cable. Thus, if a false user
had an image capturing device, he or she may be able to impersonate an
original user, by resending a captured image. This reduces security in
cases where the actual fingerprint sensing procedure is not observed by
anyone.

Furthermore, because fingerprint processing in conventional
systems generally takes place in the computer system, the computer system
itself can be corrupted to defeat the security provided by the fingerprint
sensing device. In the end, the computer system decides whether the
fingerprint received from the device matches a print in the database. Either
the database can be altered or the process which matches the print to the
database can be altered to send a false positive indication. In this way, the
advantages of the fingerprint sensing system may be lost.

Moreover, in conventional systems the user is required to interact
with the fingerprint sensing system. Generally, the prior art process of
sensing a fingerprint is as follows. First, the user positions his or her

finger on the sensing sensor platen. An image of the fingerprint is
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displayed on the computer monitor, with a cross-hair. The user is asked to
position his or her finger such that the cross hairs are centered, and that the
print 1s clearly displayed. When the user has determined that the finger is in
the proper position, the user must press a button to indicate that this is the
image to be transmitted. Once the user has selected the proper fingerprint,
the device takes an image, and sends it to the computer system for
processing. However, this awkward and error-prone procedure requires
active participation and control by the user. It would be advantageous if
such interaction were not required.

In addition, the conventional fingerprint devices are not very
accurate 1f the user's finger is too dry or oily, or if the sensor platen on
which the finger is placed is dirty. This occurs for a number of reasons.
Generally conventional fingerprint devices take a picture of the finger which
was placed on the sensor platen. Places where there is something
contacting the sensor platen, such as a ridge on a finger, do not reflect the
light, but rather absorb it. Places where there is nothing contacting the
sensor platen, such as grooves in the fingerprint, reflect the light. This
produces an 1mage of absorbed and reflected light on the sensing sensor
platen. However, dirt and smudges on the sensor platen can also absorb
light thereby producing a false image. This image represents all of the dirt
and smudges on the sensor platen, in addition to showing the actual
fingerprint. One method of solving this, in the prior art, is to shine a
stronger light on the finger as the image is captured. The stronger light 1s
strong enough to break through smudges on the sensor platen, and thus
light 1s reflected even if there is some residue on the sensor platen.

However, using such a stronger light causes other problems. The brighter
light also requires more power. The brighter light is also less likely to pick
up on fingerprints which are not perfectly clear. If, for example, the user's

finger is dry, the ridges are not well defined, and the brighter light may not
pick them up.

Thus, a more accurate fingerprint sensing method is needed, which

1s not adversely impacted by a dirty sensor platen, and which does not
allow the security breaches of the prior art.
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BRIEF SUMMARY OF THE INVENTION

The method and apparatus for fingerprint recognition is provided.
A fingerprint is detected on a sensor. The fingerprint is digitized. A
digitized background is subtracted from the fingerprint, resulting in a
difference print. The difference print is matched with a database of
fingerprint templates.

T'he background is obtained by taking an image of the sensor platen
at the time of startup, and after each fingerprint is detected. Thus, the
current state of the background, including smudges, lighting unevenness,
and other factors are detected and subtracted from the digitized fingerprint.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example, and not by
way of limitation, in the figures of the accompanying drawings and in
which like reference numerals refer to similar elements and in which:

Figure 1 illustrates an overview level diagram of a sample system 1n
which one embodiment of the present invention may be implemented.

Figure 2 1s a functional block diagram of a digital processing system

and a sensor.

Figure 3 is a functional block diagram of one embodiment of a
networked sensor and server.

Figure 4 is a functional block diagram of one embodiment of a
wallet.

Figure 5 1s an overview flowchart illustrating the process occurring
in the sensor.

Figures 6A and 6B are an overview flowchart illustrating the
process occurring in the digital system.
Figure 7 1s a flowchart illustrating one embodiment of the security

process in the present invention.

Figures 8A and 8B are a diagram of one embodiment of the sensor
of the present invention.

Figure 9 1s a diagram of the FPGA of Figure 8.

Figure 10 is a diagram of one embodiment of the digital system of
the present invention.



CA 02287188 1999-10-21

WO 98/48371 PCT/US98/03783

-5

Figures 11A and 11B are a flowchart illustrating the process of
registering a fingerprint.

Figure 12A is a flowchart illustrating the process of capturing a
fingerprint image.

Figure 12B is an illustration of the filtering process used in the
present invention.

Figure 12C is an illustration of the fingerprint snapshots taken
progressively during the process of capturing the fingerprint image.

Figure 13 is a flowchart illustrating the process of auto-launching.

Figure 14 1s a flowchart illustrating the process of using a smart

card in conjunction with the fingerprint recognition system of the present
invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

A method and apparatus for electronic verification and identification
of individuals using biometrics is described. In the following description,
for the purposes of explanation, numerous specific details are set forth in
order to provide a thorough understanding of the present invention. It will
be apparent, however, to one skilled in the art that the present invention
may be practiced without these specific details. In other instances, well-
known structures and devices are shown in block diagram form in order to

avold unnecessarily obscuring the present invention.

Overview

Figure 1 illustrates an overview level diagram of a sample system in
which one embodiment of the present invention may be implemented. A
digital system 110 is a computing system which has the processing ability
to compare a received digitized image with a database of digitized templates,
and control a digital connection for receiving the digitized image. In the
preterred embodiment, the digital connection is a data bus which conforms
to a universal serial bus (USB) standard, as is well known to those of
ordinary skill in the art. In this figure digital system 110 is represented as a
computer system. The computer system 110 includes a body 120, which
contains the processing power of the computer system 110. Computer
system 110 also includes a display 130. The display 130 may be a liquid
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crystal display (LCD), cathode ray tube (CRT), or similar display
mechanism. Computer system 110 includes a data entry mechanism 140.
In this instance, a keyboard 140 is illustrated. The keyboard 140 permits a
user to interact with the computer system 110. A conventional cursor
control device 145 is further illustrated. The cursor control device 145 may
be a mouse, trackball, pen, or similar device.

In one embodiment, sensor 150 is coupled to the computer system
110 via a cable 170. Alternatively, sensor 150 may be coupled to computer
system 110 via an infrared, radio frequency, modem, network, or any other
direct or indirect digital connection.

The sensor 150 of the present invention includes a sensor platen
160, on which a finger is placed for the fingerprint recognition. In one
embodiment, cable 170 is a universal serial bus (USB) connection. It will
be apparent to those of ordinary skill in the art that other digital connections
may also be used. The sensor 150 may further have a connection to a
power source. However, if the cable 170 is a USB connection, no such
additional power connection is required as the USB connection provides
power. It s to be understood that Figure 1 is merely an illustration of one
embodiment of a system on which the present invention may be practiced.
Alternate configurations, such as a portable computer 110, a digital system
which does not have all of the components illustrated, or a sensor 150
having a different shape or size may also be utilized.

Figure 2 1s a functional block diagram of the digital system 210 and
sensor 250 of the present invention. In one embodiment, the digital system
210 may be embodied in a computer system 110. The digital system 210
Includes a temporary data storage 2135, for storing data temporarily. The
temporary data storage 215 may include random access memory (RAM),
and various registers. Digital system 210 further includes database 220.
Database 220 1s for storing fingerprint templates, identification data, etc. for
each individual person who is registered with that system. Comparator 225
1s for comparing fingerprint data. In one embodiment, the comparator 225
1s able to compare data stored in the database 220 with data stored in the

temporary data storage 215. The comparator 225 has an output which
determines whether or not the data provided to it match or not.
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Security unit 230 is utilized to encrypt and decrypt messages sent
between the digital system 210 and the sensor 250 on line 290 and to
determine, maintain and use session keys. Security unit 250 is further
described below. An interface 235 interacts with the user and with other
programs 1n the digital system 210 and the sensor 250. Interface 235 may
display various windows in a WINDOWS or MACINTOSH environment.
Windows 1s a trademark of Microsoft Corporation, and Macintosh is a
trademark of Apple Computers, Inc.

Card recerving unit 240 may be integral with digital system 210, or
1t may be attached to digital system 210 via a bus, cable, infrared, or other
connection method. Card receiving unit 240 is for receiving a token, smart
card, barcode, diskette, or similar medium which may store personal
information about the holder of the card, and may contain fingerprint
information. The card receiving unit 240 may be utilized to verify the
identity of the card holder with respect to fingerprint information stored on
the card.

Registering unit 245 enables a user to register with the digital
system 210, such that the user's fingerprint identification is placed in the
database 220. The digital system 210 may further include a universal serial
bus (USB) controller 205. The universal serial bus controller 205 couples
the digital system 210 with the sensor 250, in one embodiment. Universal
serial bus controller 205 provides a data conduit as well as power to sensor
250. The functioning of the universal serial bus controller 205 may be
found in more detail in the Universal Serial Bus Specification, Revision
1.0, January 15, 1996.

Sensor 250 1s coupled to the digital system 210 through connection
290. In one embodiment, the connection 290 is USB, which provides both

data and power connections. Alternatively, sensor 250 may have a separate
power connection.

Sensor 250 includes a data storage unit 255. Data storage unit 255
may include RAM, registers, as well as memory. Data storage unit 255
stores intermediate values of prints, templates, sums, session keys,

permanent sensor signature, and similar data.
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Sensor 250 further includes a sensing mechanism 260. The sensing
mechanism 260 may include a sensor platen, on which a user can place his
or her fingers for recognition. The sensing mechanism 260 may be a
conventional fingerprint sensing mechanism, consisting of a light,
1lluminating at least one prism, which reflects the print on the sensor platen.
The reflected print is received by a detector array. Alternatively, sensing
mechanism 260 may utilize other methods of sensing, including capacitive
SENsors.

Sensor 250 further includes a digitizer 265. Digitizer 265 digitizes
images received from the sensing mechanism 260. Mechanisms which may
be used to digitize an image are known in the art. In one embodiment. a
conventional analog-to-digital converter is utilized.

Sensor 250 further includes a subtractor 270. Subtractor 270 is
utilized to filter a digitized fingerprint image and subtract a background
1mage from a print, as will be described below.

Security unit 275 in the sensor 250 corresponds to the security unit
230 1n the digital system 210. However, it may further store the private
key of the sensor, its signature, in a tamper-proof environment.

Finally, sensor 250 includes decision making unit 280. Decision
making unit 280 may be utilized to make a final determination whether a
fingerprint matches the print in the database 220. Decision making unit 280
may be used when digital system 210 is not secure, and strict security 1s
necessary. lhe functioning of the above described components is
elaborated further below.

In one embodiment, digital system 210 may be a computer system,
a PCMCIA card, a portable computer, a network station and server, a paim
top computer, or any other system which may be capable of processing the
data required. Furthermore, the sensor 250 may be located within the
digital system 210. In such a case, no duplicative IMemory, security units
and USB controller would be required.

Figure 3 illustrates a network in which the present invention may be
utilized. Sensor 310 is coupled to host 320. Host 320 is enabled to
connect to a network 330, which couples a plurality of systems 320, 340,
350 together. A server 340 contains the database which is matched to the
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fingerprint received by sensor 310. Other systems 350 may be utilized for
their processing power. Thus, the actual fingerprint recognition process
may be distributed over a plurality of systems 320, 340, 350. Such a
distributed processing may be used for accessing remote data through a
network. Because neither the server 340, nor the other systems 350 are
secure, for security purposes final matching may be done in the sensor 310.
This would be accomplished by sending the processed data back to the
sensor 310. Thus, the sensor 310 receives matched elements, and the
original fingerprint. Verifying that the matched elements truly match the
original fingerprint is a process which may be accomplished in the sensor
310. Thus, the sensor 310 may send out the final matched/not matched
signal, thus creating a secure system over an insecure network 330.

Figure 4 illustrates a block diagram of one embodiment of a system
which combines the functionality of the sensor 250 and digital system 210
Into a single unit, called a wallet 400. A wallet 400 may be implemented
with different configurations of software and hardware. For example, the
entire wallet 400 may reside in a smart card, or it may be implemented as a
distributed system that may include a smart card, database, and
matching/control software distributed over a network.

Sensing unit 410 has a sensor platen 415 on which a finger is
placed. Sensing unit 410 receives the image, and passes it on to digitizer
420. Dagitizer 420 digitizes the fingerprint image, and passes it on to a
matching unit 425. Matching unit 425 further has access to a storage unit
430, which stores a database of templates. Matching unit 425 matches the
features of the received fingerprint, to the templates in the storage unit 430.
In one embodiment, such a wallet 400 belongs to one individual only,
whose print 1s stored in the storage unit 430. The matching unit 425 passes
on a yes/no decision, whether prints match, to a data flow control unit 435.
The data flow control unit 435 controls access to data stored in a user data
unit 440. The data flow control unit 435 may further allow the user to
upload information to the wallet 400 once the user's access to the wallet
400 1s verified.

The user data unit 440 may contain such information as the user's
credit card number, social security number, and identity. The user data unit
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440 may further contain any information a user wishes to store in the user
data unit 440. The wallet 400 further may include a control mechanism
445, such as a keyboard, mouse, trackball, touch pad, etc. The user may
utilize the control mechanism 445 to add data to the wallet 400,

Figure 5 is a flowchart illustrating the overview of the process
occurring in the sensor 250. At block 505, the sensor is turned on. This
may occur when the digital system 210 is first turned on. Alternatively,
because the universal serial bus 290 permits plug-and-play, this may occur
when the sensor is first connected to the digital system 210.

At block 510, initialization and a security handshake occurs.
Because the connection between the digital system 210 and the sensor 250
1s designed to be a secure connection, a security handshake ensures that the
sensor 250 has not been substituted, and that the digital system 210 has not
been tampered with. A security handshake may be implemented using
conventional encryption or public/private key methods.

At block 515, a background image is captured and digitized. When
the sensor 250 is initialized, the optical light source in the sensing unit 260
1s turned on, and an image is captured. At this time, there is no fingerprint
on the sensor platen, thus this image is a background image. The digitized
background is temporarily stored in data storage 255. Alternatively, the
background image may be sent to the digital system 210, and stored in the
data storage unit 215. The background image may be further used to
estimate the background noise and 1image, and estimate the overall
background. In one embodiment, each background image captured 1s
further processed to create an average background, which may be utilized
by the sensor. This learning process will be described in more detail
below.

At block 520, the system tests whether a fingerprint is detected on
the sensor platen. In one embodiment, the fingerprint detection is a
measurement of the energy level of the light received from the sensor
platen. If the energy level drops below a certain level the fingerprint is

detected. Alternatively, a fingerprint may be detected as a result of a
pressure sensor, a heat sensor, or a similar device.
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If no fingerprint is detected on the sensor platen, the process returns
to block 515, and a new background image is captured and digitized. In
one embodiment, if no fingerprint is detected, a new background image is
captured approximately every 2 seconds. Alternatively, the original

background may be maintained. If a fingerprint is detected, the process
continues to block 525.

At block 525, the fingerprint image is captured and digitized. As
described above, the sensing unit 250 receives an image of the fingerprint
placed on the sensor platen which is captured by a detector array. The
captured fingerprint is digitized, and stored. The digitized print may be
stored in the sensor 250 or in the digital system 210.

At block 530, the digitized background image is subtracted from the
digitized fingerprint, resulting in a differential print. Subtracting the
background image from the fingerprint image decreases the level of image
corruption due to smudges and dirt on the sensor platen, or uneven lighting
conditions. By subtracting the background image, the differential print is a
clearer representation of the fingerprint which was placed on the sensor
platen. Subtraction here means either taking the difference of the acquired
print minus the background image, or any function of the image and
background that decreases the effect of imperfections in the optics and the
imaging conditions. In one embodiment, during subtraction, if the pixel
value of the background is higher than the value of the fingerprint, the
result 1s set to a default value. Thus, for example, if the pixel value of the
background is 150, and the pixel value of the fingerprint 1s 30, the result
may be set to 0, 30, or another default value. In this way, false
subtractions and negative numbers are avoided.

At block 535, a new background image is captured and digitized.
As the finger is removed from the sensor, the image of the new
background, the result of the last finger's smudges added to the previous
background, 1S newly captured.

At block 540, a nonce is received from the digital system 210. A
nonce 1s a signal or code used only for one particular occasion, and not
reused. The nonce includes a date/time stamp, and possibly other data.



CA 02287188 1999-10-21

WO 98/48371 PCT/US98/03783

-12-

At block 545, a hash is created of the differential print. The hash.
sent with the print, makes sure that the matched print is in fact the print
which was captured by the sensor 250. Additionally, by including the
nonce 1n the hash, the time/date of the fingerprint matched is verified. This
prevents a user from resending an older print to obtain a false positive
indication.

At block 550, the hash and differential print is sent to the digital
system 210. The digital system 210 is used to process the fingerprint
turther, as described in more detail below.

Figures 6A and 6B are an overview flowchart 1llustrating the
process occurring in the digital system 210. The digital system 210 may be
a computer system, a server coupled to a computer system, a self-contained
PCMCIA card, a network, or similar device or devices which have the
processing power to match fingerprints.

At block 605, the system is turned on and/or coupled to the sensor.
In one embodiment, this occurs automatically when the computer system or
other hardware on which the digital system 210 is implemented is first
turned on. Alternatively, a user may initiate the present system by a
keystroke, mouse selection, coupling the sensor 250 to the di gital system
210 via a plug-and-play connection, or similar action.

At block 610, the universal serial bus is initialized. The universal
serial bus 1s a communications architecture that provides a data and power
connection. The universal serial bus controller 205 has to be initialized
according to the USB specification. Alternatively, if the connection is not a
USB connection, this step may be disregarded or another digital connection
Initialization step performed.

At block 615, an initialization signal and power is sent to the sensor
250. This turns on the sensor 250, as described above with respect to
Figure 5. A protocol initializes the information which is necessary for
secure transactions. This process is described in more detail below.

At block 620, it is determined whether a signal has been received
that a fingerprint has been detected by the sensor 250. When the sensor
250 detects a fingerprint, it sends a signal to the digital system 210. If no

such signal is received, the process waits for this signal. When the signal
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is received, the process continues to block 625. Although this process is
illustrated as a loop in Figure 6A, in one embodiment, this may be an
interrupt driven process, in which the system may perform other activities
while "waiting”. The arrival of a signal from the sensor 250 generates an
event (interrupt) 1n the digital system, by which appropriate software in the
digital system 210 is activated, to respond to the signal. Such interrupt
handling 1s known in the art.

At block 625, a nonce is sent to the sensor 250. The nonce includes
a time/date stamp, the current session key, and other information. It is used
to verify the 1dentity of the sensor as well as the currency of the fingerprint.

At block 630, a differential print is received from the sensor 250.
This, once again, may be an interrupt. The hash is a combination of the
nonce, and the differential print, as described above. At block 635, the
hash 1s decoded, and the nonce is verified. Additionally, the session key
may be verified.

At block 640, the differential print is compared to a database of
templates. The database of templates includes all users who are registered

with this system. The received print is compared to prints in the database.

Such methods are known in the art. Processing continues at block A
shown in Figure 6B.

Referring to Figure 6B, at block 645, the process of the present
invention tests whether a preliminary match was found. If no match was
found, the process continues directly to block 670. If the preliminary
match was found, the process continues to block 650, and both the match
and the hash are returned to the sensor for final matching. This is
necessary if the digital system, in which actual analysis is done, is not
secure. By returning the print and match characteristics to the sensor, the
process can be made secure. Alternatively, the final match may be done in
the digital system 210.

At block 653, a verifying match/no match signal is received from
the sensor. Because the sensor is a closed and secure system, the final
decision, regarding whe<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>