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IDENTIFY POTENTIAL ACCOUNT NUMBERS
IN A SINGLE PASS OF ALIST OF DIGITS

BACKGROUND

{00011 With an increase in onling financial interactions, such as online banking
and online retail, credit card numbers and other financial account numbers are often
transmitted across nebworks.  In some cases, an entity may oreale g dala leak
protection program (o prevent unauthorized access and transmission of account
numbers.  For example, network traffic may be analyzed to dsterming whsther i
contains account number information. Account numbers, such as credit card numbers,
may be designed {0 pass a Luhn check. A Lubn check may be used o determine

whether a consecutive sequence of digits is a potential account number.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] In the accompanying drawings, like numerals refer to like components or
blocks. The drawings describe sxample embodiments. The drawings show methods
performead in an example order, but the methods may also be performed in other
ordars. The foliowing detailed description referenceas the drawings, wherein:

[0003] Figure 1 is g block diagram illustrating one example of an apparatus.

{3004} Figure 2 is a block diagram illustrating one example of a computing
system.

{G005] Figure 3 is a flow chart Hlustrating one example of identifying potential
account numbsrs,

[0006] Figure 4 is a flow chart Hlustrating one sxample of & method for svaluating
each digit in a list {o identify potential account numbers in a single pass of the list.

{00071 Figure 5 is a flow chart illustrating one exampile of a method for identifying
cansecutive sequances of 14, 15, and 16 digils passing a Luhn check.

[0008] Figure & is a diagram illustrating one example of determining partial Luhn
chack information related o sach position in a list of consecutive digits.

[0009] Figure 7A is a diagram illustrating one example of filtering a list of
characters.

[0010] Figure 7B is a diagram illustrating one example of filtering a list of
characters based on approved characlers,

[0011] Figure 8 is a fiow chart illustrating one example of a method to process a

sequence of digits satisfving a Luhn check.
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DETAILED DESCRIPTION

0012} in one embodimeni, a processor performs a single pass of a list of
characiers o ideniify both consscutive seguences of digits of a particular length and {o
identify which of the sequences of the particular length satisfy a Luhn check
Simultanesusly checking for both the length and a Lubn check digit may use fewer
computations than other methods. As a resull, a system may be able o inspect more
lists of characters, such as characters found in additional nstwork packsts. In addition,
such a method may in some cases be simple enough o implement in hardware.

{0013} Figure 1 is a block diagram illustrating one example of an apparatus 100.
The apparatus 100 may be used, for example, to perform a single pass of a list of digits
to determine each of the sequences of digils of a parlicular one or more lengths
passing a Luhn check. For example, in a singls pass of a ist of digits, sequences of 14
digits that pass a Luhn check may be identified, such as for the list 1234587801234878
determining that the seguences of 14 conseculive digits are 12345678012348,
23456789123487, and 34567851234878 and determining whether these three
sequences pass a Luhn check. The apparatus 100 may be any suitable electronic
device, such as a web sarver, router, or other computing device. The apparatus 100
includes a processor 104, a machine~-readable storage medium 102, and partial Luhn
check information 108.

[0014]  The processor 104 may be any suilable processor, such as a central
procassing unit (CPU), a semiconductor-based microprocesser, or any other device
suitable for retrieval and execution of instructions.  In one embodiment, the apparatus
100 includes logic instead of or in addition to the processor 104, As an alternative or in
addition o fetching, decoding, and executing instructions, the processor 104 may include
one or more integrated circuits (1Cs) or other electronic circuits that comprise g plurality of
electronic components for performing the funclionality described below.  In one
implementation, the apparatus 100 includes muiliple processors. For example, one
processor may perform some funclionality and another processor may perform other
functionality.

[0015]  The machine-readable storage medium 102 may be any suitable machine
readable medium, such as an slectronic, magnetic, optical, or other physical storage
device that stores executable instructions or other data (8.q., a hard disk drive, random
access memory, fash memory, etc.). The machine-readable storage medium 102 may
be, for sxample, a computer readable non-transitory medium. The machine-readabls

storage medium 102 may include instructions executable by the processor 104,
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{0016} fn one embodiment, the processor 104, such as by exscuting instructions
stored in the machine-readable siorage medium 102, evaluates a list of digits to identily
in a single pass of the list each of the consecutive sequencas of digits of a particular
length greater than zero that satisfy a Luhn check. For example, in a single pass of a
list of digits 123458788012345, the processor 104 may determine each of the
consecutive sequences of length 5 that satisty the Luhn check.

[0017] The processor 104 may perform a single pass of the digits and store
information in a storage as the procassor 104 analyzes each digit.  For example, the
processor 104 may perform a partial Luhn chack for a digit being evaluated and store
the partial Luhn check information 108. The partial Luhn check information 108 may be
stored in a storage, such as a volatile or non-volatile storage. The storage may be a
storage included in the same slecironic device as the processor 104 or may be
included in a separate sleclronic device. For example, the storage may be a local
storage or a remole database.

[0018]  The partial Luhn check information 108 may be any suitable pariial Luhn
check information. The partial Luhn check information 108 may include information
related to a partial Luhn check for multiple digits, such as where a partial Luhn check
for a digit may be based on partial Luhn check information related to a digit in a
pravicus position. The partial Luhn check information 108 may be accessed when
analyzing the next digit to create the partial Luhn check for that digit. The processor
104 may complete the Luhn check after a proper number of digits have besn analyzad.
For epiamiple, for a selected length of 5 digits, the processor may complets a Lubhn
check for each position beyond the 5 position. I the completed Luhn check reveals
that a sequence of digits of the particular length satisfies the Luhn check, the sequence
of digits may be & potential account number. Further processing may be performed o
determine if a potential account number is an actual account number.

[0019] Figure 2 is a block diagram illustrating one example of a computing
systemn 200, The computing system 200 includes the apparatus 100, a network 202,
and an apparatus 204. The apparatus 100 may rsceive a list of digits from the
apparatus 204 via the network 202. The apparatus 204 may be any suitable electronic
device, such as a web servar. The network 202 may be any suitable network, such as
a local ares network, a wireless local area network, or the Intermnet. The network 202
may transmit packets of data, and in some cases the data may include sequences of
cansecutive numerical digits. The apparatus 100 may communicate with the network

202. For example, the apparatus 100 may evaluate traffic being transmitted across the
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network 202 to determine whether the traffic includes account numbers, such as
unauthorized credit card numbers. The apparatus 100 may individually analyze
characters found within each network packet, or may receive a group of data contained
in multiple packets.

[0020] Figure 3 is a flow chart illustrating one sxample of a method 300 for
identifying potential account numbers. Potential account numbers may be identified by
analyzing a list of digits to determine each seguence of a particular length within the list
satisfying a Luhn check. kEach digit within the list may be evaluated once. For
example, partial Luhn checlk information may be determined for each digit in the list.
The partial Luhn check information may be used o determine whether a consecutive
set of digits of a particular length ending with a digit being evaluated salisfies a Luhn
chack. Conseculive sequences of digits of a particular length that satisfy the Luhn
check may be provided, such as outputted to ancther slectronic device, displayed, or
stored. The method 300 may be executed, for example, using the apparatus 100.

[0021] Beginning at 302, a processor performs a single pass of g list of digits,
including determining each consecutive sequence of digits of a selected length within
the kst thal satisfies a Luhn check based on a determined partially executed Luhn
cheack for each position in the list of characters. The processor may be any suitable
processor, such as a processor executing instructions stored in a8 machine-readable
storage medium or g processor implemented in hardware, In one implemsniation, the
processor is the processor 104,

[0022] The consecutive sequence of digits may be any suitable sequence of
digits. In some cases, the digils may be separated by other characters that are skipped
during the analysis. For example, 2d8i8 may be evaluated as a consecutive sequernce
of digits 299. The selscted length may be any suitable length. In some cases, there
arg multiple selected langths, For sxample, a particular type of account numbsar may
have a length of 10 or 11 digits, and sequences of digits of both lengths may be
checkead during a single pass through the list of digits.

{00231 A Luhn check invoives multiplying digits in an even position by 2 for odd
length numbers, and multiplying digits in an odd position by 2 for even length numbers,
For example, for a number 12345 of length 5, the digits 2 and 4 are multiplied by 2. For
a number 123456 of length 6, the digits 1, 3, and § are multiplied by 2. As a result, the
last digit is not one of the mulliplied numbers, For a sample number
4408041234567393 of lsngth 16 sach digit in an odd position is multiplied by 2 such
that (42 4 (("2) (P2} 4 (172} 2(3"2)4 (5"2) 8 (7"2) 8 (9*2) 3 becomes 84 0804 2
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264106 14 8 18 3. A Luhn check then invoives adding the digits of these resulting
numbers, The sum of the digits for the sample number s
B8+4+0+8+0+4+2+2+8+4+{1+0}+ 8+ {1 +4}+8+(1+8+3 = 70, The mod 10 value of the
summed result is determined. I the result of the mod 10 operation is 0, then the
number passes the Luhn check. If the result of the mod 10 aperation is not §, then the
number fails the Luhn check. Because 70 mod 10 equals §, the sample number
4408041234567893 passes the Luhn check.

[0024]  The partial Luhn check information may be any suitable parlial Luhn
chack information, such as the partial Lubn check information 108, The partial Luhn
check information may include any suitable information related to determining a Luhn
check of a sequence of digits.  For example, the partial Luhn check may be performed
as part of the steps of the Luhn check, such as a step o multiply digits by 2, add digits,
or mod a sum by 10.

[0025]  The partial Luhn check information may be determined for each position in
the list. For example, for & list of digits 189823, a partial Luhn check may be
determined for position 1 for the digit 1, position 2 for the digit 8, posifion 3 for the digit
9, and continuing for each position in the list. Partial Luhn chack information for a digit
in a subsequent position may be based on the partial Luhn check information of a digit
iy a previous position. For example, the partially executed Lubn check for the digit 9 in
position 3 may be based on the partiaily executed Luhn check for the digit 8 in position
2.

[0028]  The partially exscuted Lubn check information may be used to determine
whether a sequence of digits of a particular length satisfies a Luhn check in any
suitable manner. Crealing the partial Luhn check information may allow each
sequence in a fist of digits of a particular length that pass a Luhn check 1o be identified
from evaluating sach digit once. For example, for a sequence of digits 123457898 for a
selected length of 4, the processor may sublract partial Luhn check information related
to the digit 4 in the fourth position from the partial Luhn check of the digit 8 in the eighth
position. In soms cases, the Luhn chack may be complsted differently depending on
whether the selected length is an aven or odd number.

{00271  Continuing to 304, the processor provides each sequence of digits of the
selected length determined to satisfy the Luhn check as polential account numbers.
For example, the processor may store the sequences of digits for later access. In one
embadiment, the processor performs further processing or transmits the sequenceas of

digits to another electronic device for further processing, such as to determine whether
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the potential account numbers are actual account numbers. For example, seguences
of digits may salisfy a Luhn check even if the sequences are not associated with
account numbers. The processor may analyze potential account numbers o determine
if they match other pattems indicating a possible account number. For example, a
group of the first digits of the account numbers may be compared o sequences of
digits used by companies issuing account numbers, such as where company X begins
each of its account numbers with 23668, Sequencas of digits of the particular length
passing the Luhn check that do not maich the additional patterns may be determined
not to be account numbers.

[0028]  The processor may send the potential account numbers {0 a company
associated with the potential account numbers.  For example, account numbers
associated with a particular credit card number may begin with a particular digit or be a
particular length. The procaessor may send each sequence passing the Luhn check o g
company that may be associated with the account. The processor may then receive
information indicating whether the sent account numbers are actual valid account
numbers.

[0029] Figure 4 is a flow chart illustrating one sxample of a method 400 for
evaluating each digit in a list to identify polential account numbers in a single pass of
the list. A processor may evaluate a list of digits in a single pass such that each
position in the list is evaluated once. For example, a partial Luhn check may be
performed based on sach posttion in the list as it is evaluated, and a Luhn check may
be completed based on the partial Luhn check of the position being evaluated. The
method 400 may be executed, for example, using the apparatus 100,

[0030] Beginning at 402, a processor determines a partial Luhn check for the
current position by determining the sum of the digit in the current position, double the
digit one position prior to the current position, and the partial Luhn check of a digit two
positions prior to the current position. The processor may read in each digit in the list
and process it The operation may be performed differently for the first and second
positions. I the current position is in the first position in the list, the partial Luhn cheack
may be the first digit. If the current digit is in the second position in the list, the partial
Luhn check may be based on the digit in the second position, double the digit in the first
position, and a zero value for the pariial Luhn check of two positions prior to the second
position. The partial Luhn information may be stored, such as in an array list, or other
data structure, such as a Partialluhn{} array where each position in the array

represents a position in the list of digits. For example, Pariall.uhn{2] may represent the
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partiai Luhn information for a second position in a list of digits. Other operations may
also be performed.  For example, other steps may be added. In some cases the staps
may be performesd in a different order.

{00311 As an example, for a list of digits 12345, PartialLuhnf0] = 0, PartialLuhn[1}
=1, PartialLuhn{2] = PastiallLuhn[0] + 2*1 + 2 = 4, PartiaiLuhn{3] = Partiallubn{t] + 2°2
+ 3 = 8, and Partialluhnjd] = Parfialluhnf2] + 23 + 4 = 14, The partial Luhn
iformation for 5 may be broken down as the following to show that partial Luhn
information reprasents mulliplying every other digit by 2:

10032} PartiallLuhn[B] = Partialluhn{3] + 24 + 5
[0033] Partigiluhnf5] = Partialluhn{1}+ 22+ 3+ 24+ 5
{0034} Partialluhn[Bj= 1+ 2°2+ 3+ 24+ 5

[0035] Froceading to 404, the processor adjusts the partial Luhn check where
the digit in the current position is greater than four. For example, an operation may be
parformed o adjust multiple digit results of the doubling operation. When multiplying a
number by 2, the processor may use the individual digits for the sum instead of the
rasult for double digit results. In one embodiment, the processor uses the result of the
doubling operation and adds one to the result if the number multiplied by two is greater
than 4. For example, for gach 5%2 = 10, 6%°2 = 12, 72 = 14, 82 = 16, 9*2 = 18, the
rasull includes a 1 that would be added to the sum. A mod 10 operation involves
determining whether a right most digit in a number is a zero. Adding a 1 instead of
adding the two digits that result from the multiplication may result in a different total
number, but the right most digit that is considered in the mod 10 operation remains the
same with aither method of adjusting for numbers greater than 4.

[0036] Moving to 406, the processor completes the Luhn check for the current
position if the number of positions prior to the current position is greater than a length o
determine whether a consecutive sequencs of digits of the length ending with the digit
in the current position passes the Luhn check.  The Luhn check may be complsted
during the gvaluation of a position where the current position is greater than the length.
For example, for a list of digits 1234839002, if the current position is the 8" position and
the determined length is 7, the processor may complete the Luhn check for the
sequence 2348390 of 7 consecutive digits where the 0 in the 8" position is evaluated.

{00371  The Luhn check may be completed in any suitable manner. The
completed Luhn check may be based on a determined partial Lubn checlk, In one
embodiment, the method for compleling the Luhn check depends on whether the

selected length is aven or odd. For example, for an even langth, the partial Lubn check
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of a digit the selected length from the current position may be subtracted from the
partial Luhn check of the digit in the current position. For an odd length, the partial
Luhn check of a digit one less than the selscted length from the current position may be
subtracted from the partial Luhn check of the digit in the current position, and then the
digit in a position one less than the selected length from the current position may be
added.

[G038]  After the calculation of any relevant completed Luhn checks for the
current position, the current posilion may be updaled to the next position in the list of
digits, and the processor may then delermine partial Lubn check information for the
new current position. This is Hlustrated in Figure 4 by the arrow fron 406 to 402, For
example, referring back to the example sequence 1234838092, the processor may
then evaluate the 9 in the 8" position and complete the Luhn check for the consecutive
sequence of digits 23483000, Figure & is a flow chart illustrating one sxample of &
method 500 for identifying consecutive sequencas of 14, 15, and 186 digits passing a
Luhn chack, In one embodiment, a procassor identifies potential account numbers of
14, 15, or 16 digils within a list of digits. A number vanable, such as a varnable 1, may
represant the current position in a list of digits. For example, where =1, it represents
the first position in g list. The variable | may be incrementad for each position
evaiuated such that it reflects the current position being evaluated. The processor may
also populate an armay, list, or other data structure representing the list of digits
evaluated. As each digit is evaluated, it may be added 1o a list]] data structure. The
partial Luhn information may be an array or other data structure that the procassor
populates with partial Luhn check information related 1o a digit being evaluated. For
example, the PartialLuhn[] array stores partial Luhn information for each position such
that PartiaiLuhn[8] represents partial Luhn information for a 6% position. The method
500 shows a variable Luhn14 for determining whether a sequence of 14 digils passes a
Lubin chack, a variabls Luhn15 for determining whather a sequence of 15 digits passes
a Luhn check, and a variable Luhn16 for determining whether a sequence of 16 digits
passes a Luhn check. Besginning at block 502, the variables are initislized.
PartiailLuhn0] is set to 0 and i is set o 0. Moving to block 504, the next digit is
evaluated. The processor increments i one position, such that it is at 1 for the first
position. The list array has the number in the current position added to the array. Ths
list array is a list of the previous numbers evaluated and the current number being
evaluated. If i equals 1, meaning that the digit in the first position is being evaluatad,

FartiallLuhn{1] is sst {o squal this digit.
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[0038] AL 508, a processor determines partial Luhn information if | is greater than
1. The partial Luhn information includes:; Partialbuhnfi-2] + 2 ™ listi-1] + Iistfi]. The
list{i] value is the digit in the current position. The list{i-1] is the digit in the previcus
position which is multiplied by 2. The PartialLuhn[i-2] is equal to the PartiallLuhn value
associated with the dight in two positions prior to the current position. In some cases,
the processor may adjust the Partialluhnl] o account for double digit numbers
multiplied by 2. For example if the digit in the position listfi-1] that was multiplied by 2 is
greater than 4, the processor may add 1 to the Partislibubnfil

{00401 A processor may continue o determine the partial Luhn information for
each position in the list. When the number of evaluated digits reaches 14, one of the
selected lengths, the processor may compiete a Luhn check to determine if the list of
14 digits ending with the current digit satisfies a Luhn check. At 508, the processor
determines whether i is greater than 13 o determine i more than 13 digits have been
evaluated. If | is greater than 13, the processor performs a Luhn check of Lubnid =
(PartialLuhnfi] - PartialLuhn[i-14]) % 10. The partial Luhn check for the 14™ position
prior to the current position is subtracted so that Luhni4 is determined by the value of
14 consecutive digts. I Luhntd equals §, it indicates that the seguence of 14
consecutive digits ending with the current digit satisfies the Luhn check. The sequence
may be an account number. Each time the processor evaluates a digit where i is
greater than 14, the processor determines whether the sequence of 14 consecutive
digits ending with the current digit passas the Luhn check.

[0041] At 510, a processor determines whether a sequence of 15 consecutive
digits ending with the current digit satisfies a Luhn check. If i is greater than 14, the
processor determines both whsther the seguence of 14 and 15 consscutive digits
ending with the current digt satisfy a Luhn check. A Luhni5 value equals Luhnid +
list{i-14]. For odd length sequences of digits, the Luhn check involves multiplying even
numberad digits by two. Instead of subltracting the Partiailuhn{i-15] from the current
PartiallLuhn value, the Luhn check may be deferminad by adding the Luhni4 digit to the
digit prior 1o the digits included in the Luhn14 partial Lubn information such that the first
digit is not mulliplied by 2. I Luhnt3 % 10 is equal to zero, the processor may report
that the sequence of 15 consecutive digits ending with the current digit satisfies a Luhn
chack. The seguence salisfving the Luhn check may or may not be an account
number, but the fact that a sequence passes the Luhn check may indicate that a
sequencs of consacutive digits should be analyzed further to determine if it is a valid

account number.
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{0042] At 512, the processor checks whether the seguence of 16 consecutive
digits ending with the current digit salisfies the Lubn check., The processor may check
whether | is greater than 15. if is greater than 15, the processor may dstermine a
Lubint6 value equal to (Partialluhnli] - PartialLuhnfi-16]} % 10, The Luhni6 value may
be based on the partial Luhn information of the cuirent position subtracting out partial
Luhn information more than 16 positions prior o the current position. A mod 10
operation may then be performed on the result. I the Luhni8 valus sguals zere, the
processor may report that the sequence of 16 consecutive digits ending with the current
digit passes the Lubn check., The sequencas passing the Luhn check may be account
numbers. The method 500 may then continue to 504 to evaluale the next digit in the
fist.

[0043] Figure 8 is a diagram illustrating one exampie 800 of determining partial
Luhn information related to each position in a list of consaecutive digits using the method
500. The sxample 800 at 802 shows a sample list of digits 23440804123456789352.
The sample list of digits is shown in the subset array. Block 604 shows the Partialluhn
value for each position in the list of digits and the Luhn14, Luhni5, and Lubn16 values.
For example, where =17, Partialluhn17, Lubnt4, Luhnis, and Lubnt8 are each
determined. The sequences of consecutive digits of lengths 14 to 16 shown to pass
the Luhn check are the 14 digit sequence ending at the 17" digit, 40804123456789; the
15 digit sequence ending at the 20™ digit, 804123456789352; and the 16 digit
sequences ending at the 177 18" and 20" digits, 3440804123456789,
4408041234567892, and 0804123456788352 raspectively. The five sequences of
digits passing the Lubn check may be account numbers.,

[0044] Figure 7A is a diagram iHlustrating one example of filtering a list of
characters. In some casss, a processor may start a Luhn check method over each
time a digit is found after a non-digit.  For example, for a list 1298 3833k322, a Luhn
check may be performed on the sequences 1288, 2933, 322, and the consecutive
subsequences of each, such as for 1299 the subsequences 1, 12, 129, 1299, 2, 29,
299, 9, 99, and 2. Biock 702 shows an example list of characters 123 894-
345abe3249. Block 704 shows that the sequences 123, 885, 348, and 3248 and
their consecutive subsequences may be evaluated.

[0045] Figure 7B is a diagram iHlustrating one example of filtering a list of
characters based on approved characters. In one sembodiment, a processor receives a
fist of characters that may include digits as well as other fypes of characters. In one

embadiment, a procassor may skip over particular approved characters without starting
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over a Luhn check method. Block 702 shows the example list of characters 123 894-
345ahe3249. Block 706 shows approved non-digit characters. The characters may be,
for example, the types of characters that may be likely to be entered when entering an
account number, such as spaces and dashes. Block 708 shows that of the sequences
and subsequsnces 123884345 and 3248 may be tested to determine if they satisty a
Luhn check. For example, 1238 is tested because a space is an approved character,
and thersfore, does not indicate that a new sequence should be started.

[0046] Figure 8 is a flow chart illustrating one exampie of a method 800 to
process a sequence of digits salistving a Luhn check. Once a polential account
numbser is identified, additional steps may be taken to determine whether the potential
account number is an actual account number. For example, in some cases a number
may pass a Luhn check aven thought the number is not an account number. An error
report may be provided indicating which potential account numbers are actual account
numbers. The method 800 may be implemented, for example, using the apparatus
100.

{0047} Beginning at 802, a processor determines if a sequence passing a Luhn
check is a valid account number. The processor may be the same or a different
processor than the processor that determine whether a sequence passed a Luhn
check. In one embodiment, the processor is the processor 104,

[0048]  The processor may determine if a group of sequences passing a Luhn
check are valid account numbers in any suifable manner. For example, the processor
may compars a sequeance to a known list of account numbers, such as a list of account
numbers or hash values stored in a database. In one embodiment, the processor
determines an entity, such as a credit card company, associated with the potential
account number. For example, credit card numbers starling with a first number may be
associated with a first company, and credit card numbers starting with a second
number may be associated with a second company. The processor may determine a
company associated with a potential account number, and transmil the potential
account number to the associated company. The processor may receive information
back from the associated eniity indicating whether the potential account number is a
valid account number, such as an actual active account number.

[0048]  Continuing to 804, if determined that a sequence passing a Luhn check is
a valid account nurber, the processor provides an error report. The processor may

generate an error report indicating a list of valid account numbers. The report may be
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transmitied, such as emailed o a network administrator.  In some cases, the report
may be displayed on a display devics.

[0050] Determining consscutive sequences of digits of a sslected length
satistying a Luhn check in a single pass of a list of digits may be simpler and faster than
other methods. in some cases, such a method may be simple enough to implament in

hardware.



WO 2012/102720 PCT/US2011/022709

13
CLAIMS

1 1. A machine-readable storage medium including instructions executabls by
2 a processor to identify polential account numbers in a single pass of a list of digits,
3 compising nstructions {o:

4 avaluate a digit in each consecutive position in the list, including:

5 determining a partial Luhn check for each position after the second
& position in the list by determining the sum of the digit in a current position, double
7 the digit one position prior (o the current position, and the partial Luhn check of a
8 digit two positions prior {o the current position;

g adjusting the partial Luhn check where the digit in the current position is
10 greater than four; and
i1 completing the Lubn check for each position where the number of
12 positions prior to the current position is greater than a selected length t©
13 determine whether a consecutive sequence of digits of the selected length ending
14 with the digit in the current position passes the Luhn check; and
i5 provide each consecutive sequence of digits of the length passing the Luhn

16 check as potential account numbers.

1 2. The machins-readable storage medium of Claim 1, wherein instructions to
2 determine the partial Luhn check for each position further comprise instructions to add 1

3 tothe sum where the digit one position prior to the current position is greater than 4.

1 3. The machine-readable storage medium of Claim 1, wherein there are

2 multiple selected lengths.

1 4, The machine-readable storage medium of Claim 1, wherein completing
2 the Luhn check for a position comprises instructions to:

3 subtract a partial Luhn check for a previous position from a partial Luhn check for
4  the current position; and

5 perform a mod 10 operation.

1 & The machine-readable storage medium of Claim 4, wherein completing
2 the Luhn check further comprises instructions to add & digit in a position prior 1o the

3 position associated with the partial Luhn check for the previous position.
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8. An apparatus o identify potential account numbers in a single pass of a
tist of digits, comprising:

a processor o

raceive a list of characters via a network;

evaluate the list of characters in a single pass o determine each
consacutive sequence of digits of a selectad length within the list of characters
that satisfies a Luhn check based on a dstermined partially executed Luhn check
for each position of a digit in the list of characters; and

provide each sequence of digils of the selected length determined to

satisfy the Luhn check as potential account numbears,

7. The apparatus of Claim &, wherein determining whether each sequence of
digits of a selected length within the list satisfies a Luhn check, comprises;

performing a partial Luhn check for each digit in the list after the second position,
wherein the partial Luhn check is performed based on the digit in the current position in
the list and a partial Luhn check relfated to a2 digit in a previous position in the list; and

completing the Luhn check if the selected length of digits is reached.

8. The apparatus of Claim 8, wherein determining each consecutive
sequencs of digits of a selscted length within the list of characters that satisfies a Luhn
check further comprises determining each consecutive sequence of digits of a selected
length separated by approved characters within the list of characters that satisfies a
Luhn check.

9. The apparatus of Claim 6, comprising multiple selectad lengths.

10. The apparatus of Claim 6, wherein the processor further determines

whaether the provided potential account numbers are valid account numbers.

1. A msthod to identify potential account numbers in a single pass of a list of
digils, comprising:

performing, by a processor, a single pass of a list of digits, including determining
each conseculive sequence of digits of a sslecied length within the list that satisfies g
Luhn check based on a determined partially executed Luhn check for each position in

the list of digits; and
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providing, by the processor, each sequence of digits of the length determined o

satisty the Luhn check as potential account numbers.

12. The method of Claim 11, wherein determining each consecutive sequence
of digits of a selected length within the st that satisfies a Luhn check, comprises:
parforming the partially executad Luhn check for each position in the list; and
completing the Luhn check for each position where the number of positions prior
to the current position is greater than the selectad length based on:
the partially executed Luhn check for the current position; and

a partially executed Luhn check for a previous position.

13. The method of claim 11, wherein determining each consecutive sequsnce
of digits of a selected length within the list that satisfies a Luhn chack comprises
determining each consecutive sequence of digils and consecutive sequences of digits

separated by approved characters that satisfy the Luhn check.

14, The method of Claim 11, wherein dsetermining whether a consecutive
sequence of digits of a selected length satisfies a Luhn check comprises determining

whether a consecutive sequence of 14, 15, or 16 digits satisfies a Luhn chack

15, The method of Claim 11, further comprising:
determining if a sequence passing the Luhn check is a valid account number;
if determined that a sequence passing the Luhn check is a valid account number,

providing an error report.
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o
[

Perform a single pass of a list of digits, including —— 302
determining each consecutive sequence of digits of a
selecied length within the list thai satisfies a Luhn
check based on a determined pariially executed Luhn
check for each position in the list of digits

Provide sach sequence of digits of the selected | —— 304
length determined to satisfy the Luhn check as

potential account numbers

FIG. 3
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BN
[an]

Determine a partial Luhn check for the current
— 402

position by determining the sum of the digit in the
current position, double the digit one position

prior to the current position, and the partial Lubhn
check of a digit two posilions prior to the current
position

Next Position

Adjust the partial Luhn check where the digit in — 404
the current position is greater than four

Complete the Luhn check for the current position
if the number of positions prior to the current |~ 406

position is greater than a length to determine

whether a consecutive seguence of digits of the
tlength ending with the digit in the current position
passes the Luhn check

FiG. 4
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500
~ 502
PartialLuhn{0] =
i=0
Evaluate Next Digit
=i+ 1
list{i] = next digit
ifi=1
Partialluhn{1] = first digit
Perform Partial Luhn Check
i i>1
PartiatLuhni] = Partialbubnfi-2] + 2 "hstfi-1] + list{i]
if listfi-1] >4
PartialLuhnfi} = PartialLuhnfi] + 1
Complate Luhn check for sequence of previous 14 digits
fi>13
Luhnt4 = (Partialluhn{i] - PadialLuhn{i-14]) % 10
Fluhnid =0
report sequence of digits listfi-13], listfi-12],.. listfi] as
passing the Luhn Check
Complete Luhn check for sequence of previous 15 digits
fi>14
Luhn15 = Luhn14 + listfi-14]
fLuhnib % 10 =0
report sequence of digits listfi-14], list{i-13],.. lst{i] as
passing the Luhn Check
i /— 512
Compleate Luhn check for sequence of previous16 digits
Hi>15
Luhn1g = (PartialLuhn{i] — Partiailuhn{i-16]) % 10
ifliuhnie =0
report sequence of digits listfi-15], list{i-14],.. list{i] as
passing the Luhn Check

FiG. 5
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PartiallLuhn 0
PartialLuhn 2
Partialluhn 0+ {272)+3=7
PartialLuhn 2+{2"3y+ 4 =12

PartiailLuhn
Partialluhn
PartiailLuhn

[

[

[

[

| + {24+ 4 =19

[

[
PartiallLuhn|

[

[

[

[

[

[

[

7

12+{(274y+ 0 =20

19+ 270y + 8 = 27

20+ [{(2°8) + 1] + 0 = 37
PartiallLuhn 2
PartialLuhn 3
PartiallLuhn =
PartialLuhn =
PartiallLuhn
PartialLuhn
PartiallLuhn

7T+ {20+ 4 =31

TH{(2°4)+1=46

M+ 2" +2=35

46 + {272} + 3 =53

3B+ (273)+4=45

83+ {274} + 5= 68

1245+ {25+ 1]+ 6 =062
Luhntd = (62-0) %10 = 2, Fail

Partialluhn[158] = 60 + [(2"6) + 1] + 7 = 86
Luhnid = (86-2) %10 = 4, Fail
Luhn1d = (4+2)%10 = 6, Fail

Partialluhn[16] = 62 + [(2*7) + ’E} + 8 =85
Luhnt4 = (85-7) % 10 = 8, Fail
Luhntd = (8+3) %10 = 1, Fail
Luhn16 =(85-0) %10 = 5, Fail

Partialluhn[171=86 + [(2*8) + 1] + & = 112
Luhntd = (112-12) % 10 = 0, Pass
Luhntd = (0+4) % 10= 4, Fail
Luhn1g = (112-2) % 10 = @, Pass

Partialluhn[18] = 85 + [(2*0) + 1] + 3 = 107
Luhnid = (107-19) %10 = §, Fail
Luhntb = (8+4) % 10 = 2, Fail
Luhn1g = (107-7) %10 = 0, Pass

Partialluhn[19] = 112 + (2°3) + 5 = 123
Luhnid = (123-20) % 10 = 3, Fail
Luhntd = (3+0) % 10 = 3, Fail
Luhni6 = (123-12) %10 = 1, Fail

PartiailLuhn[20] = 107 + (2°5) + 2 = 110
Luhntd = (119-27) % 10 = 2, Fail
Luhnib = (2 + 81 % 10 = 0, Pass
Luhn1g = (119-19) %10 = {0, Pass

P Rl el BOHOBOHOBOHOHOHOH

0
1
2
3
4
5
B
7
8
g
1
1
1
1
1
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FIG. 6
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. Evaluat :
List of Characlers: valuated Sequences

123 and consecutive subseguences

123 894-345abc3248 —— 704

894 and consecutive subseguences
345 and consecutive subsegquences

3249 and consecutive

subseguences
List of Characters: FPossible Account Number
) Characters;

123 894-345abc3248
spaces, dashes

Evaluated Sequences:

123884345 and consecutive

SUbS(—EQU@ﬂC@S

4249 and conseculive
subsequences

FiG. 78
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(2]
[ae]

—— 802
Determine if a sequence passing a Luhn checkis a

valid account number

If determined that a sequence passing a Luhn check
is a valid account number, provide an error report

FiG. §
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