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APPARATUS AND METHOD FOR ENABLING NETWORK-COMPATIBLE
CAMERAS TO OPERATE IN INSTANT MESSAGING NETWORKS

RELATED APPLICATIONS
[0001]  This is a NONPROVISION AL of and herebv claims the priority benefit of
US. Provisional Patent Application No. 61/153563, filed 18 Februmy 2009, wiich is

incorporated herein by reference.

FIELD OF THE INVENTION
[0002]  The invention relates generally to electronic devices that send andfor
recetve image data, video data, andfor audio data, Move particularly, the invention refates to a

network-compatible camera but not exclusively to cameras.

BACKGROUND

{0003]  Network-compatible cameras are electronie devices that may include one
or more sensors that capture visual mformation, and that may transfer this information via a
computer network as a series of images andfor wideo. Nowadays. network-compalible
cameras are used 10 a multitude of wavs. such as, as a webcam for objects of interest and for
indoor and outdoor monitoring of property.

j0004]  Network~compatible cameras can be addressed by participants within a
computer netywork. The participants can establish a comection fo the camera, have video data
sent to themy, and disconnedt from the connection. In addition, the participants in the
computer network can change the configuration of the camera.

{0005]  Network-compatible cameras are tvpically installed in a local Intemet
Protocol (IP) network. The users” applications ave ofien located in another local computer
network. The Intemet can be reached from both local computer networks, However, the
participants of the local computer network tvpically are not dwectly accessible from the
Intarnet and therefore also typically are not divectly accessible from another local computer
network that is connected to the Internet.

j0006] o order to reach a camera assoctated with one computer network from a
computer svstems associaled with ancther computer network, one approach is to confligure

the two networks {0 establish connectivity there-between. To perform this configuration, the
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requisite technical know-how and access to the configuring components of the computer
networks are generally needed,

j0007]  Another approach is to set up a server that can be reached from the Internet
and also fromt the various computer networks. The network-compatible cameras from
different computer netyeorks and all wsers andfor user applications from other networks
commuanicate with the server. The server thus acts as an intermediary between various users
and cameras. This process generally requures a special server.

j0008]  Readers may find # nstructive to refer to the following patent
applications. the contents of which are incorporated by reference: (1) EP | 311 123 B1 (DE
602 24 8066 T2), “Controlling a video camera’™; and (2) EP 1 137 285 Al, "Remote control

canmera arnd method of operating the same.”

SUMMARY OF THE INVENTION

j0009]  In one embodiment, an apparatus inclodes a first processing module that is
configurad to provide data, a network services module, an instant messaging module
mcluding a streaming modute integrated n the instant messagimg module, and an nstant
messaging controller. The instant messaging mwodule 5 configared to support execution of a
first instant messaging client. The streaming module is configured o process the data to
generate processed data, and to send the processed data to the network services module m
sesponse to the inslant messaging conirofler. The instani messaging controller is confligured
{o control the instant messaging module. The first instant messaging chient 18 configured to
fog on 1o an instard messaging service, log off from the mstant messaging service, exchange
information with the mstant messaging service, and transmit the processed data via the instant

MEssaging Service.

BRIEF DESCRIPTION OF THE DRAWINGS

{0010]  The present invention s Hllustraled by way of example, but not limitation,
i1 the figures of the accompanyving drawmgs, in which:

[0011]  FIG 1 illustrates an apparatus that enables a network-compatible camera
10 operate in an instant messaging network, m accordance with one embodiment of the
present invention;

j0012]  FIG 2 illustrates an exchange of video and/or audio dala via an instant

messaging server, i accordance with one embodiment of the present invention;

Tt
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[0013]  FIG. 3 illustrales an exchange of video andior aadio dala via a separate
server or computer, i accordance with one embodiment of the present mvention; and
[0014]  FIG 4 illustrates a direct exchange of video and/or audio data between two

mstant messaging clients, in accordance with one embodiment of the present invention.

DETAILED DESCRIPTION

[0015]  Described herein are improvements for network-compatible cameras that
atlow such cameras 1o exchange communications directly with users thereof, without having
to resort to specialized neterork connectivity configurations or inlermediary servers. In one
embodiment, network-compatible cameras configured n sccordance with the present
imvention operate in (e.g., may be integrated into) instant messaging networks. Such network-
compatible cameras can be reached from the Intemet and from {ocal computer networks
without use of special servers.

[0016]  Embodimenis of the invention provide an apparatus that includes a lirst
processing module that 1s configured 1o provide data; a network services module; an instant
messaging module including a streaming module integrated in the instant messaging module,
wherein the stant messaging module 1 configured to support execation of a first instant
messaging client; and an mstant messaging controlier. The streaming module is configured to
process the data to generate processed data, and to send the processed data 1o the network
services moduole n response to the mstant messaging controlier; the instant messaging
controller 1s configured to control the mstani messaging module; and the first mstant
messaging chient is configured to log on to an inslant messaging service, log oft from the
mstan{ messaging service, exchange information with the instant messaging service, and
fransmit the processed data via the mstant messaging serviee.

[0017]  The processed data way include mmage, video, and/or audio data. and the
first processing module may include an image processing module. a video processing
module, and/or an andio processing modude. The first instant messaging chient may  be
configurad to exchange information directly with a second wnstant messaging clisnl, for
example by ransmitting the processed data andéor receiving image, video. andfor audio data.
Further, the fivst mstant messaging client may be configured to exchange information with an
mstant messaging server, for example by {ransmitting the processed data andfor receiving

tmage, video, and/or audio data.
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jO0I8]  The apparatus may be configured to exchange information via at least one
computer, for example by transnutting the image, video, and/or audio data to the at least one
computer, and the at least one computer may transnut the data to the second instant
messaging client. Likewise, the apparatus may be configured 1o receive the image, video,
and/or audie data from the at least one computer, and the at least one computer receive the
data from the second instant messaging client of the user. The gt least one computer mav
nclude at least two computers i a chain.

j0019]  The apparatus may include a camera control module in addition to or
mstead of the [ivst processing module, and nwy be confligured to transmit camera control
mformation (e.g., nformation obtained from kev buttons and sensors of the apparatus), and to
be controlled via the first mnstant messaging client. The apparatus mav further mclude a
replav module and a second processing moduale, wherein the apparatus s configwred to
receive image, video, andfor andio data, process the image, video, anddor audio data in the
second processing module, and render the image, video, andfor audio data using the replay
module.

[0020]  The apparatus need not include an andio processing module, but may be
configured to transmut audio data created from an extemal sowrce or from pre-defined
information i the memory of the device. Further, the apparatus may be configured to
exchange image, video, andfor audio datas with several insitant messagimg clients
stmultaneousiy and thereby manage and control several connections, and/or to send image,
video, and/or audio data to a computer in order o be saved on the computer. The data fransfer
to the conwputer (or elsewhere) cant be gctuated through conliguration or by an event {e.g., a
preset event, an event defined through configuration by a user, the content of a video image,
the detection of a movement or a face, of an audio signal). The apparatas may also be
configured to exchange configuration information or other information or messages with a
second instant messaging client, and o allow the configuration information to be set and
retrieved by the second instanl messaging chient.

{0021]  In varving embodiments, an apparatus configured according to the present
mvention mayv be configured 1o exchange image, video, andfor audio data based on a trigger
recetved from a second instant messaging client; establish transnussion of the image, video,
and/or audio data 10 an application via the second instant messaging client based on a first
event or a first time value at the apparatus; transmit the ymage, video, andfor audio data to the

application via the second nstant messaging chient; and control andfor end the transmission
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based ov a second evert or a second time value at the apparatus. The second instant
messaging chient may exert control over the apparatus through commands that are sent o the
apparatus, which may react o the commands by returning information. Among such
commands may be commands to modify the rolation and pitch of the apparatus and the
sharpness setting and the zoom of a lens of the apparatus, ete. Commurications with the
second messaging client mav be direct, via broadcast or multicast or via exchange services
mdependent of g server,

j0022]  Sull further apparatus configured according to embodiments of the
mvention may include a second processing modole that includes an audio and video
processing module. Such apparatus may transnut processed data (e.g.. image. video, and/or
audio datay 1o the andio and video processing module or elsewhere. Various sizes of images,
video, and/or audic data may be resized price lo transsmssion. OF course, the apparalus may
be conligured andfor operated exclusively in an instant messaging network, or may be
operated in combination with other services and networks.

j0023]  Instant messaging enables users to exchange information quickly. Instant
messaging networks ssually include at least one instant messaging server and several instant
messaging clients, The clients are typically implemented and executed as software on
electronic devices and computers. During instant messaging, the users of the instant
messaging client are usually also in local computer networks that cannot be reached from the
Internel. Instanl messagimyg clients may be used to exchange oser text messages that are
immediately delivered to the recipient. In addition, instant messaging clients may exchange
further information, such as client application features, files and images, and user availabiliy
mformation. Client applications may also support the exchange of image, audio, and/or video
data. Tmage. audio, andfor video data are customarily exchanged via additional protocols. The
direct transmission of dafa from one instant messaging client to another instant messaging
client uwsually requires additional {echnology that makes U possible to connect two
paricipants from two different local networks Lo each other.

[0024] By adding an actonomously functioning instant messaging client and
expanding the functionality of the instant messaging chient to operate the computer network-
compatible camera, the set-up of a special server and the special configuration of the local
computer network are no longer needed. In one smbodument of the present invention, an
nstant messaging controtler {see FIQG. 1) that enables an instant messaging client to function

autonomously 15 mtegrated 1 a network-compatible camera (thereby providing an instant

LA
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messaging camera). In addition, many of the inslant messaging camera’s actions and
reactions with integrated mstant messaging clients are created by preset algorithms and by
data of the integrated sensors captured on the device, e.g., image content, audio mformation,
and mlormation about position, vibralion, or molion sensors.

[0025]  FIG. 1 illastrates an apparatos that enables a network-compatible camera
100 to operate in an instant messaging network 102, in gecordance with one embodiment of
the present mvention. The camera 100 contamns various modules. Processing wmodule |1}
wcludes a video processing module andfor an image processing module. The processing
module [ 1] may perform inmage caplure. Module [4] includes a network services modale. The
network services module may enable communication with a computer network based on
network protocols. The visual data can be collecled in an analog as well as digtial format
depending on the version of the camera. In cameras with analog data collection, the data is
converted prior to sending digital data o the processing modude {11 Often video data is
compressed via a spectal codec prior to sending. For commumication, computer networks
commondy use protocels such as 1P,

j0026]  In another embodiment, the camera 100 includes an audio processing
module [2] The aadio processing modute {21 may collect additional audio data and send the
audio data via module {4} and a camera control module [3] The camera control module |3}
mayv be for the remote control of the camera 100, It 15, for example, possible to change and
retrieve the horizontal and vertical alignment of the camera 190 and the zoom and focus of
the lens of the camera 100 via the camera control module [3].

[0027]  In another embodiment, an instanl messaging module [0] is integrated into
the network-compatible camera 100, The instant messaging module [6] is configured to
support execution of an stant messaging client. The instant messaging module {6} includes
an instant messaging streanung module {71 An instant messaging controller {91 s configured
to control the instant messaging module {6} The instant messaging comtroller [9
automatically establishes communication between the camera 100 and at least ong other
mstant messaging chient, and enables the transmission of mmage, video, andfor audio data
between the camera 100 and the at least one other instant messaging chent. The nstant
messaging module {6} is directly connected to the network services module {4], processes the
wstant messaging data, and sends instant messaging data via the network services madule

{4

6
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{0028]  In another embodiment, the image, audio, andfor video data [A] from the
processing module [1] andfor from the audio processing module [2] are additionally sent to
the streaming module {7} of the instant messaging module {6] The streaming module {7]
expands the capabilities of instant messaging module {6]. For example, the streaming module
{7} can receive bmage, audio, andfor video data, format the data, code the data, and integrate
the data mto the streaming protocols used by the instant messaging systemy. The image, andio,
and/or video data processed i such a manner 18 delivered to the network services module {41
The network services module [4] mav exchange the data with a communication partner, such
as another instant messaging client.

[0029]  In another embodiment, the image, audio, and/or video data include
mdividual images, audio data, and data of further sensors and input units, such as kev
butions. The processing and transmission of this data mav be possible withoat a video unit
being present. For example, audio dala can be sent when there is no andio processing module
{2110 the camera Then, andio data can come from an external source that communicates with
the camera. Altematively audio data can be available within or can be calculated internally to
the camera. The available or caleulated audio dala may not correspond with the ambient
sounds surrounding the camera; however, 1t can conlain usefd additional information for the
user.

j0030]  In another embodiment, the camera 100 may also include a replay module
{31 for image, andio, and/or video data. The camera 108 may also include an andio and video
processing moduole {81 If image. andio. andéor video data {B] of the instant messaging svsiem
are received by an instant messaging client, the data [B] arve sent to the streanung module |7}
by the network services module {4] There the dats mav be converted, exiracted, and
transnuited {0 the audio and video processing moduale [8]. The audic and video processing
maoduole [8] can prepare the image, audio, and/or video data for replay and can transmit the
data to the replav module [3].

{0031]  In another embodiment, il is also possible (o receive unage, audio, andfor
video data from the camera even W the replay module {3 and the audio and video processing
module {8] are nol present. Tu an ingtant messaging svsten, audie data and sometines mage
and/or video data as well can only be sent to another instant messaging chient if the sending
client 15 also able to receive andfor process audio, image, andior video data In this case the

streamming moduale | 7] recerves the audio, image, and/or video data and discards 1L,
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j0032]  In another embodiment, the camera 100 can have an audio and video
processing module {8} {and o replay modude [51). The camera 100 mav use the received data
for analvsis and wutdization. In this mamner it 15 possible for the userds) of an mstant
messaging client to be recognized via an image recognition and/or voice recognition by the
audio and video processmg onit {8} This mformation can then be wed {o enable access
controf to the camera. Depending on the camera’s settings. this access control can be apphed
1o set up of an audio and/or video connection, or {0 changes of camera configuration. The
access control mayv also be applied to set up other users. The other users may be given access
that is unlivoited as to time or temporary. The access control may also be used (o also revoke
the access of the other users.

{0033]  In another embodiment, the audio and video processing unit {8} performs
miegrated 1image, video, and/or audio analysis. This analvsis is utihized to analvze the image,
audio, andfor video data of the processing wut {1} and the audio processing unit [2] of the
camera 100, In this manner, it is possible for the camera to recognize movement in the visual
field and identify sound and establish an audio andfor video connection to an instant
messaging client of a user based on this information.

{0034] Iy another emsbodiment, the audio andior video conpection need not bhe
established based on the image. audio. andfor video data. Other events, such as a point in time
or mformation from sensors or key butfons, can result in a connection or messaging.

JOO3S] It can also be desirable that the camera not establish an audio and/or video
conneclion automaticallv but instead alerts another instant messaging client via an instant
message about the event that hgs occurred. The user of the instant messaging client can then
decide if he would like to establish an audio andfor video connection. More than one mnstant
messaging clients can be notified.

[0036]  The audio and video processing modide [B] can expand the audio andfor
video data by providing additional information. For instance, a time stamp and the name of
the camera can be shown in the video image. 1 is also possible 1o reduce the audic and video
information. it s, for example, possible to remove background scands i the audio data.

[0037] 1o another embodiment, the camera 100 need not be exclusively designed
for comnwnication with a single instant messaging chient. 1t s also possible for the camera to
communicate with several instanl messaging clients simultanaously.

{0038]  Many network-compatible cameras are able to send audio andfor video

data to another computer in order to record the audio and video data on the computer. For
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example, the camera functionality may be expanded to control the recording on 8 computer
via the instant messaging client. It is possible for a computer to control the event that triggers
a recording of the point in time of a recording and the length of the recording via the instant
messaging client,

[0839]  In another embodiment, the integrated instant messaging client of the
camera 100 can additionally be used to conligure and control the camera 100, The camera
configuration can be quened. set. and modified via an mnstant messaging client of a user. If
the camera has a camera conirol module [3], the camera can also be controlled via the instant
messaging client of the user and the current posibion of the control can be queried wia the
mstant messaging chient. Controlling mncludes, for example, the horizontal and vertical
positioning of the camera and the zoom and focus of the lens,

{0040]  FIG 2 ilastrates an exchange of video andfor audio data via an mstant
messaging server 204, 10 accordance with one embodiment of the presenl invention. A
network camera 200 with an instan{ messaging chent exchanges both messaging data 2006
and audio and/or video data 210 with the instant messaging server 204, A user application

202 with an instant messaging client exchanges both messaging data 208 and audio andfor
video data 213 with the jnstant messaging server 204, The audio andfor video data 210 and
212 may include image data.

j0041]  FIG. 3 illustrates an exchange of video andfor audio data via a separate
server or compuler 303, in accordance with one embodiment of the present invention.

[0042]  FIG. 4 illustrates a direct exchange of video andfor audio data 416 between
two instant messaging chients, in accordance with one embodunent ol the present invention.
This may be an example of peer-to-peer commumnication. The direct communication between
the camera 200 with integrated mstant messaging chient and other mstani messaging chients,
such as the user apphcation 202 with av instant messaging client, can be enabled without the
use of the mstant messaging server 204. This method can be used in applications in which the
camera and instant messaging clients are in the same local network. In one embodiment,
searching m networks and fransnuiting between the camera 200 and the instant messaging
chients 202 can be done via additional network services on the basis of multicast andfor
broadeast messages.

[0043]  In the configurations of any of FIGS. 2, 3, and 4, a chain of instant

messaging servers and/or compters mav be involved in the transmussion of the data.
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j0044]  In another embodiment, concepts of the invention can be apphied to tvpical
intercom systems, An intercom device with an integrated instant messaging client can register
at the server and wait for a reaction from the server. An instant messaging user s notified via
his client when a kev on the intercom device is pressed. The user can establish a connection
{0 the mtercom device. The mntlegrated key on the mtercom mav be an additional sensor value
on the device. The connection to transmut audio data can be established by the mstant
messaging client of the user. Some intercom systems can also transmit image andfor video
data in addition to audio data.

[0045]  An embodiment of the present invention relates o a computer-readable
storage medium having computer code thereon for perfornung vanous computer-
implemented operations. The media and computer code may be those specially designed and
constructed for the purposes of the present invention, or they may be of the kind well known
and available to those having skill in the computer software ants.  Examples of computer-
readable storage media include, but are not linuted 10 magnetic media such as hard disks,
Ooppy disks, and magnetic fape; optical media such as CD-ROMs, DVDs and holographic
devices; magneto-opiical media; and hardware devices thal are specially configured to store
and execute program code. such as apphication-specific nlegrated circuits (CASICs™),
programmable logic devices ("PLDs™) and ROM and RAM devices. Examyes of computer
code include machine code, such as produced bv a compiler, and files comtaining higher-level
code that are executed by a compuier using an inferpreter. For example, an embodiment of
the invention may be implemented using Java, C++, or other obyect-oriented programuming
fanguage and development tools. Another embodiment of the mvention may be implemented
i hardwired circuitty in place of, or i combination with, machine-executable soltware
mstructions.  Computer-readable storage media do not wclude propagation media, camer
waves, or other transmission signals/forms of energy that are not manufactures under 33
US.C § 1ol

j0046]  Another embodiment of the present mvention may be implamented in
hardyeare circuitry, in conjunction with or as an alternative o a computer-readable storage
medium,

{0047  The foregoing description. for purposes of explanation, used specific
nomenclature to provide a thorough understanding of the mvention.  However, it will be
apparent to one skilled m the art that specilic detals are not required 1n order (o practice the

wvention.  Thus, the foregoing descriptions of specific embodiments of the mvention are

14
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presented for purposes of lustration and deseniption. They are not intended to be exbaastive
or o limit the fnvention to the precise forms disclosed; obviously, manv modifications and
variations are possible in view of the above teachings. The embodiments were chosen and
deseribad wn order to best explain the principles of the invention and 1ts practicat applications,
they thereby enable others skilled in the art to best utilize the mvention and vanous
embodiments with various modifications as are sutted to the particular use conteraplated. It

is intended that the foliowing claims and their equivalents define the scope of the invention.

11
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CLAIMS

What 1s claimed 15

i, An apparatas. comprising:

a {irst processing module that 1s configured to provide datg;

a network services module;

an mstant messaging modude including a sireaming modude infegrated m the mstant
messaging module, wherein the instant messaging module 18 configured to support execution
of a first instant messaging client; and

an insianl messaging coniroller;

wherein the streaming module 18 configured to process the data to generate processed
data, and to send the processed data to the network services module in response to the instant
messaging controller, the mstant messaging controfler 15 configured to control the mnstant
messaging module, and the first mnstant messaging chient i3 configured to log on 1o an mstant
messaging service, log off from the instant messaging service, exchange information with the

instani messaging service, and transmit the processed data via the instant messaging service,

2. The apparatus of claim 1, wherein the processed data includes any of image, video,
and audio data, and wherein the first processing module mncludes an fmage processing
module, a video processing module, andfor an audio processing module.

3 The apparatus of clasm 2, wherein the first instant messaging client is configured to
exchange wformation directly with a second instant messaging client, wherein exchanging
miformation includes transmitting the processed data andfor receiving image. video. andfor

audio daia.

4, The apparatus of claim 2, wherein the first instant messaging chient is configured to
exchange information with an instant messaging server, wherein exchanging information

melades fransmitting the processed data and/or receiving tmage, video, andfor audio data.

5. The apparatus of claim 2, wherein the apparatus is configured to exchange the image,
video, or audio data o the at least one comyputer, and the at least one computer exchanges the

data with the second instant messaging chient.
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6. The apparatus of claim 5, wherein the at least one computer includes at least two

computers in a chain.

7. The apparatus of clanm 1, further comprising a camera control module, wherein the
apparatus is configured to transmut camera conirol information, and to be controlled via the

first instant messagng clhient.

8. The apparatus of clam 7, wherein the camera control information includes

mformation obtained from key buttons and sensors of the apparatus.

9, The apparatus of clasm 7, further comprising a replay module and a second processing

module, wherein the apparatus 1s conligured 1o receive image, video, or audio data, process
the image, video, or audio data in the second processing module, and render the image, viden,

or audio data using the replay module.

10, The apparatus of claim 9, wherain the apparatus 1s configured to transmit audio data
created from an external source or from pre-defined information in a memory of the
apparatus.

11, The apparatus of claim 7, wherein the apparatus 1s configured to exchange 1image,

>

video, or audio data with several instanl messaging client{s simultaneously.

12, The apparatus of claim 11, wherein the apparatus i3 configured to transfer image,

video, or audio data to a computer responsive 1o an event.

13, The apparatus of claim 12, wherein the event is preset.

{4, The apparatus of claim 12, wherein the event 15 delined through configuration by a

4ser.

15, The apparatus of claim 11, wherein the apparatus s configured to exchange

configuration information with a second instan! messagmng client, and {0 aliow the

configuration information 1o be set and retrieved by the second instant messaging chient.

Pohbshlae
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6. The apparatus of claim 2, wherein the apparatus is configured to:

exchange the image. video, or audio dala based on a trigger received from a second
wnstant messaging client;

establish transmission of the mage, video, or andio data to an application via the
second mstant messaging chient based on a first event or g first time value at the apparatus;

transmit the unage, video, or audio data to the application via the second mstat
messaging client. and

controt the transmission based on a second event or a second time value at the

apparatus.

17, The apparatus of claim 16, forther comprising a second processing moduole, wherem

the second processing module includes an audio and video processing module.

i8. The apparatus of claim 1, wherein the apparalus 1s configured to send a message (o an
application i response to an event, the message requesting that a connection be estabhished

~

hetween the apparatus and the application,

19 The apparatas of claim 1, wherein the apparates is configured to be controlied through
commands that are sent from a second instant messaging client, and 1s configured to react to

the commands by returning information to the second messaging client,

20, The apparatus of claim 1, wherem the apparatus 1s configured to modifv any of ils
attitude, a sharpness setting, or a zoom setiing of a fens response to commands received from

an instant messaging chient,

=
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