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EH2
N
<Certificate Generation> CertPM <Master key Setup>
PKS.Sign(...) = Certpy c4 ByicH RIBS.Setup (1*) — msk, mpk
PKS.Sign(mpk, ...) = Certyy py
$ Certyy py.msk
<Drone Key Setup> <Drone Key Revocation>
RIBS .Extract (dID,msk, ..) — RIBS.Revoke(RL,..) = RL
Certg;?;‘ skarp RIBS.updatekeygen (RL', ..) =
uky
L A
skaip, Certpy py ukr
7 ~
User Drone
<Authentication Protocol> <Authentication Protocol> <Drone Key Setup>
PKS.sign(...) RIBS.sign(..) RIBS.signkeygen(...) —
PKS.verify(..) RIBS.verify(...) sikapr
RIBS .verify(..) PKS.verify(...) sikapr
E=[3
authentication,

authentication, | ,— : s &
e TEERE-- Dl

Taking over

I authentication, l

0

Er
droney | | droneg |
dID4 dIDg, Ry
£S5\ S110
Ry, {Rl}RIBS_sign_droneB
< I\ S120
if {Rl}RIES_verif)'_droneA =1
N— 5130
accept
Else abort
{RZ}RIBS sign_drone
o vl 23 5140

if {R2}rips.veriry arones = 1
S150 <~ accept

Else abort

authentication success
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accept [ s230
Else abort
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5250 7 accept
Else abort
authentication success
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