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(57) ABSTRACT 
The embodiments of the invention disclose an access method 
suitable for wireless personal area network (WPAN). After 
the coordinator broadcasts the beacon frame, according to the 
beacon frame, the equipment identifies the authentication 
demand and the authentication mode required by the coordi 
nator to the equipment. If the coordinator has no authentica 
tion demand to the equipment, the equipment and the coor 
dinator carry out the association processes directly: 
otherwise, based on a selected authentication mode and the 
corresponding authentication mechanism negotiation infor 
mation, the equipment sends the authentication access 
request to the coordinator, then based on the authentication 
mode selected by the equipment, the coordinator carries out 
the processes of authentication and session key negotiation 
with the equipment; finally, the coordinator sends the authen 
tication access response to the equipment, when the authen 
tication state in the authentication access response is success, 
the equipment carries out the association processes with the 
coordinator. The processes of authentication and the session 
key negotiation can be based on primitive control, and also 
can be based on port control. If the equipment is associated 
with the coordinator successfully, the coordinator distributes 
a network address to the equipment, and therefore the equip 
ment can communicate with the coordinator normally. The 
invention solves the technical problems of lower security and 
lower efficiency in the existing WPAN access methods. 

17 Claims, 2 Drawing Sheets 
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1. 

ACCESS METHOD SUITABLE FOR 
WRELESS PERSONAL AREANETWORK 

CROSS-REFERENCE TO RELATED 
APPLICATION 

The present application is a US National Stage of Interna 
tional Application No. PCT/CN2009/072945, filed on Jul. 28, 
2009, designating the United States, and claiming priority to 
Chinese Patent Application No. 2008101.50571.8 filed with 
the State Intellectual Property Office of China on Aug. 8, 
2008 and entitled "Access method suitable for wireless per 
sonal area network’, which is incorporated herein by refer 
ence in its entirety. 

FIELD OF THE INVENTION 

The present invention relates to the field of communica 
tions and particularly to an access method applicable in a 
wireless personal area network. 

BACKGROUND OF THE INVENTION 

In recent years, wireless mobile communications have 
developed rapidly and new technologies thereof have 
emerged constantly from the 3G for cellular communications 
to the LMDS and the MMDS for abroadband wireless access 
and further to the WAPI and the IEEE 802.11b, 802.11a and 
802.11g for a wireless local area network so that the world has 
become Smaller and Smaller throughout such a wireless net 
work. Ubiquitous network terminals, human oriented, per 
Sonalized and intelligent mobile computing, and emerging 
concepts and products including a convenient and rapid wire 
less access, wireless interconnection, etc., have been gradu 
ally integrated into daily work and life of people. Various 
potable consumer electronic products, e.g., a mobile phone, a 
Personal Digital Assistant (PDA), a notebook computer, a 
digital camera, etc., have increasingly become a part of peo 
ple’s life. Along with an increasing number of such peripheral 
devices, it is really bothersome of how to share multiple kinds 
of devices and information thereof with ease and at a low cost 
in limited, varying and Small office and residence environ 
ments. In view of this, the Wireless Personal Area Network 
(WPAN) is an emerging wireless communication network 
technology to address Such a wireless and seamless connec 
tion with a small radius of activity, for diversified types of 
services and for a specific group of people. 
The WPAN is a wireless network running in parallel to but 

with a smaller coverage range than that of the wireless wide 
area network and the wireless local area network, currently 
has become an important part of communication networks 
and also a predominant technology for 4G wireless commu 
nication and control, and also can be connected seamlessly 
with various air interfaces of 2G and 3G mobile communica 
tion. If an access network is considered as “the last mile' 
toward a digitized era, then the WPAN is “the last 50 meters”. 
The WPAN provides a seamless connection for diversified 
types of services and for a specific group of people in a 
Personal Operating Space (POS). The POS is just a small 
coverage space around a person in a typical range of 10 m 
where communications takes place in an Ad Hoc' way. The 
POS is only defined for a person, particularly for a device held 
by the person, and moves with a moving user. The POS not 
only provides devices therein with a communication capabil 
ity but also allows them to communicate with another device 
entering the POS. The WPAN may naturally come into being 
as required for a user without too may intervention from the 
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2 
user and may interoperate with an already deployed network 
or an independent network. The WPAN may further provide 
a verified and secured operation mode to allow a rapid con 
nection of an authorized personal device while rejecting a 
connection of any other unauthorized device. The WPAN 
primarily targets the personal user market and serves conve 
nient and rapid data transmission between consumer elec 
tronic devices so that WPAN devices are advantageous in 
their low cost, Small Volume, easy operation, low power con 
Sumption, etc. 

For an access to the WPAN, a device has to be connected 
with a coordinator in the WPAN, which refers to an installa 
tion enabling an access of the device to the WPAN and pro 
viding the device with a routing function while performing 
some functions of a terminal. There are three general WPAN 
access methods at present. 

In the first access method, the device accesses the WPAN in 
an unsecured mode and obtains a network address and then 
communicates with another device in the WPAN or performs 
secured communication with the other device in the WPAN 
after obtaining a security service key from the WPAN. 

In the second access method, the devices uses a pre-shared 
session key to perform a security operation on an association 
process, and if the coordinator can perform a de-Security 
operation Successfully, then the coordinator enables an access 
of the device to the WPAN so that the device accesses the 
WPAN in a secured mode and obtains a network address. 

In the third access method, the device accesses the WPAN 
in an unsecured mode and obtains a network address and then 
is authenticated with an administrator of the WPAN, and if 
authentication is passed, then an access of the device to the 
WPAN is enabled; otherwise, the device is removed from the 
WPAN. 
The first access method is suitable for those WPANs for 

which no security or only secured communication is required 
and typically is an optional access form during deployment of 
the WPAN. In the second access method, the pre-shared ses 
sion key is required between the device and the coordinator 
but is not fresh so that the pre-shared session key is easy to be 
cracked, thereby resulting in degraded security. In the third 
access method, each device going to access to the WPAN has 
to be authenticated with the administrator of the WPAN, 
thereby resulting in a significant traffic of communication and 
a consequential low efficiency, and moreover any device may 
initiate a DoS attack, that is, it accesses the WPAN in an 
unsecured mode and obtains a network address and then is 
authenticated with the administrator of the WPAN but ends 
with a failure of authentication. 

In the first and third access methods, the device may obtain 
a network address and access the WPAN without any mutual 
authentication with the coordinator. In the second method, a 
separate authentication process is absent and the security is 
low although the device and the coordinator can confirm the 
identities of each other. Consequently, an authentication pro 
cess has to be performed between the device and the coordi 
nator prior to the association process to thereby ensure a 
secured access of the device to the WPAN through the coor 
dinator. Typically two authentication modes are available, 
i.e., direct authentication and authentication based upon an 
authentication Suite. In the former mode, the device transmits 
specific authentication information, e.g., a hash value of a 
password, an identifier, etc., to the coordinator, then the coor 
dinator judges for authentication of received authentication 
information, and finally the coordinator transmits an authen 
ticated status to the device. In the latter mode, the device and 
the coordinator firstly negotiate about a specific authentica 
tion Suite and then perform the authentication process based 
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upon the selected authentication Suite, and the coordinator 
transmits an authenticated status to the device at the end of the 
authentication process. 
A port is an abstract Software structure. Input and output 

data can be controlled by means of port based control. In a 
layered architecture of a network, respective layers are of 
strictly unidirectional dependence, and their assigned roles 
and corporations are embodied centrally over interfaces 
between the adjacent layers. 
A “service' is an abstract concept descriptive of a relation 

ship between the adjacent layers, i.e., a set of operations 
provided from the respective layers of the network to their 
immediately upper layers, where the lower layers act as a 
service provider and the upper layers act as a user requesting 
for the service. The service is embodied as a primitive, e.g., a 
system invocation or a library function. The system invoca 
tion is a service primitive provided from an operating system 
kernel to a network application or a high level protocol. A 
service provided by the n" layer to the (n+1)" layer has to be 
fuller than that provided by the (n-1)" layer, otherwise pres 
ence of the n" layer would be useless. 

SUMMARY OF THE INVENTION 

An object of the invention is to provide an access method 
applicable in a wireless personal area network to thereby 
address the technical problems of low security and low effi 
ciency in the existing access method in a wireless personal 
area network. 
A technical solution according to an embodiment of the 

invention is as follows. 
In an access method applicable in a wireless personal area 

network, a coordinator broadcasts a beacon frame including a 
demand for authentication of and an authentication mode of a 
device, and when the device accesses the personal area net 
work, the method includes the following operations S1 to S4: 

S1. determining from the beacon frame whether the coor 
dinator demands for authentication of the device, and if not 
So, then executing the operation S4; otherwise, executing the 
operation S2; 

S2. authenticating the device in the authentication mode 
included in the beacon frame; 

S3. transmitting, after authentication is passed, by the coor 
dinator to the device an authentication access response 
including an authenticated Status of authenticating the device 
by the coordinator, and then executing the operation S4; and 

S4. associating the coordinator and the device. 
The authentication mode is direct authentication or authen 

tication based upon an authentication Suite. 
Authenticating the device in the authentication mode 

included in the beacon frame includes: 
if the authentication mode is direct authentication, then: 
transmitting by the device to the coordinator an authenti 

cation access request including authentication information of 
the device requesting for authentication; and 

judging for authentication of the authentication informa 
tion in the authentication access request by the coordinator 
upon reception of the authentication access request from the 
device. 

Authenticating the device in the authentication mode 
included in the beacon frame includes: 

if the authentication mode is authentication based upon an 
authentication Suite, then: 

acquiring by the device, from the beacon frame, authenti 
cation Suites Supported by the coordinator, selecting one of 
the authentication Suites and then transmitting an authentica 
tion access request to the coordinator, and 
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4 
performing by the coordinator an authentication process 

with the device based upon the authentication suite selected 
by the device, upon reception of the authentication access 
request from the device. 

If a key acquired by the coordinator and the device in the 
authentication process is a primary key, then the authentica 
tion process further includes a session key negotiation pro 
cess at the end of authentication. 
The authentication and session key negotiation processes 

include the following operations 31 to 32: 
operation 31: defining authentication and session key 

negotiation transmission primitives at an MAC layer for the 
device and the coordinator, and 

operation 32: encapsulating data of authentication and 
session key negotiation protocols into an authentication and 
session key negotiation transmission command frame at the 
MAC layer for transmission. 
The authentication and session key negotiation processes 

include the following operations 41 to 42: 
operation 41 defining uncontrolled and controlled ports at 

an MAC layer for the device and the coordinator; and 
operation 42 encapsulating data of authentication and ses 

sion key negotiation protocols into a data frame at the MAC 
layer for transmission via the uncontrolled port. 

Associating the coordinator and the device includes: 
operation 51 transmitting by the device an association 

request to the coordinator when the device knows that the 
coordinator does not demand for authentication of the device; 
and if there is a session key between the device and the 
coordinator, then securing by the device the association 
request using the session key: 

operation 52 checking by the coordinator whether the 
association request is a secured association request upon 
reception of the association request transmitted from the 
device, and if not so, then verifying information of the asso 
ciation request directly and then generating an association 
response; otherwise, de-Securing the association request, 
Verifying the information of the association request and then 
generating an association response; 

operation 53 transmitting by the coordinator the associa 
tion response to the device; and 

operation 54 checking by the device an association status 
in the association response upon reception of the association 
response; and if the association status is SUCCESS, then 
accessing the wireless personal area network through the 
coordinator. 
The association response includes a network address allo 

cated from the coordinator to the device or a reason of failing 
to associate. 

Associating the coordinator and the device includes: 
operation 71 transmitting by the device an association 

request to the coordinator when the device and the coordina 
tor acquire a session key between the device and the coordi 
nator in the authentication and session key negotiation pro 
cesses, and securing the association request using the session 
key: 

operation 72 de-securing by the coordinator, upon recep 
tion of the association request, the association request, Veri 
fying information of the association request and generating 
an association response secured using the session key 
between the device and the coordinator; 

operation 73 transmitting by the coordinator the associa 
tion response to the device; and 

operation 74 checking by the device an association status 
in the association response upon reception of the association 
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response, and if the association status is SUCCESS, then 
accessing the wireless personal area network through the 
coordinator. 
The association response includes a network address allo 

cated from the coordinator to the device or a reason of failing 
to associate. 

The invention has the following advantages. 
1. The device supports an access to the WPAN in both a 

non-authentication mode and an authentication mode, the 
latter of which is based upon authentication between the 
device and the coordinator, to thereby prevent effectively a 
DoS attack, thus improving compatibility, security and per 
formance of an access of the device to the WPAN. 

2. The association process has not been modified relative to 
the existing WPAN access method except for the additional 
authentication access request, authentication and session key 
negotiation processes and authentication access response 
prior to the association process; and if the coordinator does 
not demand for authentication of the device, then the addi 
tional processes, i.e., an access process, is performed as in the 
existing WPAN access method, thereby achieving good com 
patibility and improving an extendible access of the device to 
the WPAN. 

3. With the support for authentication, the session key used 
to associate the device and the coordinator may be generated 
in the authentication process of the device and the coordinator 
or negotiated using the primary key generated in the authen 
tication process So that the authentication and association 
processes of the device and the coordinator are well associ 
ated, thereby improving a secured access of the device to the 
WPAN. 

4. With the support for authentication, the authentication 
process between the device and the coordinator can Support 
both direct authentication and authentication based upon an 
authentication suite to thereby extend a scenario in which the 
WPAN access method is applied. 

5. When authentication and session key negotiation of the 
device and the coordinator is performed based upon primitive 
control, authentication and session key negotiation transmis 
sion primitives are defined at the MAC layer for both the 
device and the coordinator, and data of authentication and 
session key negotiation protocols is encapsulated in an 
authentication and session key negotiation transmission com 
mand frame at the MAC layer for transmission to thereby 
improve an integrated access of the device to the WPAN so 
that the authentication and session key negotiation processes 
can be integrated in hardware. 

6. When authentication and session key negotiation of the 
device and the coordinator is performed based upon port 
control, uncontrolled and controlled ports are defined for both 
the device and the coordinator, and until the device accesses 
the WPAN successfully through the coordinator, the con 
trolled port is disabled and the uncontrolled port allows pas 
sage of only the data and management information of the 
authentication and session key negotiation protocols to 
thereby perform access control between the device and the 
coordinator, thus improving a secured access of the device to 
the WPAN. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates a schematic diagram of an access method 
in a WPAN access system according to an embodiment of the 
invention; and 
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6 
FIG. 2 illustrates a schematic diagram of a flow of an access 

method in a WPAN access system according to an embodi 
ment of the invention. 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

In a WPAN access system, a device accesses a WPAN 
through a coordinator in the WPAN, and the coordinator 
associated with the device decides whether to allow an access 
of the device to the WPAN during the access. Referring to 
FIG. 1, “A” represents the device requesting for the access to 
the WPAN, “B” represents the coordinator associated with 
'A' in the WPAN, and a solid line represents a process that 
shall necessarily be performed, and a dotted line represents a 
process that may optionally be performed. The coordinator 
(i.e., “B” in FIG.1) broadcasts a beacon frame, and the device 
(i.e., “A” in FIG. 1) recognizes from the beacon frame broad 
cast from the coordinator a demand of the coordinator for 
authentication of the device. If the coordinator demands no 
authentication of the device, then the device performs an 
association process directly with the coordinator; or if the 
coordinators demands authentication of the device, then 
firstly authentication and session key negotiation processes 
and then the association process are performed between the 
device and the coordinator. The device accesses the WPAN 
through the coordinator upon Successful association to 
thereby perform normal communication. 
As illustrated in FIG. 2, an access method in a WPAN 

access system is implemented as follows. 
Operation 1: a coordinator broadcasts a beacon frame 

including a demand for authentication of and an authentica 
tion mode of a device. 

If the demand of the coordinator for authentication of the 
device is TRUE, then the beacon frame includes authentica 
tion modes Supported by the coordinator and corresponding 
authentication mechanism negotiation information; other 
wise, the beacon frame does not includes such information. 
The authentication mode includes direct authentication or 

authentication based upon an authentication Suite. 
When the authentication mode is direct authentication, the 

beacon frame includes the information of authentication 
mechanism negotiation, which indicates directauthentication 
methods supported by the coordinator, e.g., a password-hash 
value based method, an identity identifier based method, etc. 
When the authentication mode is authentication based 

upon an authentication Suite, the beacon frame includes the 
information of authentication mechanism negotiation, which 
indicates authentication Suites Supported by the coordinator, 
e.g., a pre-shared key based authentication Suite, an identity 
(ID)-based authentication suite, etc. 

Operation 2: the device verifies the demand of the coor 
dinator for authentication of the device upon reception of the 
beacon frame broadcast from the coordinator and when the 
demand of the coordinator for authentication of the device is 
FALSE, the authentication process is skipped and the opera 
tion 5 is executed directly, or when the demand of the coor 
dinator for authentication of the device is TRUE, firstly the 
device verifies the authentication modes supported by the 
coordinator and the corresponding verification mechanism 
negotiation information and then selects one of the authenti 
cation modes and transmits an authentication access request 
to the coordinator. 
When the authentication mode selected by the device is 

direct authentication, the device shall indicate in the authen 
tication access request that the authentication mode selected 
by the device is direction authentication as well as one of the 
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direct authentication methods selected by the device and cor 
responding authentication information. 
When the authentication mode selected by the device is 

authentication based upon an authentication Suite, the device 
shall indicate in the authentication access request that the 
authentication mode selected by the device is authentication 
based upon an authentication Suite as well as one of the 
authentication suites selected by the device. 

Operation 3: the coordinator verifies the authentication 
mode selected by the device upon reception of the authenti 
cation access request transmitted in the operation 2 from the 
device. 
When the authentication mode selected by the device is 

direct authentication, the coordinator firstly verifies the direct 
authentication method selected by the device and then judges 
for authentication of the authentication information corre 
sponding to the direct authentication method. 
When the authentication mode selected by the device is 

authentication based upon an authentication Suite, the coor 
dinator firstly verifies the authentication suite selected by the 
device and then performs the authentication process with the 
device based upon the authentication Suite. 

If a key generated for the coordinator and the device in the 
authentication process is a primary key and a session key is 
required to be generated between the coordinator and the 
device to secure the association process, then the coordinator 
and the device shall further perform the session key negotia 
tion process using the primary key. 
When the authentication process or the authentication and 

session key negotiation processes are primitive control based 
authentication and session key negotiation processes, authen 
tication and session key negotiation transmission primitives 
are defined at the MAC layer for both the device and the 
coordinator to carry on authentication and session key nego 
tiation between the device and the coordinator by encapsu 
lating data of authentication and session key negotiation pro 
tocols into an authentication and session key negotiation 
transmission command frame at the MAC layer for transmis 
Sion. 
When the authentication process or the authentication and 

session key negotiation processes are port control based 
authentication and session key negotiation processes, uncon 
trolled and controlled ports are defined for the device and the 
coordinator, and data transmission primitives and port control 
at the MAC layer are used to carry on authentication and 
session key negotiation between the device and the coordina 
tor by encapsulating data of the authentication and session 
key negotiation protocols into a data frame at the MAC layer 
for transmission. Particularly, the uncontrolled port allows 
passage of only the data and management information of the 
authentication and session key negotiation protocols, and the 
controlled port allows passage of application service data and 
is disabled until the device accesses the WPAN successfully 
through the coordinator. 

Operation 4: the coordinator transmits to the device an 
authentication access response including an authenticated 
status of authenticating the device by the coordinator. If the 
device is authenticated successfully with the coordinator in 
the authentication process of the operation 3, then the 
authenticated status is SUCCESS; otherwise, it indicates a 
failure reason. If the authenticated status is SUCCESS, then 
the operation 5 is executed; otherwise, the access process is 
terminated. 

Operation 5: the device transmits an association request to 
the coordinator. If there is a session key between the device 
and the coordinator, then the device secures the association 
request using the session key. 
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8 
Operation 6: the coordinator checks whether the associa 

tion request is a secured association request upon reception of 
the association request transmitted in the operation 5 from 
the device. 

If the association request transmitted in the operation 5 
from the device is a secured association request, then the 
association request is de-secured, information of the associa 
tion request is verified and then an association response is 
generated and transmitted to the device, which is an associa 
tion response secured by using the session key between the 
device and the coordinator. Otherwise, the information of the 
association request is verified directly and then an association 
response is generated and transmitted to the device, which is 
an unsecured association response. 

If the coordinator allows the access of the device to the 
WPAN, then the association response includes a network 
address allocated from the coordinator to the device, and the 
devices accesses the WPAN successfully through the coordi 
nator so that normal communication can be performed 
between the device and the coordinator; otherwise, the asso 
ciation response includes a reason of failing to associate the 
device and the coordinator. 
The invention may be described in a general context of 

computer executable instructions executed by a computer, 
e.g., a program module, etc. Generally, the program module 
includes a routine, program, object, component, data struc 
ture, etc., to perform a specific task or embody a specific type 
of abstract data. Alternatively, the invention may be embodied 
in a distributed computing environment in which the task is 
performed by a remote processing device connected over a 
communication network and in which the program module 
may reside in local and remote computer storage mediums 
including a storage device. 
The foregoing description is merely illustrative of pre 

ferred embodiments of the invention, and it shall be noted that 
those ordinarily skilled in the art may further make several 
modifications and variations without departing from the prin 
ciple of the invention and that these modifications and varia 
tions shall also be deemed coming into the scope of the 
invention. 
The invention claimed is: 
1. An access method applicable in a wireless personal area 

network, wherein, a coordinator broadcasts a beacon frame 
comprising a demand for authentication of and an authenti 
cation mode of a device, and wherein when the device 
accesses the wireless personal area network, the method.com 
prises: 

determining from the beacon frame that the coordinator 
demands for authentication of the device, and when the 
coordinator demands for authentication of the device, 
executing: 

authenticating the device in the authentication mode com 
prised in the beacon frame; 

wherein the authentication mode is direct authentication or 
authentication based upon an authentication Suite, 
wherein the authentication based upon an authentication 
Suite comprises: 
determining the authentication mode comprised in the 

beacon frame is authentication based upon an authen 
tication Suite; 

acquiring by the device, from the beacon frame, authen 
tication Suites Supported by the coordinator, selecting 
one of the authentication Suites and then transmitting 
an authentication access request to the coordinator; 
and 

performing by the coordinator an authentication process 
with the device based upon the authentication suite 
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selected by the device, upon reception of the authen 
tication access request from the device; 

transmitting, after authentication is passed, by the coordi 
nator to the device an authentication access response 
comprising an authenticated Status of authenticating the 
device by the coordinator; 

associating the coordinator and the device and when the 
coordinator does not demand for authentication of the 
device, executing: 

associating the coordinator and the device. 
2. The method of claim 1, wherein, if a key acquired by the 

coordinator and the device in the authentication process is a 
primary key, then the authentication process further com 
prises a session key negotiation process at the end of authen 
tication. 

3. The method of claim 2, wherein, 
the authentication and session key negotiation processes 

comprise: 
defining authentication and session key negotiation trans 

mission primitives at an MAC layer for the device and 
the coordinator, and 

encapsulating data of authentication and session key nego 
tiation protocols into an authentication and session key 
negotiation transmission command frame at the MAC 
layer for transmission. 

4. The method of claim 2, wherein, 
the authentication and session key negotiation processes 

comprise: 
defining uncontrolled and controlled ports at an MAC layer 

for the device and the coordinator; and 
encapsulating data of authentication and session key nego 

tiation protocols into a data frame at the MAC layer for 
transmission via the uncontrolled port. 

5. The method of claim 2, wherein, 
associating the coordinator and the device comprises: 
transmitting by the device an association request to the 

coordinator when the device and the coordinator acquire 
a session key between the device and the coordinator in 
the authentication and session key negotiation pro 
cesses, and securing the association request using the 
session key: 

de-Securing by the coordinator, upon reception of the asso 
ciation request, the association request, Verifying infor 
mation of the association request and generating an 
association response secured using the session key 
between the device and the coordinator; 

transmitting by the coordinator the association response to 
the device; and 

checking by the device an association status in the associa 
tion response upon reception of the association 
response, and if the association status is SUCCESS, then 
accessing the wireless personal area network through 
the coordinator. 

6. The method of claim 5, wherein, 
the association response comprises a network address allo 

cated from the coordinator to the device or a reason of 
failing to associate. 

7. An access method applicable in a wireless personal area 
network, wherein, a coordinator broadcasts a beacon frame 
comprising a demand for authentication of and an authenti 
cation mode of a device, and wherein when the device 
accesses the wireless personal area network, the method.com 
prises: 

determining from the beacon frame that the coordinator 
demands for authentication of the device, and when the 
coordinator demands for authentication of the device, 
executing: 
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10 
authenticating the device in the authentication mode 

comprised in the beacon frame; 
transmitting, after authentication is passed, by the coor 

dinator to the device an authentication access 
response comprising an authenticated Status of 
authenticating the device by the coordinator, and 

associating the coordinator and the device; and 
when the coordinator does not demand for authentication 

of the device, executing; 
associating the coordinator and the device, wherein 

associating the coordinator and the device comprises: 
transmitting by the device an association request to 

the coordinator when the device knows that the 
coordinator does not demand for authentication of 
the device and when there is a session key between 
the device and the coordinator, securing by the 
device the association request using the session 
key: 

determining by the coordinator whether the associa 
tion request is a secured association request upon 
reception of the association request transmitted 
from the device; 

when the association request is a secured association 
request, de-securing the association request, Veri 
fying information of the association request and 
generating an association response; 

when the association request is not a secured associa 
tion request, Verifying the information of the asso 
ciation request directly and generating the associa 
tion response; 

transmitting by the coordinator the association 
response to the device; and 

determining by the device an association status in the 
association response upon reception of the associa 
tion response, and when the association status is 
Successful, accessing the wireless personal area 
network through the coordinator. 

8. The method of claim 7, wherein, 
the association response comprises a network address allo 

cated from the coordinator to the device or a reason of 
failing to associate. 

9. The method of claim 7, wherein, the authentication 
mode is direct authentication or authentication based upon an 
authentication Suite. 

10. The method of claim 9, wherein, authenticating the 
device in the authentication mode comprised in the beacon 
frame comprises: 

if the authentication mode is direct authentication, then: 
transmitting by the device to the coordinator an authenti 

cation access request comprising authentication infor 
mation of the device requesting for authentication; and 

judging for authentication of the authentication informa 
tion in the authentication access request, by the coordi 
nator, upon reception of the authentication access 
request from the device. 

11. The method of claim 9, wherein, authenticating the 
device in the authentication mode comprised in the beacon 
frame comprises: 

if the authentication mode is authentication based upon an 
authentication Suite, then: 

acquiring by the device, from the beacon frame, authenti 
cation Suites Supported by the coordinator, selecting one 
of the authentication Suites and then transmitting an 
authentication access request to the coordinator; and 

performing by the coordinator an authentication process 
with the device based upon the authentication suite 
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selected by the device, upon reception of the authenti 
cation access request from the device. 

12. The method of claim 11, wherein, 
the association response comprises a network address allo 

cated from the coordinator to the device or a reason of 5 
failing to associate. 

13. The method of claim 11, wherein, if a key acquired by 
the coordinator and the device in the authentication process is 
a primary key, then the authentication process further com 
prises a session key negotiation process at the end of authen 
tication. 

14. The method of claim 13, wherein, 
the authentication and session key negotiation processes 

comprise: 
defining authentication and session key negotiation trans 

mission primitives at an MAC layer for the device and 
the coordinator, and 

encapsulating data of authentication and session key nego 
tiation protocols into an authentication and session key 
negotiation transmission command frame at the MAC 
layer for transmission. 

15. The method of claim 13, wherein, 
the authentication and session key negotiation processes 

comprise: 
defining uncontrolled and controlled ports at an MAC layer 

for the device and the coordinator; and 
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encapsulating data of authentication and session key nego 

tiation protocols into a data frame at the MAC layer for 
transmission via the uncontrolled port. 

16. The method of claim 13, wherein, 
associating the coordinator and the device comprises: 
transmitting by the device an association request to the 

coordinator when the device and the coordinator acquire 
a session key between the device and the coordinator in 
the authentication and session key negotiation pro 
cesses, and securing the association request using the 
session key: 

de-Securing by the coordinator, upon reception of the asso 
ciation request, the association request, Verifying infor 
mation of the association request and generating an 
association response secured using the session key 
between the device and the coordinator; 

transmitting by the coordinator the association response to 
the device; and 

checking by the device an association status in the associa 
tion response upon reception of the association 
response, and if the association status is SUCCESS, then 
accessing the wireless personal area network through 
the coordinator. 

17. The method of claim 16, wherein, 
the association response comprises a network address allo 

cated from the coordinator to the device or a reason of 
failing to associate. 
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