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COMPUTER SECURITY PROCESS MONITOR

FIELD OF THE INVENTION

This invention relates generally to computer security and, more particularly, to

the security of networked computing platforms within IP-based networks.

BACKGROUND OF THE INVENTION

One of the most important concerns in virtually all computer systems is
security, 1.e., the ability to protect information and system resources from intrusions
from hackers, malware, viruses, worms or the like. This concern is particularly
worrisome when computing platforms are networked within Internet Protocol (IP)-
based networks that can be accessed by untrusted users/devices and thereby open
windows of vulnerability to the computing platforms.

For example and without limitation, the IP Multimedia Subsystem (IMS) is an
architectural framework for delivering converged multimedia services (e.g., voice,
video, data) to end users via an IP platform. IMS components use Session Initiation
Protocol (SIP) for signaling to and from various other IMS components and end users.
SIP messages are ASCII based, easy to read, create and modify; and therefore
vulnerable to eavesdropping, interception and spoofing by untrusted users/devices. A
related problem is that IP protocols, IP addressing formats and the like are well
understood and can be spoofed or modified by unscrupulous users/devices.

There are a variety of approaches to address computer security. Anti-virus
software or patches can detect and eliminate threats based on characteristic patterns
(or "signatures") of known threats (e.g., known viruses), or they may employ a set of
heuristics or rules to detect threats based on general behaviors. Firewalls protect the
perimeter of a security domain by monitoring, blocking, or proxying communications
from untrusted users that are directed to components inside the firewall. Generally,
however, both of these approaches require periodic updates, reconfiguration or the
like to address constantly evolving numbers and types of threats and may cause some

degradation of performance of the protected platform.
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SUMMARY OF THE INVENTION

These problems are addressed and a technical advance is achieved in the art by
a computer security process monitor, implemented in one example within an
embedded IP platform that executes one or more computer processes, whereby
security intrusions are detected by monitoring execution statistics associated with the
processes in relation to expected (or "valid") execution parameters. The execution
statistics in one example include system process statistics (e.g., process name,
memory usage, number of threads, CPU utilization) and network interface statistics
(e.g., IP ports, protocols) associated with the one or more computer processes; and the
valid execution parameters define acceptable values or states corresponding to the
execution statistics. Advantageously, the valid execution parameters are derived
independent of particular threats or threat characteristics, and hence do not require
periodic updates, reconfigurations or the like corresponding to evolving numbers and
types of threats.

In one embodiment, there is provided a method comprising maintaining a
database including indicia of valid execution parameters associated with one or more
computer processes executable by a computing platform; obtaining execution
statistics associated with execution of the one or more computer processes by the
computing platform; and comparing the execution statistics to the valid execution
parameters to detect abnormalities indicative of possible security intrusions.

In another embodiment, there is provided a computing platform comprising a
system process monitor, a network interface monitor, a database and a security
process monitor. The system process monitor obtains system process information
associated with one or more computer processes executed by the computing platform;
the network interface monitor obtains network interface information associated with
the one or more computer processes; and the database includes indicia of valid
execution parameters associated with the one or more computer processes. The
security process monitor compares the system process information and the network
interface information to the valid execution parameters to detect abnormalities
indicative of possible security intrusions.

In yet another embodiment, there is provided a computer security process

monitor comprising means for obtaining execution statistics associated with one or
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more computer processes executed by a computing platform; means for obtaining
indicia of valid execution parameters associated with the one or more computer
processes; and means for comparing the execution statistics to the valid execution

parameters to detect abnormalities indicative of possible security intrusions.
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BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other advantages of the invention will become apparent
upon reading the following detailed description and upon reference to the drawings in
which:

FIG. 1 is a block diagram of a computing platform including a computer
security process monitor according to an embodiment of the invention;

FIG. 2 is an exemplary data arrangement of expected (or "valid") execution
parameters associated with computer processes executable by a computing platform;
and

FIG. 3 is a flowchart of an exemplary method for operating a computer

security process monitor to detect security intrusions of an embedded IP platform.

DESCRIPTION OF THE PREFERRED EMBODIMENT(S)

FIG. 1 shows an exemplary computer system 100 comprising a computing
platform 102 configured to execute one or more computer processes ("Process 1,"
"Process 2," Process "n"). In one embodiment, the computing platform 102 comprises
an embedded platform that is networked within an Internet Protocol (IP)-based
network (for example and without limitation, an IP Multimedia Subsystem (IMS)
network); and the processes that are configured to run are known corresponding to
known characteristics and functionality of the embedded platform. For example and
without limitation, the known characteristics and functionality of the embedded
platform may be determined by provisioned parameters such as the particular
product/software release and/or its loading parameters (e.g., number of subscribers
supported by the platform) or the like. The provisioned parameters are known at time
of initialization of the platform and generally do not change throughout the period of
operation of the platform, although they are subject to change (albeit infrequently)
if/when the platform is re-initialized with product/software updates, reconfigured
loading parameters or the like.

As shown, the computing platform 102 includes a system process monitor 104
and network interface monitor 106 for compiling various execution statistics
associated with execution of the one or more computer processes. In one example,

the execution statistics comprise system process information obtained from the system
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process monitor 104 and network interface information obtained from the network
interface monitor 106 coincident to execution of the one or more computer processes.

For example and without limitation, the system process monitor 104 may
compile system process information including names of one or more processes that
are being executed and for each process, the memory usage, number of threads and
processor utilization (e.g., CPU utilization); and the network interface monitor 106
may compile network interface information such as indicia of IP ports and protocol
being used by the respective processes.

In one embodiment, the system process monitor 104 and network interface
monitor 106 are implemented using basic utilities known in the art for compiling
execution statistics. For example, the system process monitor 104 may consist of the
utility known as "Task Manager" in Microsoft Windows or "System Monitor" in some
Linux distributions, which are known to provide a list of processes running in the
system, the amount of CPU, memory, and other key resources that are being used; and
the network interface monitor 106 may consist of the "Netstat" utility which is known
to provide information associated with usage of an IP network interface including IP
ports and protocols being used, and a list of active processes communicating over the
ports. IP protocols may comprise, for example Transmission Control Protocol (TCP)
or User Datagram Protocol (UDP); and IP ports may comprise port numbers (e.g., 0
through 1023) allocated by the Internet Assigned Numbers Authority (IANA).

The computing platform 102 further includes a security process monitor 108
and a valid execution parameter database 110. In one embodiment, the security
process monitor 108 obtains execution statistics from the system process monitor 104
and network interface monitor 106 and compares the execution statistics to valid
execution parameters obtained from the valid execution parameter database 110 to
detect abnormalities that may indicate security intrusions and/or malfunctions
associated with execution of the processes. In one embodiment, as a result of the
comparison, the security process monitor 108 can detect an invalid process from the
execution statistics and/or an invalid parameter that is not consistent with the valid
execution parameters and therefore may be indicative of a security intrusion.

For example, consider the case of a malware program that attaches itself to a

valid system or application program. In such case, the process name is not changed,
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and on the surface a security intrusion is not detected. However, the execution
statistics associated with the malware program may reveal abnormalities (i.e.,
differences from the valid execution parameters) that are indicative of a security
intrusion. As will be appreciated, principles of the present invention may also be used
to detect abnormalities in valid processes. For example, the detection of an invalid
parameter of an otherwise valid process may be indicative of an abnormality such as a
"memory leak" (i.c., where the memory used exceeds the expected value) or other
malfunction.

The valid execution parameter database 110 includes one or more instances of
expected (or "valid") execution parameters corresponding to one or more execution
statistics. As will be appreciated, the valid execution parameters may be expressed in
a variety of different ways depending on the characteristics of the parameter. For
example and without limitation, the valid execution parameters may include text,
numerical values, percentages or states; and numerical values and percentages may
represent nominal expected values, ranges of values, or minimum or maximum
threshold values associated with a particular parameter.

The computer system 100 further includes one or more alarms 112 operably
connected to the computing platform to provide alarms/alerts, where appropriate, on
condition of the security process monitor detecting an invalid process and/or invalid
parameter. Alternatively or additionally, the computer system may record instances
of invalid processes or parameters in a log file or the like.

FIG. 2 is an exemplary data arrangement 200 of expected (or "valid")
execution parameters associated with computer processes executable by a computing
platform. The data arrangement 200 may comprise, for example and without
limitation, a list or table of valid execution parameters retrieved from the valid
execution parameters database 110. Alternatively or additionally, the data
arrangement 200 may include individual instances of valid execution parameters
retrieved from the valid execution parameters database 110.

In one embodiment, the data arrangement 200 includes a process name field
202, peak memory usage field 204, maximum threads field 206, peak CPU utilization
field 208, and IP port/protocol field 210 and records 220, 230 corresponding to one or

more computer processes executable by the computing platform. The process name
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field 202 includes the names of the respective processes executable by the computing
platform (two shown, a session_mgr process and a fault-mrg process); the peak
memory usage field indicates a peak memory usage threshold; the maximum threads
field 206 indicates a maximum number of threads; the peak CPU utilization field 208
indicates a peak threshold of CPU utilization (expressed as a percentage of CPU
resources); and the IP port/protocol field lists acceptable IP ports/protocols associated
with the respective processes.

In particular, the data arrangement 200 indicates for the session_mgr process:
1200 kB peak memory usage, 110 threads (maximum), 45% peak CPU utilization and
acceptable IP ports 5060 (for TCP or UDP protocols) or 8000 (for TCP protocol); and
for the fault-mrg process: 200 kB peak memory usage, 20 threads (maximum), 20%
peak CPU utilization and acceptable IP ports 161 or 162 (UDP protocol).

Turning now to FIG. 3, there is shown an exemplary method for operating a
computer security process monitor to detect security intrusions of an embedded IP
platform. The steps of FIG. 3 are implemented, where applicable, by the security
process monitor 108 in communication with the system process monitor 104, network
interface monitor 106 and valid execution parameters database 110.

The method presumes that the valid execution parameters database is
populated with one or more valid execution parameters. At step 302, the valid
execution parameters database is "initialized" or populated with one or more instances
of valid execution parameters corresponding to characterized software/processes that
the computing platform will run. Once initialized, it is contemplated that periodic
updates to the valid execution parameters (e.g., corresponding to a new
product/software release) may also be required to update one or more parameters and
step 302 is intended to encompass both initial initialization and "re-initialization"
following periodic updates. In one embodiment, following the initialization/update,
the valid execution parameters database is locked with vendor specific
passwords/keys, such that modifications to the parameters can not be made by users
not having the passwords/keys.

In one embodiment, the security process monitor begins its operation by
retrieving execution statistics, including system process information and network

interface information, from the system process monitor 104 and network interface
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monitor 106 respectively. System process information is retrieved from the system
process monitor at step 304 and network interface information is retrieved from the
network interface monitor at step 306. Alternatively or additionally, execution
statistics may be obtained independently by the security process monitor or may be
obtained from sources other than the system process monitor or network interface
monitor.

At step 308, the security process monitor compares the execution statistics to
the corresponding valid execution parameters obtained from the valid execution
parameters database to detect abnormalities (i.e., differences from the valid execution
parameters) that may be indicative of a possible security intrusion or malfunction of a
valid process. For example and without limitation, the execution statistics may
indicate a process name (either explicitly or via derivation from the execution
statistics) that is not registered in the list of valid processes from the valid execution
parameters database, thereby defining an invalid process. The execution statistics
may further reveal one or more invalid parameters other than the process name that
are inconsistent with the valid execution parameters.

If an invalid process (i.e., process name) is detected, determined at step 310,
the security process monitor activates an alarm and/or generates a record of the event
at step 314 to provide indicia of the invalid process to an operator/user. The indicia of
the invalid process may include, for example and without limitation, the process
name(s) and/or parameters that are identified or suspected to be invalid by the security
process monitor.

If an invalid process is not detected but an invalid parameter is detected,
determined at step 312, the security process monitor activates an alarm or generates a
record at step 314 to provide indicia of the invalid parameter(s) to an operator/user.
The indicia of invalid parameter(s) may include, for example and without limitation,
indicia of excessive memory usage (indicative of a "memory leak") associated with an
otherwise valid process.

Until such time as there are no further comparisons to be made, determined at
step 316, the process returns to step 308 to continue evaluating the execution statistics
against the valid execution parameters. As will be appreciated, the evaluation may be

performed continuously or at periodic intervals depending on the implementation.
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FIGS. 1-3 and the foregoing description depict specific exemplary

embodiments of the invention to teach those skilled in the art how to make and use the

invention. The described embodiments are to be considered in all respects only as
illustrative and not restrictive. The present invention may be embodied in other
specific forms without departing from the scope of the invention which is indicated by
the appended claims. All changes that come within the meaning and range of
equivalency of the claims are to be embraced within their scope.

For example, the term "computing platform" as used herein is generally
defined as any platform or combination of platforms, including but not limited to
embedded IP platforms, that is operable to execute one or more computer processes
and that is subject to potential security intrusions. As is well understood in the art, a
computing platform includes respective processors and memory (not shown) for
executing programming instructions residing in software code to effect certain
transactions.

The term "computer process" as used herein is generally defined as an
execution of instructions by the computing platform to perform a particular task or
application program, or portion thereof. Each application has at least one process,
most typically having a process name that corresponds to the application (e.g.,
Microsoft Outlook has a process named outlook.exe). Each process may consist of
one or more "threads" defining separate parts of the process which may be run

concurrently.
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WHAT IS CLAIMED I8:

1. A method comprising:

maintaining a database including indicia of valid execution parameters
associated with one or more computer processes executable by a computing platform;

obtaining execution statistics associated with execution of the one or more
computer processes by the computing platform;

comparing the execution statistics to the valid execution parameters to detect

abnormalities indicative of possible security intrusions.

2. The method of claim 1, wherein the step of obtaining execution statistics
comprises obtaining system process information associated with the computing

platform.

3. The method of claim 2, wherein the step of obtaining system process
information comprises obtaining one or more of: process name, memory usage,
number of threads, and CPU utilization associated with one or more computer

processes executed by the computing platform.

4. The method of claim 1, wherein the step of obtaining execution statistics
comprises obtaining network interface information associated with the computing

platform.

5. The method of claim 4, wherein the step of obtaining network interface
information comprises obtaining one or more of: IP port information and indicia of IP
protocol associated with one or more computer processes executed by the computing

platform.
6. The method of claim 1, wherein the step of obtaining execution statistics

comprises obtaining system process information and network interface information

associated with one or more computer processes executed by the computing platform.

10
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7. The method of claim 6, wherein

the step of obtaining system process information comprises obtaining one or
more of} process name, memory usage, number of threads, and CPU utilization
associated with execution of the one or more computer processes; and

the step of obtaining network interface information comprises obtaining one or
more of: IP port information and indicia of IP protocol associated with execution of

the one or more computer processes.

8. The method of claim 1, wherein the step of comparing comprises:
detecting an invalid process executed by the computing platform, the invalid
process defining a process identifiable from the execution statistics that is not

consistent with the valid execution parameters.

9. The method of claim 1, wherein the step of comparing comprises:
detecting an invalid parameter executed by the computing platform, the
invalid parameter defining a parameter identifiable from the execution statistics that is

not consistent with the valid execution parameters.

10. A computing platform comprising:

a system process monitor operable to obtain system process information
associated with one or more computer processes executed by the computing platform;

a network interface monitor operable to obtain network interface information
associated with the one or more computer processes;

a database including indicia of valid execution parameters associated with the
one or more computer processes; and

a security process monitor operably coupled to the system process monitor,
network interface monitor and database, that is operable to compare the system
process information and the network interface information to the valid execution

parameters to detect abnormalities indicative of possible security intrusions.

11



PCT/US2010/060239

WO 2011/084409

1/3

001

SY313MVEYd
NOILND3X3

¢ 801

anvA k;

£ 901

4OLINOK
$S300dd ALINIIS

7 ol

YOLINOW
JOVAUIING HAOMLIN

4D1INON
SS3008d KIISAS

U $33004d

¢ 563004d

| $53004d

W4031¥1d ONILNANOD

/

Wik




PCT/US2010/060239

WO 2011/084409
2/3
FIG. 2
200
g0 ;204 ¢ 206 ;208 210
PROCESS | PEAK MEMORY MAX# PEAK CPU P PORT
NAME USAGE THREADS UTILIZATION | USAGE/PROTOCOL
session_mgr 1200 &8 10 45% 5060-TCP
990 /] 5060~UDP
8000~TCP
fault_mrg 200 kB 20 20% 161~UDP
230 7
162-U0P




WO 2011/084409

3/3
FIG. 3

PCT/US2010/060239

£ 302

INITIALIZE VALID

EXECUTION PARAMETERS

DATABASE

/304

RETRIEVE SYSTEM PROCESS

INFORMATION

/306

RETRIEVE NETWORK
INTERFACE INFORMATION

7 308

COMPARE EXECUTION STATISTICS
10 VALID EXECUTION PARAMETERS

INVALID PROCESS
DETECTED?

YES

SNJ<

NO

/314

DETECTED?

AND/OR

™

QNVAUD PARAMETER Q‘gg
312

NO

ACTVATE ALARM
GENERATE RECORD

" COMPARISON
FINISHED?

[

N0
516;

1ES

C o )




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2010/060239

A. CLASSIFICATION OF SUBJECT MATTER

INV. GO6F21/00
ADD.

According to International Patent Classification (IPC) or to both national classification and IPG

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X WO 2009/097610 Al (UNIV NORTHEASTERN [US]; 1-10
MOFFIE MICHA [US]; KAELI DAVID [US]; COHEN
AVI) 6 August 2009 (2009-08-06)

paragraph [0007]

paragraph [0013] - paragraph [0014]
paragraph [0039] - paragraph [0131]

X US 7 089 428 B2 (FARLEY TIMOTHY P [US] ET 1-10
AL) 8 August 2006 (2006-08-08)

column 3, line 25 - column 5, line 16
column 6, 1ine 16 - column 34, Tine 46
A WO 02/45380 A2 (LANCOPE INC [US]; COPELAND 1-10
JOHN A III [US]) 6 June 2002 (2002-06-06)
the whole document

D Further documents are listed in the continuation of Box C. See patent family annex.

* Special categories of cited documents : i i i "

"T" later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

"A" document defining the general state of the art which is not
considered to be of particular relevance

"E" earlier document but published on or after the international "X" document of particular relevance; the claimed invention

filing date cannot be considered novel or cannot be considered to
"L" document which may throw doubts on priority claim(s) or involve an inventive step when the document is taken alone
which is cited to establish the publication date of ancther

citation or other special reason (as specified) Y" document of particular relevance; the claimed invention

cannot be considered to involve an inventive step when the

"Q" document referring to an oral disclosure, use, exhibition or document is combined with one or more other such docu-
other means ments, such combination being obvious to a person skilled
"P" document published prior to the international filing date but in the art.
later than the priority date claimed "&" document member of the same patent family
Date of the actual completion of the international search Date of mailing of the international search report
25 February 2011 04/03/2011
Name and mailing address of the ISA/ Authorized officer

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswik

Tel. (+31-70) 340-2040, - _
Fax: (+31-70) 340-3016 Pinto, Rall

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2010/060239

Patent document Publication Patent family Publication

cited in search report date member(s) date

WO 2009097610 Al 06-08-2009 US 2011004935 Al 06-01-2011

US 7089428 B2 08-08-2006 AU 6295801 A 12-11-2001
EP 1277326 A2 22-01-2003
JP 2004537075 T 09-12-2004
WO 0184285 A2 08-11-2001
US 2002078381 Al 20-06-2002

WO 0245380 A2 06-06-2002 AT 344573 T 15-11-2006
AU 3054102 A 11-06-2002
CA 2430571 Al 06-06-2002
DE 60124295 T2 31-05-2007
EP 1338130 A2 27-08-2003

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - claims
	Page 12 - claims
	Page 13 - drawings
	Page 14 - drawings
	Page 15 - drawings
	Page 16 - wo-search-report
	Page 17 - wo-search-report

