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METHOD AND APPARATUS FOR LIVE USER
RECOGNITION

FIELD OF THE INVENTION

[0001] Embodiments of the present invention relates to
computing technology, and more specifically, to a method
and apparatus for live user recognition.

BACKGROUND OF THE INVENTION

[0002] With the development of image/video processing
and pattern recognition technology, face recognition has
become a stable, accurate and efficient biometrics recognition
technology. Face recognition takes an image and/or video
containing a face as input and determines a user’s identity by
recognizing and analyzing facial features. Compared with iris
recognition or other biometrics-based technology, face rec-
ognition can complete identity authentication efficiently
without user focus and awareness, thereby causing slight
disturbance to users. Therefore, face recognition has been
widely applied to identity authentication in finance, justice,
public safety, military and various respects in human daily
life. Moreover, face recognition can be implemented by
means of various user terminals like a personal computer
(PC), a mobile phone, a personal digital assistant (PDA) and
so on, without precision and expensive specialized instru-
ments.

[0003] However, there also exist some drawbacks in face
recognition-based identity authentication. For example, an
image/video containing a legal user’s face might be obtained
by anillegal user using various means, such as via public web
albums, personal resumes, pinhole cameras, etc. Then, the
illegal user might place such image/video (such as legal
users’ facial photos) in front of an image acquisition device so
as to input it into a face recognition system, thereby breaking
into the legal user’s accounts. Conventional face recognition
systems are unable to cope with such situation, because they
are unable to detect whether the inputted user facial image is
obtained from a live user.

[0004] To alleviate this problem, pre-processing to a facial
image such as three-dimensional depth analysis, blink detec-
tion and/or spectrum sensing has been proposed, thereby
determining whether the recognized facial image is obtained
from a live user or from a two-dimensional image like users’
photo. However, this method imposes strict requirements on
operating environment. In addition, the method cannot dif-
ferentiate between live users and video containing faces,
because faces in video may also have three-dimensional
depth information and actions like blinks. Other known meth-
ods require before face recognition, users’ specific parts (such
as hands or eyes) perform predetermined actions, for example
moving along a predetermined path. However, since these
predetermined actions are relatively fixed, illegal users might
record actions performed by legal users during identity
authentication and use recorded video clips to simulate live
users. Moreover, these methods request users to remember
predetermined actions, which increases interaction burden on
users. Solutions using infrared detection and other means to
measure human temperature and thus recognize live users are
also known. However, these solutions have to be imple-
mented by means of specialized devices, thereby increasing
complexity and/or costs of the face recognition systems.
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[0005] In view of the foregoing discussion, there is a need
in the art for a technical solution capable of live user recog-
nition more effectively, accurately and conveniently.

SUMMARY OF THE INVENTION

[0006] To overcome the above problems, the present inven-
tion proposes a method and apparatus for live user recogni-
tion.

[0007] According to one aspect of the present invention,
there is provided a method for live user recognition. The
method comprises: obtaining an image containing a face;
while recognizing the face based on the image, detecting
whether gaze of the face moves into a proximity of a random
position on a display screen every time an object is displayed
at the random position; and determining whether the image is
obtained from the live user based on the detection.

[0008] According to another aspect of the present inven-
tion, there is provided an apparatus for live user recognition.
The apparatus comprises: an image obtaining unit configured
to obtain an image containing a face; a gaze detecting unit
configured to detect, while recognizing the face based on the
image, whether gaze of the face moves into a proximity of a
random position on a display screen every time an object is
displayed at the random position; and a live user recognizing
unit configured to determine whether the image is obtained
from the live user based on the detection.

[0009] It would be appreciated from the following descrip-
tion that according to embodiments of the present invention,
while performing face recognition to a user, whether a facial
image is obtained from a live user can be recognized rapidly
and eftectively through the movement of the gaze to a random
position on the screen. Moreover, according to embodiments
of'the present invention, illegal users can hardly pretend to be
legal users by using facial images and/or video acquired in
advance. In addition, since the solution’s working principle is
based on conventional physiological properties of the human
body (such as the stress response), so the user burden can be
maintained at acceptable lower level. The method and appa-
ratus according to embodiments of the present invention can
be conveniently implemented using a common computer
device without a need for any dedicated device or instrument,
thereby helping to reducing the cost.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] Through the detailed description with reference to
the accompanying drawings, the above and other objects,
features and advantages of the present invention will become
easier to be understood. In the accompanying drawings, there
are shown several embodiments of the present invention in an
illustrative manner rather than limiting.

[0011] FIG. 1 shows an exemplary block diagram of hard-
ware configuration of an environment in which embodiments
of the present invention may be implemented;

[0012] FIG. 2 shows a schematic flowchart a method for
live user recognition according to one exemplary embodi-
ment of the present invention;

[0013] FIG. 3 shows a schematic block diagram of live user
recognition by implementing the method shown in FIG. 2;

[0014] FIG. 4 shows a schematic flowchart of a method for
live user recognition according to one exemplary embodi-
ment of the present invention;
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[0015] FIG. 5 shows a schematic block diagram of a time
relationship between object displaying and gaze detecting
according to one exemplary embodiment of the present inven-
tion;

[0016] FIGS. 6A to 6D show a schematic block diagram of
live user recognition by implementing the method shown in
FIG. 4,

[0017] FIG.7 shows a schematic block diagram of an appa-
ratus for live user recognition according to one exemplary
embodiment of the present invention; and

[0018] FIG. 8 shows a schematic block diagram of a device
which is applicable to implement the exemplary embodi-
ments of the present invention.

[0019] The same or corresponding numerals generally refer
to the same or corresponding parts throughout the figures.

DETAILED DESCRIPTION OF EMBODIMENTS

[0020] Description is presented below to principles and
spirit of the present invention with reference to several
embodiments in the accompanying drawings. It should be
understood these embodiments are described only for
enabling those skilled in the art to better understand and thus
implement the present invention, rather than limiting the
scope of the present invention in any manner.

[0021] Reference is first made to FIG. 1 which shows a
schematic block diagram of hardware configuration of a sys-
tem 100 in which the exemplary embodiments of the present
invention may be implemented. As shown in this figure, sys-
tem 100 comprises an image capture device 101 for capturing
an image containing the user’s face. According to embodi-
ments of the present invention, image capture device 101 may
include, without limitation to, a camera, a video camera, or
any other appropriate device capable of capturing static and/
or dynamic images.

[0022] System 100 further comprises a display screen
(hereinafter referred to as a “screen” for short) 102 for pre-
senting information to the user. According to embodiments of
the present invention, screen 102 may be any device capable
of presenting visualized information to the user, including
without limitation to one or more of: a cathode ray tube (CRT)
display, a liquid crystal display (LCD), a light-emitting diode
(LED) display, a plasma display panel (PDP), a 3-dimen-
sional display, a touch display, etc.

[0023] Note although image capture device 101 and display
screen 102 are shown as separate devices in FIG. 1, the scope
of the present invention is not limited thereto. In some
embodiments, image capture device 101 and display screen
102 may be located on the same physical equipment. For
example, where a mobile device is used to perform identity
authentication to the user, image capture device 101 may be a
camera of the mobile device, while display screen 102 may be
a screen of the mobile device.

[0024] Optionally, system 100 may further comprise one or
more sensors 103 for capturing one or more parameters
indicative of environment state where the user is located. In
some embodiments, sensor 103 may include for example one
or more of: parameters captured by sensor 103 are only used
to support optional functions in some embodiments, while
live user recognition does not rely on these parameters. Con-
crete operations and functions of sensor 103 will be described
in detail below. Like the foregoing description, sensor 103
may also be located on the same physical equipment as image
capture device 101 and/or display screen 102. For example, in
some embodiments, image capture device 101, display screen
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102 and sensor 103 may be components of the same user
equipment (such as amobile phone), and they may be coupled
to a central processing unit of the user equipment.

[0025] FIG. 2 shows a schematic flowchart of a method 200
for live user recognition according to one exemplary embodi-
ment of the present invention. After method 200 starts, at step
S201 an image containing a face is obtained. As described
above, the facial image in any appropriate format may be
obtained by means of image capture device 101 of system
100. In particular, the facial image may be one or more frames
in captured video. Here according to some embodiments of
the present invention, an original image, after being captured,
may undergo various pre-processing and/or format conver-
sion so as to be used for subsequent live user detection and/or
face recognition. In this regard, any image/video recognition
techniques that are currently known or to be developed in
future may be used in conjunction with embodiments of the
present invention, and the scope of the present invention is not
limited.

[0026] Next method 200 proceeds to step S202. At step
S202, while recognizing the face based on the image obtained
at step S201, every time an object is displayed at a random
position on the screen, it is detected whether or not the face’s
gaze moves into proximity of that random position.

[0027] During operation, after obtaining an image at step
S201, the image may be processed to recognize facial features
and information contained in the image. Any face recognition
and/or analysis method, no matter currently known or devel-
oped in future, may be used in conjunction with embodiments
of the present invention, and the scope of the present inven-
tion is not limited in this regard. In parallel to face recogni-
tion, one or more objects may be displayed to the user by the
display screen 102, so as to detect whether or not the currently
processed image is obtained from a live user. According to
embodiments of the present invention, live user detection is
implemented concurrently with face recognition. This is
because if they are not executed concurrently, then an illegal
user might use a facial photo/video for face recognition and
use a face of another (illegal) live user to pass live user
recognition. Embodiments of the present invention can effec-
tively discover and eliminate occurrence of such a phenom-
enon.

[0028] Still with reference to FIG. 2, at step S202, each
object is displayed at a randomly determined position on the
screen. When more than one object is to be displayed on the
screen, these objects may be displayed on screen 102 sequen-
tially in temporal order and each of them is displayed at a
corresponding random position on the screen. In particular,
prior to displaying a next object, display of the current object
may be removed from the screen, which will be described in
detail. It would be understood that displaying an object at a
random position on the screen allows effective recognition of
a live user. Since an object is displayed at a random position
on the screen each time, a non-live user (such as a photo or
video containing a face) cannot move the gaze to the corre-
sponding position in response to display of the objects.
[0029] According to some embodiments of the present
invention, the displayed object may be a bright spot. Alterna-
tively, the displayed object may be text, icon, pattern, or any
appropriate content that may draw the user’s attention. Com-
pared with background presented by display screen 102, the
object may be highlighted in order to draw sufficient attention
from the user. For example, the displayed object may differ
from the screen background in following one or more
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respects: color, brightness, shape, action (for example, the
object may rotate, jitter, zoom, etc.), etc.

[0030] According to embodiments of the present invention,
while implementing face detection, the image capture device
102 is configured to continuously capture images containing
the user’s face. Thus, every time an object is displayed at a
random position on the display screen, a gaze tracking pro-
cess is applied to a series of captured images, so as to detect
whether or not the face’s gaze moves to that random position
where the object is displayed on the screen. A variety of gaze
tracking techniques are known, which include without limi-
tation to: shape-based tracking, feature-based tracking,
appearance-based tracking, tracking based on mixed charac-
teristics of geometric and optical features, etc. For example,
there has been proposed a solution for human eye recognition
and gaze tracking through an active shape model (ASM) or an
active appearance model (AAM). In fact, any gaze detection
and tracking methods that are currently known or to be devel-
oped in future may be used in conjunction with embodiments
of the present invention, and the scope of the present inven-
tion is not limited in this regard.

[0031] In particular, considering possible errors in the gaze
detection process, in implementation, the user’s gaze does not
necessarily completely match a screen position where an
object is displayed. Rather, a predetermined proximity may
be set, such as a circular area with a predetermined radius or
a polygonal area with predetermined side lengths. In gaze
detection, as long as the gaze falls within the predetermined
proximity of the object position, it may be determined the
gaze has moved to the screen position of the object.

[0032] Returning to FIG. 2, method 200 proceeds to step
S203, where it is determined whether the image obtained at
step S201 is obtained from the live user based on the detection
at step S202. The operation here is based on physiological
features of an organism. Specifically, when an object (e.g.,
bright spot) whose appearance differs from the background
appears on the screen, the gaze of a live user will be con-
sciously or sub-consciously drawn to the bright spot’s posi-
tion. Therefore, if it is detected at step S202 that the face’s
gaze moves to proximity of a random position on the screen
every time an object is displayed at the random position, then
at step S203 it may be determined the image containing a face
is obtained from the live user.

[0033] Otherwise, ifitis detected at step S202 the gaze does
not move with an object displayed on the screen, then at step
S203 it may be determined the image containing a face is
possibly not obtained from the live user. At this point, any
appropriate subsequent processing may be performed, e.g.,
further estimating the risk that the image is obtained from a
non-live user, or directly leading to failure of the identity
authentication process, etc.

[0034] Method 200 ends after step S203.

[0035] Now reference is made to FIG. 3 to discuss a specific
example. In the example shown in FIG. 3, image capture
device 101 and display screen 102 are components of same
physical equipment 301. In operation, image capture device
101 is configured to capture an image 303 of the face of a user
302 and display facial image 303 on screen 102. While per-
forming face recognition on the image, an object 304 is dis-
played at a random position on display screen 102. Then, if it
is detected the gaze of user 302 moves to the random position
of object 304, it may be determined the facial image being
processed is obtained from a live user. Otherwise, if no move-
ment of the gaze is detected after the object 304 is displayed
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on screen 102, then it may be determined there is a risk that
the captured facial image comes from a non-live user.
[0036] It would be appreciated that the gaze in a static
image like a photo cannot change, while the probability that
the gaze in video exactly moves to a random position of an
object on the screen after the object is displayed is quite low.
Therefore, according to embodiments of the present inven-
tion, it is possible to effectively prevent illegal users from
successfully passing face recognition-based identity authen-
tication by using facial photos and/or video.

[0037] As described above, while performing face recog-
nition, one object may be displayed on the screen 102. Alter-
natively, a plurality of objects may be sequentially displayed.
FIG. 4 shows a method 400 for live user recognition with a
plurality of objects being displayed on a screen according to
one embodiment of the present invention. It would be appre-
ciated that the method 400 may be regarded as a specific
implementation of the method 200 described with reference
to FIG. 2 above.

[0038] As shown in FIG. 4, after method 400 starts, at step
S401 an image containing a face is obtained. This step corre-
sponds to step S201 in method 200 that has been described
with reference to FIG. 2 above, and various features described
above are applicable here and thus not detailed any more.
[0039] Nextatstep S402, anobjectis displayed on a display
screen while performing face recognition based on the
obtained image. As described above, the displayed object
may be, for example, a bright spot and may differ from the
background of display screen 102 in various respects like
color, brightness, shape, action and so on. In particular, the
object’s display position on the screen is determined at ran-
dom.

[0040] Then the method 400 proceeds to step S403, where
it is detected whether or not the gaze of the face under recog-
nition moves into proximity of a random position on the
screen within a predetermined time period in response to the
object being displayed at the random position. It would be
appreciated according to the embodiment as discussed
herein, in addition to detecting whether the gaze moves into
proximity of the object’s position, it is detected whether such
movement is completed within a predetermined time period.
In other words, a time window may be set for the gaze detec-
tion. Only the gaze’s movement to the object’s position
detected within this time window is considered valid. Other-
wise, if the movement is beyond the time window, it is con-
sidered there is a risk that the image is obtained from a
non-live user, even if the gaze moves into proximity of a
random position of the displayed object,

[0041] According to the physiological stress response of
organisms, when an obvious object appears on the screen,
usually a live user will “gaze” at the object immediately.
Moreover, such a physiological characteristic of organisms
can hardly be simulated by manually manipulating facial
images or video. Therefore, by detecting whether the gaze
moves to the object’s position within a sufficient time period,
the accuracy of live user recognition can be enhanced further.
[0042] In order to further avoid the risk of misjudging a
non-live user as a live user, optionally the duration that the
object is displayed on the screen may be recorded. When the
duration that the object is displayed on the screen reaches a
threshold, at step S404 the display of the object on the screen
is removed. With reference to FIG. 5, a concrete example is
described in order to clearly depict a time relationship
between object display and gaze detection.
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[0043] AsshowninFIG. 5, suppose anobject (referred to as
“a first object” for example) is displayed at a random position
on the screen at an instant t,, . Accordingly, as seen from two
time axes (T) shown in FIG. 5, it is detected from the instant
t,; whether the gaze moves a corresponding random position
on the screen. The display of the object on the screen is
removed at an instant t, ,; that is, the duration that the object
is displayed on the screen is a time period [t , t;,]. At an
instant t,; after the instant t,,, the gaze detection ends. In
other words, a time window of the gaze detection is [t,, t;5].
It can be seen that in this embodiment, there is an increment
At, between the instant t, , when the object is removed and the
instant t, ; when the gaze detection ends. The time difference
compensates the user’s psychological delay. Specifically,
usually there exists certain delay from the instant when an
object is displayed on the screen to the instant when the user
perceives the object and starts to move the gaze. By compen-
sating the delay using the time increment At,, the probability
of misjudging a live user as a non-live user can be reduced.
Alternatively, the psychological delay may also be compen-
sated in a manner below: after the object is displayed at the
instant t, ,, the gaze detection is re-initiated after a specific
delay.

[0044] Returning to FIG. 4, it should be understood both
steps S403 and S404 are optional. Specifically, in some alter-
native embodiments, the gaze detection is not restrained by a
time window. In other words, a time window of the gaze
detection may be set as infinitely long. Alternatively or addi-
tionally, the object, after being displayed, may be kept on the
screen rather than being removed after a threshold time. The
scope of the present invention is not limited in this regard.
[0045] At optional step S405, the stay time of the gaze
within the proximity of the displayed object’s random posi-
tion is detected. A time starting point of the stay time is the
instant when the gaze moves into the proximity, while a time
ending point is the instant when the gaze moves outside the
proximity. The detected gaze stay time may be recorded for
later live user recognition, which will be described in detail
below.

[0046] Method 400 then proceeds to step S406, where it is
detected whether the number of displayed objects reaches a
predetermined threshold. According to embodiments of the
present invention, the threshold may be a preset fixed number.
Alternatively, the threshold may be randomly generated every
time live user recognition is executed. If it is determined at
step S406 that the threshold is not reached (branch “No”),
then method 400 proceeds to step S407.

[0047] At step S407, at least one parameter indicative of
environmental status (referred to as “environmental param-
eters” for short) is obtained, and an appearance of a to-be-
displayed object is adjusted based on the environmental
parameters. The environmental parameters may be obtained
by means of one or more sensors 103 shown in FIG. 1.
According to embodiments of the present invention,
examples of the environmental parameters include without
limitation to: temperature parameters, brightness parameters,
spectrum parameters, color parameters, sound parameters,
etc. The object’s appearance may be dynamically adjusted
based on these environmental parameters. For example,
where the object is a bright spot, the bright spot’s brightness
and/or size may be dynamically adjusted according to bright-
ness of the environment where the user is located, or the
bright spot’s color is adjusted according to color information
of the user’s environment, etc. In particular, as described
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above, environmental parameters collected by means of sen-
sors 103 are only used for supporting some optional func-
tions, such as adjusting the object’s appearance. The live user
recognition itself can be completed by the image capture
device and the screen only, without depending on any other
sensor parameter.

[0048] After step S407, method 200 returns to step S402,
where another object (referred to as “a second object” for
example) is displayed according to the appearance adjusted at
step S407. In particular, according to some embodiments of
the present invention, the second object’s display position
may be set such that it is sufficiently far away from the display
position of the previously displayed first object. Specifically,
suppose at a first instant, the first object is displayed at a first
random position on the screen; at a second instant subse-
quently, the second object is displayed at a second random
position on the screen. The distance from the second random
position to the first random position may be made greater than
a threshold distance. In implementation, after randomly gen-
erating a candidate display position of the second object, the
distance from the candidate display position to a first random
position may be calculated. If this distance is greater than a
predetermined threshold distance, then the candidate display
position s set as a second random position used for displaying
the second object. Otherwise, if the distance is less than the
predetermined threshold distance, then another candidate dis-
play position of the second object is generated, and the com-
parison is repeated until the distance from a candidate display
position to the first random position is greater than the pre-
determined threshold distance. Advantageously, by ensuring
the distance between display positions of two objects to be
large enough, it makes the gaze movement more recognizable
and further increase the accuracy of live user recognition.
[0049] At steps S403 to S405, the second object is pro-
cessed in a similar way to the above processing to the first
object. In particular, still with reference to FIG. 5, according
to some embodiments of the present invention, when the
display of the first object is removed at the instant t, ,, the
second object starts to be displayed at a subsequent second
instant (an instant t,; shown in FIG. 5). Afterwards, in
response to the duration that the second objectis displayed on
the screen (a time period [t,,, t,,]| shown in FIG. 5) reaching
a predetermined threshold time, the display of the second
object is removed at the instant t,,. In particular, it would be
appreciated a time interval between objects displayed at two
separate times (time period [t,,, t,; ] shown in FIG. 5) may be
fixed or varying (e.g., determined at random).

[0050] At step S406, if it is determined the predetermined
display number is reached (branch “yes”), then method 400
proceeds to step S408, where it is recognized based on the
detection at step S403 and/or step S405 whether the obtained
image comes from the live user. Specifically, regarding any
one object displayed on the screen, if it is detected at step
S403 the gaze does not move into proximity of a random
position where the object is located within the predetermined
time period, then it is determined the image might be obtained
from a non-live user.

[0051] Alternatively or additionally, at step S408 the actual
stay time within which the gaze stays inside the proximity of
the random position as obtained at step S405 may be com-
pared with a predetermined threshold stay time. If the actual
stay time is greater than the threshold stay time, then it is
considered the gaze’s stay is valid. Otherwise, if the actual
stay time is less than the threshold stay time, then it is deter-
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mined there is a risk that the image is obtained from a non-live
user. For the purpose of convenient discussion, a non-live user
risk (probability) value determined according to the detection
on the ith object is recorded as P, (i=1, 2, . . ., N, wherein N
is the number of displayed objects). Thereby, a sequence {P;,
P, ..., Py} consisting of risk values may be obtained at step
S408. Later, according to some embodiments, an accumu-
lated risk value (Zi P,) that the image is obtained from a
non-live user may be calculated. If the accumulated risk value
is greater than a threshold accumulated risk value, then it may
be determined the image being processed currently is not
obtained from the live user. Alternatively, in other embodi-
ments, each separate risk value P, may be compared with an
individual risk threshold. At this point, as an example, if the
number of risk values P, that exceeds the individual risk
threshold exceeds a predetermined threshold, then it may be
decided the image being processed currently is not obtained
from the live user. Other various processing approaches are
also applicable, and the scope of the present invention is not
limited in this regard.

[0052] Ifitis determined at step S408 that the image being
processed currently is from a non-live user, various appropri-
ate subsequent processing may be performed. For example, in
some embodiments, the user’s identity authentication may be
rejected directly. Alternatively, further live user recognition
may also be executed. At this point, for example the criterion
for live user recognition may be enhanced accordingly, such
as displaying more objects, shortening a display interval
between multiple objects, etc. On the contrary, if it is deter-
mined at step S408 that the image being processed currently
is from the live user, then the identity authentication is con-
tinued based on a result of face recognition. The scope of the
present invention is not limited by any subsequent operation
resulting from a result of the live user recognition.

[0053] Method 400 ends after step S408.

[0054] By sequentially displaying a plurality of objects at a
plurality of random positions on the screen, the accuracy and
reliability of the live user recognition may be further
increased. A concrete example is now considered with refer-
ence to FIGS. 6A to 6D. In the example shown in FIG. 6,
while performing the face recognition, a series of objects (4 in
this example) 601 to 604 are sequentially displayed at differ-
ent positions on screen 102. At this point, if the gaze in the
facial image being processed currently moves to these ran-
dom positions with the appearance of these objects, then it
may be determined that facial image being processed cur-
rently is obtained from the live user. On the contrary, if after
one or more of objects 601 to 604 are displayed on screen 102,
it is not detected the gaze moves to display positions of these
objects, then it may be determined there exists a risk of
non-live user. It would be appreciated that the gaze in video
might just fall within proximity of the position of a target
object in an appropriate detection window (an event of small
probability), this phenomenon would not happen repeatedly.
Therefore, by displaying a plurality of objects at random
positions on the screen, it is possible to better prevent illegal
users from face recognition by using face video.

[0055] With reference to FIG. 7, this figure shows a sche-
matic block diagram of an apparatus 700 for live user recog-
nition according to one exemplary embodiment of the present
invention. As shown in FIG. 7, apparatus 700 comprises: an
image obtaining unit 701 configured to obtain an image con-
taining a face; a gaze detecting unit 702 configured to detect,
while recognizing the face based on the image, whether gaze
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of'the face moves into a proximity of a random position on a
display screen every time an object is displayed at the random
position; and a live user recognizing unit 703 configured to
determine whether the image is obtained from the live user
based on the detection.

[0056] According to some embodiments, the gaze detect-
ing unit 702 may comprise: a unit configured to detect
whether the gaze of the face moves into the proximity of the
random position in a predetermined time period after the
object is displayed.

[0057] According to some embodiments, a first object is
displayed at a first random position on the display screen at a
first instant; a second object is displayed at a second random
position on the display screen at a subsequent second instant,
wherein a distance between the first random position and the
second random position is greater than a predetermined
threshold distance. Moreover according to some embodi-
ments, before the second instant, the first object is removed
from the display screen.

[0058] According to some embodiments, the duration for
which an object is displayed on the display screen is less than
apredetermined threshold time. Alternatively or additionally,
according to some embodiments, apparatus 700 may further
comprise: a stay time detecting unit (not shown) configured to
detect a stay within which the gaze stays inside the proximity
of'the random position, so as to determine whether the image
is obtained from the live user.

[0059] According to some embodiments, apparatus 700
may further comprise: an environmental parameter obtaining
unit (not shown) configured to obtain at least one parameter
indicative of environmental state; and an object appearance
adjusting unit (not shown) configured to dynamically adjust
the object’s appearance based on the at least one parameter.
Alternatively or additionally, the object differs from the back-
ground of the display screen in at least one respect: color,
brightness, shape, action.

[0060] It should be understood that for the clarity purpose,
FIG. 7 does not show optional units or sub-units contained in
apparatus 700. It is to be understood that all features
described with respect to FIGS. 2 and 4 are also applicable to
apparatus 700. Moreover, the term “unit” used here may be a
hardware module or a software unit module. Accordingly,
apparatus 700 may be implemented in various forms. For
example, in some embodiments apparatus 700 may be imple-
mented using software and/or firmware partially or com-
pletely, e.g., implemented as a computer program product
embodied on a computer readable medium. Alternatively or
additionally, apparatus 700 may be implemented partially or
completely based on hardware, for example, implemented as
an integrated circuit (IC) chip, application-specific integrated
circuit (ASIC), system on chip (SOC) or field programmable
gate array (FPGA). The scope of the present invention is not
limited in this regard.

[0061] With reference to FIG. 8, this figure illustrates a
schematic block diagram of a device 800 which is applicable
to implement embodiments of the present invention. Accord-
ing to embodiments of the present invention, device 800 may
be any type of fixed or mobile device used for executing face
recognition and/or live user recognition. As shown in FIG. 8,
device 800 includes: a central process unit (CPU) 801, which
may be perform various appropriate actions and processing
according to a program stored on a read only memory (ROM)
802 or a program loaded from a storage unit 808 to a random
access memory (RAM) 803. In RAM 803, there are further
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stored various required programs and data for operations
performed by device 800. CPU 801, ROM 802 and RAM 803
are coupled to one another via a bus 804. An input/output
(I/O) unit 805 is also coupled to bus 804.

[0062] One or more units may further be coupled to bus
804: an input unit 806, including a keyboard, mouse, track-
ball, etc.; an output unit 807, including a display screen,
loudspeaker, etc.; storage unit 808, including a hard disk, etc.;
and a communication unit 809, including a network adapter
like a local area network (LAN) card, modem, etc. Commu-
nication unit 809 is used for performing communication pro-
cess via a network such as the Internet and the like. Alterna-
tively or additionally, communication unit 809 may include
one or more antennas for wireless data and/or voice commu-
nication. Optionally, a drive 810 may be coupled to /O unit
805, on which a removable medium 811 may be mounted,
such as an optical disk, magneto-optical disk, semiconductor
storage medium, etc.

[0063] In particular, when the method and process accord-
ing to embodiments of the present invention is implemented
by software, a computer program constituting the software
may be downloaded and installed from a network via com-
municationunit 809 and/or installed from removable medium
811.

[0064] For the purpose of illustration only, several exem-
plary embodiments of the present invention have been
described above. Embodiments of the present invention can
be implemented in software, hardware or combination of
software and hardware. The hardware portion can be imple-
mented by using dedicated logic; the software portion can be
stored in a memory and executed by an appropriate instruc-
tion executing system such as a microprocessor or dedicated
design hardware. Those of ordinary skill in the art may appre-
ciate the above system and method can be implemented by
using computer-executable instructions and/or by being con-
tained in processor-controlled code, which is provided on
carrier media like a magnetic disk, CD or DVD-ROM, pro-
grammable memories like a read-only memory (firmware), or
data carriers like an optical or electronic signal carrier. The
system of the present invention can be embodied as semicon-
ductors like very large scale integrated circuits or gate arrays,
logic chips and transistors, or hardware circuitry of program-
mable hardware devices like field programmable gate arrays
and programmable logic devices, or software executable by
various types of processors, or a combination of the above
hardware circuits and software, such as firmware.

[0065] Note although several means or sub-means of the
system have been mentioned in the above detailed descrip-
tion, such division is merely exemplary and not mandatory. In
fact, according to embodiments of the present invention, the
features and functions of two or more means described above
may be embodied in one means. On the contrary, the features
and functions of one means described above may be embod-
ied by a plurality of means. In addition, although in the
accompanying drawings operations of the method of the
present invention are described in specific order, it is not
required or suggested these operations be necessarily
executed in the specific order or the desired result be achieved
by executing all illustrated operations. On the contrary, the
steps depicted in the flowcharts may change their execution
order. Additionally or alternatively, some steps may be omit-
ted, a plurality of steps may be combined into one step for
execution, and/or one step may be decomposed into a plural-
ity of steps for execution.
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[0066] Although the present invention has been described
with reference to several embodiments, it is to be understood
the present invention is not limited to the embodiments dis-
closed herein. The present invention is intended to embrace
various modifications and equivalent arrangements com-
prised in the spirit and scope of the appended claims. The
scope of the appended claims accords with the broadest inter-
pretation, thereby embracing all such modifications and
equivalent structures and functions.

1-17. (canceled)

18. A method for live user recognition, the method com-
prising:

obtaining an image containing a face;

while recognizing the face based on the image, detecting
whether gaze of the face moves into a proximity of a
random position on a display screen every time an object
is displayed at the random position; and

determining whether the image is obtained from the live
user based on the detection.

19. The method of claim 18, wherein detecting whether
gaze of the face moves into a proximity of a random position
on a display screen every time an object is displayed at the
random position comprises:

detecting whether the gaze of the face moves into the
proximity of the random position in a predetermined
time period after the object is displayed.

20. The method of claim 18, wherein

a first object is displayed at a first random position on the
display screen at a first instant;

asecond object is displayed at a second random position on
the display screen at a subsequent second instant, a
distance between the first and second random positions
being greater than a predetermined threshold distance.

21. The method of claim 20, wherein the first object is
removed from the display screen prior to the second instant.

22. The method of claim 18, wherein the object is displayed
on the display screen for a time duration that is less than a
predetermined threshold time.

23. The method of claim 18, further comprising:

detecting stay time within which the gaze stays inside the
proximity of the random position for determining
whether the image is obtained from the live user.

24. The method of claim 18, further comprising:

obtaining at least one parameter indicative of environmen-
tal state; and

dynamically adjusting appearance of the object based on
the at least one parameter.

25. The method of claim 18, wherein the object differs
from background of the display screen in at least one of: color,
brightness, shape, and action.

26. An apparatus for live user recognition, the apparatus
comprising:

an image obtaining unit configured to obtain an image
containing a face;

a gaze detecting unit configured to detect, while recogniz-
ing the face based on the image, whether gaze of the face
moves into a proximity of a random position on a display
screen every time an object is displayed at the random
position; and

a live user recognizing unit configured to determine
whether the image is obtained from the live user based
on the detection.

27. The apparatus of claim 26, wherein the gaze detecting

unit comprises:
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a unit configured to detect whether the gaze of the face
moves into the proximity of the random position in a
predetermined time period after the object is displayed.

28. The apparatus of claim 26, wherein

a first object is displayed at a first random position on the
display screen at a first instant;

asecond object is displayed at a second random position on
the display screen at a subsequent second instant, a
distance between the first and second random positions
being greater than a predetermined threshold distance.

29. The apparatus of claim 28, wherein the first object is

removed from the display screen prior to the second instant.

30. The apparatus of claim 26, wherein the object is dis-

played on the display screen for a time duration that is less
than a predetermined threshold time.

31. The apparatus of claim 26, further comprising:

a stay time detecting unit configured to detect stay time
within which the gaze stays inside the proximity of the
random position for determining whether the image is
obtained from the live user.

32. The apparatus of claim 26, further comprising:

an environmental parameter obtaining unit configured to
obtain at least one parameter indicative of environmen-
tal state; and

an object appearance adjusting unit configured to dynami-
cally adjustappearance of the object based on the at least
one parameter.

33. The apparatus of claim 26, wherein the object differs

from background of the display screen in at least one of: color,
brightness, shape, and action.

#* #* #* #* #*
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