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(57) ABSTRACT 
A method for protecting embedded Software is proposed 
which uses a transfer function of the firmware in an elec 
tronic information appliance to prevent the execution of the 
embedded Software in an unauthorized hardware. Before 
parameters are called upon, the main program of the embed 
ded Software Stores the parameters in a buffer. And through 
the transfer function, the parameters in the buffer are then 
shifted according to a different Sequence to another Storage 
interface. AS the auxiliary program is Subsequently called 
upon, it does not carry any parameters, Since the parameters 
are Stored in another Storage interface. So, the parameters 
need to be extracted from a default parameter address and 
decoded. Correct parameter data is required to effect a 
normal execution of the selected function of the Software. If 
the extracted parameter data is erroneous, execution of 
embedded Software in the unauthorized hardware is dis 
abled. 
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METHOD FOR PROTECTING EMBEDDED 
SOFTWARE 

BACKGROUND OF THE INVENTION 

0001) 1. Field of the Invention 
0002 The invention relates to a method for protecting 
embedded Software and, more particularly, to a method for 
protecting embedded Software from being used in an unau 
thorized hardware. 

0003 2. Description of the Related Art 
0004. In the present digital era, data processing appli 
ances are becoming increasingly indispensable as rapid 
developments are made in the field of information technol 
ogy. To Satisfy consumer demands, new designs are con 
Stantly promoted, and intense competition takes place 
between the industrial manufacturers. 

0005 To be competitive and to be accepted by the public, 
a product should not only contain a pleasant aesthetic aspect 
and hardware with the adequate performance, but it must 
also be user-friendly. From this consideration, embedded 
Software plays an important role in the value and the 
competitiveness of an information appliance. Embedded 
Software is usually Stored in the internal part of the hard 
ware, and is in charge of hardware driving, Sequence control, 
and interface processing. The quality of embedded Software 
therefore may decide the Success of the product, which 
makes it vulnerable to fraudulent duplication that potentially 
damage the original designer and also impedes further 
improvements. 

0006 Although embedded software is stored in the inter 
nal part of the hardware, it is not inseparable from the 
hardware. Unauthorized use of embedded software may be 
easily accomplished through Simply copying its execution 
code, and then the embedded Software can be executed on 
other hardware. A competitor, therefore, may easily acquire 
the embedded Software and use it in a product that is Sold 
with a lower price. Such fraudulent use of embedded soft 
ware may induce Substantial damages to the proprietor that 
has invested enormous time and money in the development 
of the embedded Software. 

0007 To overcome the above problem, some program 
merS may incorporate a verification program in the embed 
ded Software that, when the embedded Software is executed 
in the hardware, Verifies whether certain utilization param 
eters of the hardware correspond to the designer's Settings. 
If the Verification program is Successful, the embedded 
Software execute normally, otherwise execution of the 
embedded software is disabled. Although this verification 
program technique provides basic protection, it is however 
insufficient to deter and prevent an expert programmer who 
skills in the art from modifying the verification parameters 
by using a Software tool to Simulate a Success of the 
Verification program or even Skip the Verification program 
altogether. As a result, the embedded Software is still Vul 
nerable to unauthorized use in an unauthorized hardware. 

0008. Therefore, effective measures are needed to protect 
embedded Software from the unauthorized use. 

SUMMARY OF THE INVENTION 

0009. It is an objective of the invention to provide a 
method for protecting embedded Software, whereby mecha 
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nisms of the embedded Software are modified to necessarily 
operate in coordination with a hardware without being 
decoded or cracked out easily to prevent unauthorized 
modification of the Software. 

0010. To achieve the above and other objectives, a 
method for protecting embedded Software is proposed, 
whereby the software is protected without verifying hard 
ware. The Software is protected via basic input/output Sys 
tem (BIOS) functions of the hardware. Since the BIOS is a 
firmware integrated with the main board of an information 
appliance, the BIOS is linked to the hardware installed 
within the information appliance. If the embedded software 
is associated with an unauthorized BIOS, in other words the 
embedded Software is used within an unauthorized hard 
ware, the BIOS settings of the unauthorized hardware con 
sequently differ from the BIOS settings of the authorized 
hardware, disabling execution of the embedded Software in 
the non-authorized hardware. As the BIOS is highly related 
to the hardware, it is difficult to crack out the embedded 
Software by using a software tool. The embedded software 
is thereby effectively protected from illegal duplication. 
0011. According to the invention, the method for protect 
ing the embedded Software comprises the following StepS. 
When a user desires to use a function of the Software 
embedded in an information appliance, a main program of 
the embedded Software Stores parameters to be transmitted 
in a buffer assembled within the information appliance. 
Through a function provided by the BIOS, an authorization 
to control the parameters is transferred to the BIOS of the 
information appliance. Upon acquisition of the authoriza 
tion, the BIOS encodes and rearranges the parameters Stored 
in the buffer, and shifts the parameters according to different 
Sequences to another Storing interface. Once the authoriza 
tion is then returned to the embedded Software, the main 
program of the embedded Software calls and passes the 
authorization to an auxiliary program. The auxiliary pro 
gram then extracts the parameters from default parameter 
addresses, and determines whether the parameters are cor 
rect. If the extracted parameters are correct, functions of the 
Software are executed in the hardware. If the parameters are 
erroneous, which means that the embedded Software is 
running in the unauthorized hardware, execution of the 
Software function is prohibited. 
0012. By linking the execution of the embedded software 
with the BIOS of the hardware, usage of the embedded 
Software on unauthorized hardware is therefore effectively 
blocked. The embedded software is thereby protected from 
unauthorized access. 

0013 To provide a further understanding of the inven 
tion, the following detailed description illustrates embodi 
ments and examples of the invention, this detailed descrip 
tion being provided only for illustration of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0014. The drawings included herein provide a further 
understanding of the invention. A brief introduction of the 
drawings is as follows: 
0015 FIG. 1 is a block diagram schematically illustrat 
ing a layout for executing protective measures when the 
Storage management Software embedded in a storage Server 
is operated according to one embodiment of the present 
invention; and 
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0016 FIG. 2 is a flow chart illustrating steps involved in 
the method for protecting the embedded Software, imple 
mented in executing the Storage management Software in a 
Storage Server, according to one embodiment of the present 
invention. 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

0.017. Wherever possible in the following description, 
like reference numerals will refer to like elements and parts 
unless otherwise illustrated. 

0.018. The method for protecting embedded software 
according to the invention is implemented in, for example, 
a storage Server to prevent embedded Software, Such as a 
Storage management Software, from being copied and used 
in another server without authorization. It will be understood 
that the implementation of the Software protection method 
according to the invention is not limited to the Storage 
management Software of a Storage Server, but may be 
applicable to any information appliance having the embed 
ded Software to provide a protective measure for the embed 
ded Software included in the information appliance. 
0.019 Referring to FIG. 1, the block diagram schemati 
cally illustrates a layout of executing protective measures for 
the Storage management Software embedded in a Storage 
Server according to one embodiment of the present inven 
tion. AS illustrated, once a user on a user terminal 1 has 
logged on via a network 2 to a storage server 3 enters a 
Standby Status, waiting for the user to Select and command 
the execution of a function from the embedded Storage 
management Software 30. AS the user has Selected a disk 
array related function provided by the Storage management 
Software 30, the storage management software 30 executes 
the disk array function according to its default flow chart. 
Before the associated disk array auxiliary program is called, 
a main program of the Storage management Software 30 first 
Stores the parameters to be transmitted to the disk array 
auxiliary program in address A within a memory 32. Next, 
the Storage management Software 30 calls a appliance man 
agement interrupt (SMI) application provided by the BIOS 
31, and passes a Specific parameter to inform the SMI 
application for the tasks to be executed. In other words, the 
invention uses the characteristics of the SMI to achieve the 
method for protecting the Storage management Software 30. 
0020. The embedded application software (storage man 
agement Software 30) may include numerous functions, and 
most of them being implemented through function calls with 
transmission of the parameters, typically in the form of call 
function (parameter 1, . . . , parameter n). AS described 
above, the invention uses the SMI application as a parameter 
transmission tool. After the main program has Stored the 
parameters (originally destined for the disk array auxiliary 
program) in the address A of the memory 32, function of the 
SMI application is called to pass parameter access authori 
zation to the BIOS 31. Upon acquisition of the parameter 
access authorization, the BIOS 31 encodes and rearranges 
the parameterS Stored in address A of the memory 32, and 
shifts these parameters based on a different Sequence to 
another address B of the memory 32 to be stored. Through 
the function of SMI application, the BIOS 31 then trans 
ferred the authorization to the Storage management Software 
30, which in turns, calls and passes the authorization to the 
disk array auxiliary program. 
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0021. As the BIOS 31 has previously moved the param 
eters to address B, the disk array auxiliary program called by 
the Storage management Software 30 does not carry any 
parameters. So, the disk array auxiliary program needs to 
extract and decode the parameters from the default param 
eter addresses in the BIOS 31, so as to restore the original 
parameters. The correct parameters enable the disk array 
function Selected by the user to continue proper execution in 
the Storage Server 3. 

0022. Alternatively, if the storage management software 
30 is Stolen and is executed in the unauthorized Storage 
Server, the parameters extracted from the default addresses 
set in the BIOS 31 by the disk array auxiliary program are 
erroneous. As a result, the disk array function cannot be 
executed using the correct parameters, and a principal func 
tion of the storage server is thereby disabled. 

0023 Referring to FIG. 2, the flow chart schematically 
illustrates Steps involved in the method for protecting the 
embedded Software, implemented in executing the Storage 
management Software in a Storage Server, according to one 
embodiment of the present invention. In Step S1, a user on 
a user terminal 1 logs on to the Storage Server 3 through a 
network 2, and then Selects a disk array function in the 
Storage management Software 30. Then Step S2 is executed. 

0024. In step S2, before the disk array auxiliary program 
is called, the main program of the Storage management 
software 30 stores the parameters initially to be transmitted 
to the disk array auxiliary program in address A of the 
memory 32. The execution program may be written as 
follows: 

0025 write par 1 to memory; 

0026 write par 2 to memory; 

0027 . . . . . . ; 
0028) write par 1 to memory. 

0029 Step S3 is then executed. In step S3, the main 
program of the Storage management Software 30 calls a 
function of SMI application through a standard defined by 
the BIOS 31. Through the SMI function call, the parameter 
access authorization is transferred to the BIOS 31, which in 
turn, rearranges the parameters according to a different 
Sequence. The instruction program may be illustrated as 
follows: 

0030) call an SMI function with a parameter to rearrange 
the par 1-par n into CMOS Non-volatile RAM; 

0.031) call function (); 
0032) . . . . . . ; 

0033 end; 
0034 Step S4 is then executed. In step S4, after the BIOS 
30 has acquired authorization to access parameters Stored in 
address A, the BIOS 31 encodes and rearranges these 
parameters are encoded and rearranged. The BIOS 31 shifts 
the parameters in address A according to different Sequences 
to another address B of the memory 32 to be stored, so as to 
adjust the Sequences of these parameters. A corresponding 
program may be illustrated as follows: 
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0035) BIOS SMI code: 
0036 get par 1 from memory; 
0037 . . . . . . ; 
0038 get par 1 from memory; 
0039) 
0040 

clear all memory buffer; 
put par 5 to CMOS Non-volatile RAM; 

0041 put par 1 to CMOS 
0042 put par 1 to CMOS; 
0.043 . . . . . . ; 

0044) Step S5 is then executed. In step S5, after the BIOS 
31 has completed adjusting the parameter Sequences, the 
BIOS 31 hands over the parameter access authorization to 
the main program of the Storage management Software 30. 
The main program then calls and passes the authorization to 
the disk array auxiliary program to execute the function 
selected by the user. However, as the BIOS 31 has previ 
ously Stored the parameters in address B, the disk array 
auxiliary program, when called by the main program, does 
not include or carry any parameter data needed for its 
execution. Step S6 is then executed. 
0.045. In step S6, since there is no parameter provided for 
the disk array auxiliary program to execute its function, the 
disk array auxiliary program needs to extract parameters 
from the default parameter addresses, and decodes them to 
restore the initial parameter contents. Step S7 is then 
executed. 

0046. In step S7, the disk array auxiliary program deter 
mines whether the restored parameter data is correct. If the 
parameter data is correct, Step S8 is executed, otherwise Step 
S9 is executed. 

0047. In step S8, the disk array auxiliary program uses 
the correct parameter data to execute the function Selected 
by the user. 
0.048. In step S9, incorrect parameter data indicates that 
the Storage management Software 30 is operating in a 
Storage Server without authorization, in other words, that the 
Storage management Software 30 has been accessed without 
authorization. That means the data eXtracted from the default 
parameter addresses in the BIOS 31 is not the parameters 
initially stored by the BIOS 31. Therefore, execution of the 
disk array function on the Storage Server 3 without autho 
rization is prohibited. 
0049. As described above, the method for protecting 
embedded Software uses the SMI function of the BIOS to 
rearrange and encode the parameter Sequence. The param 
eters required for executing the Software program are Stored 
in default parameter addresses in the BIOS. The software 
can properly operate only in coordination with the BIOS 
integrated in the authorized hardware, and cannot be used in 
any other unauthorized hardware. By Such coordination 
between the BIOS and the hardware, the protection method 
of the invention thereby effectively is achieved to prevent 
illegal duplication and use of the Software. 
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0050. It should be apparent to those skilled in the art that 
the above description is only illustrative of specific embodi 
ments and examples of the invention. The invention should 
therefore cover various modifications and variations made to 
the herein-described Structure and operations of the inven 
tion, provided they fall within the scope of the invention as 
defined in the following appended claims. 
What is claimed is: 

1. A method for protecting an embedded Software, 
whereby a verification mechanism of the embedded software 
is modified as to require the embedded software to be 
operated in coordination with hardware characteristics of an 
authorized electronic information appliance, the electronic 
information appliance having a storage device and firmware 
to enable execution of the embedded software only in the 
authorized electronic information appliance, the method 
comprising Steps of: 

(1) having a first program of the embedded Software Store 
parameters to be transmitted in a first address of the 
Storage device, and having the embedded Software pass 
a parameter access authorization through a function of 
the firmware to the firmware of the electronic informa 
tion appliance; 

(2) having the firmware rearrange and store the param 
eters in a Second address of the Storage device, and 
handing over the authorization to the embedded Soft 
ware, and 

(3) having the embedded Software call and pass the 
authorization to a Second program of the embedded 
Software, and having the Second program extract the 
parameters from a default parameter address, and deter 
mining whether the parameters are correct, wherein, if 
the parameters are correct, the embedded Software is 
properly executed, otherwise the embedded Software is 
disabled. 

2. The method of claim 1, wherein the electronic infor 
mation appliance is a Storage Server. 

3. The method of claim 1, wherein the storage device is 
a memory. 

4. The method of claim 1, wherein the firmware is a basic 
input/output system (BIOS). 

5. The method of claim 1, wherein the first program is a 
main program of the embedded Software. 

6. The method of claim 1, wherein the address of the 
Storage device in step (1) is a buffer in the memory. 

7. The method of claim 1, wherein the function provided 
by the firmware is an appliance management interrupt (SMI) 
function. 

8. The method of claim 1, further comprising encoding 
and rearranging the Sequence of the parameters before 
having the firmware rearrange and Store the parameters 
according to a different Sequence in a Second address of the 
Storage device in step (2). 

9. The method of claim 1, wherein the second program is 
an auxiliary program of the embedded Software. 

10. The method of claim 1, wherein the embedded Soft 
ware is Storage management Software. 

k k k k k 


