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a number of association policies such as, for example, forcing the mobile unit to only associate with access points or mobile units
on a previously set mandatory association list, providing the mobile unit with a list of preferred access points to associate with, but
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MANAGED ROAMING FOR WLANS

FIELD OF THE INVENTION

The present invention relates to the management of mobile unit roaming on
Wireless Local Area Networks (WLAN). More specifically, the invention relates to
a system to aid in network management and to enhance network security by

controlling policy for the associations between mobile units and known and managed
access points.

BACKGROUND OF THE INVENTION

WLANSs are now in common use in both large and small businesses, as public
Internet access points, and in home environments. Millions of access points and
mobile units are now deployed. Enterprises commonly deploy wireless access points
on one or more sub-networks often at multiple geographic locations. There is a
growing trend toward employing WLAN technology for public Internet access points
used by travelers or other mobile users. In a WLAN, one or more base stations or
Access Points (AP) bridge between a wired network and radio frequency or infrared
connections to one or more mobile stations or Mobile Units (MU). The MUs can be
any of a wide variety of devices including, laptop computers, personal digital
assistants, wireless bar code scanners, wireless point of sale systems or payment
terminals, and many other specialized devices. Most WLAN systems used in

business and public access environments adhere to one or more of the IEEE 802.11
family of specifications.

Since access points use a simple bridging protocol they can be added to any
wired protocol compatible network without any centralized control or intervention and
once added are difficult to detect. For example, an IEEE 802.11 compliant access
point can be made operational by simply connecting it to a wired Ethernet and
applying power. In some cases well-intentioned individuals, who do not realize the
potential problems they may be creating, add unauthorized access points to wired

LANS. In other cases, a malicious attacker or hacker adds the access point to the
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wired LAN fo gain unauthorized access. These unauthorized and unmanaged access
points are known as rouge access points. In yet other cases, an access point on
another network or sub-network associates with an organization’s mobile units.

These cases can include situations were a hacker attempts to deliberately spoof the
mobile units into associating with a malicious access point. Unauthorized access
points attached to other networks are referred to as foreign access points. To

prevent these problems, a means is required to allow network administrators to
control which access points a mobile unit associates with.

Present IEEE 802.11 WLAN standards are designed to facilitate the roaming
of mobile units between multiple access points, which may be connected to one or
more wired LANs. As a mobile unit travels from the coverage area of one access
point to another it will associate with the new access points using the Extended
Service Set (ESS) protocols. The new access point the mobile unit associates with
can be on the same sub-network or another sub-network. The standard IEEE 802.11
protocols provide no capabilities for external management of the roaming process.

In addition, the |[EEE 802.11 standards provide no means for a mobile unit to
authenticate an access point.

Several methods including the RADIUS protocols and the Extensible
Authentication Protocol (EAP, RFC 2284) provide capabilities to authenticate end-to-
end connections. Likewise, Virtual Private Networks (VPN) create secure tunnels
through public networks. A related scheme using a proxy server and address
translation is disclosed in EP 11113641 to Moles and Herle. None of these protocols

allows a mobile unit to determine if it is connected to the desired access point and
therefore the correct network or sub-network.

Mobile unit radio drivers typically provide the capabilities to set a preferred
Basic Service Set Identifier (BSSID) or exclusive BSSID. In practice, the BSSID is
equal to the MAC address of the access point for the association. Thus, the radio
drivers provide the ability to instruct the mobile unit to prefer a particular single
access point association or to exclusively use a particular single access point

association. This limited capability does not allow for the external management of

NY2 1340676 -2 -



15

20

25

WO 2004/014024

PCT/US2003/024180

the multiple access point associations possible for a roaming mobile unit, and
supported by the ESS protocols.

Access control lists are commonly used to manage the access of users and
client programs to network services and data. Numerous examples of access control
list management environments can be found include, those sold by Baltimore
Technologies, 1BM’s Tivoli Division, and the capabilities built into Microsoft's
Windows 2000 operating system. Yet none of these technologies provides the ability
to manage the dynamic roaming and access point associations required in a WLAN
environment. Further, these technologies do not provide a means for the mobile unit

to authenticate the access point or any other common network infrastructure.

Other prior art describes various schemes to facilitate the handoffs between
access points when a mobile unit roams. Yet none of these systems address the
management or authentication of the associations between the mobile units and the
access points. Examples of such systems are disclosed in WO 0215472 to Singhal,

et. al., US 5594731 to Reissner, US 3212806 to Natarajan, and US 6188681 to
Vesuna

Several schemes have been proposed to provide for mutual authentication
between access points and mobile units. Two such schemes are disclosed in EP
1178644 to Jorma, et. al., and US 20001 0048744 to Kimura. Both of these
schemes assume that each access point and each mobile unit has access to the
required security keys. Further, these schemes assume that suitable modifications
can be made to the access points to accommodate these protocols.

SUMMARY OF THE INVENTION

In one aspect the present invention comprises a system for securely
accessing a wireless network, further comprising a wireless mobile device configufed
to use wireless network protocols conforming to one or more of the IEEE 802.11
family of specifications; a program executing on the wireless mobile device; the
program being configured to cause the mobile device to use an association control

list to control communication with access points; the association control list

NY2 1340676 -3
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comprising a plurality of BSSIDs; the program being further configured to update the
association control list by communicating with a server.

In another aspect, the invention comprises a system for securely accessing

a wireless network, further comprising a wireless mobile device; a program executing

" on the wireless mobile device; the program being configured to cause the mobile

device to use an association control list to control communication with access points;
the association control list comprising digital data representing information
concerning at least one access point and whether the wireless mobile unit should
communicate with the at least one access point.

In still another aspect, the present invention comprises a system for securely
accessing a wireless network, further comprising: a wireless mobile device
comprising a processor and memory; a program executing on the wireless mobile
device; the program being configured to cause the wireless mobile device to
associate with an access point and to send a request to a server for confirmation that
the access point is authorized; the access point comprising a wireless device for

communicating with wireless devices and a wired network interface for
communicating via a wired network.

In still another aspect, the invention comprises a system for securely
accessing a wireless network, further comprising: a server configured to receive a
request to authenticate an access point from a wireless mobile device; the server
being further configured to determine whether the wireless mobile device is
associated with the access point and whether the access point is authorized, and to
provide a response to the wireless mobile device indicating whether the mobile

device is authorized to continue association with the access point.

In another aspect, the invention comprises a wireless communication seéurity‘
system, further comprising: a first wireless mobile device; a program executing on
the first wireless mobile device; the program being configured to cause the first
wireless mobile device to use an association control list to control communication
with other wireless mobile devices; the association control list comprising a plurality
of identifiers, each identifier uniquely identifying a wireless mobile device.

NY2 1340676 -4 -
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In another aspect, the invention comprises a system for securely accessing
a wireless network, further comprising a wireless mobile device; a program executing
on the wireless mobile device; the program being configured to cause the mobile
device to use an association control list to control communication with access points
and to update the association control list by communicating with a server.

In yet another aspect, the system comprises a system for securely accessing
a wireless network, comprising a server system comprising at least one server
computer and at least one software program executing on the at least one server
computer; the at least one server computer being operatively connected to a
communications network; the system being configured to receive at least one access
point identifier from a wireless mobile unit; the system being further configured to
transmit to the wireless mobile unit information concerning at least one access point

and whether the mobile unit should communicate with the at least one access point.

In another aspect, the invention comprises a system for securely accessing
a wireless network, further comprising an access point comprising a wireless device
for communicating with wireless devices and a wired network interface for
communicating via a wired network; the access point being configured to wirelessly
transmit an association control list; the association control list comprising digital data
representing information concerning at least one access point and whether at least

one wireless mobile unit should communicate with the at least one access point.

In another aspect, the invention comprises a system for securely accessing
a wireless network, further comprising a wireless mobile unit comprising a processor
and memory; a program executing on the wireless unit, the program being configured
to cause the wireless mobile unit to transmit to a server system a data structure
comprising identifiers of access points within range of the wireless mobile units; the
program being further configured to receive from the server system information
concerning at least one access point and whether the mobile unit should
communicate with the at least one access point.

In still another aspect, the invention comprises a system for securely

accessing a wireless network, further comprising: a wireless mobile unit comprising
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a processor and memory; a program executing on the wireless unit, the program
being configured to cause the wireless mobile unit to receive an association control
list from an access point; the association control list comprising digital data
representing information concerning at least one access point and whether the
wireless mobile unit should communicate with the at least one access point.

The foregoing statements of the features of the invention are not intended as

exhaustive or limiting, and the proper scope of the invention is to be understood with
reference to this entire disclosure and to the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will be described by reference to the preferred and alternative
embodiments thereof in conjunction with the drawings in which:

Fig. 1 is an overall schematic diagrammatic view according to one
embodiment of the invention:

Fig. 2A, Fig. 2B, and Fig. 2C is a process flow diagram according to one
embodiment of the invention; and,

Fig. 3 is an overall schematic diagrammatic view according to another
embodiment of the invention

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

The following detailed description refers to the accompanying drawings and
describes exemplary embodiments of the present invention. Other embodiments are
possible and modifications may be made to the exemplary embodiments without
departing from the spirit, functionality and scope of the invention. Therefore, the
following detailed descriptions are not meant to limit the invention.

The invention provides the capability for the mobile units to authenticate the
access points with which they associate with, to ensure they are authorized and/or

managed. In addition, the system can:enforce a number of association policies
including:

NY2 1340676 -6 -
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(@) forcing the mobile unit to only associate with access points on a previously set
mandatory association list;

(b) providing the mobile unit with a list of preferred access points to associate with,
but allowing association with other access points; and,

(c) providing the mobile unit with an excluded association list of access points it is
not to associate with.

The invention manages the access point associations of mobile units through
the distribution and management of association lists from one or more management
servers to management clients on the one or more mobile units. The Iiéts can
contain mobile unit identifiers (preferably BSSIDs) for access boints with which the
mobile unit must exclusively associate, the BSSIDs for access points the mobile unit
preferentially associates with, and identifiers for access points with which the mobiie
unit is excluded from associating. Mobile units using mandatory association lists will
typically not need to maintain preferred association lists or excluded association lists.
Typically, mobile units using mandatory association lists are used in a restricted
environment where network managers want to limit the roaming of the mobile unit.

Mobile units maintaining preferred association lists can, optionally, maintain
excluded association lists or vise versa. Mobile units using preferred association lists
and excluded association lists are free to roam to any access point (except the

excluded ones), as required, but will use the preferred access points (if availabie).

When a mobile unit roams to an access point on a new sub-network it can
optionally perform a login procedure with a security server, during which
authentication information, such as shared secret information, is typically exchanged.
At the same time the mobile unit typically verifies the access point being used
through the security server to verify that it is in fact a known and managed access
point. The login procedure provides verification to the security manager that the
mobile unit is an authorized one. The verification of the access point demonstrates
it is the authorized access point and not another access point spoofing the legitimate
authorized access point. As the mobile unit roams from one access point to another
within the same sub-network, the security server preferably verifies each access ’
point with which the mobile unit associates to ensure that the mobile unit is not being '

‘ spoofed.

NY2 1340676 -7 -
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The invention allows management of mobile unit associations with numerous
access points attached to a large number of wired sub-networks. Many existing
access points do not have the flexibility to manage large association lists or to
directly perform authentication protocols with the mobile units. Further, it may be
impractical in some organizations to create and distribute a single association list for
all access points. When a mobile unit, using a preferred association list, first
connects to a new sub-network, possibly in a new geographic location, it determines
which access points have sufficient signal strength to associate with. The mobile
unit looks in the preferred association list to determine if any of the access points are
on the list, and if so initiates an association with them. If none of the access points
are on the preferred association list the mobile unit checks the excluded association
list (if any) to verify that it can associate with one or more of the access points. The
mobile unit then associates with any one of the allowed access points on a
temporary basis. Once an association is made, the mobile unit generally logs into
a security server and authenticates the access point. The mobile unit then connecis
to a management server and down loads the preferred association list for that sub-
network. The mobile unit can maintain the current association if the access point
being used is on the preferred association list. If not, the mobile unit will attempt to

discover and associate with an access point on the preferred association list, as part
of normal operation.

The invention provides the capability for mobile units to use the services of
multiple security servers and roaming management servers under control of one or
more organizations. Each set of servers can manage one or more sets of association
lists for the access points under control of these organizations. The lists can be
organized in a hierarchical manner. In one example, an organization may have the
top level of the hierarchy controlled by the servers at the headquarters, and with
servers on sub-networks in departments or at regional offices controlling lower levels
of the hierarchy. The hierarchy can be further organized to manage network traffic,
network access, etc., as required. The organization may choose to have access
points on its own sub-network used for primary access, and those of an external
service provider used for secondary access. In this way, the organization can

minimize the fees paid to the service provider, while still gaining benefits of the

NY2 1340676 -8 -
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service. In another example, the public access point service provider uses the
hierarchical association lists to require customers’ mobile units to preferentially
associate with the company’s access points and use roaming partners’ access points
only when one of the company's own access points is not accessible.

In cases where a mobile unit is using a mandatory association list and must
connect to a new sub-network the invention provides a secure wired list update or
synchronization capability. The mobile unit connects to the wired network, and
optionally authenticates with a security server. A management server then loads a
new or updated exclusive association list into the mobile unit. Using this new list, the
mobile unit can begin communications with any access points on the list. Mobile
units using preferred access lists or exclusion lists can use the same wired update

and synchronization cabability if they are unable to update those lists over the
wireless network.

Since new access points can be added to any of the wired sub-networks at
any time, the management server attempts to auto-discover the presence of the new
access points. Typically, the management server auto-discovers a new access point
by detecting its MAC address through monitoring of layer 2 packet headers or by
monitoring inter-access point communications. Once a new access point is auto-
discovered, the management server adds it to the appropriate mobile unit access
management lists. A network management server may then automatically configure
the access point to reflect the organization’s network management policies and
procedures. Generally, only access points that can be profiled and managed are
added to the access lists. Access points that are of unknown or unmanageable
types are typically added to the excluded list. Atthe same time the security server
will enforce security policies for the newly discovered access points and will
subsequently be able to authenticate the association of mobile units with the new
access points. As an added security and network administration measure, the
management server may query a network administrator for approval before updating
the lists. If multiple, distributed management servers are used, list updates are
propagated to the other servers, as required. The update association management

list is then sent to all mobile units associated with the managed access points on the
sub-network.

NY2 1340676 -0
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Peer-to-peer or ad-hoc associations created between mobile units introduce
particular security and network management probléms. Hackers can use peer-to-
peer associations to gain unauthorized access to data and networks. To address
these and other problems the invention provides the capability to manage peer-to-

peer associations. Peer-to-peer association policies, which can be enforced with the
invention, can include but are not limited to:

(a) not allow any peer-to-peer or ad-hoc associations;

(b) only allow peer-to-peer associations between mobile units with mutual
authentication capability, information on which mobile units have this
capability possibly coming from a preferred association list;

(c) only allow peer-to-peer associations between mobile units on a specific
mandatory association list; and,

(d) only allow peer-to-peer associations between mobile units on a specific

mandatory association list, and for which mutual authentication is possible.

A diagrammatic view of one embodiment of the invention is shown in Figure
1. This discussion is intended to show an exemplary embodiment only. 1t will be
understood by those skilled in the art that the functional blocks shown on the
diagram can be combined or further distributed as required for a given

implementation without changing the function, scope or spirit of the invention.

The roaming control client 32 manages roaming of the mobile units 28
between the multiple access points 20 on one or more sub-networks 18 through the
wireless links 26. The roaming control client uses the one or more AP association
lists 34 to determine mandatory access point associations, preferred access point
associations and excluded access point associations.

When mobile units 28 roam to new sub-networks 18 or are initialized, one or
more security servers 10 authenticate the mobile units 28, typically using security
information stored by the server 14 and in the mobile unit 30. The security server
also provides a means for the mobile units to authenticate associations with access

points 20, typically using Simple Network Management Protocol (SNMP) traps 22
and MU association lists 36.

NY2 1340676 -10-
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The roaming server 12 creates and maintains association lists 16 which are
distributed to the mobile units 28 for storage 34. The roaming control client 32 on
the mobile ﬁnit 28 uses these one or more association lists to manage the roaming
of the mobile unit between access points 20 on one or more sub-networks 18. A
mobile unit can receive a set of hierarchically organized lists from multiple roaming

control servers, which are, themselves, hierarchically organized and possibly under
control of different organizations. ‘

The one or more sub-networks 18 are typically interconnected and provide
connectivity between one or more security servers 10, one or more roaming control
servers 12, the mobile units 28, and the access points 20. The security servérs and
roaming servers are organized hierarchically and a server can be used on one or
more sub-networks. Control or administration of the servers typically falls to the
organization controlling the sub-networks managed. In some embodiments the
roaming control serveré and/or security servers can be distributed to execute in
whole or in part on the access points 20. In some embodiments, the association lists
are created on one or more centralized or distributed roaming control servers, and

stored on the access points, from which, the lists are distributed to the mobile units.

When a mobile unit 20 requires synchronization of the access point
association lists 34 or shared secret keys 30 through the wired network 18, the
mobile unit is connected to the network device interface 24. Once connected to the

network device interface the mobile unit can directly communicate to the one or more

roaming servers 12 and one or more security servers 10. The network device

interface can be of any suitable type including, a network interface card for direct
cable connection or a cradle.

Preferred Association List Process Flow

Mobile units 28 can connect to or roam to one or more sub-networks 18
where they associate with one or more access points 20 under control of the roaming
control client 32. Once a mobile unit has associated with an access point, it can
roam to other access points on the same sub-network or roam to another sub-
network. A process flow diagram for a mobile unit using a preferred association list

NY2 1340676 -11 -
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34 and an optional excluded association list 34 is shown in Figure 2A, 2B, and 2C.
This discussion is intended to be an exemplary embodiment only. It will be
understood by those skilled in the art that the order the steps described can be

changed, certain steps can be removed and new steps added without changing, the
scope, spirit or functionality of the invention.

A mobile unit 28 initiates an association process 50 to an access point 20 on
a sub-network 18 either when it is initialized or roams to the new sub-network. The
mobile unit detects available access points 51, typically using the methods specified
in the |IEEE 802.11 specifications. Based on the sub-network identification (or
ESSID) the roaming control client invokes 52 the correct set of association control
lists 34. The roaming control client on the mobile unit determines 54 if any of the
detected access points are on its preferred association list 34. If one or more of the
access points is on the preferred list, the mobile unit will associate with the preferred
access point 55. The security server 10 then optionally authenticates the mobile unit
60. The mobile unit may optionally authenticate 62 the access point, possibly using

the assistance of the security server. The mobile unit can then begin regular
communications 76.

If none of the access points 20 is on the preferred list, the roaming control
client 32 in the mobile unit 28 determines 58 if a given access point is on the
excluded list 34. If not, the roaming control client creates a temporary association
56 with the best available access point. The security server 10 then optionally
authenticates the mobile unit 60. The mobile unit may optionally authenticate 62 the

access point 20, possibly using the assistance of the security server. The mobile
unit can then begin regular communications 76.

if the access point 20 the mobile unit 28 is associated with is on the excluded
association list, the roaming control client determines if there is another usable
access point 66. If so, the rbaming control client determines if the access point is on
the excluded association list 58. If all available access points 20are on the excluded
association list 34, the roaming control client 32 indicates to the user of the mobile
unit 28 that an association cannot be made. The user is given the option to

synchronize the association lists on the wired network 18. The user then determines

NY2 1340676 -12 -
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if this connection is possible 59. If not, the mobile unit continues to detect access
points 51 until a usable one is discovered. If a wired network connection is possible,
the user connects 68 the mobile unit to any available network device interface 24.
The security server 10 then optionally authenticates 70 either the user or the mobile
unit itself or both. Suitable authentication methods are discussed in a section
below. If required, security information 14 on the security server 10 is exchanged to
update the security information on the mobile unit 30 at this time. Once
authenticated, the roaming control client on the roaming control client polls the
roaming server 12 and determines if the association lists on the mobile unit 34 needs
to be synchronized with the lists 16 on the server, and if so, updates the association
lists 71. In an alternative embodiment, the roaming control server discovers the
presence of the mobile unit at the network device interface and initiates the
synchronization of the association control lists. Once the association lists on the
mobile unit are synchronized, the mobile unit attempts to detect access points 51
and continues the process already described.

If no access point on the preferred list can be located the mobile unit 28
initiates a temporary access point 20 association 56, the roaming control client 32
discovers which roaming control server 12 and 'security server 10 to use on that sub-
network 18 and optionally authenticates the servers 57. The security server then,
optionally, authenticates 60 the mobile unit using the security information 14, 30.
Suitable authentication methods are discussed in a section below. The mobile unit
then optionally authenticates the association with the access point 62. The mobile

unit then begins regular communications 76 through the sub-network 18 and beyond.

When a mobile unit 28 associates with a new sub-network 18 it discovers the
security server 10 and roaming control server 12 with authority for that sub-network.
The servers identify themselves to the mobile unit by a server identifier (server ID).
This discovery process can use any suitable method, including:

(a) broadcasting a message to solicit a response from the servers indicating the

server ID, followed by mutual authentication between the mobile unit and
the servers;

(b) contacts the correct server for the sub-network (determined by the sub-
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network address) by a fixed or preset network (IP) address, typically
followed by mutual authentication between the mobile unit and the servers;
and, .

(c) connecting to central servers (typically at a fixed network address), which
return the addresses for the servers used on that sub-network and, typically

followed by mutual authentication between the mobile unit and the servers.

Once communications with the sub-network 18 and beyond have been
established 76, the roaming control client 32 begins a regular process of roaming

management. This process proceeds in an infinite loop until the mobile unit 28 is
turned off or reinitialized.

The roaming control client 32 determines if the mobile unit 28 is roaming 78
to a new access point 20. If so the mobile unit detects the presence of other access
points 80. The roaming control client determines 82 if the new access points are on
a new sub-network 18. If so the access point invokes the correct association control
lists for that sub-network 84.In either case, the roaming control client determines 54
if any of the access points detected are on the preferred association list 34. The
process then proceeds as has already been described.

Periodically, the roaming control client 32 determines 92 if the mobile unit 28
is associated with an access point 20 on the preferred association list 34. If not, the
mobile unit attempts to detect 94 an access point on the preferred association list.

If a suitable access point can be found 96, the mobile unit associates with it 98. The

roaming control client can then, optionally, authenticate the access point 100, using
any suitable method as is described below.

If the roaming control server 12 has a new or updated association list 16 or
lists available 102, the roaming control client 32 synchronizes 104 the updated list(s)
to the mobile unit 28. The roaming control client periodically polls the roaming
control server to determine if a new or update list is available. Alternatively, the
roaming control server can notify the roaming control clients on the mobile units

associated with the one or more sub-networks 18 whenever a new or updated list is
available.
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Use of Mandatory Association Lists

In situations where maximum security is required or where network
administrators wish to limit the roaming of mobile units 28 for some other reason, a
mandatory association list 34 is employed. When a mandatory association list is
employed the roaming control client 32 forces the mobile unit to only associate with
access points 20 that are on the list. In some embodiments, the roaming control
client selects the correct association list based on the identifiers for the sub-network.
Whenever a mobile unit 20 using a mandatory association list 34 is initialized or
roams to a new sub-network it typically executes the following steps:

(a) the roaming control client 32 in the mobile unit 28 detects the presence of
any access points 20 using standard IEEE 802.11 protocols;

(b) the roaming control client looks on the mandatory association list 34 to
determine if any of the available access points are on that list; and,

(c) the mobile unit associates with one of the access points on the mandatory
association list; and,

(d) optionally, the security server 10 authenticates the mobile unit and the

mobile unit authenticates the access point using the methods described
latter in this‘document.

If none of the available access points 20 are on the mandatory association list
34, the list may need to be synchronized or updated on the wired network 18. The
mobile unit may inform the user of the need to synchronize the list. The user
connects 68 the mobile unit to any available network device interface 24. The
security server 10 then optionally authenticates either the user or the mobile unit
itself or both. Suitable authentication methods are discussed in a section below.
If required, security information on the security server 14 is exchanged to update the
security information on the mobile unit 30 at this time. Once authenticated, the
roaming control client on the mobile unit 28 polls the roaming control server 12 and
determines if the association lists 34 on the mobile unit needs to be synchronized
with the lists 16 on the server, and if so, updates the lists. In an alternative
embodiment, the roaming server discovers the presence of the mobile unit at the
network device interface and initiates the update. Once the mandatory association
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list on the mobile unit is updated, the mobile unit associates with one of the access
points on the list and optionally authenticates the access point.

When the mobile unit 28 must roam to another access point 20, the roaming
control client 32 typically executes the following steps:
(a) the roaming control client 32 in the mobile unit 28 detects the presence of any
access points 20 using standard IEEE 802.11 protocols;
(b) the roaming control client looks on the mandatory association list 34 to
determine if any of the available access points are on that list; and,
(c) the mobile unit associates with one of the access points on the mandafory

association list; and,

(d) optionally, the mobile unit authenticates the access point using the methods
described latter in this document.

Mobile Unit Authentication

The one or more security servers 10 can perform the authentication of the
mobile unit 28 through any suitable method. In general a cryptographic

authentication is preferred. Those skilled in the art will be familiar with multiple
suitable methods.

In one embodiment, the security information 14, 30 on the security server 10
and the mobile unit 28 is a shared secret key. In this case messages with known
content are typically exchanged between the security server and the roaming control
client 32. If these messages can be decrypted satisfactorily, the server and the
mobile unit have successfully authenticated each other. This authentication can be

symmetric (as just described) or asymmetric where only the mobile unit is
authenticated.

In another embodiment, the security information 14, 30 on the security server
10 and the mobile unit 28 is a Public Key Infrastructure (PKl) certificate. In this case
the security server can act as the PKI certificate authority or certification authority.
Alternatively. the security server can use an external certificate authority or

certification authority. The authentication, once again, can be symmetric or
asymmetric.
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As an alternative or supplement to authentication of the mobile unit 28, the
user can be authenticated. The security server 10 typically performs this
authentication using the security information 14, 30. This authentication can be a
simple user name and password login, preferably using an encrypted connection (i.e.

SSL). Alternatively a cryptographic method can use techniques including PKI or
shared factor authentication protocols such as Keberos.

In some embodiments, the security server 10 allows the mobile unit 28 a
certain period of time to complete the authentication process. If the mobile unit
cannot complete the authentication process within the prescribed period of time, the
security service will consider the mobile unit to not be authenticatable. Alternatively,
a mobile unit, which cannot execute the authentication protocol correctly, is
considered not to be authenticatable. Access for none authenticatable mobile units
can be restricted in any manner desired. Some examples of access restrictions
include:

(a) The security server 10 can instruct the access points 20 to cease association
with the non-authenticatable mobile unit 28, effectively preventing the mobile
unit from obtaining access to the network 18;

(b) The security server 10 can connect the mobile unit 28 to the network 18,
through the access points 20, using a restricted access virtual LAN. The virtual
LAN may give the user of the mobile unit access to public services, including
the Internet, but not internal services, as a guest user; and |

(c) The security server can allow connection of the mobile unit 28 to the network

18, through the access points 20, while limiting network services access using
an access control list or other means. '

In every case the security information 14, 30 on the security server 10 and the
mobile unit 28 are preferably exchanged on a wired sub-network 18, using the device
network interface 24, to improve security. Alternatively, the security information can
be exchanged or updated over the wireless connection 26.

Access Point Authentication

"To prevent spoofing attacks by foreign access points, the mobile unit 28 will
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usually authenticate any access points 20 it associates with. Access points do not
typically have built in authentication capability. Still a number of suitable methods

exist for this authentication. Generally, the mobile unit uses the services of the
security server 10.

In one embodiment, the security server 10 subscribes to the messages from
an SNMP trap 22 on the access point 20. When a mobile unit 28 associates with
that access point, the trap sends a message indicating the association information.

The roaming control client 32 on the mobile unit polls the security server, which
verifies (or not) that it has received the message for that association. In an
alternative embodiment, the security server transmits a authentication message to
the roaming control client as soon as the SNMP message is received.

In another embodiment, the roaming control client 32 on the mobile unit 28,
polls the security server 10, which in turn, polls the access point 20 to receive the MU
association list 36. The security server verifies that the mobile unit association is on

the list (or not) and reports the result to the roaming control client.

Management of Peer-To-Peer Associations

Peer-to-peer associations between mobile units 28 are manage by the

. roaming control client 32 using the security information 30 and association lists 34.

These association lists are synchronized with the one or more roaming control
servers 12 as has already been described. The roaming control clients can execute
a number of peer-to-peer association policies, which can include but are not limited
to:

(a) not allow any peer-to-peer or ad-hoc associations;

(b) only allow peer-to-peer associations between mobile units with mutual
authentication capability, information on which mobile units have this capability
possibly coming from a preferred association list;

(c) only allow peer-to-peer associations between mobile units on a specific
mandatory association list; and,

(d) only allow peer-to-peer associations between mobile units on a specific
mandatory association list, and for which mutual authentication is possible.

NY2 1340676 .18 -



10

15

20

25

30

WO 2004/014024 PCT/US2003/024180

The mobile units can perform mutual authentication during peer-to-peer
associations in a number of suitable ways. Suitable techniques include:

(a) the mobile units exchange messages encrypted with a shared secret key or use
a shared factor authentication protocol such as Keberos;

(b) the mobile units are authenticated through the security server 10, and the

security server sends authentication messages to the mobile units participating
in the association; and,

(c) authentication through an external certificate authority or certification authority,
possibly using PKI techniques.

Hierarchical Roaming Management

In many practical situations, multiple security servers 10 and/or mulkiple
roaming control servers 12 will be used. The invention provides the capability to
manage these multiple servers in a hierarchical structure. Generally, this hierarchy
is organized with respect to a mobile unit 28 or a group of mobile units belonging to
a particular organization. In other words, each organization with management
responsibility for management of mobile units will create and manage a hierarchy
suitable for its association policies. Typically, an organization will make one set of
servers, under its control, the top of the hierarchy for the mobile units under its
control. Both the roaming control servers and the security servers can manage
‘mobile unit 28 associations on one or more sub-networks 18. For example, a
company may choose to make the servers at the headquarters the top of the
hierarchy with servers in departments and other sub-networks or geographic
locations organized intd a tree structure. In another example, a company may
choose to use external service providers for wireless network access, and may

therefore choose to make its own servers the root of the hierarchy with the service
provider’s servers as subservient.

The security information 14 in the hierarchy of security servers 10 and the
association lists 16 in the roaming control servers 12 can be propagated to the other
servers by any suitable methods. Two examples of such methods are:

(@) servers synchronize security information and association lists both up and down -
the hierarchy so fhat common information is held by all servers; and,
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(b) servers act as proxy servers for others up and down the hierarchy and thus do

not store all information locally, but rather traverse the hierarchy to find the
required information or services.

The method used to propagate the security information 14 and the
association lists 16 need not be the same. In one example, the association lists are
propagated to all roaming control servers 12 in the hierarchy, while security
information is kept in a "home” security server 10 and is accessed by other security
servers through a proxy protocol.  Alternatively, each mobile unit 28 can store
security information 30 for each sub-network 18 it uses. In this case, the security
servers 10 for each sub-network contain the corresponding security information 14.

The servers have a server ID, used by the mobile unit to refer to the correct servers
for each sub-network.

Mobile units 28 connect to the appropriate servers for the sub-network 18
they are associating with. Methods used by the mobile units to discover the correct
servers have already been discussed. The mobile units maintain one or more sets

of association lists 34 for the access points 20 on each sub-network it uses. The

" correct set of association lists can be invoked based on the sub-network address and

corresponding server ID. Alternatively, the appropriate lists 16 can be dynamically

loaded from the roaming control server 12, whenever the mobile unit roams to sub-
network.

Access List Management

The invention provides capabilities to reduce the workload on network
managers or network administrators. These capabilities include, addition or deletion

of new access points to the association lists 16 managed by the roaming control

server 12, and the addition, updating and deletion of security information 14 in the
security server 10. Updated association lists and security information is then

propagated to the mobile units 20 as has already been described. Manual operations

performed by network administrators are either performed on an integrated network

management console or an application specific user interface.
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_ The roaming control server 12 attempts to auto-discover the presence of the
new access points 20 added to the network 18. Typically, the roaming control server
auto-discovers a new access point by detecting its MAC address through monitoring
of layer 2 packet headers or by monitoring inter-access point communications. Once
a new access point is auto-discovered, the roaming control server adds it to the
appropriate association lists 16. Generally, only access points that can be proﬁled
and managed are added to the access lists. Access points that are of unknown or
unmanageable types are typically added to the excluded list. At the same time, the
roaming server notifies the security server 10 of the presence of the new access
point. The security server then enforces security policies for the newly discovered
access points and will subsequently be able to authenticate the association of mobile
units with the new access points. As an added security and network administration
measure, the management server may query a network administrator for approval
before updating the lists. If multiple, distributed management servers are used, list
updates are propagated to the other servers, as required. The update association
management list is then propagated to all mobile units 28 associated with the
managed access points on the sub-network 18.

in some embodiments, the roaming control server 12 can attempt to build
preferred access point 20 association lists 16, 34 based on a number of criteria, as
determined by administration policies. Examples of access point association
policies, which can be used or combined arbitrarily, may include but are not restricted

to: .

(a) Access points 20 with better management capability;

(b) The level of security capability in the access point 20, with preference given to
access points able to execute the security protocols best suited to the
applications software being run on each particular mobile unit 28:

(c) The quality of service capabilities or capacity of the access point 20 and the
network 18 connected to the access point. For example, mobile units 28
running applications requiring high bandwidth or fast response times may

- prefer to use higher capacity or faster access points, while access points with

lower bandwidth or longer response times can be used by mobile units with
less critical applications; or
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(d) The cost of using a particular access point 20, with preference given to the
least expensive association with suitable characteristics to run the applications
or services required by each mobile unit 28. |

In some embodiments, users of mobile units 28 can configure the association
control lists 34. This configuration is allowed provided it does not violate any policy

or setting configured by the one or more roaming control servers 12.

Alternative Association List Distribution

In some alternative embodiments, the association control lists 16, 34 are
broadcast, on the wireless links 26, by the access points 20 to the mobile units 28
on a periodic basis. This broadcast may be a part of the beacon message access
points periodically transmit or may be a separate broadcast. When a mobile unit
wishes to associate with access points on a sub-network 18, it receives the
association control list in the broadcasts from the one or more access points on the
sub-network. The roaming control client 32 uses the information in the lists to allow
the mobile unit to associate with one or the access points. Once associated, the
mobile unit may be authenticated by the security server 10 and may then
authenticate the access point, possibly using the services or the security server. In

one embodiment, the list is signed by a trusted party and the signature is verified by
the mobile unit before relying on the list.

If the mobile unit 28 is unable to authenticate the access point 20 or verifiy a
trusted signature on the association lists 34, the association lists 34 received may
not be trustworthy. The mobile unit may take one of a number of actions, including:
(a) continue the association with the unauthenticated access point while searching
for association lists from an authenticatable access point;

(b) cease association with the unauthenticated access point and search for
another authenticatable access point, and;

(c) limit information transmitted though the unauthenticated access point while

searching for association lists from an authenticatable access point.

'In many respects this alternative embodiment is similar to the embodiments
already described. The only difference being the method used to distribute the
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association control lists. Other details of operation can be inferred from the previous
discussion.

In some alternative embodiments the association management and
authentication is performed on a centralized or distributed servers rather than on the
mobile units. A diagrammatic view of one of these alternative embodiments is shown
in Figure 2. This discussion is intended to show an exemplary embodiment only. It
will be understood by those skilled in the art that the functional blocks shown on the
diagram can be combined or further distributed as required for a given
implementation without changing the function, scope or spirit of the invention.

Further, many of the details of other embodiments, already discussed, apply equally
to the alternative embodiments.

The roaming contro! server 154 manages the associations of the one or more
mobile units 168 with the multiple access points 160 on one or more sub-networks
158, through the wireless links 166. The roaming control server creates and uses
the one or more association lists 156 to determine mandatory access point
associations, preferred access point associations and excluded access point
associations for the mobile units. These association management policies have

already been described. Methods for creation and management of the association
lists and policies have already been discussed.

When a mobile unit 168 is initialized or needs to connect with a new sub-
network 158, it creates a temporary association with an access point 160. The
choice of this access point is determined by criteria that are familiar to those skilled
in the art, such és, Received Signal Strength Indication (RSSI) on the wireless links
166. Once the temporary association has been made the security server 150 will
optionally authenticate the mobile unit, generally through the exchange of security
information 170 and comparing this information with the information stored in the
server 152. Alternatively, other security methods such as Public Key Infrastructure
can be applied. In some embodiments, the security server will periodically
authenticate the access points 160. Suitable methods for the authentication of
mobile units and access points have already been discussed in detail.
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Once the mobile unit 168 has temporarily associated with an access poinf
160, and optionally been authenticated, the roaming control client 172 sends
information (including ESSID, BSSID and RSSI) to the roaming control server 154.
The roaming control server uses this ihformation and the association control lists
156 to determine which access points 160 the mobile unit should associate with.
The association information is transmitted to the roaming control client, possibly over
a secure connection. The roaming control information can take the form of a
mandatory command or a recommendation. Typically a recommendation is made in
association with a prefer association list and a command is issued to enforce policies
for excluded or mandatory association lists. Based on the information received the
mobile unit takes the appropriate action, which may include:
(@) maintaining the association if the access point is on the preferred or mandatory
association lists;
(b) changing association to a recommended access point, if one is available:
(c) ceasing association with an access point on an excluded list, and change
association to an allow access point, if one is available; or
(d) ceasing association with an access point not on a mandatory association list

and change association to an access point on the list, if one is available.

In some embodiments, the roaming control client 172 reports a new access
point 160 association to the roaming control server 154. As an added security and
network management step the roaming control server can optionally verify this
association with the access point. This verification can be accomplished in a number
of ways including, for example, (a) verifying that the mobile unit is on the MU
association list 164 or (b) receiving an Simple Network Monitoring Protocol (SNMP)
trap 162 from the access point indicating the new association.

Once the mobile unit 168 and rbaming control server 154 have completed and
possibly verified an access point 160 association, the mobile unit begins normal
communications with one ore more entities connected to the sub-network 158, the
wireless links 166, and beyond. In cases where the mobile unit is unable to perform
the association instructions, the security server 150 cannot authenticate the mobile

unit or the access point, or the roaming control server 154 cannot verify the
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association between the access point and the mobile unit, the to connections and
services on the sub-network and beyond may be restricted. Methods to restrict
network and service access have already been discussed in detail.

One or more security servers 150 and roaming control servers 154 can
manage associations for the one or more sub-networks 158. The one or more sub-
networks are typically interconnected and provide connectivity between one or more
security servers, one or more roaming control servers. In some embodiments the
'security servers and roaming servers are organized hierarchically and a server can

control associations and security on one or more sub-networks. Control or
administration of the servers typically falls to the organization controlling the sub-
networks managed. In some embodiments the roaming control servers and security
servers can be distributed on the access points 160. The use and management of

hierarchical servers have already been discussed in detail.
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What is claimed:

1. A system for securely accessing a wireless network, comprising:
a wireless mobile device configured to use wireless network protocols
‘conforming to one or more of the IEEE 802.11 family of specifications;
5 and
a program executing on the wireless mobile device, the program being
configured to cause the mobile device to use an association control list
to control communication with access points; the association control list
comprising a plurality of BSSIDs; the program being further configured to
10 update the association control list by communicating with a server.

2. The system of claim 1, wherein the association control list is specific to one or
more network segments.

3. A system for securely accessing a wireless network, comprising:
a wireless mobile device; and
15 a program executing on the wireless mobile device, the program being
configured to cause the mobile device to use an association control list
to control communication with an access point, the association control list
comprising digital data representing information concerning at least one

access point and whether the wireless mobile unit should communicate
20 with the at least one access point.

4. The system of claim 3 wherein the wireless network conforms to one or more
of the IEEE 802.11 family of specifications.

5. The system of claim 3 wherein the wireless network conforms to one or more
standards promulgated by The Bluetooth SIG, Inc.

25 6. The system of claim 3 wherein the wireless network is infrared.

7. The system of claim 3 wherein the association control list comprises a list of
preferred access points with which the wireless mobile device will associate in
preference to access points not on the list of preferred access points.
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The method of claim 7 wherein the wireless mobile device searches for an
access point on the list of preferred access point when the wireless mobile unit

is not associated with an access point on the list of preferred access points.

The system of claim 3; further comprising a second association control list, the
second association control list and the association control list forming at least
a portion of an association control list hierarchy.

The system of claim 3, wherein the association control list is determined to
reduce the cost of network access.

The system of claim 3, wherein the association control list is determined to
increase network capacity and performance.

The system of claim 3, wherein the association control list comprises

information identifying one or more access points with which the wireless
mobile device is forbidden to associate.

- The system of claim 3, wherein the association control list comprises

information identifying one or more access points with which the wireless
mobile device must exclusively associate.

The system of claim 3, wherein the association control list is updated by
communicating with a server.

The system of claim 14, wherein the communication occurs over the wireless
network.

The system of claim 14, wherein the communication occurs when the one or
more mobile units are connected to a wired network.

The system of claim 15, wherein the client program authenticates an access
point before updating the association control list via the access point.

The system of claim 14, wherein the client program authenticates the server
before updating the association control list.
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The system of claim 3, wherein the association control list is updated by

communicating with a first server and is further updated by communicating with
one or more additional servers.

The system of claim 19, wherein the first server and the one or more additional
servers are hierarchically related.

The system of claim 19, wherein the precedence of association control policies
applied the access control lists is determined with respect to the hierarchy.

The system of claim 3 wherein the association control list is updated by
communicating with a first server, and a second association control list is
updated by communicating with a second server, and the program is further
configured to cause the mobile device to use the association control list and the

second association control list to control communication with access points.

The system of claim 14, wherein the server automatically detects the presence

of at least one new access point on at least one network segment and
subsequently updates at least one association control list.

The system of claim 23, wherein the server adds the at least one access point
with a known property or type to at least one association control lists.

The system of claim 23, wherein the server adds information identifying one or
more access points of unknown type or properties to at least one association
control list so as to forbid wireless devices using the at least one association

control list from associating with the one or more access points of unknown
type or properties.

The system of claim 23, wherein authorization of a network administrator is
required to update an association control list.

The system of claim 3, wherein a server is used to facilitate the authentication
of the access point by the mobile unit.

The system of claim 3, wherein the association control list is specific to one or
more network segments.
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A system for securely accessing a wireless network, comprising:

a wireless mobile device comprising a processor and memory; and

a program executing on the wireless mobile device, the program being
configured to cause the wireless mobile device to associate with an
access point and to send a request to a server for confirmation that the
access point is authorized, the access point comprising a wireless device

for communicating with wireless devices and a wired network interface for
communicating via a wired network.

The system of claim 29, wherein the program is further configured to cause the
wireless mobile device to cease association with the access point if the

wireless mobile device does not receive confirmation that the access point is
authorized.

The system of claim 29, wherein the wireless mobile device stores an identifier
of the access point if the server does not confirm that the access point is
authorized, and subsequently transmits the identifier to the server.

The system of claim 29 wherein the wireless network conforms to one or more
of the IEEE 802.11 family of specifications.

The system of claim 29 wherein the wireless network conforms to one or more
standards promulgated by The Bluetooth SIG, Inc.

The system of claim 29 wherein the wireless network is infrared.

The system of claim 31, wherein the server adds information identifying the
access point to at least one association control list so as to forbid wireless

devices using the at least one association control list from associating with the
access point.

The system of claim 35, wherein authorization of a network administrator is
required to update the list of access points.

A system for securely accessing a wireless network, comprising a server
configured to receive a request to authenticate an access point from a wireless
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mobile device, the server being further configured to determine whether the
wireless mobile device is associated with the access point and whether the
access point is authorized, and to provide a response to the wireless mobile

device indicating whether the mobile device is authorized to continue
association with the access point.

The system of claim 37, wherein the server is further configured to detect each
association between the access point and the wireless mobile device and to
disable communications between the access point and the wireless mobile

device if no request to authenticate the access point is received within a
predetermined interval.

The system of claim 37, wherein the server restricts the network access or

network service privileges of the mobile device if the mobile device is not
authorized.

A wireless communication security system, comprising:

a first wireless mobile device; and

a program executing on the first wireless mobile device, the program
configured to cause the first wireless mobile device to use an association
control list to control communication with other wireless mobile devices;
the association control list comprising a plurality of identifiers, each
identifier uniquely identifying a wireless mobile device. |

The system of claim 40 wherein the wireless network conforms to one or more
of the IEEE 802.11 family of specifications.

The system of claim 40 wherein the wireless network’conforms to one or more
standards promulgated by The Bluetooth SIG, Inc.

The system of claim 40 wherein the wireless network is infrared.
The system of claim 40, wherein the identifiers comprise IBSSIDs.

The system of claim 40 wherein one or more servers control the content of the
association control list.
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The system of claim 45 wherein a plurality of servers are organized in a
hierarchy.

The system of claim 40 wherein the control list comprises informétion

identifying one or more other mobile units with which a given mobile unit is
forbidden to associate with.

The system of claim 40 wherein the control list comprises information

identifying one or more other mobile units with which a given mobile unit must
exclusively associate with.

A system for securely accessing a wireless network, comprising:

a wireless mobile device; and

a program executing on the wireless mobile device, the program being
configured to cause the mobile device to use an association control list
to control communication with access points and to update the
association control list by communicating with a server.

The system of claim 3, wherein the program is further configured to cause the
mobile device to use a user-configurable association control list to control
communication with access points to the extent that the user-configurable
association control does not conflict with the association control list.

The system of claim 3, wherein the program is further configured to cause the
mobile device to select among a plurality of association control lists to control
communication with access points based on an access point
transmitted by each access point.

identifier

A system for securely accessing a wireless network, comprising a server
system comprising at least one server computer and at least one software
program executing on the at least one server computer, the at least one server
computer being operatively connected to a communications network, the
system being configured to receive at least one access point identifier from a

wireless mobile unit, the system being further configured to transmit to the

NY2 1340676 - 3 1 -
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wireless mobile unit information concerning at least one access point and
whether the mobile unit should communicate with the at least one access point.

The system of claim 52, wherein the server system is further configured to
receive an identifier of the mobile unit.

The system of claim 52, wherein the server system is further configured to
apply a criterion to determine at least a portion of the information.

The system of claim 54, wherein the criterion is inclusion of an identifier in an
association control list.

The system of claim 55 wherein the wireless mobile unit complies with one or
more of the IEEE 802.11 family of standards.

The system of claim 56 wherein the access point identifier comprises a BSSID.

The system of claim 55 wherein the wireless network conforms to one or more
standards promulgated by The Bluetooth SIG, Inc.

The system of claim 52 wherein a plurality of servers are organized in a
hierarchy.

The system of claim 55 wherein the association control list comprises

information identifying one or more access points with which the unit is
forbidden to associate with.

The system of claim 55 wherein the association control list comprises

information identifying one or more access points with which the mobile unit
must exclusively associate with.

The system of claim 55 wherein the wireless network is infrared.

A system for securely accessing a wireless network, comprising an access
point comprising a wireless device for communicating with wireless devices and
a wired network interface for communicating via a wired network, the access

point configured to wirelessly ~transmit an association control list, the

NY2 4340676 -32.
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association control list comprising digital data representing information
concerning at least one access point and whether at least one wireless mobile
unit should communicate with the at least one access point.

The system of claim 63 wherein the wireless network conforms to one or more
of the IEEE 802.11 family of specifications.

The system of claim 64 where in the identifier comprises a BSSID.

The system of claim 63 wherein the wireless network conforms to one or more
standards promulgated by The Bluetooth SIG, Inc.

The system of claim 63 wherein the wireless network is infrared.

The system of claim 63 wherein one or more servers control the content of the
association control fist.

The system of claim 68 wherein a plurality of servers are organized in a

ﬂ hierarchy.

The system of claim 63 wherein the association control list comprises

information identifying one or more access points with which the unit is
forbidden to associate with.

The system of claim 63 wherein the association control list comprises

information identifying one or more access points with which the mobile unit
must exclusively associate with.

The system of claim 63, wherein the access point is further configured to
periodically broadcast the association control list.

The system of claim 63 wherein the association contro list is transmitted with
a beacon message of the access point.

A system for securely accessing a wireless network, comprising:

a wireless mobile unit comprising a processor and memory; and

NY2 1340078 - 3 3 -
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a program executing on the wireless unit, the program configured to cause the
wireless mobile unit to transmit to a server system a data structure
comprising identifiers of access points within range of the wireless mobile
units;

the program further configured to receive from the server system information

concerning at least one access point and whether the mobile unit should
communicate with the at least one access point.

75. A system for securely accessing a wireless network, comprising:
a wireless mobile unit comprising a processor and memory; and
a program executing on the wireless unit, the program configured to cause the
wireless mobile unit to receive an association control list from an access
point, the association control list comprising digital data representing
information concerning at least one access point and whether the

wireless mobile unit should communicate with the at least one access
point.

NY2 1340676
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Figure 2A. Process Flow



WO 2004/014024 PCT/US2003/024180
3/5

gD
. 58

Authenticate MU (optional) 60 Connect to wired network

Authenticate AP (optional) (62 Authenticate MU (optional)

7 |

Synchronize association control
lists.

Begin regular communications 76

Is the AP on a new
sub-network?

Yes (_54

Invoke association lists.
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