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OVER-THE-AIR DELIVERY OF METERING
CERTIFICATES AND DATA
BACKGROUND

[0001] Metering is a technology thaf enables digital media content providers to
track the usage of protected media content. Metering is not generally used to track
the listening habits of individual users but is rather a tally of how many times a
particular piece of media content item is used (for example, how often the media
content is played or copied). Thus, metering can serve a number of possible
business models, such as a fee-for-use model, or a subscription model where users
pay a periodic fee, (for example, every month) to enjoy limited use of media .
content selected from an online catalog. If the user chooses not to continue his or
her subscription, the licenses for any content simply expire, disabling playback.
[0002] A media content provider commonly endbles a media player running on a
personal computer (“PC”) or mobile device with the capability to collect and report
metering data for media content that has been protected with copy protection like
digital nights maﬁagement (“DRM”) techﬁology. Such metering capability may be
developed for such platforms, for example, through use of a software development
kit (“SDK?”) that is licensed from a system developer. Metering provides several -
benefits, one of which is to reduce royalty fees for those content provider services
that license content and then resell it to their customers. Royalt-y fees are based on
the type of sale, such as whether the sale is a permanent transfer or a metered single
play. Since the cost of a metered single play is much less than the cost ofa
permanent transfer, métering content is often much more economical for the
content provider. Metering also provides other benefits. By metering content, a
content provider can determine which content is more popular, identify and pay the
artists whose content is played, and track the number of times an advertisement 1s
viewed, for example.

[0003] Current metering arrangements, while satisfactory in many applications,
are typically dependent on a proxy device such as a PC that functions as an
intermediary between a metering service and a mobile device using, for example, a
docking-type connection. The PC is used to deliver a metering certificate (which

1
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identifies the location to which metering data is to be reported) to the mobile device
as well as trigger a metering event. However, the mobile device is thus unable to
receive a metering certificate and report metering data when it is not couplcd to the
proxy device.

SUMMARY

[0004] Metering is enabled through an arrangement in which a metering
certificate is communicated to a mobile device using an over-the-air protocol. In
various illustrative examples, a metering service sends to a mobile device a
metering trigger that includes a metering certificate, or alternatively, a link to a
metering certificate. The metering certificate includes a location to which metering
data is to be posted by the mobile device, a metering ID, and a public key of a
public-private key pair.

[0005] The mobile device is provisioned with a metering helper application
which is started upon receipt of the metering trigger. The metering helper
application passes the metering certificate to a DRM system on the mobile device.
The DRM system collects metering data associated with the metering ID and uses
the public key to encrypt the collected metering data into a metering challenge. The
DRM systerﬁ passes the metering challenge to the metering helper application
which posts it to the location identified in the metering certificate. The metering
service extracts the metering data from the metering challenge using a private key
of the public-pri\/ate key pair. The metering service generates a metering response
that is received by the metering helper application which prompts the DRM system
to reset at least a portion of a data store in which the metering data is stored.

[0006] The present arrangement advantageously enables media content to be
readily accessed and consumed by a consumer using a mobile device in preferred
locations -without the need for a proxy device to receive a metering certificate or
enable reporting of metel)'ing data to the metering service.

description of the drawings
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[0007] FIG 1 is a block diagram of an illustrative arrangement for delivering a
metering certificate and reporting metering data over-the-air;

[0008] FIG 2 is a block diagram showing an illustrative arrangement in which a
system developer provides a metering certificate to a metering service, receives a
public key from the metering service, and provides a software development kit to a

licensee;

_[0009] FIG 3 is a block diagram showing an illustrative arrangement in which a

licensee provides a metering helper application to a mobile device;

[0010] FIG 4 is a diagram showing an illustrative metering certificate;

[0011] FIG 5 is a diagram showing the components of an illustrative mobile
device that is arranged to receive a metering certificate and report metering data
over-the-air;

[0012]  FIG 6 is a diagram showing an illustrative message flow between a
mobile device and a metering sefvice;

[0013] FIG 7 is a diagram showing an illustrative arrangement for handling a
WAP push that includes a particular AppID; and

[0014]) FIG 8 is a diagram showing an illustrative arrangement for handling a
message packet that includes a particular MIME type;

DETAILED DESCRIPTION

[0015] Tuming to the drawings, where like numerals designate like components

or elements, FIG 1 is a block diagram of an illustrative arrangement 100 for
delivering a metering certificate and reporﬁng metering data over-the-air. As shown
in FIG 1, a mobile device 105 is provided with over-the-air communications 115
with a metering service 121. “Over-the-air” as used herein means an arrangement
in which any type of wireless communication using open space as its transmission
medium is utilized for communications between the mobile device 105 and
metering service 121. Over-the-air communication may be enabled, for example,
befween the mobile device 105 and metering service 121 with the Short Messaging
Service (“SMS”) using the Wireless Application Protocol (“WAP”). For example,
as described in detail below, the metering service may send a WAP Push SMS
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message to the mobile device 105, although Direct Push (i.e., IP push) messaging
arrangements may also employ over-the-air communications.

[0016] Mobile device 105, in this illustrative example, is selected from any one
of a variety of mobile devices that are commonly used by consumers to select,
access .and consume media content such as music, video, audio, news, ring tones,
games, data, or the like. Accordingly, mobile device 105 is selected from one of
portable media player, personal digital assistant, pocket PC, music player, mobile
phone, smart phone, handheld game device or the like. However, it is emphasized
that this list 6f devices is merely illustrative as the benefits and features of over-the-
air delivery of metering certificates and metering data may be realized by many
types of electronic devices that are configured to render or otherwise consume
media content when arranged to implement the features described herein.

[0017] Metering service 121 is representative of a service that collects and
processes metering data. Metering service 121 may be provided, for example, by a
metering aggregation service that is contracted by a media content provider 130
(e.g., a media content licensor or subscription service provider), or a media content
owner as indicated by line 132 in FIG 1. Alternatively, metering service 121 is
provided directly by the media content provider 130 to the mobile device 105 (this
alternative arrangement is not shown in FIG 1). Metering service 121, in this
illustrative example, is implemented using an application or data server that is
configured to send and receive communications to and from mobile device 105 to
thereby implement a server-client-type architecture. t

[0018] Media content provider 130 is typically arranged to provide media
content to mobile device 105 as indicated by line 136. Such media content is
deliverable using a variety of mechanisms including the transfer of a physical
media (i.e., an optical disc such as CD, DVD, high-definition disc, Flash memory
card etc.) to the mobile device 105, or via download from the media content
provider 130. In addition, although not mandatory in the present arrangement,
media content provider 130 commonly provides a license, such as a DRM license,
to mobile device 105 from a license server or rights management server (not

shown). Such license generally provides the usage rules, rights or restrictions that
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the media content provider 130 imposes on the use of the delivered media content.
The license also commonly includes a metering ID that is associated with the
delivered media content so that metering data for that particular media content may
be tracked and reported separately from media content delivered by another media
content provider (for example, a consumer may subscribe to two music services
and download metered media content from each). In this illustrative example, the
delivered media content and the license are deliverable over-the-air or alternatively
using a proxy device such as a PC.

[0019] FIG 2 is a block diagram showing an illustrative arrangement 200 in
which a system developer 206 provides a metering certificate 221 and to the
metering service 121 (FIG 1) and receives a public key 213 from the meterin~g
service 121. The public key 213 is part of a.public-private key pair that is typically

generated by the metering service 121 and used to implement secure

communication of data between a server and a client using known cryptographic

techniques without requiring that passwords or other keys be exchanged in the
clear. The metering service 121 sends the public key 213 to the system developer
206 for certification while retaining the privafe key of the public-private key pair
that is needed to decrypt information encrypted with the public key 213. The
system developer 206 creates the metering certificate 221 with the embedded
public key 213 as shown in FIG 4 and described in more detail in the
accompanying text below. .

[0020] As shown in FIG 2, system developer 206 also provides a software
development kit (“SDK”) 253 to a licensee 260. In some applications of over-the-
air delivery of metering certificates and metering data, the licensee 260 is the media
content provider 130 (FIG 1) or media content owner. Alternatively, licensee 260 is
metering service 121 or another entity. In the present arrangement, the licensee 260
typically utilizes the SDK 253 to create a metering helper application that is
configured to run on the mobile device 105 and which facilitates over-the-air
delivery of metering certificates and metering data. The metering helper application

is described in detail in the text accompanying FIG 5.
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[0021]  As shown in FIG 3, the licensee 260 provides a metering helper
application 314 to the mobile device 105. The metering helper application 314 is
pre-provisioned to the mobile device 105 in some setﬁngs of over-the-air delivery
of metering certificates and metering data. In other settings, the metering helper
application 314 is érranged to be downloaded by the mobile device 105 (FIG 1) as
an application or plug-in as needed or on-demand.

[0022] FIG 4 is a diagram showing an illustrative arrangement for the metering
certificate 221 shown in FIG 2. As shown in FIG 4, metering certificate 221
includes three components including a metering ID 410, URL (uniform resource

locator) 415 and public key 213. Metering ID 410 is used to identify the content

- provider for which metering data is being collected in cases where a consumer is

anticipated to have media content stored on mobile device 105 that comes from
more than one content provider.

[0023] URL 415 provides the address to which metering data is to be reported
by the mobile device 105. In this illustrative example, metering data is posted to the
URL 415 using the HTTP POST command. HTTP, or hypertext transfer protocol,
is an open internet protocol used to implement asynchronous communications
between a client and a server. Typically, the URL 415 shares a common domain
name with the license source such as the license server or rights management server
described above in the text accompanying FIG 1.

[0024] FIG 5 is a diagram showing an illustrative arrangement for mobile device
105 (FIG 1). Mobile device 105 is configured to include a networking interface
such as the browser 511 shown in FIG 5. Alternatively, the networking interface
may comprise a WAP/HTTP handler or a Direct Push handler. The networking
interface (e.g., browser 511) is arranged to send and receive messages and other
data using over-the-air communication protocols. Mobile device 105 is further
configured to include one or more helper applications 524, a DRM system 531 and
a media player 560.

[0025]  Helper applications 524 may include one or more applications that are
configured to perform a variety of tasks depending on the specific configuration of

the mobile device 105. Helper applications 524 are used in settings where browsers
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do not include enough functionality to interact directly with a DRM system, as is
often the case with browsers that are arranged to operate on mobile devices.
Typically, the helper applications 524 reside at the native level of the mobile device
105 and act as a proxy between the browser 511 and the DRM system 531.
Accordingly, helper applications 524 havé interfaces to both the browser 511 and
DRM system 531 and are identified as trusted entities to each. -

[0026] In this illustrative example, helper applications 524 include metering
helper application 314 as shown. Metering helper application 314 is used by the
mobile device 105 to implement the message flow shown in FIG 6 and described in
the accompanying text. Helper applications 524 may also include a license
acquisition helper, for example.

[0027] DRM system 531 in FIG 5 is used to implement the secure receipt of
media content from the media content provider 130 (FIG 1) and further enables use
and playback of the media content on the media player 560 in accordance with the
usage rules, rights, or restrictions imposed by the license associated with the media
content. In addition, DRM system 531 records and stores metering data for metered
media content, typically by metering ID, that is stored on, and later reported by the
mobile device 105. DRM system ‘531 thus includes a metering data store 536 that is
used to store metering data recorded by DRM system 531.

[0028] FIG 6 is a diagram showing an illustrative message flow between the
mobile device 105 and metering service 121 that is arranged in a sequence of seven
steps. Metering service 121 first generates a metering trigger 601 to initiatea !
request for a metering report from the mobile device 105. In various alternative
implementations, metering trigger 601 is arranged as a WAP Push SL (serviceload)
SMS that is directed towards a particular consumer or subscriber using the mobile
device 105, or as a WAP Push SI (service indicator) SMS if a user “accept” prompt
is desired. The metering trigger 601 (e.g., WAP Push) contains a URL to the
metering certificate 221 (FIG 4).

[0029]  As shown in FIG 7, the WAP Push may inciude a particular WAP AppID
that is configured so that, upon receipt by browser 411, a specific helper application

among the helper applications 424 disposed on mobile device 105 is triggered. In
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an illustrative example shown in FIG 7, the WAP ApplD contained in WAP Push
SMS message 707 is set to trigger rﬁetering helper application 314 among the
remaining helper applications 1,2 ... N as indicated respectively by reference
numerals 713, 718 and 722.

[0030] Returning back to the metering trigger 601 in FIG 6, optionally, if a
direct data push (e.g., an IP Push) is able to be used with mobile device 105, then a
WAP Push in not necessary. Instead, metering service 121 may send a message to
mobile device 105 which incorporates the metering certificate 221 itself (rather
than a URL for the metering certificate as described above) in the body of the
message. In this case, the metering helper application 314 is invoked through the
message MIME type (Multipurpose Internet Mail Extension), as described below,
but the metering helper application 314 skips to step four (collect metering data).
[0031] As indicated by reference numeral 602, upon receipt of the metering
trigger 601 (e.g., the WAP Push SMS message), the metering helper application
314 in mobile device 105 follows the URL contained in the metering trigger 601 to
obtain the metering certificate 221, typically using HTTP. The metering service
121 returns the metering certificate 221 to-the mobile device as shown by reference
numeral 603. As noted above, in cases where a Direct Push message is utilized,
steps 3 and 4 are not required as indicated by the dashed rectangle 650 in FIG 6.
[0032] Itis further noted that there is no requirement that the mobile device 105
begins collecting the requested metering data or send back its metering report
immediately upon receiving the metering trigger 601. Depending on the
requirements of a specific application of over-the-air delivery of metering
certificates and metering data, the mobile device 105 is arranged to perform the
collecting and reporting at some later time.

[0033] As shown in FIG 8, the messages sent by the metering service 121 (FIG
1) to mobile device 105 (FIG 1) are configurable with a set one of a plurality of
MIME types. The MIME type is included in the content type field in the HTTP
Header. Upon receipt by browser 411 of a particular MIME type, the appropriate
helper application may be triggered, if required, and the message is passed to the

helper application for handling. Table 1 shows two illustrative MIME type names
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and associated description that are configured to direct an incoming message to the
metering application helper 314 (FIG 3). Of course, other helper applications 524
(FIG 5) would use MIME types other than those listed in Table 1.

MIME Type Name Description
application/vnd.ms-wmdrm.meter-chlg- | This MIME type is used for
req messages from the metering
'service that contain the metering
certificate.

application/vnd.ms-wmdrm.meter-resp This MIME type is used for

-| messages from the metering
service which contain the prompt
to clear out part or all of the
1 metering data store.

Téble 1
[0034] In an illustrative example shown in FIG 8, the MIME type of an
incoming message packet 807 is set so that the message packet is delivered to the
metering helper application 314 among the remaining helper applications 1,2 ... N
as indicated respectively by reference numerals 813, 818 and 822.
[0035] Returning again to FIG 6, the illustrative message flow continues with
collection of metering data at the mobile device 105 as indicated by reference
numeral 604. Here; the metering helper application 314 passes the metering
certificate 221 received from the metering service 121 to the DRM system 531
(FIG 5). In particular, metering helper application 314 works through its interface
to DRM system 531 which exposes an API (application programming interface) to
thereby access and collect the requested metering data. In most applications in
which a consumer has stored metered media content from more than one content
provider, DRM system 531 collects metering data that is associated with a
particular metering 1D.
[0036] Next, the DRM system 531 generates a metering challenge message 605.
The metering challenge 605 incorporates the collected metering data that the DRM
system 531 encrypts using the pubic key 213 (FIG 2) included in the metering

certificate 221 passed from the metering helper application 314. Depending on the
9
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amount of metering data contained in metering data store 536 and the size of the
buffer utilized, more than one metering challenge 605 may be utilized to report all
of the appropriate metering data to the metering service 121. DRM system 531
passes the the metering challenge 605 to the metering helper application 314. The
metering helper application 314 in turn posts the metering challenge 605 to URL
415 (FIG 4), typically using HTTP POST as noted above.

[0037] An optional arrangement may be utilized in cases where the mobile
device 105 stores metered content provided by more than one media content
provider (so that metering data is stored in metering data store 531 using more than
one metering ID). In such cases, metering helper application 314 is configured to
report metering data for each of a plurality of metering IDs from DRM system 531
upon receipt of a “report all metering data™ trigger. In this case, mobile device 105
acquires a plurality of metering certificates to thereby collect and report the
appropriate metering data. Metering appliéation helper 314 then requests that DRM
system 531 prepare a plurality of metering challenges using the metering
certificates where each one of the plurality of metering challenges contains
metering data associated with a particular metering ID. DRM system 531 passes
each respective metering challenge to metering helper application 314 which then
posts it to the respective metering service associated with the metering ID. Such
collection and reporting may be performed in an iterative manner to thereby
implement metering reporting to a plurality of metering services in a batch-type
arrangement.

[0038] Upon receiving the metering challenge 605, the metering service 121
extracts the encrypted metering data contained therein with its private key of the
public-private key pair shown in FIG 2 and described in the accompanying text.
The metering service 121 uses or stores the extracted metering data as necessary,
for example, to identify and pay artists whose content is being played.

[0039] Once the metering data is received and extracted, the metering service
121 generates a metering response message 606 that is sent to the mobile device
105. The metering response 606 is utilized by the client to reset that portion of the

metering data store 536 used to store the metering data that is contained in the

10
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metering challenge. The metering helper application 314 passes the received
metering response 606 to the DRM system 531 to thereby prompt it to reset the
appropriate portion of the meter store 536 as indicated by reference numeral 607 in
FIG 6.

[0040]  Although various illustrative arrangements and methods for over-the-air
delivery of metering certificates and metering data have been shown and described,
it should be understood that the scope of the claims appended hereto shall not

necessarily be limited to the specific features, arrangements or methods described.

Instead, the specific features, arrangements or methods are disclosed as illustrative

forms over-the-air delivery of metering certificates and metering data as more

particularly claimed below.

11
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WHAT IS CLAIMED IS:

1. A method for providing metering data from a client (105) to a metering
service server (121) using an over-the-air protocol (115), the method comprising
the steps of:

receiving, at a networking interface (511), a metering trigger (601) from the
metering service (121);

invoking a metering helper (314) that runs on the client (105) responsively
to the metering trigger (6010), wherein the metering helper (314) obtains a
metering certificate (221) provided by the metering service (121) that is used to
collect the metering data; and

sending a metering challenge (605) containing the metering data to a
location identified in the metering certificate (221).
2. The method of claim 1 in which the networking interface (511) is selected
from one of browser, WAP push handler, or direct push handler.
3. The method of claim 1 in which the metering trigger (601) includes the
metering certificate (221) embodied therein.
4. The method of claim 1 including the further step of requesting (602) the
metering certificate (221) by following a URL embedded in the metering trigger
(601). .
S. The method of claim 1 in which the client (105) is operated on an electronic
device selected from one of portable media player, personal digital assistant, pocket
PC, music player, mobile phone, smart phone, or handheld game device.
6. The method of claim 1 in which the metering data is recorded and stored by
a DRM system (531) on the client (105).
7. The method of claim 6 in which the DRM system (531) uses a metering ID
(410) in the metering certificate (221) to collect metering data that is associated
with the metering ID (410).
8 The method of claim 7 in which the collection and sending of metering data
is iterated for each of a plurality of metering IDs so as to report metering data to a

plurality of metering services in a batch-typc process.

12
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9,. The method of claim 1 in which the DRM system (531) generates one or
fnore additional metering challenges in the event that a single metering challenge ié
unable to contain all accumulated metering data in a metering data store.
10. A method for collecting metering data by a metering service (121) from a
client (105), the method comprising the steps of:

sending to the client (105) a metering trigger (601) that includes a metering
certificate (221) that is embedded therein, or a link to the metering certificate (221),
and wherein the metering certificate (221) includes a public key (213) of a public-
private key pair; '

using a private key of the public-private key pair, decrypting metering data
included in a metering challenge (605) received from the client (105) wherein the
metering data is encrypted by the client using the public key (213); and

generating a metering response (606) to prompt the client (105) to reset at
least a portion of a data store (536) for the metering data contained in the metering

challenge (605).

"11.  The method of claim 10 in which metering trigger (601) is contained in a

message using an over-the-air protocol selected from one of WAP Push or Direct
Push.

12.  The method of claim 11 in which the WAP Push comprises a WAP Push SL
SMS or a WAP Push SI SMS.

13. The method of claim 11 in which the WAP Push includes an AppID having
a unique value to thereby start a metering helper application residing on the client.
14. The method of claim 10 including the further step of providing the metering
certificate (211) to the client (105) in a package having a set MIME type to thereby
instruct a networking interface (511) in the client (105) to pass the metering
certificate (221) to a metering helper application (314) running on the client (105).
15. The method of claim 10 including the further of step of providing thé
metering response (606) to the client (105) in a package having a set MIME type to
thereby instruct a networking interface (511) in the client (105) to pass the metering
response (611) to a metering helper application (314) running on the client (105).

13
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16. The method of claim 10 in which the metering certificate (221) further
includes a metering ID (410), or a URL (415) to which the metering data is
reported.
17. A method for metering media content usage on a mobile device (105), the
method comprising the steps of:

providing an SDK (253) for implementing a metering helper application
(314) that is installable on the mobile device (314) so as not to use a proxy device
such as a PC to thereby enabling metering reporting directly from the mobile
device (105) to a metering service (121);

creating a metering certificate (221) including a public key (213) of a public-
private key pair, a URL (415) to which metering data is to be posted, and a
metering ID (410) associated with a metering service; and

providing the metering certificate (221) to the metering service (121).
18.  The method of claim 17 in which the metering helper application (314) is
arranged to pass the metering certificate (221) received from the metering service
(121) to a DRM system (531) which uses the public key (213) from the metering
certificate (221) to generate a metering challenge (605) that includes metering data_
for the metering ID (410).
19. The method of claim 18 wilere the metering challenge (605) is posted to the

“ URL (415) by the metering helper application (314).

20. The method of claim 17 in which the metering service (121) uses a private
key of the public-private key pair to extract the metering data from the metering
challenge (605).
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