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(57) Abrégée/Abstract:
A system, method, and computer-readable medium for updating request routing information associated with client location
Information are provided. A content delivery network service provider recelves a DNS query from a client computing device. The
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(57) Abrege(suite)/Abstract(continued):
DNS query corresponds to a resource identifier for requested content from the client computing device. The content delivery

network service provider obtains a query IP address corresponding to the client computing device. Based on routing information
assoclated with the query |IP address, the content delivery network service provider routes the DNS query. The process further
Includes monitoring performance data associated with the transmission of the requested resource and updating routing information
assoclated with the query IP address based on the performance data for use In processing subsequent regquests from the client

computing device.
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(57) Abstract: A system, method, and computer-readable medium for updating request routing mformation associated with client
location mformation are provided. A content delivery network service provider receives a DNS query from a client computing de-
vice. The DNS query corresponds to a resource 1dentifier for requested content from the client computing device. The content de-
livery network service provider obtains a query IP address corresponding to the client computing device. Based on routing mfor -
mation associated with the query IP address, the content delivery network service provider routes the DNS query. The process fur-
ther includes monitoring pertformance data associated with the transmission of the requested resource and updating routing infor -

mation assoclated with the query IP address based on the pertos

client computing device.

'mance data for use m processing subsequent requests from the
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REQUEST ROUTING AND UPDATING ROUTING INFORMATION
UTILIZING CLIENT LOCATION INFORMATION
BACKGROUND

[0001]  Generally 'deseribed, eempﬁting devices and eorﬁfnunicatien net\afofks
can be utilized to exchaﬁge information. In a common application, a computing device
can request eontent from another eomputiﬁg device via the cormnﬁnieation netwo'rk; For
example, a user at a personal computing device can utilize a software browser application
to request a Web page from a server computing devie'e \}ia the Internet. In sﬁeh
embodiments, the user computing 'device can be referred to as a client computing deViee'
and the server computing device can be referred to as a content proﬁrider. - .

[0002] Content providers are generally .motivated to provide requested content '
to client computing devices often with consideraﬁen of eificient transmission of the
requested co'ntent to the client computing device and/or consideration of a cost assoctated
‘with the tfansmission of the content. For larger scale implementations, a content provider '
may receive eentent requests from a high volume of client eemputing devices which can
place a strain on the content provider’s computing resources. Additionaily, the content '
requested by the client computing devicesmey have a nufnber of components, ﬁfhjch can
further place additional strain on the content provider’s computing resources. .

[0003] With reference to an illustrative example, a 'requested' Web page, or
original content, may be assoei_ated@ith a number of additional resources, such as images
or ifidee‘s, which are to be displayed with the Web page. In one specific embodiment, the
additional resources of the Web page are identified by a number of embedded "resource .
identificrs, such as uniform resource locators (“URLS™). In turn, software on the client
- computing devices typically processes embedded resource identifiers to generate requests o
for the eonteﬁt. Often, the resource identifiers associated with the embedded resources
reference a computing device associated with the content provider such that the client
computing d.evice would transmit the request for the additional resources to the referenced

content provider computing device. Accordingly, in order to satisfy a content request, the

content provider would provide client computing devices data. associated with the Web

page as well as the data associated with the embedded resources.
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- [0004] ~ Some content providers attempt to facilitate the delivery of requested

content, such as Web pages and/or resources identified in Web pages,' throﬁgh the

utihzation of a content delivery network (“CDN”) service provider. A CDN server

provider typically maintains a number of computing devices 1in a communication network
~ that can maintain content from various content providers. In turn, content providers can
- instruct, or otherwise suggest to, client computing devices to request some, or all, of ‘t_he
' #dntent provider’s content from the CDN service provider’s computing devices. .
[0005] As with content providers, CDN service providers are also generally
motivated to pr(j_vide requested content to client computing ' devices often with
h cOnsideration of efficient transmission of the requesfed conient té the client computing .
~ device and/or consideration of a cost associated with the transmiSsion of the 'content'.
Accordingly, CDN service providers often consider factors such as lateﬁcy of delivery_of )
.'requested content 1n order to me'et service level agreemeﬁts or 1o generaﬂy impro?.fe the -
quality of delivery service. - | B
' ~ DESCRIPTION OF THE DRAWINGS
[0006] The foregoing aspects and many of the aftendant advantages of this =
invention will become more readily appreciated as the same become better understood by
reference to the following detailed description, when taken i conjunction with the
- accompanying drawings, wherein:
- {0007] Figure_l 1s a block diagraﬁ} illustrati've of content delivery e-nvironment o
including a number of client computing devices, a content provider, and a content delivery

- network service provider;

[0008] Figure 2 1s a block diag‘ram of the content delivery environment of

Figure 1 illustrating the registration of a content provider with a content delivery service
provider;

- [0009] = Figure 3 is a block diagram of the content delivery environment of

Figure 1 illustrating the generation and processing of a content request from a client

computing device to a content provider;

[0010] - Figures 4A-4B are block diagrams of the content delivery environment

of Figure 1 illustrating one embodiment of the generation and processing of a DNS query
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corresponding to an embedded resource from a clhient computing device to a content
delivery network service provider and the subsequent generation and processing of DNS

queries corresponding fo a first alternative resource identifier from a client computing

device to a content dehvery network;

[0011] Figure 5 is a block diagram of the content delivery environment of
Figure 1 illustrating another embodiment of the generation and processing of a DNS query
corrésponding to an embedded resource from a client computing device to a content

delivery network service provider;

[0012] Figuré 6 is a block diagram of the content delivery environment of
Figure 1 illustrating the generation and processing of embedded resource requests from a
clieﬂt computing device to a content delivery network service provider;

[0013] Figure 7 is a flow diagram illuStrative of a request routing routine
impiemented by a content delivery network service provider utilizing query IP address to

location-based identificr mappings to process a resource request; and

[0014] Figure 8 1s a flow diagram illustrative a request routing subroutine

implemented by a content delivery network service provider in the illustrative flow
diagram of Figure 7 for determining a network point of presence for servicing a resource

request based on an obtained location-based identitier.

DETAILED DESCRIPTION

[0015] Generally described,' the present disclosure 1s direcfed to routing of a

DNS query from a client computing device cdrresponding to content requests by a network
resource, such as a content delivery network (“CDN) sérvic:e provider. The processing of
a DNS query by a CDN service provider is generally referred to as request rcjuting.
Specifically, aspects of the disclosure will be described with regard to the routing of 2
chient computing device DNS query within a CDN service provider domain as a function
of client location information associated with the client computing device. In one
embodiment, a CDN service provider utilizes a query IP address to location-based
tdentifier mappings to select components of a CDN network to provide the requested

resource. The CDN network component can be selected by identifying a client computing

device’s location and attempting to improve performance associated with the request
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routing by transmifting requested resources from a CDN network component in a

destination associated with the client’s location. Other aspects of the disclosure are

directed to collecting performance data associated with resolving the DNS query and
updating routing mformation associated with client location information based on the
performance data. . Alfhough Vafious aspects of the disclosure Wi.ll be described with
regard to 1llustrative examples and embodiments, one skilled m the art will apprec.iate that .
the disclosed embodiments and ex'amples should not be construed as limiting. |

[0016_]. - Figure 1 is a block diagran‘i illustrative of content - delivery
environment 100 for the management and processing of content'requests.. AS illusti‘ated 1n
Figure 1, the content delivery .environment 100 includes a number of client computing
devices 102 (generally referred to as clients) for requesting content from a content provider
and/or a CDN service provider. In an illustrative embodiment, the client computing
devices 102 can correspond to a wide variety of computing devices including personal
computing devices, Iaptopl computing devices, hand—héld computing device‘.s, terminal
computing devices, mobile devices, wireless devices, Various-.eiectronic devices'aﬁd.
appliances and the like. In an illustrative embodiment, the client computing devices 102
include necessary hardware and software components for establishing CDMunications
over a communication network 108, such as a wide area network or local area network.
For -example, the client computing devices 102 may ‘be equipped With networking
equipment and browser software applications that facilitate communications via the
Internet or an mtranet. . ‘

[0017] Although not illustrated in Figure 1, each client computing device 102
utilizes some type of local DNS resolver component, such as a DNS name server, that
generates the DNS queries attributed to the client computing device. In one embodiment,

the local DNS resolver component may be provided by an enterprise network to which the

client computing device 102 belongs. In another embodiment, the local DNS resolver
component may be provided by an Internet Service Provider (ISP) that provides the

communication network connection to the client computing device 102.

[0018] The content delivery environment 100 can also include a content

provider 104 in communication with the one or more client computing devices 102 via the
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communication network 108. The content provider 104 illustrated in Figure 1 corresponds
to a logical association of one or more computing devices associated with a content
provider. Specifically, the content proﬁfider 104 can include a web server ci}mponent 110
- corre_spondﬁlg- to one or more server computing devices for- obtaimng and processing '
requests for content (such as Web pages) from the client computing devicés (02, The
content provider 104 can further include an origin server componenf 112 and associatéd

storage component 114 corresponding to one or more computing devices for obtaining and

processing requests for network resources from the CDN service provider. One skilled in
the rélevant art will appreciate that the content provider 104 can be associated with various -
additional ‘computing resources, such additional computing devices for adﬁﬁni-stra'tion of
content 'and resources, DNS name serve_rs, and the Iike. For example, although not
illustrated in Figure 1, the contenf provider 104 can be associated with one or more DNS
name server components that are operative to recerve DNS UEriEs. related to registered
dom.ain names assoclated with the content provider. The one or more DNS name servers
can be authoritative to resolve client comput'i'ng device DNS queries corresponding to the
registered d.omain names of the content provider 104. A DNS name server componen‘i 1S
considered -to be authoritative to a DNS query if the DNS name server can resolve the
query by providing a responsive [P address. ‘

[0019] With ~continued reference to F igure 1, the content delivery
environment 100 can further include a CDN service provider 106 in communication with
the one or more client computing devices 102 and the content providers 104 via the
communication network 108. The CDN service provider 106 illustrated in Figure 1
corresponds to a logical association of one or more computing devices associated with a
CDN service provider. Specifically, the CDN service provider 106 can include a number
of Point of Presence (“POP™) locations 116, 122, 128 that correspond to nodes on the
communication network 108. Each POP 116, 122, 128 includes a DNS component 118,
124, 130 made up of a number of DNS server computing devices for resolving DNS

queries from the client computers 102. Each POP 116, 122, 128 also includes a resource

cache component 120, 126, 132 made up of a number of cache server computing devices
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for. sforing resources from content providers and transmitfing various requested resources
to various client computers. '

[0020]  Still further, the CDN service provider 106 includes a routing data
store 134' for mainfaining information regarding query IP address to location-based
identifier mappings, as Well as confidence factors associated with those mappings, such as
disclosed in U.S. Application Serial No. 11/771,679 filed on June 29, 2007, :.ind entitled
“Mapping Attributes to Network Addresses,” whiéh 1s herein incOrporatéd by reference.

In some embodiments, the location-based identifiers can cotrespond to locations directly

determined based on'-physiCal locations or logical locations _a'ssocia.ted with the o‘rigin- of o

the DNS query. In addition or alternatively, the location-based identifier can be inferred
based on associating a relative location to known locations. For example, the location- -
| based identifier can be attributéd to known locations of POPs (corresponding to the CDN
service provider) based on méasﬂred latenby infonnat-ion. associated with request .r(mting
between the client computing device or its local DNS'résolver and these POPs. The
measured latency information can be premeasufed,_ such as through testing procedures- ‘or
previously observed request routing behavior. Alternatively, the 'measﬁred' 1at'enCy_
information can be dynamically measured in a feal time basis or semi-real time basis.
[0021] The routing data store 134 can aiso maintain additional location
mapping information such as mappings of the location-based 1dentitiers to regional CDN -
destination identifiers. FEven further, the location mapping data store 134 can in‘cIudé
information identifying a set of POPs associated with each CDN destination identitier.
Yet further, the routing data store 134 can inclhude user profile information from which
alternative user location information may be obtained. Yet still further, the routing data
store 134 can include content provider routing criteria associated with a content provider
identifier (or origin identifier), such as regional service plan information or other routing
criteria, utilized by the CDN service provider 106 to route content requests. Yet even .
further, the routing data store 134 can also maintain performance data associated with

processing requests.

[0022] [n an illustrative embodiment, the routing data store 134 corresponds to

a central data store accessible by the POPs 116, 122, 128, such as via a Web service. In
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another embodiment, each POP 116, 122, 128 can maintain a local version of a routing
data store 134 for utilization in request routing as will be explained in greater detail.

Additionally, although the routing data store 134 is illustrated as a single data store, one

skilled in the relevant art will appreciate that routing data store 134 may correspond to one o

or more data stores and may be impleménted in a distributed manier.

[0023]  The DNS components 118, 124 and 130 and the resource cache
components 120, 126 132 may further include additional software and/or hardware
components that facilitate Communir_.:ations including, but not limited, load balancing of
load sharing software/hardware components. . . ' .

[0024] Tnan tlustrative embodiment, the DNS component 118, 124, 130 and
resource cache component 120, 126, 132 are considered to be logically grouped, rega.rdléss.: "
of whether the components, or portions of the components, are physically sepa:até; .
Additionally, although the POPs 116, 122, 128 are illustrated in Figure 1 as logically
associated with the CDN service provider 106, the POPs 1..?viﬂ be geographically distributed
throughout the c.:ommunication_. network 108 in a manner to best serve various
demographics of client computing devices 102. Additionaﬂy, one skiHed in the relevant
art will appreciate that the CDN service provider 106 can be as.sociated with various
additional computing resources, such additional computing devices for administration of
content and resources, and the like. -

10025] One skilled in the relevant art will appreciate that the_compoﬂents and

configurations providéd in Figure 1 are illustrative in nature. Accordingly, additional or

alternative components and/or configurations, especially regarding the additional

components, systems and subsystems for facilitating communications may be utilized.
[0026] With reference now to Figures 2-6, the interaction between various
components of the content delivery environment 100 of Figure 1 will be lustrated. For

purposes of the example, however, the illustration has been simplified such that many of

the components utilized to facilitate communications are not shown. One skilled m the '

relevant art will appreciate that such components can be utilized and that additional

interactions would accordingly occur without departing from the spirit and scope of the

present disclosure.
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[0027] With reference to Iigure 2, an illustrative mteraction for registrati(m of
a content provider 104 with the CDN service provider 106 will be described. As

illustrated in Figure 2, the CDN content registration proeess begins with registration of the

content provider 104 with the CDN service -prov'ider 106. In an illustrative embodiment,
the content provider 104 utihizes a registration application program interface (“API™) to
register With the CDN service provider 106 such that the CDN service provider 106 can
provide content on behaif of the content provider 104. The reglstratlon API meludes the
1dent1ﬁcat10n of the origin server 112 of the content provider 104 that will prev1de '
requested resources to the CDN service pr0v1der 106. Additionally, as w111 be explamed
in greater detail below, the content provider 104 can also provide additional Infermatlon .
such as regional service plan information or other routing criteria, utilized by the CDN
SErvice provider 106 to route content.requests. In one embodiment, the routing eritetia
can include the. speciﬁeation of a particular regional service plan, which may limit the
regions from which content requests may be resolved by the CDN Serviee_provider 106. In
another embodiment, the routing criteria can include a selection by the content provider
104 that the CDN service provider 106 should attempt to service specific resource requests
from a particular regional destination or POP or from a particular distribution of regional
destmations or POPs. . _ _

[0028] One skilled in the relevant art will appreciate that upon identification of
appropriate origin servers 112, the content provider 104 can begin to direct requests for
content from client computing devices 102 to the CDN service provider 106. Specifically,

in accordance with DNS routing principles, a client computing device request

correspondmg to a resource 1dentifier would eventually be directed toward a POP 118,
122, 128 associated with the CDN service provider 106, In the event that the resource
cache component 120, 126, 132 of a selected POP does not have a copy of a resource
requested by a client computing device 102, the resoui‘ce cache component will request the
resource from the origin server 112 previously registered by the content provider 104.
[0029] With continued reference to Figure 2, upon receiving the registration
API, the CDN service provider 106 obtains and processes the registration information. In

an 1lustrative embodiment, the CDN service provider 106 can then generate additional
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information that will be used by the client computing devices 102 as part of the content
requests. The additional information can mclude, without limitation, content provi.der

identifiers, such as content provider 1dentification codes or origin server ident'iﬁers,'
executable code for processing resource identifiers, such as script-based instruCtibns, and

the Iike_, One skilled in the relevant art will appreciate that various types of additional

information may be generated by the CDN service pi'ovider 106 and that the additional
information may.be embodied in any one of a variety of formats. ‘

[0030] ~ The CDN service provider 106 returns an identification of applicable
domains for the CDN service provider (unless it has been previously provided)-and_any
additional information to the content provider 104. In turn, the content provider 104 can
then process the stored content with content provider specific information, Tn one
example, as 1llustrated 1n Figure 2, the content provider 104 translates resource identiﬁers
originally directed toward a domain of the origin server 112 to a don_iain corresponding to
the CDN service provider. The transiated URLs are embedded into requested content in a
manner such that DNS queries for the translated URLs will resolve to a DNS sefver |
corresponding to the CDN service provider 106 andi not a DNDS server corresponding to the
content provider 104. Although the franslation process is illustrated in Figure 2, 11 some
embodiments, the translation process may be omitted in a manner described in gfeater
detail below. ' ' '

[0031] (generally, the identiﬁcati(jn of the reSourt:es originally directed to the
content provider 104 will be in the form of a resource identifier that cém be processed by
the client computing device 102, such as through a browser software application. In an
illustrative embodiment, the resource identifiers can be in the form of a uniform resource
locator (“URL”). Because the resource 1dentifiers are included in the re;quested content
directed to the content provider, the resource identifiers can be referred to generally as the
“content provider URL.” For purposes of an illustrative example, the content provider
URL can 1dentify a domain of the content provider 104 (e.g., contentprovider.com), a

name of the resource to be requested (e.g., “resource.xxx”) and a path where the resource

will be found (e.g., “path”). In this illustrative example, the content provider URL has the

form of:
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http://www.contentprovider.com/path/resource.xxx

[0032] During an illustrative translation process, the content provider URL 1s
modified such that requests for the resources associated with the translated URLs resolve
to a POP associated with the CDN service provider 106. In one embodiment, the
translated URL identifies the domain of the CDN service provider 106 (e.g.,
“ednprovider com™), the same name of the resource to be requested (€. g “reeeﬁrce x:ﬁx”
and the same path where the resource Wﬂl be found (e.g., “path”).. Additionally, ,the
tl‘anslated URL can 1nclude add1t10nal processing information (e g, _“addmonal_
information™).. Specifically, as set forth above, in one illustrative embodlment, the ‘
additional mformation can include e eonteht' provider identifier. Additionally, the
~ translated URL can include any additional information utﬂized by the CDN service
provider during the request routing information, including, but not limited to, service plan
information, file identifiers, and the like. Such information may be mcluded in the
modlﬁed URL or may be omitted from the translated URL and obtained by the CDN '
SErvice prowder 106 during the request routing proeess such as by a leokup aeeordmg to a

content provider identifier. The translated URL would have the form of:

- Lol LB R LR R Ll AR L a L R LA B & & L ARl a& A& L am &1 & I & &

[0033] In another embodiment, the information 'assoeiated with the CDN
service provider 106 is included in the modified URL, such as through prepending or other
techniques, such that the translated URL can maintain all of the information associated

with the original URL. In this embodiment, the translated URT. would have the form of:

http://additional miormation.cdnprovider.com/www.contentprovider.com/path/resource.xxx

[0034] With reference now to Figure 3, after completion of the registration and
translation processes illustrated in Figure 2, a client computing device 102 subsequently
generates a content request that 1s received and processed by the content provider 104,

such as through the Web server 110. In accordance with an illustrative embodiment, the
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request for content can be in accordance with common network protbccls, such as the
~ hypertext transfer protocol (“I—ITTP”). Upon recéipt of the content request, the contént
provider 104 i1dentifies the appropriate responsive content. In an iﬂustrative embodiment,
the requested content can correspond to a Web page that 1s displayed on the client
computing device 102 wvia the processing of iﬁformaticin, such as hypertext- mafkup_
language' (“HTML”), extensible markup language (“XML”), and the like. The requested
content can also mnclude a numbef of embedded resource identifiers, described above, that

corresponds to resource objects that should be obtained by the chient computing device 102

as part of the processing of the requested content. The embedded resource identifiers can

be generally referred to as original resource 1dentifiers or original URLs.

[0035]  Upon receipt of the requested content, the client computiﬁ_g device 102,
such as ‘through a browser software application, begins prdcessing any of the niarkup code
included 1n the Content and attempts to acquire the resources identitied by the embedded
resource identifiers. Accordingly, the first step in acquiring the content corresponds to the
issuance, by the client computing device 102 (through its local DNS resolvér), of a DNS'_'
query for the original URL resource identifier that results in the identiﬁc:atioh of a DNS- '
server authorité,tive to the “.” and the “com” portions of the translatéd URL After
processing the “.” and “com” portions of the embedded URL, the chient computing '
device 102 then issues a DNS query for the resource URL that results in the idehtiﬁcatié_n
of a DNS seﬁer authoritative to the “.cdnprovider” portion of the embedded URL. The

issuance of DNS queries corresponding to the “.” and the “com” portions of a URL are

well known and have not been illustrated.

[0036] With reference now to Figures 4A, in an illustrative embodiment, the
successful resolution of the “cdnprovider” portion of the original URL identifies a network
address, such as an IP address, of a DNS server associdted with the CDN service
nrovider 106. In one embodiment, the IP address can be a specific network address unique '
to a DNS server component of a POP. In another embodiment, the IP address can be
shared by one or more POPs. In this embodmment, a further DNS query to the shared IP
address utilizes a one-to-many network routing schema, such as anycast, such that a

specific POP will receive the request as a function of network topology. For example, in
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an anycast implementation, a DNS query issued by a client computing device 102 to a
shared IP address will arrive at a DNS server component logibaliy having the shortest
network topology distance, ofien referred to as network hops, from the '_C}ient computing
device. The network topology distance does not necessarily corr.e'Spond to geographic
distance. However, m some embodirﬁents, the network topology distance can be inferred

to be the shortest network distance between a client computing device 102 and a POP.

[0037] With continued reference to Figure 4A; in either of the above identiﬁéd_ N

embodiments (or any other embo_diment), a specific DNS server in the DNS
component 118 of a POP 116 receives the DNS query corresponding to the original URL
from the chent compﬁtiﬁg device 102. Once one of the DNS servers in the DNS
component 118 receives the request, the specific DNS server attempts to resolve .the
request. In one illustrative embodiment, as shown in reference to Figure 5, a specific DNS
server resolves the DNS query by identifying an IP address of a cache server coﬁlponent_
that will pro;::ess the request for the requested resource. As described above and as will be
descﬁbed further below in reference to Figure 6, a selected resource cache component. can
nrocess the request by either providing the requested resource if it 1s available or atternpt
to obtain the requested resource from another source, such as a peer cache server
computing device or the origin server 112 of the content provider 104.

[0038] Returning to Figure 4A, as an alternative to selecting a resource cache
component upon receipt of a DNS query as described in reference to Figure 5, the CDN -
service provider 106 can mainfain sets of various aiternative resource identifiers. The
alternative resource identifiers can be provided by fhe CDN service proﬁider 106 to the
client computing devi¢e 102 .such that a subsequent DNS query on the aiternative reSOUrce
identifier will be processed by' a different DNS server component within the CDN service
provider’s network. In an illustrative embodiment, the alternative resource identifiers are
in the form of one or more canonical name (“CNAME") records. In one embodiment,
each CNAME record identifies a domain of the CDN service provider 106 (e.g..
“cdnprovider.com” or “cdnprovider-1.com”). As will be explained in greater detail below,
the domain in the CNAME does not need to be the same domain found in original URL or

in a previous CNAME record. Additionally, each CNAME record includes additional
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information, such as reguest routing information, (e.g., “request routing information™). An

illustrative CNAME record can have the form of:

http://request routing information.cdnprovider.com/path/resource.xxx

CNAME request routing information.cdnprovider.com

[0039] In an illustrative embodiment, the CNAME records are generated and
proifided by the DNS servers to idenfily a more appropriate DNS .server of the CDN
service provider 106. As used ineecordance with the present diselosure, appr'opriateness |
can be defined in any manner bythe CDN service provider 106 for a variety of purposes.
In an illustrative embodiment, as will be described in greater detail below in reference to
Figures 7 and 8, the CDN service provider 106 will utilize client loeati_on infonnation_'
associated with the client computing device 102 or its local DNS resolver, at least in part,
to 1dentify the more appropriate- DNS server of the CDN service provider 106. In'
particular, the CDN service provider 106 can utilize an IP address associated with a elient
eornpuﬁng device DNS query to identify' a corresponding location-based identifier
representing a possible location of the client computing device. The CDN service provider
- 106 can then, 1n turn, utilize the location-based identifier to identify a destination identiﬁer .
representing a geographic region associated with the CDN service provider 106 from
Whieh the resource request should be resolved. Baeed on the destination identifier, the
CDN service previder 106 can then select a POP 116, 122, 128 frorn a set of POPs that are
capable of servicing resource requests for the destination corresponding to the destination
identifier. In one example, if more than one POP is identified in the set, the CDN service
provider 106 can utilize a distribution allocation for selecting a specific POP associated
with the i1dentified destination. In another example, once a POP is selected, the CDN
service provider 106 can further use health infennation to determine whether the selected
POP is available to service requests before providing the client computing device with a

CNAME corresponding to the selected POP. One skilled in the art will appreciate that the

above functionality is illustrative 1n nature and accordingly should not be construed as

hmiting.
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[0040] As described above, 1 additioh to the consideration of client location
information (eifher of the end-client or its assoéiated local DNS resolver component), the
CDN service provider 106 .can utilize the additional information (e.g.,' the “additional
information”) included in the transiated URL to sélect a more appropriate DNS server, In
one aspect, the CDN service provider 106 can utilize the additional information to select
from a set of DNS servers idenfified as satisiying criteria associated with the clent
location information. In another aspect, the CDN service provider 106 can utilize the
additional information to validate the DNS server selected in acéordance with the client
location information or to select an alternative DNS server previously selected in
accordance with the clhient location information. In one example, the CDN service
provider 106 can attempt to direct a DNS query to DNS servers according to additional
geographic criteria. The additional geographic criteria can 'correspond to geographic-based
regional service plans contracted between the CDN service-provider 106 and the conteﬁt
provider 104 in which various CDN service provider 106 POPs are' grouped into
geographic regions. Accordingly, a ciiént computing device 102 DNS query recetved in a
region not corresponding to the content provider’s regional plan may be better processed
by a DNS server in region corresponding fo the content provider’s regional plan. -

[0041] In another example, the CDN service provider 106 can attempt to direct

a DNS query to DNS servers according to service level criteria. Theiservice level critera

can correspond to service or performance metrics confracted between the CDN service

provider 106 and the content provider 104. Examples of performance metrics can include
latencies of data transmission between the CDN service provider POPs and the client
computing devices 102, total data provided on behalf of the content provider 104 by the

CDN service provider POPs, error rates for data transmissions, and the like.

[0042] In still a further example, the CDN service proﬁder 106 can attempt to
direct a DNS query to DNS servers according to network performance criteria. The
network performance criteria can correspond to measurements of network performance for
transmitting data from the CDN service provider POPs to the client computing device 102.

Examples of network performance metrics can include network data transfer latencies
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(mcasurcd by the client computing device or the CDN service provider 106, network data

error rates, and the like.

[0843] In accordance with an ilustrative embodiment, the DNS server
maintains a data store that defines CNAME rcccrds for various cr1g1nal URLs. Ifa DNS
query corresponding to a particular original URL matches an entry in the data store, the
DNS server returns a CNAME record as defined in the data store. In an illustrative
embodiment, the data store can include multiple CNAME records corresponding to a
particular original URL. The multiple CNAME records would define a set of pctentiél
candidates that can be returned to the client ccmputmg device. In such an cmbcdlmcnt
the DNS server, either directly or via a network- based service, can 1mplcmcnt additional
logic in selecting an a.pp_rcpnate CNAME from a set of pcsszlblc of CNAMES. In an
illustrative embodiment, each DNS server component 118, 124, 130 maintains the samc
data stores that define CNAME records, which can be managed centrally by the CDN .
service provider 106. Alternatively, each DN server component 118, 124,. 130 can have -
POP specific data stores that deﬂne CNAME records, which can be managcd centrally by
the CDN service provider 106 or locally at the POP 116, 122 128. Still furthcr' each DNS
server computing device wﬁhm the DNS server ccmpcncnts 118, 124 130 can utilize
shared data stores managcd by a respective POP or a local data store speclﬁc to an
individual DNS server computing de\}icc. ' ' -

[0044] The returned CNAME can- also include request routing informaticn that
is different from or in addition to the information provided in the URL/CNAME of the
current DNS query. For example, a specific regional plan can be idehtiﬁed in the
“rcqucst. routing information” portton of the specitic CNAME record. A similar

approach could be taken to identify service level plans and file management by including a

specific identifier in the “request_routing_information” portion of the CNAME record. In
another embodiment, réquest routing information can be found in the identification of a
CDN service provider 106 domain different from the domain found in the current

URL/CNAME. For example, a specific regional plan domain (e.g., “cdnprovder-

regionl.com™) could be used in the domain name portion of the specttic CNAME record.

Any additional request routing information can be prepended to the existing request
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routing information in the current URL/CNAME such that the previous request routing

information would not be lost (e.g., serviceplan.regionalplan.cdnprovider.com).  One

skilled in the relevant art will appreciate that additional or altematwe techniques and/or
combination of techmques may be used to mclude the additional request routing
information in the CNAME record that is selected by the DNS server component 1 18.
[0045] With continued reference {o Figure 4A, one skilled in the relevant art
will appremate that the DNS server may select (or otherwise obtain) a CNAME rec:ord that
is intended to resolve to a more appropriate DNS server of the CDN service prowder 106.
[t may be possible, however, that the same DNS server would also be authoritative for the :
subsequent DNS query for the CNAME. to be provided to the client computing device. For
example, a specific DNS server may be authoritative baséd on a paﬁicular' geographic
location associated with the client computer device and a speciﬁcregi(jnal plan identified
by a content provider plan based on the client location information. Thus, returning a
CNAME would still result in the DNS query arriv.ing at the same DNS server (which may
also be due in part to the client computing device’s geography). In such an embodiment,
the DNS server, such as DNS server component 118, may chdose_to resolve the future
DNS query 1n advance. ‘ , . .
[0046} With reference now to Figure 4B, upon recéipt of the CNAME from the
DNS server component 118, the client computing device 102 generates a subsequent DNS

query corresponding to the CNAME, As previously discussed with regard to Figure 4A,

the DNS query process could first start with DNS queries for the “.” and “com” portions, '
followed by a qu'éry for the “cdnprovider” portion of the CNAME. To the extent,
however, that the results of a previous DNS queries can be cached (and remain valid), the
client compuiing device 102 can utilize the cached information and does not need to repeat
the entire process. However, at some point, depending on whether the CNAME provided
by DNS server component 118 (Figure 4A) and the previous URL/CNAME share common
CDN service provider domains, the current CNAME DNS query will be processed by a
different POP provided by the CDN service provider 106. As Hlustrated in Figure 4B, the
DNS server component 124 of POP 122 receives the current CNAME based on the

different information in the current CNAME previously provided by the DNS server
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component 118.  As previously described, the DNS server component 124 can then

determine whether to resolve the DNS query on the CNAMLE with an TP address of a cache

component that will process the content request or whether to provide another alternative

resource identifier selected in the manners described above.

[0047] For purposes of illustration, assume that the DNS setver component 124
processes the content request by returning an 1P address of a resource cache component.
In an illustrative embodiment, the DNS server component 124 can utilize a variety of
information in selecting a resource cache component. In one example, the DNS server
component 124 can default to a selection of a resource cache component of the same POP.
In another example, the DNS server components can select-a resource cache component
based on various load balancing or load sharing algorithms. Still further, the DINS server
components can utilize network performance metrics or measurements to assign specific
resource cache components. The IP address selected by a DNS server component may
correspond fo a specific caching server in the resource cache. Altematively, the [P address -
can correspond to a hardware/software selection component (such as a load balancer).

[0048] = With continued reference o Figure 4B, the CDN service provider 106
collects performance data associated with resolving the content requést and ufilizes the
performance data to determine whether any updates to the routing information should be
made. The CDN service -provider 106 can collect performance data at any time durmg the

process or after resolution of the content request. Such performance data can include

measurements of network performance for transmitting data from the CDN service
provider POPs to the client computing device 102. In one embodiment, netwerk data
transfer latencies associated with the delivery of the requested resource are measured by
the client computing device 102. Alternatively, the CDN service provider 106, such as
through the resource cache component, can measure the performance as part of providing
content to a client computing device. Such network performance data can be managed and
maintained globally by the CDN service provider and shared with the DNS servers of the
CDN or individually by the DNS servers of the CDN service pfovider. Moreover, network

performance criteria can be provided as a batch process from POPs or sent 1n response to a

request from one POP to another.
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10049] Additionally, while performance data can be collected relative to an
end-client’s experience in one embodiment, this data collection can be independent of how .
a client request is routed. For example, the routing choice for a client request can be based
on an IP address associated with the client’s DNS resolvef, but the performancé data
associéted with resolving that request may be based on the experience ot the end-cIienf
device. | .

[0050] Based on the collected performance data, the CDN service provider can
then determine whether an update to routing informaﬁon éssociated with client location
information is needed. Updates to routing information can be implemented in a number of
ways, such as by modifying and/or deleting existing routing information, adding new
routing information, and the like. In one embodimeﬁtﬁ the update determination can be
made vy the CDN service provider clobally or by the individual DNS service components
or DNS servers. In an illustrative embodiment where individual DNS servers deteﬁnine
whether to update routing information, each DNS server can manage and maintain routing
information unique to the particular DNS server. In this 1llustrative embodiment, the
performance data can be maintained globally by the CDN service provider and shared with
the DNS components and/or DNS servers, with each DNS component and/or DNS server
managing how the performance data is used. Accordingly, routing information may vary

from one DNS component/server to another.

[0051] With reference now fo Figure 6, In an illustrative example, assume that
the DNS server component 124 has selected the resource cache component 126 of
POP 122. Upon re¢eipt of the TP address for the resource cache component 126, the client

computing device 102 transmits a request for the reQuested content to the resource cache

component 126. The resource cache component 126 processes the request in a manner

described above and the requested content is transmitted to the client computing

device 102.

[0052] With reference now to Figure 7, one embodiment of a request routine

700 implemented by the CDN service provider 106 for processing a resource request, as

well as performance data associated with resolving the resource request, will be described.

One skilled in the relevant art will appreciate that actions/steps outlined for routine 700
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may be implemented by one or many computing devices/compbnems that are associated
~with the CDN service provider 106.  Accordingly, routine 700 has been logically
assoclated as being generally perfonned by the CDN service provider 106, and thus the

following illustrative embodiments should not be construed as limiting.

[0053] At bldck 702, one of the DNS server components 118, 124, 130
receives a DNS query corresponding to a resource 1identifier. As previously discussed, the
- resource identifier can be a URL that has been embedded in content requestea by the client
computiﬂg device 102 and previously provided by the content provi.d'er 104, Alterﬁative.ly, |
the resource identifier can also correspond to a CNAME provided by a content provider.
DNS server in response to a DNS query previously received from the chent computing
device 102. The receiving DNS server also obtains an [P address associated with the DNS .
query fro‘m the requesting client cdmputing device 102 (“query IP address™) at block 702,
The query IP address can correspond to an IP addréss of the client computing dev’iée or
any local DNS resolver component associated with the client computing device., .

[0054] ~ Next, at block 704, the receiving DNS server obtains a location-based
identifier associated with the query IP address. Each DNS server maintains (or otherwise
has access to) a data store 134 mapping a set of 1ocatioﬁ-based. identifiers with 'at leaSt
portions of knowh [P addresses (e.g., mapping a speciﬁé location-based identifier with a
spediﬁc IP address or spé:ciﬁc partial IP address). Utilizing the data.store 134, the
receiving DNS server aitempts to match the IP address associ’ated' with the client
computing device 102 DNS quefy (as. transmitted via the local DNS resolver compcnent)
with the IP addresses in the data store 134. If the query IP address can bé. partially
matched to an IP address in the data store 134, the DNS server identifies a COITésponding .
location-based identifier. In this way, query IP addresses that the receiving DNS server
has not previously evaluated can be routed based on existing data, and as will be described
further below, ﬂpdates can subsequently be made to the routing information based on
performance data related to the query. For example, the receiving DNS server can '
determine that a query IP address (e.g., 128.1.3,12) that falls in a particular group of [P
addresses (e.g., 128.1.x.x) will be treated the same until the CDN service provider 106

determines that the query IP address should be treated ditterently.
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[0055] As similarly set forth above, the location-based identifiers can
correspond to locations directly determined based on physical locations or logical locations

associated with the origin of the DNS query. Additionally, the location-based 1dentifier
can be inferred based on associating a relative location to known locations. For example,

the location-based identifier can be attributed to known locations of POPs (corresponding

to the CDN service provider) based on measured latency information associated with |
request routing between the client computing device_oi* its local DNS resolver and these
POPs. The measured latency information can be premeasuréd, such as through testing
procedures or previously observed request routing behavior. Alternatively, the measured '
latency information can be dynamically measured in a real time basis or semi-real time
basis. ‘ '
[0056] In an illustrative embodiment, the DNS Sefver also optionally obtains a - .
confidence factor associated with the location-based identifier from the data store 134 at '
block 704. The confidence factor corresponds to a degree of confidence in the accuracy of

the associated location-based idcntiﬁer to the query IP address. The optional confidence

factor will be further discussed in reference to Figure 8.

[0057] Next, at a block 706, the receiving DNS server determines a POP from

a set of one or more POPs associated with the obtained location-based identifier for
resolving the resource request. Generally, the set of one or more POPs are capable of
servicing resource requests from a region associated with the identified location of the

requesting client computing device 102. As will be described further below, Figure 8

illustrates one embodiment of a request routing subroutine for perfonning-thé functionality

associated with block 706.
[0058] At decision block 708, a test 1s conducted to determine whether the

current DNS server is authoritative to resolve the DNS query. In one illustrative
embodiment, the DNS server can determine whether it 1s authoritative to resolve the DNS
query if the determined POP for resolving the resource requést corresponds to the same
POP associated with the receiving DNS server. If the determined POP indeed cbrresponds
to the same POP associated with the receiving DNS server, then the receiving DNS server

1s considered to be authoritative, and the receiving DNS server identifies a cache server
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associated with the resource cache component from the same POP to process 2 subsequent -
client resource request (e.g., a request for the embedded resource) at block 710. The
recelving DNS server resolves the DNS query by returning the IP address of, for example,

a default or specific cache server or a load balancing component (as appropriate)

associated with the resource cache component from the same POP. A number of
methodologies for selecting an appropriate resource cache component at the POP may be
impleroented. . ' .
[0059] | Altern'atively, if at decision block 708 the determined POP
corresponds to another POP of the CDN service provider 106, ‘ and henee the reee’iving
DNS server 1s not authontative, the recewmg DNS server selects and transmlts an
altemative resource identifier at block 712. Speolﬂoally, in one embodlment the receiving
DNS server identifies an appropriate CNAME corresponding to 'the selected POP and
transmits the CNAME to the client computing device 102. At block 7‘14, different DNS
 server oomponents 118, 124, 130 then receive a DNS query from the client computing

device 102 oorrespondmg to the CNAME. The routine 700 then returns to deCISIOIl

block 708 and continues to repeat as appropnate

[0060] Alternative or additional methodologies may also be praetioed to
determine .Whether the DNS server 1s authoritative. In one embodiment,' the receiving
DNS server may maintain one or more CNAMEs that define Verious alternatives for
request routing processing based on geographic regions of the CDN service provider 106.
In this embodiment, 1nstead of determining a POP associated with the obtained location-
based identifier at block 706, the receiving DNS server can determine a destination
identifier associated with the obtained location of the client computing device, as will be

similarly discussed below in reference to Figure 8 at block 806. The DNS server in this

alternative embodiment can then select an appropriate CNAME of an alternative POP

based on the determined destination i1dentifier alone or in combination with other request

routing criteria.

[0061] Next, at a block 716, the CDN service provider 106 collects
performance data associated with resolving the confent request and utilizes the

performance data to determine whether any updates to routing information associated with
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client location information should be made. As mentioned above, the CDN service
provider 106 can collect performance data at any time durmng the above proceSs or after
resolution of the content request. The CDN service provider 106 can then process the
collected perfoﬁnance data at block 716 to determine whether any updates to thé‘ routing
data store 134 should be made. As will be further deScribed below, routing updates
associated With client location information include, for example, updates to quei'y [P
address to location-based identifier mappings,' location-based identifier to destination
identifier mappings, POP distribution allocations, failover _list ' entries and distribution
allocations, and the like. ' '

[0062]  In one illustrative embodiment, the CDN service provider 106 can
collect performance data to determine whethér any modifications should be made to the
query 1P address to location-based identifier mappings in lthe routing data store 134. For
example, if a. first resource request associated with a paliibular location-based identifier
results in poor routing performance, yet other resource requests from the same location
result in good routing performance, the CDN service provider may determine that the
location-based identifier associated with the first resource request is inaccurate. In this
example, the CDN service provider 106 may utilize client profile data associated with the
requesting client computing device to determine an alternative location to map to the query
[P address. For example, the CDN service provider 106 may refer to a client’s user profile
data in the routing data store 134 to determine an alternate billing address or a shipping
address for the ciient. The CDN service prdvider 106 can use this newly identified
location to designate a new location-based identifier associated with the query IP address.
Specifically, 1n one embodiment, the CDN service provider 106 can add a new entry to the
routing data store 134 mapping the query IP address to the new Iocation-based identifier.
Alternatively, in another embodiment, the CDN service provider 106 can modify the
existing location-based 1dentifier .to at least partial IP address mapping entry, which 1s
associated with the query IP address, by replacing the existing location-based identifier
with the new location-based identifier. In a specific illustrative embodiment, the CDN
service provider 106 can use the performance data to determine to collapse two or more

location-based identifier to at least partial IP address mapping entries into a new single

.
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mapping entry. In addition or _altematively; the CDN service provider 106 can use the

performance data to separate a current mapping entry into two or more mapping entries.

[0063] In another embodiment, if all resource requests associated with a

perticular location-based identifier result in poor routing performance, the CDN service :
provider 106 may determine that the query IP address to location-based.. identifier
mappings are accurate, but the ' associated destination 1dentifters (as will be further
described in reference to Figure 8 at block 806) or the associated POPs (or corresponding
CNAMES) need modification. In this example, the CDN service provider may modify the
location-based identifier to destination identifier mcappings or the available POP selections
associated with the location and/or destination identiﬁers. '

[0064]  In yet another illustrative embodiment, a probability of selecting each
POP (or corresponding CNAME) 1n a set (such as at block 706 or, as further described
below, at block 808) can be initially defined in a number of ways, and the receiving DNS
server selects a POP/CNAME based on the defined probabilities. For example, a set of - |
POPs may be identified as corresponding to a particular destination identifier as will be
further described below in reference to Figure 8. The selection of a particular POP from
the set can be based on a distribution allocation. For example, the CDN service providef
106 may provide three POPs, such as Seattle, San Francisco, and Los Angeles POPe, in a
West Coast Region of the United States. In this example, a distribution allocation niay
provide t<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>