wO 2020/047582 A1 |0 0000 KO0 Y0 0 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
12 March 2020 (12.03.2020)

(10) International Publication Number

WO 2020/047582 Al

WIPO I PCT

1)

@n

22)

@5
(26)
30)

(72)
(71)

(74)

@81)

International Patent Classification:
GO6F 21/62 (2013.01) G060 10/08 (2012.01)
GO6F 16/30 (2019.01)

International Application Number:
PCT/AU2019/050928

International Filing Date:
02 September 2019 (02.09.2019)

Filing Language: English

Publication Language: English

Priority Data:

2018903240 03 September 2018 (03.09.2018) AU

Inventor; and
Applicant: FLATOW, Wolfgang [AU/AU], c/- Davies
Collison Cave Pty Ltd, Milton, Queensland 4064 (AU).

Agent: DAVIES COLLISON CAVE PTY LTD; Level
10, 301 Coronation Drive, Milton, Queensland 4064 (AU).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL,CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
KR,KW,KZ ,LA,LC,LK,LR,LS,LU,LY, MA, MD, ME,

84

MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ,NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:

with international search report (Art. 21(3))

4

Title: MANAGEMENT SYSTEM

Identify spatial region 100
in complex space
Y
Receive user 110
password
Identify key locations
. - - 120
in spatial region
Y
Calculate key
- 130
numerical values
Generate encryption 140
key
Fig. 1A

(57) Abstract: A system for tracking an asset including one or more processing devices
that identify a spatial region in a complex number space, the spatial region being associated
with the asset, receive a user defined password, identify a plurality of key locations within
the spatial region at least in part using the user defined password, calculate key numerical
values at each of the plurality of key locations using a defined complex number formula
and use the key numerical values to generate an encryption key. The asset can be associated
with a user by storing an asset record in a database which is indicative of an asset identifier,
the spatial region and an encrypted payload derived using the encryption key.
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MANAGEMENT SYSTEM

Priority Documents

[0001] The present application claims priority from Australian Provisional Application No.
2018903240 titled “MANAGEMENT SYSTEM?” as filed on 3 September 2018, the content

of which is hereby incorporated by reference in its entirety.

Background of the Invention

[0002] The present invention relates to a management system and method, and in one
example a system and method for tracking an asset, as well as a system and method for

generating an encryption key or unique identifier.

Description of the Prior Art

[0003] The reference in this specification to any prior publication (or information derived
from it), or to any matter which is known, is not, and should not be taken as an
acknowledgment or admission or any form of suggestion that the prior publication (or
information derived from it) or known matter forms part of the common general knowledge

in the field of endeavour to which this specification relates.

[0004] In recent years, blockchain technologies have become popular, with these being used
in a wide range of applications, including that of digital currencies, such as Bitcoin,
Ethereum, or the like. Whilst not backed by physical assets, such currencies have become

popular for a range of reasons, including their peer to peer utility and demand.

[0005] Blockchain technologies use a massive encrypted ledger that is maintained by
thousands of servers and these ledgers contain every single transaction ever made with that
currency. This ledger is then duplicated on thousands of servers and massive computing
power and energy is used to maintain them. This provides a high degree of security and
redundancy, making it difficult for such currencies to be used fraudulently. However, such

technologies suffer from a number of drawbacks.
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[0006] One drawback, is that blockchain, and in particular crypto currencies rely on a
technique called mining to generate the encrypted blocks of data. This involves performing
complex calculations in order to generate the data blocks, which is in turn requires high levels
of computational power, and hence energy. In this regard, Figure 11 graph is from a Forbes
article titled "Bitcoin's Energy Consumption Can Power An Entire Country", which
highlights that "Bitcoin’s current estimated annual electricity consumption is 61.4 TWh".
Thus, one of the biggest problems with Bitcoin and all other crypto currencies is mining and
its associated energy usage, and whilst banks may use a lot more power maintaining their
own accounts and delivering their financial services, they are handling far greater amounts of

currency.

[0007] A further issue with blockchain is that of retaining ownership of digital assets.
Currently this is achieved through the use of wallets, which store crypto-currency in an
encrypted form to prevent it being accessed via third parties. However, current encryption

techniques suffer from a number of drawbacks.

[0008] In particular, in order for encryption keys to be sufficient secure, these need to be of a
sufficient size that these cannot easily be re-calculated. As encryption techniques often rely
on prime numbers, there is significant computation involved in deriving encryption keys that

can be used, which adds to the issues of energy usage outlined above.

[0009] Additionally, no matter how strong the encryption technique is that it is used, overall
the encryption process is only effective if it is possible to retain encryption keys secret. In
particular, once an encryption key is known, then this can be used together with the
encryption algorithm to decrypt encrypted data and reveal its contents. As keys can be
hundreds of bits in length, it is not practical to remember these, and instead techniques are
required to store encryption keys to allow access to encrypted data. This is frequently done
by encrypting the keys using a key store, which in turn requires a key to access its contents,
which is in turn often a less complex password. In the case, of username/password access
control, in order to function, one or both of those values must be stored in databases as an
encrypted block. While this makes the password much more secure by not being visible as

plain text, this has two significant side effects, namely that the key used to encrypt the
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password is known to the system, by whatever algorithm or key store method, and that the

password is actually stored in the system, albeit in an encrypted form.

[0010] As a result, the potential for compromise is very high should the key store system be
discovered, the entire encrypted content could then be decoded, meaning the encryption key
storage process is typically the weakest link in any encryption scheme, and improved systems

would be desirable.

[0011] It will be appreciated that whilst the above described issues are applicable to the field
of crypto currencies, they also apply more broadly to other fields, including any fields and

systems where encryption or asset management is involved.

[0012] In broader fields of asset management, there are also additional issues. For example,
asset management typically involves storing information regarding an asset, whether physical
or digital, in a database. For example, titles to property assets are typically held by physical
possession, paper title, or as a database record, whilst most real-estate titles are managed by
databases. Similarly, most precious metal holdings in held central vaults are allocated, traded
and managed with databases, whilst non-cash currencies are managed in Bank Account

databases, and asset and stock holdings by companies are held in company databases.

[0013] In all of these cases, the integrity of database asset storage depends on database
integrity, security, software integrity, disaster recovery capability and many more
infrastructure and management elements. At a fundamental level the assets integrity depends
on database relationships linking an account with an asset, relationships that use completely
arbitrary identifiers that vary between every single database in every single organisation. If
these identifiers are compromised that relationship is broken, meaning the connection

between asset and owner is lost.

[0014] As assets become traded more broadly, particularly through techniques such as

blockchain, the ability to generate and use globally unique identifiers becomes more pressing.

[0015] It can therefore be seen that asset management and other fields require improved
systems for generating and tracking unique identifiers, and managing encryption keys, and

that these issues also extend to a wide range of other fields.
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Summary of the Present Invention

[0016] In one broad form an aspect of the present invention seeks to provide a system for
tracking an asset, the system including one or more processing devices configured to: identify
a spatial region in a complex number space, the spatial region being associated with the asset;
receive a user defined password; identify a plurality of key locations within the spatial region
at least in part using the user defined password; calculate key numerical values at each of the
plurality of key locations using a defined complex number formula; and, use the key
numerical values to generate an encryption key, and wherein the asset is associated with the
user by storing an asset record in a database, the asset record being indicative of: an asset

identifier; the spatial region; and, an encrypted payload derived using the encryption key.

[0017] In one embodiment the one or more processing devices are configured to identify the
plurality of key locations using a sequence of geometric translations based on the user

defined password.

[0018] In one embodiment the one or more processing devices are configured to determine
the sequence of geometric translations using fixed translations modified using the user

password.

[0019] In one embodiment the one or more processing devices are configured to: concatenate
the repeated versions of the password to generate a character string of a defined length; and,
apply each character in the character string to a respective fixed translation to generate the

sequence of geometric translations.

[0020] In one embodiment the one or more processing devices are configured to: concatenate
the repeated versions of the password to generate a character string; and, truncate the

character string at the defined length.

[0021] In one embodiment the fixed translations are angles and wherein the one or more
processing devices are configured to: define lengths using the characters; and, generate

geometric translations in the form of translation vectors using the angles.
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[0022] In one embodiment the angles represent a rotation angle about a key origin location in

the spatial region and the lengths represent a distance from the key origin location.

[0023] In one embodiment the key origin location is at least one of: a central location within
the spatial region; a corner of the spatial region; offset from a central location within the

spatial region; and, offset from a corner of the spatial region.

[0024] In one embodiment the one or more processing devices are configured to generate the

lengths using ASCII values of each character.

[0025] In one embodiment the fixed translations are at least one of: predefined; generated for

each asset; and, unique to each asset.

[0026] In one embodiment the one or more processing devices are configured to generate
fixed translations for each asset by: selecting a seed location within the spatial region;
calculating a seed numerical value at the seed location using the defined complex number
formula; and, using the seed numerical value to seed a number generator to thereby create a
plurality of generated values, the fixed translations being derived from the plurality of

generated values.

[0027] In one embodiment the number generator is a random number generator, and wherein

the plurality of generated values are identical for a given seed numerical value.

[0028] In one embodiment the seed location is at least one of: a key origin location; a central
location within the spatial region; a corner of the spatial region; offset from a central location

within the spatial region; and, offset from a corner of the spatial region.

[0029] In one embodiment the one or more processing devices are configured to generate the
numerical value at each key location by: using an iteration of the complex number formula;
generating an integer value from the result of the complex number formula iteration; and,

calculating a modulus 256 number from the integer value.

[0030] In one embodiment the one or more processing devices are configured to: identify a
first plurality of key locations within the spatial region using a sequence of geometric

translations calculated using first fixed translations modified using the user defined password;
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identify a second plurality of key locations within the spatial region using a sequence of
geometric translations calculated using second fixed translations modified using the user
defined password; calculate key numerical values at each of the first and second plurality of

key locations; and, use the key numerical values to define an encryption key.

[0031] In one embodiment the one or more processing devices are configured to: identify an
unallocated spatial region in the complex number space; and, allocate the unallocated spatial

region to the asset to associate the spatial region with the asset.

[0032] In one embodiment one or more processing devices are configured to: determine an

asset type; and, selected the unallocated spatial region in accordance with the asset type.

[0033] In one embodiment the one or more processing devices are configured to determine
an extent or depth of the spatial region based on at least one of: a property of the asset; a

value of an asset; and, a quantity of an asset.

[0034] In one embodiment the one or more processing devices are configured to: generate a

unique asset identifier; and, generate asset data using the unique asset identifier.

[0035] In one embodiment the one or more processing devices are configured to associate the
spatial region with the asset by recording an association between the unique asset identifier

and the asset.

[0036] In one embodiment the one or more processing devices are configured to calculate the
asset identifier using at least one of: coordinates of the spatial region in the complex space;

and, an extent of the spatial region in the complex space.

[0037] In one embodiment the one or more processing devices are configured to: calculate
identifier numerical values associated with the spatial region using a defined complex number

formula; and, generate a unique asset identifier using the identifier numerical values.

[0038] In one embodiment the one or more processing devices are configured to: identify a
plurality of identifier locations within the spatial region; and, calculate the identifier
numerical values at each of the plurality of identifier locations using a defined complex

number formula.
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[0039] In one embodiment the unique asset identifier is a 512 bit number represented by 32

hexadecimal characters.

[0040] In one embodiment the one or more processing devices are configured to: generate a

digital signature; and, generate the asset data using the digital signature.

[0041] In one embodiment the one or more processing devices are configured to generate the
digital signature using a private key of a private/public key pair to allow the digital signature

to be verified.

[0042] In one embodiment the one or more processing devices are configured to generate the

digital signature using the unique asset identifier.

[0043] In one embodiment the one or more processing devices are configured to transfer an
asset from a first user to a second user by: receiving a first user defined password from the
first user; using the first user defined password to generate a first encryption key; decrypting
the payload using the first encryption key to generate a decrypted payload; receiving a second
user defined password from the second user; updating the payload to link to the second users
wallet; using the second user defined password to generate a second encryption key;
encrypting the decrypted payload using the second encryption key to generate the new

payload; and updating the asset data using the new payload.

[0044] In one embodiment the one or more processing devices are configured to transfer an
asset from a first user to a second user by: generating a temporary password; use the
temporary password to generate a temporary encryption key; encrypt the decrypted payload
using the temporary encryption key to generate the new payload; update the asset data using
the new payload; notify the second user of the temporary password; receiving the temporary
password from the second user; using the temporary password to generate the temporary
encryption key; decrypting the payload using the temporary encryption key to generate a
decrypted payload; receiving a second user defined password from the second user; using the
second user defined password to generate a second encryption key; encrypting the decrypted
payload using the second encryption key to generate the new payload; and updating the asset

data using the new payload.
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[0045] In one embodiment the database includes a number of wallets associated with
respective users, and wherein an asset is associated with an asset owner by storing the asset

data in the wallet of the respective asset owner.

[0046] In one embodiment each wallet is an asset and is associated with a respective spatial
region in the complex number space, and wherein asset data for assets associated with the

wallet are stored as part of a wallet payload.

[0047] In one embodiment the database includes a number of wallets associated with
respective users, and wherein an asset is associated with an asset owner by linking the asset

data to the wallet of the respective asset owner.

[0048] In one embodiment the asset data is stored in an asset data store and wherein the asset

data includes a wallet identifier of a wallet to which the asset is linked.

[0049] In one embodiment the one or more processing devices are configured to generate a
graphical representation of the spatial region, and wherein the graphical representation can be

used to identify the spatial region.

[0050] In one embodiment at least one of the asset data and the payload are indicative of at
least one of: a spatial region location; a spatial region extent; a graphical representation of the
spatial region; a time stamp; an asset location; an asset identity; an asset value; at least one

asset owner; a digital signature; and, a wallet identifier.

[0051] In one embodiment the spatial region includes at least one of: a spatial area; and, a

spatial volume.

[0052] In one embodiment the spatial region is identified using at least one of: a vector
indicative of a location of the spatial region in the complex space; and, a parameter indicative

of an extent of the spatial region.

[0053] In one embodiment the complex formula is at least one of: a Julia set; a Mandlebrot

set; a complex number set; and, a chaotic formula using two seed values.
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[0054] In one embodiment the spatial region is provided in a part of complex space where the

complex formula has non-infinite values and complexity is non-zero.

[0055] In one embodiment the system is configured to track assets in multiple asset classes,
and wherein: each asset class is assigned to a respective asset region in the complex number
space; and, each asset within an asset class is associated with a spatial region that is a part of

the asset region associated with the asset class.

[0056] In one embodiment a size of the spatial region is based on at least one of: a value of

the asset; a quantity of the asset; and, a size of the asset.
[0057] In one embodiment at least some of the asset classes correspond to physical assets.

[0058] In one embodiment the physical assets correspond to at least one of: gold; silver;

platinum; diamonds; and, oil.

[0059] In one embodiment the one or more processing devices are configured to generate an
asset representation, the asset representation including at least a graphical representation of

the spatial region.

[0060] In one embodiment the asset representation is indicative of at least one of: the spatial

region; the asset identifier; an asset class; an asset value; an asset size; and, an asset quantity.

[0061] In one embodiment at least one of the asset representation and the graphical

representation is subject to copyright.
[0062] In one embodiment an asset representation is tradable.

[0063] In one broad form an aspect of the present invention seeks to provide a method for
tracking an asset, the method including, in one or more processing devices: identifying a
spatial region in a complex number space, the spatial region being associated with the asset;
receiving a user defined password; identifying a plurality of key locations within the spatial
region at least in part using the user defined password; calculating key numerical values at
each of the plurality of key locations using a defined complex number formula; and, using the

key numerical values to generate an encryption key, and wherein the asset is associated with
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the user by storing an asset record in a database, the asset record being indicative of: an asset

identifier; the spatial region; and, an encrypted payload derived using the encryption key.

[0064] In one broad form an aspect of the present invention seeks to provide a computer
program product for tracking an asset, the computer program product including computer
executable code which when executed using one or more suitably programmed processing
devices causes the one or more processing devices to: identify a spatial region in a complex
number space, the spatial region being associated with the asset; receive a user defined
password; identify a plurality of key locations within the spatial region at least in part using
the user defined password; calculate key numerical values at each of the plurality of key
locations using a defined complex number formula; and, use the key numerical values to
generate an encryption key, and wherein the asset is associated with the user by storing an
asset record in a database, the asset record being indicative of: an asset identifier; the spatial

region; and, an encrypted payload derived by using the encryption key.

[0065] In one broad form an aspect of the present invention seeks to provide a system for
generating an encryption key, the system including one or more processing devices
configured to: identify a spatial region in a complex number space; receive a user defined
password; identify a plurality of key locations within the spatial region at least in part using
the user defined password; calculate key numerical values at each of the plurality of key
locations using a defined complex number formula; and, use the key numerical values to

generate an encryption key.

[0066] In one broad form an aspect of the present invention seeks to provide a method for
generating an encryption key, the method including, in one or more processing devices:
identifying a spatial region in a complex number space; receiving a user defined password;
identifying a plurality of key locations within the spatial region at least in part using the user
defined password; calculating key numerical values at each of the plurality of key locations
using a defined complex number formula; and, using the key numerical values to generate an

encryption key.

[0067] In one broad form an aspect of the present invention seeks to provide a computer

program product for generating an encryption key, the computer program product including
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computer executable code which when executed using one or more suitably programmed
processing devices causes the one or more processing devices to: identify a spatial region in a
complex number space; receive a user defined password; identify a plurality of key locations
within the spatial region at least in part using the user defined password; calculate key
numerical values at each of the plurality of key locations using a defined complex number

formula; and, use the key numerical values to generate an encryption key.

[0068] In one broad form an aspect of the present invention seeks to provide a system for
generating a unique identifier, the system including one or more processing devices
configured to: identify a spatial region in a complex number space; determine identifier
numerical values associated with the spatial region; generate a unique identifier using the

identifier numerical values.

[0069] In one broad form an aspect of the present invention seeks to provide a method for
generating a unique identifier, the method including one or more processing devices that:
identifying a spatial region in a complex number space; determining identifier numerical
values associated with the spatial region; generating a unique identifier using the identifier

numerical values.

[0070] In one broad form an aspect of the present invention seeks to provide a computer
program product for generating a unique identifier, the computer program product including
computer executable code which when executed using one or more suitably programmed
processing devices causes the one or more processing devices to: identify a spatial region in a
complex number space; determine identifier numerical values associated with the spatial

region; generate a unique identifier using the identifier numerical values.

[0071] It will be appreciated that the broad forms of the invention and their respective
features can be used in conjunction and/or independently, and reference to separate broad
forms is not intended to be limiting. Furthermore, it will be appreciated that features of the
method can be performed using the system or apparatus and that features of the system or

apparatus can be implemented using the method.
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Brief Description of the Drawings

[0072] Various examples and embodiments of the present invention will now be described

with reference to the accompanying drawings, in which: -
[0073] Figure 1A is a flow chart of an example of a process for generating an encryption key;

[0074] Figure 1B is a flow chart of an example of a process for generating a unique

identifier;

[0075] Figure 2 is a schematic diagram of an example of a distributed computer architecture;
[0076] Figure 3 is a schematic diagram of an example of a processing system;

[0077] Figure 4 is a schematic diagram of an example of a client device;

[0078] Figure 5 is a flow chart of a specific example of a process for generating an

encryption key;

[0079] Figure 6 is a flow chart of a specific example of a process for generating a unique

identifier for use in asset tracking;
[0080] Figure 7 is a flow chart of an example of a process for creating an asset wallet;

[0081] Figures 8A to 8C are a flow chart of a specific example of a process used in tracking

an asset;

[0082] Figure 9 is a schematic diagram of an example of the Mandelbrot set;

[0083] Figure 10A is a schematic diagram of a first example of an asset spatial region;
[0084] Figure 10B is a schematic diagram of a second example of an asset spatial region;
[0085] Figure 10C is a schematic diagram of an example of an asset holding;

[0086] Figure 10D is a schematic diagram of an example of a wallet; and,

[0087] Figure 11 is a graph illustrating an example of energy consumption in bitcoin mining.
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Detailed Description of the Preferred Embodiments

[0088] An example of processes for generating an encryption key and a unique identifier will

now be described with reference to Figures 1A and 1B, respectively.

[0089] For the purpose of illustration, it is assumed that these processes are performed at
least in part using one or more electronic processing devices forming part of one or more
processing systems, such as computer systems, servers, or the like, which may optionally be
connected to one or more client devices, such as mobile phones, portable computers, tablets,
or the like, via a network architecture, as will be described in more detail below. For ease of
illustration the remaining description will refer to a processing device, but it will be
appreciated that multiple processing devices could be used, with processing distributed
between the devices as needed, and that reference to the singular encompasses the plural

arrangement and vice versa.

[0090] For generating an encryption key, at step 100, a spatial region is identified in a
complex number space. The complex number space can be populated with values derived
utilising a complex number formula, and in one particular example chaotic complex number
formula, such as those used to generate fractal sets, including Julia or Mandelbrot sets. This
results in a complex number space populated with numerical values, with the values being
derived based on iterations of the formula. Such complex fractal sets are well known in the
art and thus will not be described in further detail. It will be noted that in order for the
techniques to operate the complex space does not actually need to be populated and

numerical values can be calculated on demand, as will be described in more detail below.

[0091] The spatial region could be of any appropriate form and could include an area within
the complex space. In this regard, complex space typically include two dimensions in the
form of axes, corresponding to real and imaginary parts of the complex numbers. However,
it will also be appreciated that a third dimension in the form of depth can be provided
corresponding to a depth of iteration of the complex number formula, which will result in
further numerical values. Accordingly, whilst the spatial region could be an area, more

typically the spatial region is a volume including an area and depth.
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[0092] The spatial region could be identified in any appropriate manner. For example, if the
spatial region has been previously defined, this could include receiving details of the spatial
region from a third party, for example in the form of coordinates of the spatial region within
the complex space, or could involve retrieving details from a database or other suitable data
store. Alternatively, if the spatial region has not been previously characterised, this could
involve a discovery process to identify a region of the complex space that is not currently

utilised and is of sufficient complexity.

[0093] At step 110, a user password is received. The user password could be of any
appropriate form, but is typically in the form of a string of alphanumeric characters. Whilst
the password could be received using any technique, typically the password is based on user
input commands, provided via a user interface and/or received from a client device, thereby

avoiding the issues associated with the password being stored.

[0094] At step 120, key locations are identified in the spatial region. The term "key
locations" refers to locations within or mapped to the spatial region that are used to generate a
key and this terminology is used to distinguish from "identifier locations", discussed in more
detail below. The key locations can be determined in any appropriate manner, but this is
typically performed at least in part utilising the user defined password. In one particular
example, this is achieved utilising a series of translations within or mapped to the spatial
region, which are derived based on the user defined password, such that the sequence of

translations is unique for any given password.

[0095] At step 130, key numerical values are calculated, with a respective value being
calculated for each of the key locations using the complex number formula. Thus, the
complex number formula is executed in order to derive a numerical value at each of the key
locations identified at step 120. In this regard, it will be appreciated that the execution of the
formula could occur once the key locations have been identified, meaning it is not necessary
to pre-calculate numerical values for the complex space. However, this is not essential and

alternatively, pre-calculated numerical values could simply be retrieved as needed.
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[0096] At step 140, the key numerical values are utilised in order to generate an encryption
key. This can be achieved in any manner, but typically involves concatenating the key

numerical values, to generate an encryption key having a desired length.

[0097] In one example, once generated the encryption key can be used together with an
encryption algorithm to all data to be encrypted and/or decrypted. It will be appreciated that
any suitable encryption algorithm could be used and examples include AES, blowfish
,twofish, or the like, although it will be appreciated that these examples are not intended to be

limiting.

[0098] Accordingly, the above described process allows for the calculation of complex
encryption keys utilising a significantly simplified computational technique. In particular,
the system operates to generate a unique encryption key by relying on the fact that the
complex space has significant complexity by virtue of the complex number formula used to
generate numerical values throughout the space. The formula results in a large degree of
variation in numerical value between locations within the complex number space. Whilst not
random, such numbers are nonetheless complex to derive without information regarding the

key locations.

[0099] Furthermore, the key locations are derived from a unique user defined password,
meaning that as long as the password is kept secret, it is not possible for third parties to

derive these numerical values and reconstruct the encryption key.

[0100] Nonetheless, by virtue of the fact that each encryption key can be generated based on
a unique spatial region, this in effect precludes duplication of encryption keys, relying on
differences in both user defined password and the numerical values throughout different
spatial regions in order to generate a unique encryption key. In other words, the same

password associated with different spatial regions will generate different encryption keys.

[0101] Despite this, the encryption key is deterministic in the sense that it can be computed
based on knowledge of the spatial region location within the complex number space and the
user defined password. As a result, as long as the user defined password and spatial region

are known, the encryption key can be calculated, whilst key security is maintained as long as
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the password and/or spatial region are kept secret. As the spatial region location can be
easily defined based for example on a three-dimensional coordinate vector, this provides a
mechanism that allows encryption keys to be easily calculated from easily remembered
information, in the form of the coordinate and/or password, whilst making the encryption

keys virtually impossible to reverse engineer or otherwise derive.

[0102] This therefore obviates the problems associated with traditional encryption keys,
namely the computational expensive process of generating unique keys, and also the
difficulty in being able to securely store keys. In particular, the ability to regenerate the key
using easily remembered information absolutely avoids the need for the encryption key to

ever be stored, thereby largely mitigating the issues associated with key storage.

[0103] It will therefore be appreciated that encryption processes performed utilising such
approaches can result in vastly superior encryption, avoiding key storage, the weakest link of
existing encryption processes, as well as reducing the technical problems associated with

encryption key derivation and storage.

[0104] In one example, such encryption keys can be used as part of an asset tracking process.
An example of this will be described in more detail below, but in essence this is achieved by
associating the spatial region with a respective asset. This is achieved by storing an asset
record in a database, with the asset record being indicative of an asset identifier, and the
spatial region. The asset data further includes a payload, which is derived using the
encryption key to encrypt data, such as the asset identifier, spatial region and/or other
information. Thus, in this example, the region in complex space can be associated with an
asset that has an asset identifier, with the encryption key derived being from spatial region
used to create the asset record, which can then be stored in a database. The encryption key is
user specific, and in particular is based on a user defined password, and this allows the asset
to be effectively secured and owned by the user, as they are the only individual able to
generate an encryption key used to decrypt the payload, which can in turn prove ownership of
the asset. This approach can be used to track and secure assets of any appropriate form,
which could include physical assets tracked by way of an assigned unique asset identifier, or

could include virtual assets, such as crypto currencies or the like.
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[0105] It will be appreciated that the above described process requires the presence of an
asset identifier. Asset identifiers could be generated in any particular manner, but in one
example, this can again be defined based on the spatial region, and an example of this will

now be described with reference to Figure 1B.

[0106] In this example, a spatial region is identified at step 150. Again, this could be
achieved in any appropriate manner and could involve performing a discovery operation to
identify an unallocated spatial region, or could involve retrieving or otherwise receiving

details of a previously allocated spatial region.

[0107] At step 160, identifier numerical values are determined and associated with the
spatial region. This can be achieved in any appropriate manner, but in one example is
performed at least in part using coordinates of the spatial region and/or the extent or depth of
the spatial region. In this regard, basing the identifier and/or extent of the spatial region,
allows the spatial region to be retrieved from the identifier, whilst also ensuring the identifier
is unique. However, numerical values derived from the spatial region using the complex
number formula may also be used, for example to increase the length of the identifier, if

required.

[0108] In any event, having determined identifying numerical values, these can then be used
to generate the unique identifier at step 170, for example by concatenating the individual

numbers calculated.

[0109] In this example, as each asset is assigned a distinct physical location, the resulting
identifier is globally unique, whilst allowing the unique identifier to be calculated using
straightforward techniques, meaning this is not computationally expensive. Furthermore, by
virtue of the unique identifier being related to the spatial region, this can be used to identify
the spatial region, which can be further used in asset tracking. For example, by associating a
spatial region with an asset, and then creating a unique asset identifier based on the identifier
using the above described techniques, this allows the asset to be more easily tracked.
Furthermore, even in the event that the identifier is lost, for example as a result of database
corruption or similar, the unique identifier can be easily retrieved by recalculating this based

on the spatial region with which the asset is associated. Thus the unique identifier is
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immutable, as it is uniquely associated with the spatial region that is assigned to the asset and
exists outside databases as the identifier can be reconstructed based on knowledge of the

spatial region.

[0110] It will further be appreciated from this that the above described techniques can be
used in conjunction, in particular forming part of an asset tracking system by using the
approach of Figure 1B in order to generate a unique identifier associated with an asset, and
then using the approach of Figure 1A in order to generate a user specific encryption key
associated with the asset. In combination, this allows a secure database entry to be created,
which can only be accessed by a user having the user defined password, which in turn can be

used to act as a record of ownership of the asset.
[0111] A number of further features of such arrangements will now be described.

[0112] In one example, the process of identifying the plurality of key locations includes using
a sequence of geometric translations based on the user defined password. In particular, the
user defined password is utilised to define a number of translations from a fixed point, such
as an origin point. The fixed point could be used as the starting point for each translation, or
could be an initial starting point, with subsequent locations being calculated based on a

translation from a previous key location.

[0113] Whilst the user defined password can be used to calculate the sequence of geometric
translations in any appropriate manner, in one example this is achieved by concatenating
repeated versions of the password to generate a character string of a defined length. Each
character in the character string is then applied to a respective fixed translation to generate
custom translations, which are then combined to form a unique sequence of geometric
translations. Thus, a sequence of fixed translations, which are fixed across the entire system,
and can be used for multiple spatial regions, can be used with the password then modifying
each fixed translation, in order to generate a unique sequence of geometric translations that

are specific to each password.

[0114] In this instance, as a user defined password may not be of sufficient length in order to

generate a sufficiently long string of characters to derive an encryption key, typically
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requiring one character for each translation, repeated versions of the password can be
concatenated to create a longer string of characters. In the event that the repeated

concatenated passwords are too long, the character string can be truncated at a defined length.

[0115] The nature of the fixed translations can be of any appropriate form, but in one
example are angles from a defined axial direction, such as an x (real) or y (imaginary) axis,
with the one or more processing devices operating to define lengths using the characters in
the string and then generating geometric translations in the form of translation vectors using

the angles and the lengths.

[0116] In one example the angles represent a rotation angle about a key origin location, in
other words, a defined location in the spatial region and the lengths represent a distance from
the key origin location. The key origin location can be any location within the spatial region,
but to allow this to be easily identified it is typically a central location within the spatial
region or a corner of the spatial region, or is offset from a central location or corner by a

predetermined distance and/or direction.

[0117] The fixed translations, and in particular the angles, could be predefined, and could be
common to all assets. However, to further enhance security the fixed translations, and in
particular the angles, could be predefined and/or generated for each asset, and hence are

unique to each asset.

[0118] In this example, rather than use predefined angles, which need to be stored, in a
further example, the angles are calculated at least in part based on the content of the spatial
region. To achieve this, the processing device can select a seed location within the spatial
region, such as a key origin location and/or a central location within the spatial region or a
corner of the spatial region, or offset from the central location or corner, or the like. A seed
numerical value is calculated based on the seed location using the defined complex number
formula, with the seed numerical value then being used to seed a number generator to thereby
create a plurality of generated values. For example, the processing device could seed a
random number generator allow a sequence of random numbers to be generated based on the
seed value, so that the plurality of generated values are identical for a given seed numerical

value, with these being used to derive the fixed translations, and in particular the angles.
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[0119] Thus, when an encryption key is to be generated, a seed value can be calculated from
the seed value of calculated based on a defined seed location in the spatial region. The seed
value is used to generate a string of numbers, which are random, but fixed for a given seed
number. The random numbers can then be converted to angles, for example using a modulo
360 calculation. This allows the fixed translations and in one example, the angles to be
unique for each spatial region and generated based on the spatial region, so that the angle

values do not need to be stored, thereby further enhancing security.

[0120] Having determined the angles, the processing device can calculated the key locations
using the lengths, for example by generating the lengths using an ASCII value of each
character in the string derived from the user password, although it will be appreciated that

any a suitable approach could be used.

[0121] The one or more processing devices typically generate a numerical value at each key
location using an iteration of the complex number formula, generating an integer value from
the results of the complex number formula iteration and then calculating a modulus 256
number from the integer value. The number of iterations used may be defined as part of the
selection of the spatial region, and could be defined as part of a unique identifier, as will be

described in more detail below.

[0122] A further obfuscation can be achieved by repeating this process using a different
sequence of fixed translations, such a different angle array, so that first and second sequences
of geometric translations are calculated from the password. Each of these are then used
determine respective first and second key locations, with key numerical values being

calculated at each of the key locations and then used to define an encryption key.

[0123] It will be appreciated that the above described processes are not reversible, and hence
are one way, meaning it is not possible to derive a password from an encryption key. This
further helps ensure security of the system, meaning that even if a third party is able to
intercept an encryption key associated with an asset, they would not be able to recover the

password and hence unlock the asset and/or any other asset.
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[0124] When the above described processes are performed as part of an asset tracking
system, it is typical to associate the asset with the spatial region. This process typically
involves identifying an unallocated spatial region in the complex number space and then
allocating the unallocated spatial region to the asset to associate the spatial region with the
asset. This can be achieved by storing an asset entry, which defines the respective spatial
region allocated to each asset, together with other required information, such as an identity of

the asset, within a database of an asset tracking system.

[0125] When assigning the spatial region, this can be performed based on the nature or type
of the asset, so for example spatial regions for specific types of asset could be selected from
particular parts of the complex space, allowing related assets to be located close to each other
within the complex space. In this case, the processing device will typically determine an

asset type and then select the unallocated spatial region in accordance with the asset type.

[0126] Additionally, the extent of the spatial region and/or depth of the spatial region could
be selected based on a property of the asset, such as a value of the asset if the asset has a
fixed value, or a size, quantity, weight, volume or amount of the asset. For example, if the
asset is a physical resource, the extent of the spatial region could be scaled based on the
volume or weight of the resource. This also has the added benefit of allowing assets to be
traded and divided, for example allowing spatial regions to be subdivided in order to trade

portions of an asset.

[0127] It will be appreciated that taking these latter points in combination mean that the
location and extent of the spatial region within the complex space can define both the type of
the asset and the volume, weight, quantity or value of the asset (depending on the asset type).
Furthermore, as the unique asset identifier can be based on the location and extent of the
spatial region, as described above with respect to Figure 1B, this means these values can be
derived directly from the unique identifier, so that the unique identifier is not only globally

unique, but is also inherently descriptive of the nature and value or quantity of the asset.

[0128] It will also be appreciated that the identifier could be partially based on identifier
numerical values associated with the spatial region calculated using a defined complex

number formula. This could be performed based for example on average values associated
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with subregion of the spatial region and or by identifying a plurality of identifier locations
within the spatial region. This can be used as an alternative to the above technique, or in

conjunction with the above technique, for example if additional complexity is required.

[0129] Additional techniques can be used in order to help further secure the assets. In one
example, the one or more processing devices generate a digital signature and then generate
the asset data using the digital signature. The digital signature could be of any appropriate
form but typically is generated using a private key of a public/private key pair to allow the
digital signature to be verified. For example, the digital signature could be created by signing
information such as the unique asset identifier, information regarding spatial region or other
numerical values derived from the spatial region using the private key. A public key can then
be used to decrypt the signature and in turn recreate the signed information. As the signed
information can be directly derived from the knowledge of the spatial region in the complex
space, this allows the signature to be verified. It will also be appreciated that other

appropriate digital security techniques could be used.

[0130] Typically, the unique asset identifier is a 512 bit number represented by 32
hexadecimal characters, although other suitable unique identifiers could be used. Similarly,
the encryption key could be a 128, 256, 512, 1024, 2048 bit number, or larger, depending

upon the preferred implementation.

[0131] Having created assets, it is then possible to transfer assets from one user to another.
In one example, transferring an asset from a first user to a second user is achieved by
receiving a first user defined password from the first user, using that to generate a first
encryption key, which is then used to decrypt the payload of the asset data. A second user
defined password is then received from a second user, with this being used to generate a
second encryption key, which is then used to encrypt the decrypted payload, and thereby

generate a new payload, which is stored as part of the asset data.

[0132] As both first and second users may not be present when an asset transfer is to occur,
in one example a temporary password could be used to generate a temporary encryption key,

which is used to encrypt the decrypted payload, with the temporary password being provided
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to the second user, allowing the second user to then replace the temporary password with

their own user defined password using an approach similar to that described above.

[0133] Irrespective of how this is achieved, it will be appreciated that this provides a
mechanism to update ownership of the asset, with ownership being reflected by ownership of

the password, which can then be used to decrypt and validate the asset data payload.

[0134] In one particular example, asset tracking is achieved utilising wallets that are assigned
to users, with each user being able to store a number of assets within a given wallet. Thus,
each wallet can store asset data associated with one or more assets, allowing the user to easily
track which assets they own. As part of this process, each wallet is implemented as an asset
and is associated with a respective spatial region in the complex number space in a manner
similar to that described above with respect to other assets. This allows each wallet to have a
unique wallet identifier, generated based on the respective spatial region, and also a unique

encryption key that is based on the spatial region and user password.

[0135] In one example, the wallet asset data will include a wallet payload, which can include
information regarding each of the assets the individual owns, with this being encrypted using
the wallet encryption key, so that assets are encrypted within the wallet. This can be
achieved by storing asset data of the asset in the wallet payload. More typically however,
details of assets are stored in an assetdatabase, with the asset data including a wallet identifier
of a wallet with which the asset is linked. The wallet identifier can be stored in the asset data
in unencrypted form, to allow details of assets associated with a wallet to be viewed, but is
also typically stored as part of the asset payload, so that the asset can be secured. In
particular, this ensures the wallet with which the asset is associated can only be updated by a
user having the encryption key for the asset payload. In the event the unencrypted wallet
identifier is fraudulently altered this would be detected when the asset payload is next

decrypted, allowing the altered wallet identifier to be overwritten.

[0136] It will be appreciated that in this instance, when the user wishes to view information
regarding their assets, they must enter their own wallet password, allowing the wallet
encryption key to be generated and used to decrypt the wallet payload. Asset data for each of

the assets can then be viewed, either from the decrypted wallet payload, or by retrieving asset
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data from the asset database, using the wallet identifier, with the user being able to further
interact with assets by entering a user password associated with each of the assets, and
thereby decrypt the asset payload, as needed. In this instance, it will be appreciated that the
user could utilise the same user defined password for their wallet and the assets stored
therein, but as the wallet and assets are associated with different spatial regions, this ensures
that the encryption key for the wallet and each of the assets is unique. Nevertheless, the user
can also use different passwords, ensuring an additional degree of security in that third parties

can only access assets in the event that both the wallet and asset password are known.

[0137] In one example, the processing devices generate a graphical representation of the
spatial region, allowing this to be used to assist in identifying the spatial region. In particular,
the graphical representation can act as a visual signature or seal, which can be viewed by
users and easily recognised to help users distinguish different assets. The graphical
representation is typically derived based on numerical values from within the spatial region
and could be defined at different levels of complexity depending on the intended use. In one
example, this could be utilised in a similar manner to a barcode or QR code, allowing a
software application to scan this and retrieve the identifier, using this to retrieve information
regarding the relevant asset data. In particular, in one example this allows the nature of the

asset and the volume, quantity or value of the asset to be determined.

[0138] As described above, the asset data can include information which may be stored
natively within the asset data and/or in an encrypted manner within the payload. The
information can include any one or more of a spatial region location, a spatial region extent, a
graphical representation of the spatial region, a time stamp corresponding to a date of
creation, an asset location such as a real world location of a physical asset, an asset identity
such as an asset name, an asset value, an asset owner such as a name or other identifier
associated with an owner, a wallet identifier, a digital signature, or the like. The asset data
can also be used to store a record of owners and/or transactions performed using the asset,

allowing the assets to function in a manner similar to crypto currencies, or the like.
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[0139] The spatial region can include any one or more of a spatial area or volume, the spatial
region can be identified using a vector indicative of a location of the spatial region in the

complex space and/or a parameter indicative of an extent of the spatial region.

[0140] The complex formula can be of any appropriate form but typically includes one or
more of a Julia set, a Mandelbrot set, a fractal set, or other chaotic formula. Typically, the
spatial region is provided in parts of the complex space, where the complex formula has non-
infinite values and hence has a non-zero complexity, and in this regard, it will be appreciated
that a minimum level of complexity is required in order to ensure that generated identifiers

and keys are sufficiently unique.

[0141] In one example the system is configured to track assets in multiple asset classes. In
this instance, each asset class can be assigned to a respective asset region in the complex
number space, with each asset within an asset class is associated with a spatial region that is a
part of, and in particular a sub-region of, the asset region associated with the asset class.
Thus, an asset region can be defined for an asset class such as gold, with each gold asset

being assigned to a spatial region within the gold asset class region.

[0142] In one embodiment a size of the spatial region is based on a value of the asset, a
quantity of the asset and or a size of the asset. Thus, when the asset classes correspond to
physical assets, the size of an asset of the spatial region can represent a quantity and/or size or
value of the real physical asset. Examples of physical assets that can be tracked using the
system include gold, silver, platinum, diamonds, and oil. However, this is not intended to be
limiting and it will be appreciated that any asset could be tracked. For example residential
and/or commercial property could be tracked, in which case each asset represents a respective
property, whilst FIAT currencies could be tracked, with assets representing a respective
denomination of the currency. Similarly, the system could be used to track virtual assets,

such as bitcoin, or the like.

[0143] To assist with asset tracking and/or trading, the processing device can be configured
to generate an asset representation. The asset representation typically includes at least a

graphical representation of the spatial region and may also include any one or more of an
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indication of the spatial region, the asset identifier, an asset class, an asset value, an asset size

or an asset quantity.

[0144] It will be appreciated that the graphical representation of each spatial region is unique,
and needs to be generated. As a result of this the graphical representation, and hence the
asset representation are subject to copyright, which in turn makes the asset representation a

tradable commodity.

[0145] As a result, the asset representations, represent an entirely new class of digital asset
that provides a copyrighted foundation for each individual asset. Copyrighted material is a
Legal Asset protected by the Berne Convention, and therefore can be legally used to 'pay

debts’ according to international commercial law.

[0146] As mentioned above, in one example, the process is performed by one or more
processing systems and client devices operating as part of a distributed architecture, an

example of which will now be described with reference to Figure 2.

[0147] In this example, a number of processing systems 210 are coupled via communications
networks240, such as the Internet, and/or one or more local area networks (LANSs), to a
number of client devices 230. It will be appreciated that the configuration of the networks
240 are for the purpose of example only, and in practice the processing systems 210 and
client devices 230 can communicate via any appropriate mechanism, such as via wired or
wireless connections, including, but not limited to mobile networks, private networks, such as
an 802.11 networks, the Internet, LANs, WANs, or the like, as well as via direct or point-to-

point connections, such as Bluetooth, or the like.

[0148] In one example, each processing system 210 is able to perform a search of complex
space and identify spatial regions, assign these to assets, and then manage administration of
asset tracking, including managing digital wallets and asset transfers. Client devices 230 are
able to interact with the processing systems 210 to allow for user interaction with the assets,
or the like. Whilst the processing system 210 is shown as a single entity, it will be
appreciated that in practice the processing system 210 can be distributed over a number of

geographically separate locations, for example by using processing systems 210 and/or
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databases that are provided as part of a cloud-based environment. It is also feasible for asset
data to be stored in a blockchain environment, in which case the processing systems 210 may
operate to generate blocks and provide access to the blockchain. However, the above

described arrangement is not essential and other suitable configurations could be used.
[0149] An example of a suitable processing system 210 is shown in Figure 3.

[0150] In this example, the processing system 210 includes at least one microprocessor 300,
a memory 301, an optional input/output device 302, such as a keyboard and/or display, and
an external interface 303, interconnected via a bus 304 as shown. In this example the
external interface 303 can be utilised for connecting the processing system 210 to peripheral
devices, such as the communications network 240, databases, other storage devices, or the
like. Although a single external interface 303 is shown, this is for the purpose of example
only, and in practice multiple interfaces using various methods (eg. Ethernet, serial, USB,

wireless or the like) may be provided.

[0151] In use, the microprocessor 300 executes instructions in the form of applications
software stored in the memory 301 to allow the required processes to be performed. The
applications software may include one or more software modules, and may be executed in a

suitable execution environment, such as an operating system environment, or the like.

[0152] Accordingly, it will be appreciated that the processing system 210 may be formed
from any suitable processing system, such as a suitably programmed client device, PC, web
server, network server, or the like. In one particular example, the processing system 210 is a
standard processing system such as an Intel Architecture based processing system, which
executes software applications stored on non-volatile (e.g., hard disk) storage, although this is
not essential. However, it will also be understood that the processing system could be any
electronic processing device such as a microprocessor, microchip processor, logic gate
configuration, firmware optionally associated with implementing logic such as an FPGA

(Field Programmable Gate Array), or any other electronic device, system or arrangement.

[0153] An example of a suitable client device 230 is shown in Figure 4.
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[0154] In one example, the client device 230 includes at least one microprocessor 400, a
memory 401, an input/output device 402, such as a keyboard and/or display, and an external
interface 403, interconnected via a bus 404 as shown. In this example the external interface
403 can be utilised for connecting the client device 230 to peripheral devices, such as the
communications networks 240, databases, other storage devices, or the like. Although a
single external interface 403 is shown, this is for the purpose of example only, and in practice
multiple interfaces using various methods (eg. Ethernet, serial, USB, wireless or the like)

may be provided.

[0155] In use, the microprocessor 400 executes instructions in the form of applications
software stored in the memory 401 to allow communication with the processing system 210,

for example to allow asset data to be received.

[0156] Accordingly, it will be appreciated that the client devices 230 may be formed from
any suitable processing system, such as a suitably programmed PC, Internet terminal, lap-top,
or hand-held PC, and in one preferred example is either a tablet, or smart phone, or the like.
Thus, in one example, the client device 230 is a standard processing system such as an Intel
Architecture based processing system, which executes software applications stored on non-
volatile (e.g., hard disk) storage, although this is not essential. However, it will also be
understood that the client devices 230 can be any electronic processing device such as a
microprocessor, microchip processor, logic gate configuration, firmware optionally
associated with implementing logic such as an FPGA (Field Programmable Gate Array), or

any other electronic device, system or arrangement.

[0157] Examples of the processes for generating encryption keys and identifiers, and using
these in asset tracking, will now be described in further detail. For the purpose of these
examples it is assumed that one or more processing systems 210 access asset data based on
user inputs provided via the client devices 230, with details of assets being displayed by the
client devices 230. In one example, to provide this in a platform agnostic manner, allowing
this to be easily accessed using client devices 230 using different operating systems, and
having different processing capabilities, input data and commands are received from the

client devices 230 using via a webpage, with resulting visualisations being rendered locally
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by a browser application, or other similar application executed by the client device 230. The
processing system 210 is therefore typically a server (and will hereinafter be referred to as a
server) which communicates with the client device 230 via a communications network 240,

or the like, depending on the particular network infrastructure available.

[0158] To achieve this the server 210 typically executes applications software for hosting
webpages, as well as performing other required tasks including storing, searching and
processing of data, with actions performed by the processing system 210 being performed by
the processor 300 in accordance with instructions stored as applications software in the
memory 301 and/or input commands received from a user via the I/O device 302, or
commands received from the client device 230. It will also be assumed that the user interacts
with the server 210 via a GUI (Graphical User Interface), or the like presented on the client
device 230, and in one particular example via a browser application that displays webpages
hosted by the server 210, or an App that displays data supplied by the server 210. Actions
performed by the client device 230 are performed by the processor 400 in accordance with
instructions stored as applications software in the memory 401 and/or input commands

received from a user via the I/0 device 402.

[0159] However, it will be appreciated that the above described configuration assumed for
the purpose of the following examples is not essential, and numerous other configurations
may be used. It will also be appreciated that the partitioning of functionality between the
client devices 230, and the server 210 may vary, depending on the particular preferred

implementation.

[0160] An example of a process for generating encryption keys will now be described in

more detail with reference to Figure 5.

[0161] In this example, at step 500, the server 210 receives an indication of a spatial region.
In this regard, it is assumed that the spatial region has been previously defined, for example
as part of an asset allocation process, an example of which will be defined in more detail
below. The indication of the spatial region could be received from the client device 230, for
example by having the user input this via a user interface, or retrieving this from a local or

remote data store using the client device 230. This is not essential however, and alternatively
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the spatial region could be retrieved from a data store based on other information provided by
the user. For example, the user may have an account established with the server 210, or may
have a wallet in which details of spatial regions are stored, in which case details of the spatial

region could be retrieved by accessing a stored record.

[0162] The spatial region can be identified using a vector defining coordinates of the spatial
region within the complex space. It will be appreciated that in some examples, the spatial
region may have a fixed predefined size, in which case the vector could be a simple two
dimensional vector, and no other information is required. However, in the event that spatial
regions have different sizes or depths, then additionally and/or alternatively the spatial region
could be identified based on a combination of position and size or depth, for example by
having the vector specify an extent or scale of the spatial region, and optionally a depth
corresponding to a number of iterations of the complex number formula which are to be used

to generate numerical values.

[0163] At step 510, a user defined password is received, which is typically a string of
alphanumeric characters. This is typically entered via the client device 230, and encrypted
prior to transfer to the server, using a session key, SSL connection, or similar. Upon receipt
by the server 210, the password is decrypted if required, before being concatenated a number
of times at step 520, with the concatenated string being truncated at step 530 to create a

truncated string having a set defined length.

[0164] At step 540, the server 210 applies each character in the string to a respective angle in
an angle array in order to generate a series of geometric translations. The angle array is
typically fixed across the system, such that the same angle array is used to generate every
encryption key, although it will be appreciated that this is not essential and different angle
arrays could be used, in which case a relevant angle array may need to be retrieved. Once the
angle array is available, each character in the string is converted to a number based on the
ASCII number of the character, with this then being combined with a respective angle in the
angle array, to form a vector, with the vector being used together with an origin point within

the spatial region to identify specific key locations within the spatial region.
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[0165] At step 550, the server 210 calculates a numerical value at each of the key locations,
typically by performing a set number of iterations of the complex number formula. At step
560, the server 210 generates integer modulo 256 values for each of the numerical values, by
discarding any non-integer components of the numerical values and then calculating a
modulo 256 value. In one example, this is achieved by a 'flattening’ of the fractional value by

removing the decimal place.

[0166] The server 210 then concatenates resulting numbers in order to generate the
encryption key at step 570. The encryption key is typically temporarily stored in volatile
random access memory for this to be used as required, for example to encrypt / decrypt an
asset data payload, thereby allowing interaction with the asset data. Once the key has been
used, this is then discarded, requiring that the key is recreated using the above described
process, each time the key is required. At no stage is the key stored in a database or written
to any form of persistent memory such as hard disks, only the cipher-block generated by

encrypting the payload with the key is stored in a database.

[0167] An example of a process for creating an asset will now be described with reference to

Figure 6.

[0168] In this example, at step 600, a new asset is identified by the server 210. This could be
achieved in any appropriate manner and could correspond to creating a virtual asset, or
identifying a physical asset which is to be tracked. Details of the asset could be provided via
a client device 230, or could be generated internally in the case of a virtual asset, and specific

examples will be described in more detail below.

[0169] At step 610, an unallocated spatial region is identified by the server 210. This is
performed in any appropriate manner and could involve a discovery process that analyses the
complex space to identify spatial regions that have not previously been allocated to other
assets. Typically, this process will also examine a complexity of any identified spatial
regions and validate that these are sufficiently complex in order to allow unique identifiers
and encryption keys to be created. As the complex space is essentially infinite in size, it will
be appreciated that this allows a large number of different spatial regions to be created which

meet this criteria.
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[0170] This process will also typically examine the asset type and properties of the asset,
such as an asset value and/or size or volume. Thus, part of the complex space in which the
spatial region is found is typically set based on the asset type, so that similar assets are co-
located in the complex space. Examples of this is described in more detail below in which
parts of the complex space, referred to as bases, are used for different types of assets, so that
for example one base could be used for gold, another for silver, etc. It will be appreciated
that similarly another base could be used for wallets, another for land titles, or the like.
Additionally, a size of the spatial region could be used to represent a property of the asset,

such as a size, weight, value or the like.

[0171] At step 620, the server 210 generates an asset identifier. The asset identifier is
generated by using the approach described above with respect to Figure 1B, in particular by
deriving a 512 bit number sequence from the spatial coordinates and/or size of the spatial
region, and optionally taking into account numerical values within the spatial region, using a

predetermined approach.

[0172] At step 630, the asset and spatial region are associated by having the server 210 create
data in an asset definition database, which sets out the location of each spatial region and the
asset to which this is being assigned, although as previously indicated, as the identifier can be
used to retrieve details of the spatial region, and as the location and size of the spatial region

might reflect the nature of the asset, this might not be required in some circumstances.

[0173] At step 640, the server 210 generates payload data, for example by creating a
graphical representation of the spatial region, a time stamp of the time and/or date of creation
of the asset data, together with a digital signature created using a private key of the server
210. Specifically the payload is used to validate the asset data is legitimate by allowing the
signature to be decrypted and compared to other data stored in the asset data, such as the

unique identifier, wallet identifier, time-stamp or the like.

[0174] The server 210 then typically creates a temporary encryption key at step 650, by using
a temporary password to generate a key using the technique outlined above with respect to
Figure 5. The temporary key is then used to encrypt the payload at step 660, allowing the
asset data to be finalised and stored at step 670, including the cipher-block generated from the
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encrypted payload. The asset data can then be transferred to individuals, for example by
transferring the asset data to a wallet owned by the individual, and separately provided in the
individual with the temporary key, allowing the individual to unlock the asset by decrypting
the payload with the temporary key and then creating their own key, using their own user

defined password.

[0175] The process of creating a wallet to own assets will now be described in more detail

with reference to Figure 7.

[0176] In this example, the user selects to create a wallet using the client device 230, with a
wallet asset being created by the server 210 at step 710. As the wallet is in effect an asset,
this can be performed utilising the technique described above with respect to Figure 6,
creating a unique wallet identifier that is immutable and stored in the asset database as an

asset.

[0177] The server 210 can then link asset data to the wallet at step 720, for example
corresponding to an asset purchased by the user, by adding the wallet identifier to the asset
data stored in the asset database, with a temporary asset key based on a temporary password
being created at step 730. The asset payload containing the wallet identifier is encrypted at
step 740, with wallet and linked asset details being provided to the user at step 750, via the
client device 230. This includes an identification of the spatial region associated with the
wallet. The user may then reset the wallet password by entering the wallet password to
recreate the wallet encryption key and decrypt the payload data. The user then enters their
own password, allowing a new wallet encryption key to be created and used to encrypt the

payload.

[0178] In future when transactions are to be performed, the user is required to enter their
wallet password, allowing the wallet payload to be decrypted and the linked asset data
retrieved. The asset password can then be used to unlock the asset data, allowing transactions
to be performed, and an example of this for transferring an asset from a first user to a second

user will now be described with reference to Figures 8A to 8C.
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[0179] In this example, at step 800, a second user selects to purchase an asset from a first
user. This could be achieved in any suitable manner and could include an agreement between
the parties, which is then notified to the server 210 via a client device 230, or could be

achieved by having the server 210 host a market place allowing asset trading to be performed.

[0180] At step 805, the first user provides their wallet password via their client device 230,
with this being encrypted and transferred to the server 210, allowing the server 210 to
generate an encryption key and decrypt the first user’s wallet payload at step 810. Details of
the wallet payload can then be displayed to the first user via the client device 230, allowing
the first user to identify the relevant asset and enter an asset password associated with the
asset at step 815. The asset password is encrypted and transferred to the server 210, allowing

the server 210 to generate an encryption key and decrypt the asset payload at step 820.

[0181] A temporary asset password is created at step 825, with this being used to encrypt the
asset payload at step 830. The server 210 updates the asset data with the new encrypted

payload now linked to the second user's wallet at step 835.

[0182] The server 210 provides asset details to the second user at step 845 by forwarding an
indication of the asset and an encrypted version of the temporary password to the second
user’s client device 230. The second user then provides their own wallet password at step
850, with this being encrypted and transferred via the client device 230 to the server 210,
allowing the server 210 to generate a wallet encryption key and decrypt the second user
wallet payload at step 855. The second user then provides the temporary asset password at
step 860, with this being encrypted and transferred to the server 210, allowing the server 210
to decrypt the asset payload. The second user also enters a new asset password via their
client device 230 at step 870, with this being encrypted, transferred to the server 210,
allowing the server 210 to generate an asset encryption key allowing the payload to be re-

encrypted at step 875, and stored in the wallet.

[0183] Accordingly, it will be appreciated that the above described approaches, provide
techniques for generating passwords and using passwords in a manner which circumvents the
need for password storage. The system can also generate unique identifiers, and in one

example, uses these approaches in combination to allow for asset tracking and management
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processes to be performed. In one preferred approach this involves associating assets with
spatial regions in the complex space, with the region being used to derive both an identifier
and encryption key for the assets. Assets can then be stored in a wallet, which is itself an

asset, allowing assets to be tracked and traded, without requiring key storage.
Encryption Key Techniques

[0184] The process of being able to generate and use encryption keys, without a key store, is
achieved using the complex plane and related complex functions such as the Mandelbrot or

Julia Set in combination with a spatial definition system.

[0185] In particular the approach uses a complex recursive function output from a
Mandelbrot or other complex number function given an X,y vector with surrounding X,y
vector outputs. In this regard, it is important to note that an infinite number of rich highly
unique outputs surround every X,y vector in Mandelbrot and Julia sets (and others), although
there are some limitations to this as there are regions that go to infinity and complexity goes

to zero, but these can be mapped and excluded.

[0186] Given these facts, a methodology can be provided to convert a password to a unique

but consistent key by reading radial related x,y vectors to a given central x,y vector.

[0187] A variety of schemes can be used to implement this, and this can form part of a

management system, as long as the schemes are used in a consistent and repeatable manner.

[0188] In one example, looking at the binary values of a password can be used to 'pick’ a
specific surrounding set of x,y vectors to 'read their output' and to pack these outputs to build

a key.

[0189] For example a database implementing fractal x,y IDs for users can now encrypt
passwords without the need of a key store, whilst the password can be easy to remember,

meaning it does not need to exist in any form within the database.

[0190] Thus, in one example, the complex number plane or space is used in association with
complex number functions such as Mandelbrot and Julia Sets to generate consistent and

undiscoverable encryption keys.
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[0191] In one example, such systems implement methods that 'pick’ x,y vectors to read the
output' from surrounding X,y vectors based on passwords or fixed keys, and that then pack the
outputs into a new key, which can be used to perform encryption and/or decryption using any

suitable encryption algorithm.

[0192] It will be appreciated that this leads to a system of key management that does not
require a key store and/or does not require the password to be stored in any form, encrypted

or plain text.
Unique Identifier Techniques

[0193] The above described system can also provide Fixed Asset IDs with embedded

context.

[0194] Unique IDs are used universally in data systems to facilitate relationships between
different data tables and databases. In particular, an ID class known as GUID, a 512 bit
number represented by 32 hexadecimal characters, has been used to create universally unique

identifiers using well established GUID generation algorithms.

[0195] IDs are generally 'content unaware', they purely exist as a unique placeholder and can
tell you nothing about their purpose. The current arrangement takes a contrary approach in
that it seeks to deliver IDs with a fixed known purpose and where that purpose can be derived

and identified by looking at the ID.

[0196] Further, this seeks to deliver a standard whereby a vast range of IDs can be defined
with absolute known 'asset holding & volume' and where that 'asset holding & volume to ID
relationship’ is immutable. This property makes an asset identifier recoverable without a

database or relationship.

[0197] In one example, this can be achieved by combining plane geometry X,y vectors,
regions' to define class and 'areas’ to define 'amount' within the Mandelbrot set, or any other
complex function such as the Julia set, to define 'absolute and limited locations' and to

integrate the rich numeric space of the complex plane.
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[0198] The x,y locations/areas are defined by a function designed to consistently define areas
within, for example, the Mandelbrot set that include the most complex and variable numeric
zones (around 10 iterations or higher) and exclude the zero complexity areas (infinite
iterations) using a consistent x and y step value. In the case of a prototype developed to
research and refine this approach a step value of 0.01 was used with the Mandelbrot set

which yielded 10434 locations, hereinafter referred to 'Bases'.

[0199] Figure 9shows an example plot of a 'Base Map', showing darker regions 901 to which

assets have been allocated.

[0200] In this particular example, each Base is finite in area (0.01 x 0.01) but infinitely
(within computer maths limits) divisible, with each Base representing 100% of an asset,

substance, element, resource, real-estate, currency etc.

[0201] The following allocation of assets to Bases, referred to as a "Base mapping" is for the
purpose of example only, but is planned to provide flexibility in terms of purpose, which

would allow this to act as a standard for asset allocation for a wide range of purposes.

[0202] In this instance, the first 118 Bases have been allocated to their corresponding
elements from the periodic table (leaving gaps to match Base Number with element number),
so that for example, all Gold is mapped to Base 79. This example implements up to 256
Asset Sub Classes for each Base. The first Gold Asset Sub Class has been allocated 'All
Gold refined and available above ground' and the second Sub Class 'All below ground Gold'.

This arrangement can fit all Gold (or any asset class) into a square 0.01 x 0.01 with scaling.

[0203] Each Asset Class defines the scaling used for that Asset. To Scale the prototype uses
a '"Zoom Level' zI(z) that starts at zI(1) = 1, then zI(2) = 0.1, zI(3) = 0.01, zI(4) = 0.001 etc.
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[0204] Below is an XML snippet defining the Gold Base for the prototype.

[0205] Scaling a Million Tons of above ground Gold (the current largest estimate found) this

can be defined where each square represents Metric Tons at zI(6) and Grams at zI(8).

[0206] In one example, the system can implement a 'No Overlap' rule, meaning that any area
can be defined/created at any zoom level as long as there is zero overlap with any other area

at any zoom level.

[0207] This allows a finite volume of an asset to be defined by an area that can be created at
different sizes at different zoom levels. Each zoom level has units that are 1/100 of the

previous zoom level. This can be varied according to the scaling needs of assets.

[0208] In one example, the system can be configured to match zoom levels to real world
measures used by the corresponding asset so that they precisely match corresponding area

ratios.

[0209] Using above ground Gold as an example:

e Metric Ton = zI(6) - one million
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e Hectogram = zI(7) - a Kilo needs 10 of these
e Gram = zI(8) - an ounce needs 28.3595 of these

e (Centigram = zI(9)

[0210] It is possible to split any higher zoom level area into 100 lower zoom level units (10 x
10), or any other division used by an asset, followed by the removal of the parent split area to

maintaining the no-overlap rule.

[0211] Once denominations are created in this manner, it is possible to trade/spend/distribute

lower denomination amounts of that asset.

[0212] The complex number plane is used to limit locations to a specific set within the
Mandelbrot Set and the definition of a set of Base Locations using a consistent Mandelbrot
filter function. This is a very valuable attribute as this provides 'immutable X,y reference

point to purpose relationships' for all areas and IDs derived.

[0213] While the area division and zooming described can be applied to any area defined by
the number plane, the implementation of this technique of asset/value allocation within the
Mandelbrot Set Complex Plane (or another chosen complex function such as the Julia Set)
delivers a distinct set of properties and utilities otherwise not available, including:

e Limitation within the infinite number plain

e Limitation of available bases by a consistent and repeatable complex number function

e Precise repeatable and immutable locations for these bases derived from the complex

number function

e Location integration with the numerically rich complex number plain

[0214] In one example, the complex plane integration with area based asset mapping offers a
broad range of utility. For example, this approach can be used to create a global standard for

asset management, and can be used to create unique immutable asset IDs

[0215] In one example, the approach can provide an 'absolute ID' that has inherent meaning

and represents a fixed amount of the asset.
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[0216] In one example, the X,y area vectors detailed above yield an infinite range of unique
pairs within the defined bases. In practical terms this is limited to computational accuracy.
However, research has indicated that a base zoom level of 10 will encompass all considered
practical applications. In particular, this yields a potential ID space of one hundred trillion

per base, multiplied by 10434 in the case of the above example.

[0217] These x,y pairs are immutable and instantly identifiable as to what base and asset they
represent. Adding a zoom level dimension, thus creating immutable x,y,z vector, will
identify the size of the area and thus the value, area or the volume of the asset represented.

These x,y,z vectors can be packed into a single ID using a broad range of techniques.

[0218] In one example, the x,y,z vectors are used to generate the unique identifiers,
optionally in combination with other information, such as numerical values taken from
specific identifier locations within the spatial region. When generating an unique asset
identifier in this form, this can directly reveal what asset and what amount by interrogating
the ID components and matching them up with the above described base mapping, which in

turn can deliver an unique immutable identifier reflecting the content of the spatial region.

[0219] Again, while this can be done with any arbitrary x,y,z volume, the integration with the
complex plane and complex plane function (eg Mandelbrot Set) delivers an immutable

reference point for the x,y,z structure and distinct bases.

[0220] Additionally, in one example, this process can be performed to make an asset visible,
by way of a visual representation. In this regard, the Mandelbrot and Julia Sets are famous
for their ability to render complex and beautiful patterns that you can keep zooming into to
find more and more complexity (if you zoom into the most complex areas). The patterns
have a similarity but are quite distinct at each location, and hence each square is effectively

unique at any zoom level.

[0221] Consequently, assets, and in particular the spatial region can be visualised by
generating a representation based on the numerical values within the spatial region. In the
above example base mapping, asset squares at the zoom levels indicated above initially show

relatively smooth graduated areas if not targeted near the 'complex edge'. However, changing
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the depth of iterations and larger modulus factors in the Mandelbrot function revealed new

granularity suitable for visualisation.

[0222] Example representations are shown in Figures 10A and 10B, with Figure 10A
showing a fractal seal for the Gold Base, whilst Figure 10B shows a fractal seal for a Gold
Kilo.

[0223] This allows asset spatial regions to be viewed and examined visually, and as each has
a unique pattern, these can act as a visual 'Asset Seal’, to provide visual confirmation during
validation and generally an ability to show a physical representation of the asset an individual
is holding. An example of an asset holding is shown in Figure 10C, with a wallet linked to the

asset being shown in Figure 10D.

[0224] In one example, one of the Bases can be provided to act as a Digital Currency.
Compared to Bitcoin, which is held as a number at the 'end of a long chain of transactions',
this crypto coin is held as a finite resource that can be visualised, without requiring a
blockchain to validate it. The ability to render and visualise Assets is a very powerful and

desirable attribute.

[0225] In one example, the above described system can be used to secure assets. In this
regard, assets can be secured using encryption leys generated as described above, allowing
the asset to be securely linked to its owner by password, which is in turn used to generate an

encryption key.

[0226] This provides a mechanism to deliver highly desirable security properties to vectors

mapped to the complex plane.

[0227] Accordingly, in one example, the above described arrangement can use the complex
number plane in association with a complex function such as the Mandelbrot or Julia set and
a consistent filter function to define a constant set of area vectors within the chosen complex

function for the purpose of generating immutable asset vectors.

[0228] In one example, this can be used to provide constant and immutable standard

reference for asset ID generation. Furthermore, the system can act to provide a precise
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scalable and divisible relationship to real world quantities, values, weights and measures

according to each defined asset class.

[0229] The system can be used to generate unique IDs according to the area vector(s), both

for the outer limit of each asset area and all zoom levels within each asset area.

[0230] The system can also be used in conjunction with encryption keys generated using a
password and locations within the spatial region, to thereby secure asset regions, to provide
for asset ownership and management and/or to define and generate securities, crypto
currencies, wallets for securities or crypto currencies, or the like. In a similar manner the
system can generate Title Deeds that embed unique identifiers and encrypted blocks,
generated using an encryption key as described. In another example, the spatial regions can

be used to create recoverable database blocks.

[0231] Accordingly, it will be appreciated that the above described techniques used in
conjunction can provide a single asset tracking mechanism within which all known assets can
be defined and scaled according to real-world volumes and values, including real-estate,
above and below ground resources such as Gold, Silver, Oil, Gas etc, with these being 'held’
in wallets, vaults and 'treasuries', all defined within a single value definition framework that

facilitates instant trade and asset transfer.

[0232] As previously discussed, each asset has an associated graphical representation of the
respective spatial region, which can be used to form an asset representation, such as a title
deed. The graphical representation of the respective spatial region has its own original
copyright because:

e [t is generated from a unique location in fractal space

e Each unique location has a unique detailed art pattern

e Each asset location is located within an asset class region

e Each asset class region is custom positioned and scaled

e Each asset is sized according to its asset class region unit scale

e The system discovers each asset location in a mining process

e The system uses a unique imaging process, using unique settings (such as field/depth

of view/resolution/colouring etc) to create a unique representation
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e The unique imaging process creates each asset's unique graphical representation
e The system generates the asset ID from the spatial region

e The system performs a platform wide 'free title' check

[0233] The system assembles the asset representation or title deed from:
e The asset’s unique graphical representation
e The asset’s unique asset identifier
e A system logo

e An asset/unit icon indicative of an asset class

[0234] The system saves the asset representation as an image, such as a JPEG image, whilst
securing the asset by allocating the respective spatial region to a user, using the user’s

password to generate a unique encryption key, and registering the ownership in a database.

[0235] It will be appreciated that this results in an important difference compared to other
currency systems, such as FIAT currency. Specifically, bank notes and coins are
copyrightable, but each bank note and coin of a given denomination all have the same art and
hence copyright, whereas asset representations for assets in the current system are based on
the graphical representation of individual regions, and hence are unique. Each asset there has
its own copyright, allowing this to be physically traded, with trades being recorded in the

database through a change of ownership.

[0236] Throughout this specification and claims which follow, unless the context requires
otherwise, the word “comprise”, and variations such as “comprises” or “comprising”, will be
understood to imply the inclusion of a stated integer or group of integers or steps but not the
exclusion of any other integer or group of integers. As used herein and unless otherwise

stated, the term "approximately" means +20%.

[0237] Persons skilled in the art will appreciate that numerous variations and modifications
will become apparent. All such variations and modifications which become apparent to
persons skilled in the art, should be considered to fall within the spirit and scope that the

invention broadly appearing before described.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1)

2)

3)

4)

5)

A system for tracking an asset, the system including one or more processing devices

configured to:

a) identify a spatial region in a complex number space, the spatial region being
associated with the asset;

b) receive a user defined password;

c) identify a plurality of key locations within the spatial region at least in part using the
user defined password;

d) calculate key numerical values at each of the plurality of key locations using a defined
complex number formula; and,

e) use the key numerical values to generate an encryption key, and wherein the asset is
associated with the user by storing an asset record in a database, the asset record being
indicative of:

1) an asset identifier;
ii) the spatial region; and,
ii1) an encrypted payload derived using the encryption key.

A system according to claim 1, wherein the one or more processing devices are

configured to identify the plurality of key locations using a sequence of geometric

translations based on the user defined password.

A system according to claim 2, wherein the one or more processing devices are

configured to determine the sequence of geometric translations using fixed translations

modified using the user password.

A system according to claim 3, wherein the one or more processing devices are

configured to:

a) concatenate the repeated versions of the password to generate a character string of a
defined length; and,

b) apply each character in the character string to a respective fixed translation to
generate the sequence of geometric translations.

A system according to claim 4, wherein the one or more processing devices are

configured to:

a) concatenate the repeated versions of the password to generate a character string; and,
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b) truncate the character string at the defined length.

6) A system according to claim 4 or claim 5, wherein the fixed translations are angles and
wherein the one or more processing devices are configured to:

a) define lengths using the characters; and,

b) generate geometric translations in the form of translation vectors using the angles.

7) A system according to claim 6, wherein the angles represent a rotation angle about a key
origin location in the spatial region and the lengths represent a distance from the key
origin location.

8) A system according to claim 7, wherein the key origin location is at least one of:

a) a central location within the spatial region;

b) a corner of the spatial region;

c) offset from a central location within the spatial region; and,

d) offset from a corner of the spatial region.

9) A system according to any one of the claim 6 to 8, wherein the one or more processing
devices are configured to generate the lengths using ASCII values of each character.

10) A system according to any one of the claims 3 to 9, wherein the fixed translations are at
least one of:

a) predefined;

b) generated for each asset; and,

¢) unique to each asset.

11)A system according to any one of the claims 3 to 11, wherein the one or more processing
devices are configured to generate fixed translations for each asset by:

a) selecting a seed location within the spatial region;

b) calculating a seed numerical value at the seed location using the defined complex
number formula; and,

c) using the seed numerical value to seed a number generator to thereby create a
plurality of generated values, the fixed translations being derived from the plurality of
generated values.

12) A system according to claim 11, wherein the number generator is a random number
generator, and wherein the plurality of generated values are identical for a given seed

numerical value.
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13) A system according to claim 11 or claim 12, wherein the seed location is at least one of:

a) a key origin location;

b) a central location within the spatial region;

c) a corner of the spatial region;

d) offset from a central location within the spatial region; and,

e) offset from a corner of the spatial region.

14) A system according to any one of the claims 1 to 13, wherein the one or more processing
devices are configured to generate the numerical value at each key location by:

a) using an iteration of the complex number formula;

b) generating an integer value from the result of the complex number formula iteration;
and,

c¢) calculating a modulus 256 number from the integer value.

15) A system according to any one of the claims 1 to 14, wherein the one or more processing
devices are configured to:

a) identify a first plurality of key locations within the spatial region using a sequence of
geometric translations calculated using first fixed translations modified using the user
defined password;

b) identify a second plurality of key locations within the spatial region using a sequence
of geometric translations calculated using second fixed translations modified using the
user defined password;

c) calculate key numerical values at each of the first and second plurality of key
locations; and,

d) use the key numerical values to define an encryption key.

16) A system according to any one of the claims 1 to 15, wherein the one or more processing
devices are configured to:

a) identify an unallocated spatial region in the complex number space; and,

b) allocate the unallocated spatial region to the asset to associate the spatial region with
the asset.

17) A system according to claim 16, wherein one or more processing devices are configured
to:

a) determine an asset type; and,
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b) selected the unallocated spatial region in accordance with the asset type.

18) A system according to claim 16 or claim 17, wherein the one or more processing devices
are configured to determine an extent or depth of the spatial region based on at least one
of:

a) a property of the asset;
b) a value of an asset; and,
c) aquantity of an asset.

19) A system according to any one of the claims 1 to 18, wherein the one or more processing

devices are configured to:
a) generate a unique asset identifier; and,
b) generate asset data using the unique asset identifier.

20)A system according to claim 19, wherein the one or more processing devices are
configured to associate the spatial region with the asset by recording an association
between the unique asset identifier and the asset.

21)A system according to claim 19 or claim 20, wherein the one or more processing devices
are configured to calculate the asset identifier using at least one of:

a) coordinates of the spatial region in the complex space; and,
b) an extent of the spatial region in the complex space.

22) A system according to any one of the claims 19 to 21, wherein the one or more processing
devices are configured to:

a) calculate identifier numerical values associated with the spatial region using a defined
complex number formula; and,
b) generate a unique asset identifier using the identifier numerical values.

23)A system according to claim 22, wherein the one or more processing devices are

configured to:

a) identify a plurality of identifier locations within the spatial region; and,

b) calculate the identifier numerical values at each of the plurality of identifier locations
using a defined complex number formula.

24) A system according to any one of the claims 19 to 23, wherein the unique asset identifier

is a 512 bit number represented by 32 hexadecimal characters.
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25)A system according to any one of the claims 1 to 24, wherein the one or more processing

devices are configured to:

a)

generate a digital signature; and,

b) generate the asset data using the digital signature.

26)A system according to claim 25, wherein the one or more processing devices are

configured to generate the digital signature using a private key of a private/public key pair

to allow the digital signature to be verified.

27)A system according to claim 25 or claim 26, wherein the one or more processing devices

are configured to generate the digital signature using the unique asset identifier.

28) A system according to any one of the claims 1 to 27, wherein the one or more processing

devices are configured to transfer an asset from a first user to a second user by:

a)
b)
9)
d)
e)
f)
g)

h)

receiving a first user defined password from the first user;

using the first user defined password to generate a first encryption key;

decrypting the payload using the first encryption key to generate a decrypted payload;
updating the payload to link to the second users wallet;

receiving a second user defined password from the second user;

using the second user defined password to generate a second encryption key;
encrypting the decrypted payload using the second encryption key to generate the new
payload; and

updating the asset data using the new payload.

29)A system according to claim 28, wherein the one or more processing devices are

configured to transfer an asset from a first user to a second user by:

a)
b)

9)

d)
e)
f)
g

generating a temporary password;

use the temporary password to generate a temporary encryption key;

encrypt the decrypted payload using the temporary encryption key to generate the new
payload;

update the asset data using the new payload;

notify the second user of the temporary password;

receiving the temporary password from the second user;

using the temporary password to generate the temporary encryption key;
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h) decrypting the payload using the temporary encryption key to generate a decrypted
payload;

1) receiving a second user defined password from the second user;

j) using the second user defined password to generate a second encryption key;

k) encrypting the decrypted payload using the second encryption key to generate the new
payload; and

1) updating the asset data using the new payload.

30)A system according to any one of the claims 1 to 29, wherein the database includes a
number of wallets associated with respective users, and wherein an asset is associated
with an asset owner by storing the asset data in the wallet of the respective asset owner.

31) A system according to claim 30, wherein each wallet is an asset and is associated with a
respective spatial region in the complex number space, and wherein asset data for assets
associated with the wallet are stored as part of a wallet payload.

32)A system according to any one of the claims 1 to 31, wherein the database includes a
number of wallets associated with respective users, and wherein an asset is associated
with an asset owner by linking the asset data to the wallet of the respective asset owner.

33) A system according to claim 32, wherein the asset data is stored in an asset data store and
wherein the asset data includes a wallet identifier of a wallet to which the asset is linked.

34) A system according to any one of the claims 1 to 33, wherein the one or more processing
devices are configured to generate a graphical representation of the spatial region, and
wherein the graphical representation can be used to identify the spatial region.

35) A system according to any one of the claims 1 to 34, wherein at least one of the asset data
and the payload are indicative of at least one of:

a) a spatial region location;

b) a spatial region extent;

¢) a graphical representation of the spatial region;
d) a time stamp;

e) an asset location;

f) an asset identity;

g) an asset value;

h) at least one asset owner;
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1) a digital signature; and,
j) awallet identifier.

36) A system according to any one of the claims 1 to 35, wherein the spatial region includes
at least one of:

a) a spatial area; and,
b) a spatial volume.

37)A system according to any one of the claims 1 to 36, wherein the spatial region is
identified using at least one of:

a) a vector indicative of a location of the spatial region in the complex space; and,
b) a parameter indicative of an extent of the spatial region.

38) A system according to any one of the claims 1 to 37 , wherein the complex formula is at

least one of:

a) a Julia set;

b) a Mandelbrot set;

¢) acomplex number set; and,

d) a chaotic formula using two seed values.

39)A system according to any one of the claims 1 to 38, wherein the spatial region is
provided in a part of complex space where the complex formula has non-infinite values
and complexity is non-zero.

40) A system according to any one of the claims 1 to 39, wherein the system is configured to
track assets in multiple asset classes, and wherein:

a) each asset class is assigned to a respective asset region in the complex number space;
and,

b) each asset within an asset class is associated with a spatial region that is a part of the
asset region associated with the asset class.

41)A system according to claim 40, wherein a size of the spatial region is based on at least
one of:

a) a value of the asset;
b) a quantity of the asset; and,

¢) a size of the asset.
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42) A system according to claim 40 or claim 41, wherein at least some of the asset classes
correspond to physical assets.

43) A system according to claim 40 or claim 41, wherein the physical assets correspond to at
least one of:
a) gold;
b) silver;
¢) platinumy;
d) diamonds; and,
e) oil

44) A system according to any one of the claims 1 to 43, wherein the one or more processing
devices are configured to generate an asset representation, the asset representation
including at least a graphical representation of the spatial region.

45)A system according to claim 44, wherein the asset representation is indicative of at least
one of:
a) the spatial region;
b) the asset identifier;
¢) an asset class;
d) an asset value;
e) an asset size; and,
f) an asset quantity.

46)A system according to claim 44 or claim 45, wherein at least one of the asset
representation and the graphical representation is subject to copyright.

47)A system according to any one of the claims 44 to 47, wherein asset representation is
tradable.

48) A method for tracking an asset, the method including, in one or more processing devices:
a) identifying a spatial region in a complex number space, the spatial region being

associated with the asset;

b) receiving a user defined password;
c) identifying a plurality of key locations within the spatial region at least in part using

the user defined password;
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calculating key numerical values at each of the plurality of key locations using a
defined complex number formula; and,

using the key numerical values to generate an encryption key, and wherein the asset is
associated with the user by storing an asset record in a database, the asset record being
indicative of:

1) an asset identifier;

ii) the spatial region; and,

ii1) an encrypted payload derived using the encryption key.

49)A computer program product for tracking an asset, the computer program product

including computer executable code which when executed using one or more suitably

programmed processing devices causes the one or more processing devices to:

a)

b)
9)

d)

e)

identify a spatial region in a complex number space, the spatial region being
associated with the asset;

receive a user defined password;

identify a plurality of key locations within the spatial region at least in part using the
user defined password;

calculate key numerical values at each of the plurality of key locations using a defined
complex number formula; and,

use the key numerical values to generate an encryption key, and wherein the asset is
associated with the user by storing an asset record in a database, the asset record being
indicative of:

1) an asset identifier;

ii) the spatial region; and,

ii1) an encrypted payload derived by using the encryption key.

50) A system for generating an encryption key, the system including one or more processing

devices configured to:

a)
b)

9)

identify a spatial region in a complex number space;
receive a user defined password;
identify a plurality of key locations within the spatial region at least in part using the

user defined password;
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d) calculate key numerical values at each of the plurality of key locations using a defined
complex number formula; and,
e) use the key numerical values to generate an encryption key.

51)A method for generating an encryption key, the method including, in one or more

processing devices:

a) identifying a spatial region in a complex number space;

b) receiving a user defined password;

c) identifying a plurality of key locations within the spatial region at least in part using
the user defined password;

d) calculating key numerical values at each of the plurality of key locations using a
defined complex number formula; and,

e) using the key numerical values to generate an encryption key.

52)A computer program product for generating an encryption key, the computer program
product including computer executable code which when executed using one or more
suitably programmed processing devices causes the one or more processing devices to:

a) identify a spatial region in a complex number space;

b) receive a user defined password;

c) identify a plurality of key locations within the spatial region at least in part using the
user defined password;

d) calculate key numerical values at each of the plurality of key locations using a defined
complex number formula; and,

e) use the key numerical values to generate an encryption key.

53) A system for generating a unique identifier, the system including one or more processing

devices configured to:

a) identify a spatial region in a complex number space;

b) determine identifier numerical values associated with the spatial region;
c) generate a unique identifier using the identifier numerical values.

54) A method for generating a unique identifier, the method including one or more processing
devices that:

a) identifying a spatial region in a complex number space;

b) determining identifier numerical values associated with the spatial region;
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¢) generating a unique identifier using the identifier numerical values.

55)A computer program product for generating a unique identifier, the computer program
product including computer executable code which when executed using one or more
suitably programmed processing devices causes the one or more processing devices to:

a) identify a spatial region in a complex number space;
b) determine identifier numerical values associated with the spatial region;

¢) generate a unique identifier using the identifier numerical values.
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