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TITLE
Method and System for Providing Security within Multiple Set-Top Boxes Assigned

for a Single Customer

TECHNICAL FIELD

[0001] The present invention relates to the fields of cable and satellite television.
More particularly, the present invention relates to the field of operating a network that
includes set-top boxes to provide customers with cable or satellite television and other
services. The present invention provides a means and method for securely providing
multiple set-top boxes for use by a single customer while preventing the unauthorized use of

a secondary set-top box by another party.

BACKGROUND

[0002] The cable and satellite television industry provides customers with the
ability to view a wide variety of television programming for a fee, usually paid monthly.
Providing cable or satellite television programming is typically accomplished through a “set-
top box.” A set-top box is a box of electronics that is connected between the cable or
satellite television system and the user’s television set. The electronics in the set-top box
allow the user to receive the television programming from the cable or satellite system on
the connected television set. Subscribers are provided with a set-top box when registering or
subscribing with the cable or satellite television provider.

[0003] Set-top boxes are also conditional access devices which may allow the
display of certain cable/satellite television programs only under certain conditions. For
example, a set-top box can be programmed to provide access to specific premium channels
if the subscriber pays an additional fee. Access to such premium channels can be restricted
through the set-top box if the subscriber has not paid the additional fees.

[0004] However, a single set-top box will typﬂically only allow one program to be
viewed at a time. Consequently, if a household would like to be able to view two different
programs on two different television sets, they have generally been required to purchase a -

second set-top box and pay twice the monthly subscription fee.
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[0005] If faced with paying a second full subscription fee, most subscribers will
decide instead to get by with a single set-top box and pay only a single subscription fee.
This 1s true even through the subscribers would prefer to have the ability to watch multiple
programs simultaneously. Thus, subscribers are actually purchasing fewer services than they
really desire because the incremental cost of an additional subscription for a second set-top
box 1s too high. Consequently, from a business model standpoint, many cable and satellite
television system operators would like the ability to provide a household with a second set-
top box so that multiple programming can be accessed simultaneously without having to
charge two full subscription fees.

[0006] However, there are dangers to the system operator if secondary set-top
boxes are offered at a reduced subscription rate. This danger arises from the potential
dishonesty of customers who obtain services that are not properly paid for. For example,
suppose the first set-top box within a household has a $40 per month fee and the second has
a $10 per month fee. In such a case, a dishonest customer could purchase a second set-top
box and give it to his or her neighbor who previously did not have the service. The result is
that the provider 1s collecting $50 per month for service to the two households, when the
provider should be collecting $80 per month for service to two separate households.

[0007] Moreover, 1n the past, there have been problems with the dishonesty of
the mstaller: the person who sets up a set-top box when a subscriber first subscribes to the
service. Methods exist to prevent an installer from dishonestly giving away cablé/satellite
service without registering the users of the service in the single set-top box scenario.
However, 1f the installer is allowed to sell and set-up multiple set-top boxes in a single
household, it becomes substantially more difficult to ensure that the installer is not
dishonestly providing service to those who may be paying off the installer directly for such
Service.

[0008] Consequently, there 1s a need in the art for a secure means and method of
providing multiple set-top boxes to a single subscriber without having to charge a full
subscription fee for each such set-top box and while preventing secondary set-top boxes

from being used to provide services to those who are not paying the appropriate fees.
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SUMMARY

[0009] In one aspect, the present invention provides a method of securely providing

cable or satellite television services to multiple set-top boxes, said method comprising:
providing communication between a master set-top box and a slave set-top box, wherein
said providing communication comprises:
sending data from said slave set-top box to said master set-top box;
generating a response with said master set-top box based on an authentication

key shared by said slave and master set-top boxes;

sending said response from said master set-top box to said slave set-top box;

checking said response from said master set-top box with said slave set-top box;

and,
If said response is incorrect, rendering said slave set-top box non-functional; and
rendering said slave set-top box non-functional if said communication is
Interrupted.

[0009a] A secure means and method of providing multiple set-top boxes to a single
subscriber without having to charge a full subscription fee for each such set-top box is disclosed
herein. In the disclosed method and system, the use of a secondary set-top box to provide
services to those who are not paying the appropriate fees is prevented. Cryptographic
mechanisms are used to ensure that the second set-top box is not used in an unauthorized way.

[0010] In one of many possible embodiments, a method of securely providing cable
or satcllite television services to multiple set-top boxes includes (1) providing a master set-top
box; (2) providing a slave set-top box in electronic communication with the master set-top box;
(3) sending data from the slave set-top box to the master set-top box; (4) generating a response
with the master set-top box based on an authentication key shared by the slave and master set-
top boxes; (5) sending the response from the master set-top box to the slave set-top box; and (6)
checking the response from the master set-top box with the slave set-top box. If the response is
correct, the slave set-top box continues providing the cable or satellite television services. If the
response 1s incorrect, the slave set-top box discontinues providing the cable or satellite television
services. This approach provides the benefit of allowing continued operation of the master even

1t the slave fails, is unplugged, or otherwise goes offline.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The accompanying drawings illustrate embodiments of the present invention
and are a part of the specification. The illustrated embodiments are merely examples of the
present invention and do not limit the scope of the invention.

[0012] FIG. 1 illustrates the creation of a master/slave set-top box system according
to one embodiment of the present invention.

[0013] FIG. 2 illustrates the secure communication between the master and slave
set-top boxes to prevent separation of the boxes for unauthorized purposes according to one

embodiment of the present invention.

3a
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[0014]  FIG. 3 1llustrates the encryption of data 1items used to secure

communications between the master and slave set-top boxes according to one embodiment

of the present mvention.

[0015] FIG. 4 1llustrates a Pseudo Random Number Generator according to one
embodiment of the present invention.
[0016] Throughout the drawings, 1dentical reference numbers designate similar,

but not necessarily identical, elements.

DETAILED DESCRIPTION

[0017] The methods and systems disclosed herein assume a model of operation
in which two or more set-top boxes are installed in a household. A communications link,
preferably a physical link, 1s provided between or among the set-top boxes. The
communications link between the set-top boxes is used in such a way that one of the boxes
cannot easily be moved to an unauthorized location, such as to provide service to a second
household.

[0018] One of the boxes 1s designated as a “master’” box while the other box or
boxes are “slaves.” The slave box will use the communications link to communicate
regularly in a secured and encrypted manner with the master box. If that communication is
severed, e.g., 1f an attempt 1s made to move the slave box to another household to provide
unauthorized service in that household, the slave box is programmed to stop working when
1t can no longer communicate with the master box.

[0019] In our model, set-top boxes can be in one of three different states: (i)
standalone — for households that have only a single set-top, (i1) master — the main or primary
of multiple set-top boxes within a household, and (iii) slave — a secondary set-top within a
household in communication with a master box. Set-tops can be reconfigured from one state
to another state, but preferably only by an authorized installer who obtains reconfiguration
data from a customer service representative or authorized agent of the system operator. The
authorized agent may support new subscriptions and the installation of new set-top boxes,
run billing software for the system and provide “reconfiguration data” to an installer who

sets up the set-top boxes within the subscriber’s household.
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[0020] Upon reconfiguring a set-top, the set-top box will display a confirmation
number that the installer must report to the authorized agent. The authorized agent enters
the confirmation number into the billing software, and assuming the confirmation number is
correct, the billing software updates the records of the subscriber’s account and, from then
on, charges the appropriate monthly fee. An example of this system is illustrated in FIG. 1.

[0021] As shown in FIG. 1, an authorized installer (100) is used to set up service
for a new subscriber or to expand a subscriber’s service to include multiple set-top boxes.
The mstaller (100) 1nstalls a first set-top box (104) for use with a first television set (103).
In this example, this first box (104) will be the master box. Consequently, the installer (100)
contacts an authorized agent (109) working for the cable or satellite television company.
The 1nstaller (100) may contact the authorized agent (109) using a telephone (101) and local
telephone network (1.08). However, the installer (100) may use any other method of
communicating with the authorized agent (109), for example, a wireless phone.

[0022] The authorized agent (109) will provide reconfiguration data that must be
entered mto the set-top box (104) in order to configure that set top (104) as a master box. A
remote control unit (102) may be used by the installer (100) to program and configure the
first and master box (104).

[0023] The 1nstaller (100) next installs a second set-top box (107) for use with a
second television set (106). Again, the installer (100) receives reconfiguration data for the
second box (107) from the authorized agent (109). The installer can then configure the
second box (107) as a slave box. Again, the remote control (102) may be used by the
installer to program the second box (107).

[0024] The 1nstaller (100) provides the aﬁthorized agent (109) with confirmation
numbers for the set-top boxes (104, 107) deployed. The authorized agent (109) can then see
that the subscribing household is properly billed for the first set-top box (104) at a full
subscription rate and the second set-top box (107) at a lower subscription rate. Subsequent
reconfiguration of set-tops could be required, e.g. due to the failure of a master necessitating
the associated slave’s reconfiguration as the new master. If this occurs, the present system
has the benefit of easily facilitating such reconfiguration in a manner analogous to the above.

An nstaller might be sent to the home to reconfigure the slave to be the new master, or the
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consumer may be allowed to do so himself while on the phone with the authorized agent.
Such ease of reconfiguration is a benefit of this system.

[0025] In the present example, a physical connection (105) 1s made between the
first (104) and second (107) set-top boxes. However, the communication link between
boxes (104, 107) may be wireless, powerline, phone line, or other local communication
means. This connection (105) allows the boxes (104, 107) to communicate. If that
communication is interrupted, for example, if the slave box (107) 1s disconnected from the
master box (104) and taken to another household to provide unauthorized service at that
location, the second set-top box (107) will cease to function. The behavior of disablement
upon disconnection is fundamental to the security protection characteristics of this
invention. Likewise, the connection means between master and slave should be local 1n
nature, such that it is extremely inconvenient, costly, difficult or impossible to locate either
device any substantial distance from the other. This connection means should limit where
they can be located in keeping with the assumption that the slave 1s intended for use in the
same household.

10026] In this embodiment, the connection (105) between the set-top boxes (104,
107) 1s an RS232 cable. RS232 cables must be kept within a particular length or cannot
reliably be used for electronic communication between equipment such as the set-top boxes
(104, 107). Consequently, 1f an attempt 1s made to substitute a much longer RS232 cable,
such that the slave box (107) could be taken to a neighboring household to provide
unauthorized service for that household, the boxes (104, 107) will no longer be able to
communicate reliably over the lengthened cable (105) and thus the slave box (107) will
cease functioning. Benefit is seen both from the electronic reliability aspects of excessive
cable length, as well as the sheer inconvenience of the connecting cable.

[0027] A basic objective of the system is to detect the disconnection or blockage
of communication between the master and slave, and to disable slave operation should this
occur. The basic means of achieving this is to design the slave so that it will disable itself if
it does not communicate with the master regularly. In addition to crude manipulations such

as disconnection, there are three main other ways by which one may attempt to defeat the

system described above:
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[0028] 1. The dishonest customer may attempt to simulate with a personal
computer (PC) the communication between the two set-top boxes so that the set-top boxes
can operate separately and independently of each other.

[0029] 2. The installer or the customer may attempt to reconfigure the set-tops
without having the billing software updated, 1.e. reconfiguring a slave box as an
independently-operable master box.

[0030] 3. The installer or the customer may attempt to have the billing software
updated without reconfiguring the set-tops.

[0031] All such methods of cheating may be minimized or eliminated through
the use of cryptography. Each set-top 1s equipped with two cryptographic keys: a unit key
and an authentication key. The unit key 1s used for reconfiguration, and the authentication
key 1s shared between a master-slave pair to verify that they have not been separated. Both
keys are delivered to the set-tops in encrypted form, so that neither the installer, customer,
nor authorzed agent 1s aware of the frue key values. The mitial (“provisioning”) keys are
provided during the manufacturing process of the set-tops.

[0032] In order to prevent unauthorized reconfiguration, a set-top box cannot be
reconfigured, e.g., from a slave state to a master state, unless a unit key 1s entered. The input
key 1s processed through a cryptographic hash function by the set-top box which results in a
value equal to a previous unit key stored in the set-top box. If the mput unit key passed
through the hash function does not result in the previous unit key, reconfiguration will not be
allowed. Since hash functions are intentionally designed to not be invertible (i.e. to be “one
way functions™), this makes 1t infeasible for anyone to reconfigure a box without knowing
the inverse hash of the current unit key.

[0033] Consequently, the method disclosed includes generating a “hash chain” of
unit keys for each set-top. The last unit key value in this chain is indexed using a “token
counter” value of zero, where the unit key for token counter value zero is calculated by
passing the unit key for token counter value 1 through the hash function. Each key n in the
chain leads to the previous key n+1 when processed through the hash function. This hash
chain of unit keys for each set-top box may be stored within the billing software or are
otherwise provided to the authorized agent. In this way, an installer cannot reconfigure a

set-top box without contacting the authorized agent and obtaining the next unit key in the
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hash chain for input to the set-top box being reconfigured. Only the authorized agent who
runs the billing software or otherwise has access to future unit keys will be able to allow
reconfiguration of a set-top box. The bottom of the hash chain is supplied to each set-top
box during manufacture or upon provisioning.

[0034] Without a loss of generality, other information such as the set-top serial
number or the number of times a box has been reconfigured can be required as part of the
hash chain, both of which improve security. As a further precaution, in order to prevent the
unit keys from being revealed to anybody (including the authorized agent and installer), new
unit keys are encrypted under the previous unit keys. Thus, the actual value of the unit keys
1s known only within the billing software and the set-top box.

[0035] This 1s useful in controlling the confirmation number. The confirmation
number 1s computed from the cryptographic hash of the new unit key. In general, the
confirmation number does not need to be too large to ensure security. If the hash function
outputs many bytes, the confirmation number can be restricted to some small, designated
portion of 1t (for example, the first 2 or 4 bytes).

[0036] Whenever a set-top box is reconfigured, it is also delivered an
authentication key along with the new unit key. The authentication key is also encrypted
under the previous unit key, thus being known only to the set-top and the billing software.
When two set-tops are reconfigured to be a master-slave pair, they must be delivered the
same authentication key. Authentication keys are generated by the billing software, and the
only strict security requirement is that they must not be easily reproducible outside of the
billing software and set-top. This can be done in many ways. For example, generating the
values pseudo-randomly or using a hash that is a function of the unit keys of the master-
slave patr (or the unit key of the standalone).

[0037] Since a master-slave pair share the same authentication key which is
unknown outside of the two set-tops and the billing software, it has the necessary
cryptographic values to verify that the two set-tops are linked together. This is
accomplished through a “ping” protocol. After the elapse of some fixed time interval, e.g.
15 minutes, the slave sends a pseudo-randomly generated value to the master. The master
does a cryptographic signature of the received value via a message authentication code

(MAC) using the shared authentication key, and sends the result back to the slave. The slave
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verifies that the correct signature was obtained, including the use of the correct pseudo-
randomly generated value sent, and 1f so, continues operation as normal. If the slave did not
recelve the correct response or did not receive any response within some fixed time interval,
the slave repeats its request up to some fixed number of times. If it still fails to receive the
correct reply, 1t then discontinues displaying cable/satellite television until the master gives
the correct reply.

[0038] Each set-top box 1s provided with an initial provisioning token (input
data). The provisioning token will at least include a unit key (the bottom of the hash chain)
and an authentication key. For new set-top boxes, this can be done within the factory. For
legacy set-top boxes, the data will have to be entered by an installer who obtains the

information from an authorized agent of the system operator who is operating, for example,

a personal computer running a Windows® billing program. Checks will be in place to
prevent the installer from placing incorrect data.

[0039] The set-top boxes can operate in one of four different states:
STANDALONE, MASTER, SLAVE ONLINE, and SLAVE OFFLINE. The
STANDALONE state 1s intended for viewers who do not use the multiple viewing
capabilities that the present system can securely provide. The other states are for boxes that
are part of a multiple-box system used by a particular subscriber. For these, the MASTER
state 1s intended for the main set-top box within a household. Any others will be slaves.
Typically, there will be only one slave (107) per master (104), but the present invention is
not so restricted.

[0040] A slave (107) will be in state SLAVE ONLINE if it is in communication
with a master box (104), or SLAVE OFFLINE if it is not. It is imagined that the latter state
will only happen if the connection (105) between the slave (107) and the master (104) is
:disconnected or interrupted, or if the master (104) experiences a power outage. When the
slave (107) 1s 1n the SLAVE OFFLINE state, then it will no longer provide service, e.g.,
display cable/satellite television programming and provide related services.

[0041] The slave (107) will need to check to see that it is still in communication
with the master (104) by sending a “ping” command. The master (104) is responsible for
responding to the command in such a way that the slave (107) is assured that the response

came from the master (104). As described above, this ping operation can occur over an
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RS232 cable connecting the master and slave. However, any other connection (105) can be
used. For example, an L band cable connecting both boxes to a satellite antenna can be
used, or an AC powerline communications technology such as Homeplug, HPNA, or a
wireless home network technology such as 802.11, or Bluetooth technology. For slaves that
are online, the ping will preferably happen every 15 minutes, and for slaves that are offline,
the ping will happen continuously until an appropriate reply from the master 1s received.

10042] At times, reconfiguration may be necessary. For instance, a slave box
may need to be changed to a master box if the existing master set-top box 1s broken and
needs to be repaired. Alternatively, a standalone box may need to be changed to a master
box 1f a subscriber desires to add multiple-program viewing ability. Reconfiguration will
need to be done by an installer (100) who obtains a reconfiguration token (e.g., 21 bytes of
data) from an authorized agent (109). Set-top boxes can only be reconfigured if the correct
token 1s obtained. Note that it is also possible for a duly-authorized consumer to perform
reconfiguration instead of an installer, to avoid the inconvenience and cost of an installer
visit.

[0043]  Upon a valid reconfiguration, the set-top box (e.g. 104, 107) will
preferably display a 2-byte (4 hexadecimal characters) confirmation number to the installer
(100) which he or she must communicate to the authorized agent (109) in order for the
authorized agent to update the billing records. Each reconfiguration requires a new
reconfiguration token, and reconfiguration may be limited to a maximum of times, e.g., 100
times. The reconfiguration token is similar to the provisioning token: it contains a unit key
(e.g., 9 bytes) (“UK”) and an authentication key (e.g., 9 bytes) (“AK™). The authentication
key will be shared between the master (104) and the slave (107) as described above.

[0044] For new set-top boxes, provisioning will be performed within the factory
by, for example, a personal computer on the manufacturing line. The PC will query the set-
top box for its identification number (e.g., 4 bytes) (“CA_ID") and use this to look up its
initial provisioning token. Then the set-top box will be loaded with a 9-byte UK, a 9-byte
AK which will be used to seed a Pseudo Random Number Generator (“PRNG”), and a 2-

byte value of 00 for the token counter. By default, the set-top box will preferably be in the
STANDALONE state.
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[0045] For legacy set-top boxes, the provisioning 1s necessarily done by the
reconfiguration procedure. The legacy boxes need to initially have a token counter value of
—1 (represented with 2 bytes) to indicate they have not been provisioned, and will be in the
STANDALONE state. If the owner of the set-top box later decides to add a second box, the
installer (100) will contact an authorized agent (109) to get a reconfiguration token. This
reconfiguration token will actually be a provisioning token, but this fact is invisible to both
installer and consumer. The initial provisioning token along with cycle information will be
used to seed the PRNG for these boxes.

[0046] As shown 1n FIG. 2, the ping protocol is for the slave (107) to verify that
1t 1s still connected to the master (104). The slave (107) will preferably perform a ping (120)
every 15 minutes when in SLAVE ONLINE state, or continuously when in SLAVE
OFFLINE state. If the ping (120) fails, the slave box (107) automatically resets its state to
SLAVE OFFLINE and discontinues service, e.g., displaying cable/satellite television. If the
ping (120) succeeds, the slave box (107) maintains or re-sets its state to SLAVE ONLINE
and contiues to display satellite television. Note that no reconfiguration is necessary for a
slave (107) to change from OFFLINE to ONLINE or vice versa. This allows the slave box
(107) to address common conditions such as the loss of power to the master (104), which
might appear like an insecure (i.e. relocated) condition to the slave (107).

[0047] The protocol has 3 functions: GEN_PING (122), GEN RESPONSE
(123), CONF_RESPONSE (124). The slave (107) runs GEN PING (122) and
CONF_RESPONSE (124), while the master (104) runs GEN_RESPONSE (123). Itis

assumed that the master (104) and slave (107) share the same authentication key.

[0048] GEN_PING: The function GEN_PING (Generate Ping) (122) will
preferably be executed by the slave (107) to send a ping (120) to the master (104) every 15

minutes when the slave (107) is online, or more frequently when the slave (107) is offline.

The GEN_PING function (122) may work as follows:

[0049] 1. y=MAX_ _NUM_ATTEMPTS (assumed to be 3).
2. Use the PRNG to get an 8-byte nonce.
3. While (y > 0) do

a. Send nonce to master.
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b. Wait up to x seconds for a response. If no response,
then y=y — 1; continue;
C. If CONF_RESPONSE(nonce, response) succeeds then
state=SLAVE ONLINE; return;
d. /* CONF_RESPONSE failed */ y=y — 1;
c. Wait for 1 to 2 seconds.

4. /* failed after y attempts */ state=SLAVE OFFLINE; return;

0050] GEN_RESPONSE: The function GEN RESPONSE (Generate Response
to Ping) (123) will be executed by the master (104) whenever it receives a ping (120). It
takes as input the 8-byte pseudo-random value (or “nonce”) received from the slave (107),
the authentication key AK (stored on master), and Cinfo (to be specified later). The result is
a ping response (121) sent to the slave (107), where said response does not retransmit the
recelved nonce back to the slave that originally generated it. The GEN RESPONSE
function (123) may work as follows:

[0051] 1. If received nonce 1s not 8 bytes, then return;

/* data transmission error: do nothing */
2. Compute signature = SIGN( AK, nonce, Cinfo ).
3. Send signature + Cinfo back to the slave.

[0052] CONF_RESPONSE: The function CONF RESPONSE (Confirm
Response to Ping) (124) 1s executed when a ping response (121) is received by the slave
(107). The slave (107) must confirm the reply given by the master (104) is a correct one in
order to confirm that the slave (107) is connected to the master (104) and not to something
else. The function (124) takes as input the original, slave-generated 8-byte nonce that it
generated in GEN_PING (122), the 8-byte signature sent by the master (104), the Cinfo sent
by the master, and the authentication key (AK) (stored on slave). The return value is either

SUCCESS or FAILURE.

[0053] 1. If Cinfo is not a valid Cinfo or if signature is not 8 bytes, then
return FAILURE;

2. Compute expected_signature = SIGN( AK, nonce, Cinfo );
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3.  if expected signature is not the same as signature, then return
FAILURE;
4. return SUCCESS;
[0054]  Reconfiguration will be necessary in at least the following circumstances:
(1) whenever a master needs to change to a slave or a standalone; (2) whenever a standalone
needs to change to anything else; (3) whenever a slave needs to change to a master or a
standalone; and (4) in the extremely unlikely event of communication failure due to the

master and slave not having the same AK.

[0055]  The last event 1s extremely unlikely since checks will be in place to notice
and correct nearly all input errors, including mischievous attempts at providing false data.
Any time a set-top box 1s reconfigured to be a slave, 1ts master will also be reconfigured.
Likewise, any time a set-top box 1s reconfigured to be a master, 1ts slave will also be
reconfigured. This 1s because each master/slave pair 1s a matched set and shares the same
AK, and each reconfiguration involves a new AK. If only one member of this matched set
pair 1s reconfigured, this will result in a different AK for each device, and subsequently a
failure of the Ping protocol. The failure of the Ping protocol will disable display of
television, thereby serving as a conspicuous indicator that an error has occurred.

[0056]  As explained above, the reconfiguration data will be obtained from a
customer service representative (109; FIG. 1) and entered into a set-top box by a
representative from the satellite or cable television company, the installer (100; FIG. 1). The
reconfiguration data consists of 2 blocks of 22 and 29 decimal digits respectively, which
shall be converted to a 9-byte and 12-byte block. The conversion is done by treating the
values as little endian decimal integers and converting to base 256 little endian integers.

[0057] The word "endian" refers to the order in which bytes are stored in
memory or transmitted across the wire. Consider the decimal number "593", the digit "5"
(five-hundred) is the most significant or "big" digit. The numbers 593 and 693 are
significantly different, whereas the numbers 593 and 594 are not significantly different.
When ordering bytes in memory, the term "big-endian" refers to putting the most significant
byte first, whereas "little-endian" refers to putting the least significant byte first.

[0058] The function RECONFIGURE will take as input the address of the

current UK, the address of a token counter, the address of the current AK, and the address of
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the state variable (i.e. MASTER, SLAVE ONLINE or OFFLINE, STANDALONE). It will
get the 21 bytes of user input data and send all information into the security function
LDCHK (to be described later). LDCHK will perform all error checking, state changes, AK
changes, and UK changes. The value returned by RECONFIGURE is the same as that
returned by LDCHK, which is either UK. ENTRY ERROR (The first block of the token
was entered incorrectly), AK ENTRY ERROR (the second block of the token was entered
incorrectly), or TOKEN ENTRY ERROR (the entire token needs to be reentered). If an
error 1s returned, the installer must reenter the erroneous values only 1in order to reattempt
reconfiguration. Otherwise, a 2-byte confirmation number (4 hexadecimal characters) shall
be computed with the function COMPUTE CONF NUMBER (described later) and
displayed on the screen so that the installer can communicate the confirmation number to the
authorized agent.

[0059] An application, for example a billing application, will be needed for a
network operator or authorized agent to provide reconfiguration data when it is required.
This will preferably be a windows application used by an authorized agent. Whenever an
installer needs to reconfigure a set-top box with 1d CA _ID, the installer contacts an
authorized agent. The authorized agent will use the Master Slave Admin application
(“Msapp”) to look up reconfiguration data for set-top box CA ID and give the information
to the installer. The reconfiguration data will consist of two blocks of data, the first being 22
digits and the second being 29 digits. For readability, the digits of the data will be grouped

into blocks of 4. Thus, a sample data will be similar to the following
Block 1: XX XXXX XXXX XXXX XXXX XXXX
Block 2: X XXXX XXXX XXXX XXXX XXXX XXXX XXXX
where the X’s represent digits.

[0060] The admin application will be responsible for keeping track of the
number of times each set-top box has been reconfigured (i.e. each box’s token counter) so
that 1t can readily look up the necessary data for the current reconfiguration. It will also be
able to provide earlier reconfiguration data in case of problems. For instance, if the installer
is not able to reconfigure a set-top box because he made an error writing down the data
required for entry through the remote control, it will be possible for him to contact an

authorized agent and obtain the data again. It will also be useful for the installer to be able
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to access the token counter that may be needed by the authorized agent in order to facilitate
debugging of unexpected problems. |
[0061] A function for getting reconfiguration data (GET__RECONF_DATA) 1S
the core function needed for the master-slave admin application. It takes a 9-byte array
UK TOP OF CHAIN which all unit keys for that box are derived from, the CA_ID of the
box that requires reconfiguration, an integer j representing a token counter for the box, a
varlable state which represents the new state for the box, an array of 9 bytes representing a
new AK, an array blockl which holds 22 characters, an array block2 which holds 29
characters, and an array conf which holds a 2-byte confirmation number. It 1s important to
the security of this design that the UK. TOP OF CHAIN values are kept in the utmost
confidentiality. Integer j represents the number of times the box has been reconfigured.
[0062] The GET RECONF DATA function returns SUCCESS or error value
INVALID INDEX. Upon a SUCCESS, the reconfiguration data will be stored 1in block1
and block2. Under normal operation, the value j that 1s input will be obtained from a
database stored on the local PC that keeps track of the token counter of each box. However,
1n case of problems, GET RECONF DATA can be used to retrieve data for smaller values
of . If both a master and a slave are being reconfigured to work together, the new AK that is
input must be the same for both calls to GET RECONF DATA. This value shall be
generated randomly on the personal computer. GET RECONF DATA works as follows:
1. 11 1>99 then return INVALID INDEX.
Look up the token counter for box CA ID from database.
If j>token_counter then return INVALID INDEX.
UK =UK TOP OF CHAIN.
For k=100 to j+1 by—1 do
a. UK =HASH( UK || CA_ID || (unsigned char) k || (unsigned
char) (k>>8), 15 ).
6. I[f(3==-1) then
a. encrypted UK = CTS_ENCRYPT9( UK, key k’ ) where
k’={k1’, k2’} is formed by taking k1’ as CA ID || 00| O (seven
bytes total) and k2’ is seven zero bytes.

AR S
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Else

a. prev._ UK =HASH(UK | CA_ID || (unsigned char)j |
(unsigned char) (>>8), 15).

b. encrypted UK =CTS_ENCRYPT9( UK, key k’ ) where
k’={k1’, k2’} is formed by taking k1’ as the first 7 bytes of prev. UK
and k2’ as the last 7 bytes of prev_ UK (remark: it is intentional that
the keys k1’ and k2’ overlap).

Encode encrypted UK as a 22-byte decimal integer and store in
blockl. Encoding is done by treating encrypted UK as a little endian
integer base 256 and converting to a little endian integer base 10.
Compute a key k={k1, k2} by k1= first 7 bytes of UK and k2 = last 7
bytes of UK (remark: it is intentional that the keys k1 and k2 overlap).
Compute encrypted AK =CTS_ENCRYPT12( state || 0] 0 || AK, key
k).

Encode encrypted AK as a 29-byte decimal integer and store in
block2. Encoding is done the same as in step 8.

Compute conf to be the first 2 bytes of HASH( UK, 9).

Update the database for box CA_ID by replacing the token counter

with token counter+1.

Return SUCCESS.

The symbol “||” means concatenation. In the database, all token counters

must nitially have the value of -1 if they have not been provisioned, or 0 if they have been

provisioned. Getting initial provisioning data from this function is equivalent to inputting

the value j=-1.

[0064]

Upon SUCCESS, the MSapp shall display the two tokens, and then

prompt for the mstaller’s confirmation number (2 bytes represented as 4 hexadecimal

characters). When this information is entered, the MSapp will verify the data matches the

configuration array computed above. If the data does match, the reconfiguration for this box

shall be complete, and the MSapp may communicate this fact to the billing software. If the

data does not match, the MSapp will preferably allow unlimited attempts to match the
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confirmation number. It may also have an “abort” option, which will allow the MSapp to
process new data without updating the billing software for the current data.

[0065] Several security functions will now be discussed. The first security
function, CTS _ENCRYPT12, performs “ciphertext stealing” encryption of 12-byte plaintext
data using a 14-byte key with two key triple DES_EDE as a subprocedure. It returns a 12-
byte ciphertext. Likewise, the function CTS DECRYPT12 performs the corresponding
decryption. The functions CTS ENCRYPT9 and CTS DECRYPT9 are the same as
CTS_ENCRYPTI12 and CTS_DECRYPT12 except for with 9-byte plaintexts and
ciphertexts. All functions additionally require a 14-byte key.

[0066] As shown 1n FIG. 3, for CTS_ ENCRYPT12, the plaintext is divided into
3 words P1, P2, P3, where a word represents a 4-byte value. Then, the following steps are
performed:
1. Compute 2 ciphertext words C1A, C1B =DES3«( P1 || P2).
2. Compute 2 ciphertext words C2A, C2B = DES3( C1B || P3).
3. The output ciphertext is C1A || C2A || C2B.

[0067] It must be emphasized that the prepended bytes representing the state and
the 2 zero bytes (when the AK is encrypted) must be in word P1.

[0068] To decrypt the 12-byte ciphertext, divide it into three words: C1, C2, C3.

Then, the following steps are performed:

1. Compute two words P1B, P3 = DES3,'(C2 || C3).
2. Compute two words P1, P2 =DES3,'(C1 || P1B).
3. The plaintext is P1 || P2 || P3.
[0069] The key k for the DES3 function will consists of two 7-byte values: k1,

k2. DES3k applied to an 8-byte (2 word) plaintext block x works as follows:
1. Compute x1 = DESy;( x).

2. Compute x2 = DESi, ™ ( x1).
3. Compute ciphertext x3 = DES;( x2).

[0070] The decryption with function for DES3y is easily derived from the
encryption function.

[0071] In addition to CTS_ENCRYPT12 and CTS DECRYPT12, another
ciphertext stealing encryption and decryption procedure will be required for
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encrypting/decrypting 9-byte plaintexts/ciphertexts corresponding to unit keys. These
functions will naturally be referred to as CTS ENCRYPT9 and CTS DECRYPTO.
Unfortunately, the description of CTS ENCRYPT9 1s not as elegant as CTS ENCRYPT12

since blocks do not fall on natural word boundaries. The steps are as follows:

[0072]

[0073]

Let C1 = DES3( first 8 bytes of plaintext ).

Compute C2 = DES3y( last 7 bytes of C1 || last byte of plaintext ).

The output ciphertext 1s the first byte of C1 concatenated with C2.
The steps for CTS DECRYPT9 are:
Let P2=DES3, ' ( last 8 bytes of ciphertext ).

Compute P1 = DES3 " ( first byte of ciphertext | first 7 bytes of P2 ).

The plaintext 1s P1 concatenated with the last byte of P2.
The function LDCHK will take as input the mput token (after conversion

to a 21 character value), the address of the current UK, the address of a token counter, the

address of the current AK, the address of the state variable (1.e. MASTER, SLAVE ONLINE
or OFFLINE, STANDALONE), and the CA ID. The value returned by LDCHK 1s either
SUCCESS, UK _ENTRY ERROR (The first block of the token was entered incorrectly),
AK ENTRY ERROR (the last block of the token was entered incorrectly), or

TOKEN ENTRY ERROR (the entire token needs to be reentered). The function operates

as follows:

If token counter 1s -1 then

a. Letnew UK = CTS DECRYPTO( first nine bytes of token,
key k’ ) where k’={k1’, k2’} is formed by taking k1’ as CA ID |0 ]| 0
| 0 and k2’ is all zero bytes.

else

a. Letnew UK = CTS DECRYPTY( first nine bytes of token,
key k’ ) where k’={k1’, k2’} 1s formed by taking k1’ as the first 7
bytes of current UK and k2’ as the last 7 bytes of current UK
(remark: 1t is intentional that the keys k1’ and k2’ overlap).

b. If RATCHETT(CA_ID, new_UK, current UK,
token_counter) == FAILURE then return UK. ENTRY ERROR.
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3. Compute a key k={k1, k2} by k1= first 7 bytes of new_UK and k2 =
last 7 bytes of new UK (remark: it is intentional that the keys k1 and

k2 overlap).
4, Compute new AK =CTS_DECRYPT12(last 12 bytes of token, key
k).
5. If the first byte of new AK does not represent a legal state or if the
next 2 bytes are not zero then
a. If token counter 1s -1 then return TOKEN ENTRY ERROR.
b. Else return AK ENTRY ERROR.
6. If token counter 1s -1 then
a. PRNG INIT CONTEXT(last nine bytes of new AK );
7. Change current UK to be the same as new UK.
8. Change state to the value of the first byte éf new AK.

0. Change the current AK to the last nine bytes of new AK.

10.  Increase token counter by 1.

11.  Return SUCCESS.

[0074] The function RATCHETT 1s called by LDCHK to verify the validity of
the reconfiguration data. It takes as mput a 4-byte CA_ID, a 9-byte newly entered UK, the
9-byte current UK, and the 2-byte token counter, and returns SUCCESS if the data 1s valid
or FAILURE if the data is invalid.

1. If token counter > 99 then return FAILURE.

2. Compute a tag of the form HASH( new UK || CA_ID || token counter
, 15).

3. If the tag 1s the same as the current UK, return SUCCESS.

4. Otherwise, return FAILURE.

[0075] The function COMPUTE_CONF_NUMBER computes a confirmation
number which the installer will need to give to the authorized agent to prove a

reconfiguration has been completed. It takes the 9-byte UK as input and outputs a 2-byte

confirmation number, conf.

1. conf = the first 2 bytes of HASH( UK, 9);
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[0076] The SIGN function takes a 9-byte AK, an 8-byte nonce, and a 4-byte
value Cinfo. It performs a cryptographic sign operation on the nonce and Cinfo using key
AK. The cryptographic sign algorithm is simply HASH(AK || nonce || Cinfo).

[0077] The function HASH takes a string and the length of that string in bytes,
and returns a 9-byte hash value. The hash function shall be the first 9-bytes of the SHA1
hash of the string.

[0078] FIG. 4 illustrates the master/slave set top box PRNG. The PRNG takes a
fixed key (FK) that is stored in program memory, a 9-byte “whitener” string (141), and a 9-
byte state which will be fed into the CTS_ENCRYPT9 function. Each iteration will output
9 bytes of pseudo random data (140a, 140b, 140c) that is formed by “exclusive or” of the
PRNG state (which 1s stored in a context variable) with the encrypted PRNG state and the
whitener. The new PRNG state becomes the encrypted previous state. The initial PRNG
state will be provided during provisioning. The whitener string is intended to be an input
string that has a random appearance and changes over time, such as encrypted content data.

[0079] The context containing the PRNG state shall be stored in RAM and
copied to memory, preferably non-volatile random access memory (“NVRAM?”), every 10
iterations. If the processor should ever be reset, the copy of the context in NVRAM shall be

written back to random access memory (“RAM?”) in order to resume operation.

[0080] The PRNG_INIT CONTEXT function initializes in RAM the context of

the PRNG. This operation is only intended for use during provisioning and upon a processor
reset. In the latter case, the copy of the most recent context that is stored in NVRAM is sent
into PRNG _INIT CONTEXT.

[0081] The PRNG_GET BYTES function takes the RAM context variable
which holds the PRNG state, a 9-byte whitener string, and the number of PRNG bytes that
the user requests, byte_len. It returns a string of byte_len pseudorandomly generated bytes.

[0082] After every 10 iterations that this function is called, the PRNG context
shall be copied into NVRAM.

[0083]) There will be certain variables within our system which must be stored in
non-volatile memory (NVRAM). These include (1) the AK (9 bytes), (2) the UK (9 bytes),

(3) the token counter (2 byte), a copy of the PRNG context (9 bytes); and the state (1 byte).
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[0084] Although this protocol has been described using entirely symmetric key
cryptography, it can easily be enhanced to include public key cryptography without changing
the basic underlying ideas. For instance, the shared authentication key can be replaced with
public key signatures and verified using standard PKI techniques including certificates.

[0085] Similar protocols are possible with different assumptions, including
where the master sends “ping” data to the slave, and disables itself 1f no slave response 1s
received. Such an alternative would cause both master and slave to disable themselves
should either go offline, since both devices would have to be designed to self-disable if no
secure data transmission took place. Though it is typically undesirable for both devices to
disable in event of one experiencing a normal failure or power disconnect, this still may be
useful 1n some networks.

[0086] The preceding description has been presented only to 1llustrate and
describe the mvention. It 1s not intended to be exhaustive or to Iimit the invention to any
precise form disclosed. Many modifications and variations are possible 1in light of the above

teaching. It is intended that the scope of the invention be defined by the following claims.
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CLAIMS:

1. A method of securely providing cable or satellite television services to multiple set-top
boxes, said method comprising:
providing communication between a master set-top box and a slave set-top box, wherein
sald providing communication comprises:
sending data from said slave set-top box to said master set-top box;
generating a response with said master set-top box based on an authentication
key shared by said slave and master set-top boxes;
sending said response from said master set-top box to said slave set-top box;
checking said response from said master set-top box with said slave set-top box;
and, 1f said response is incorrect, rendering said slave set-top box non-functional; and

rendering said slave set-top box non-functional if said communication is

interrupted.
2. The method of claim 1, wherein said sending data is performed periodically.
3. The method of claim 1, wherein said providing communication comprises physically

connecting said master and slave set-top boxes.

4, The method of claim 3, further comprising connecting said master and slave set-top

boxes with RS232 cable.

5. A method of securely providing cable or satellite television services to multiple set-top

boxes, said method comprising:

configuring a first set-top box as a master set-top box;

contiguring a second set-top box as a slave set-top box; and

providing communication between said master set-top box, wherein said slave set-top
box will become non-functional if said communication is interrupted;

wherein said providing communication comprises:

sending data from said slave set-top box to said master set-top box;
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generating a response with said master set-top box based on an authentication

key shared by said slave and master set-top boxes;

sending said response from said master set-top box to said slave set-top box;
checking said response from said master set-top box with said slave set-top box;
and, if said response is incorrect, rendering said slave set-top box non-functional; and

rendering said slave set-top box non-functional if said communication 1s

interrupted.

6. The method of claim 5, wherein configuring a set-top box comprises:
Inputting a unit key to the set-top box;
processing said unit key through a hash function;
comparing a result of said hash function with a previous unit key; and

if said result matches said previous unit key, allowing configuration of the set-top box.

7. The method of claim 5, wherein configuring said first and second set-top boxes further

comprises providing an authentication key to both said first and second set-top boxes.

8. The method of claim 7, wherein said authentication key is encrypted when input to said

set-top boxes.

9. The method of claim 6, further comprising obtaining said unit key from an authorized

agent of a television system operator.

10. The method of claim 6, further comprising outputting a confirmation number based on

the unit key upon configuration of the set-top box.

11. The method of claim 10, further comprising reporting said confirmation number to an

authorized agent of a television system operator.
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12. The method of claim 11, further comprising confirming that said confirmation number 1s
based on said unit key and, if said confirmation number is confirmed, updating a billing system

based on receipt of said confirmation number.

13. A method of securely providing cable or satellite television services to multiple set-top
boxes, said method comprising:
generating a hash chain of related unit keys based on a hash function;
storing an initial unit key of said hash chain in a set-top box;
allowing configuration of said set-top box only when a next unit key is input to said set-
top box, said next unit key being a next unit key from said hash chain; and
providing communication between a master one of said set-top boxes and a slave one of
sald set-top boxes, wherein said providing communication comprises:
sending data from said slave set-top box to said master set-top box;
generating a response with said master set-top box based on an authentication
key shared by said slave and master set-top boxes;
sending said response from said master set-top box to said slave set-top box;
checking said response from said master set-top box with said slave set-top box;
and, 1f said response is incorrect, rendering said slave set-top box non-functional; and
rendering said slave set-top box non-functional if said communication is

interrupted.

14. The method of claim 13, further comprising:
configuring a first set-top box as a master set-top box;
configuring a second set-top box as a slave set-top box; and
providing communication between said master set-top box, wherein said slave set-top

box will become non-functional if said communication is interrupted.

15. The method of claim 14, wherein configuring a set-top box comprises:
Inputting a next unit key from said hash chain to the set-top box;
processing said unit key through said hash function;

comparing a result of said hash function with a previous unit key; and
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1t said result matches said previous unit key, allowing configuration of the set-top box.

16. The method of claim 14, wherein configuring said first and second set-top boxes further

comprises providing an authentication key to both said first and second set-top boxes.

17. The method of claim 13, wherein said hash chain is stored by a television system
operator and said method further comprises obtaining said next unit key from an authorized

agent of said television system operator.

18. The method of claim 135, further comprising outputting a confirmation number based on

the unit key upon configuration of the set-top box.

19. The method of claim 18, further comprising reporting said confirmation number to an

authorized agent of a television system operator.

20. The method of claim 19, further comprising confirming that said confirmation number is
based on said unit key and, it said confirmation number is confirmed, updating a billing system

based on receipt of said confirmation number.

21. A set-top box which can be configured as a master box or a slave box, said set-top box
comprising means for communicating directly with another set-top box, wherein:

If said set-top box 1s configured as a slave box in communication with a master box, said
set-top box will become non-functional if said communication with the master box is
interrupted; and wherein:

saild means for communicating performs the steps of:
sending data from said slave set-top box to said master set-top box;
generating a response with said master set-top box based on an
authentication key shared by said slave and master set-top boxes;

sending said response from said master set-top box to said slave set-top

box;
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checking said response from said master set-top box with said slave set-
top box; and, if said response is incorrect, rendering said slave set-top box non-
functional; and rendering said slave set-top box non-functional if said

communication is interrupted.

22. The set-top box of claim 21, further comprising a remote control unit for controlling

configuration of said set-top box.

23. The set-top box of claim 21, wherein said means for communicating comprise a wired

connection to said another set-top box.

24. The set-top box of claim 23, wherein said wired connection comprises RS232 cable.
235. The set-top box of claim 22, wherein said means for communicating comprise a wireless
transcelver.

26. The set-top box of claim 21, further comprising:

means for receiving a unit key;

means for processing said unit key through a hash function;

means for comparing a result of processing said unit key through said hash function with
a previous unit key; and

means for permitting configuration of said set-top box only if said result matches said

previous unit key.

27. A system for securely providing cable or satellite television services to multiple set-top
boxes, said system comprising:

means for providing communication between a master set-top box and a slave set-top
box; and

means for rendering said slave set-top box non-functional if said communication is
Interrupted; wherein

said means for providing communicating performs the steps of:
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sending data from said slave set-top box to said master set-top box;

generating a response with said master set-top box based on an authentication
key shared by said slave and master set-top boxes;

Sending said response from said master set-top box to said slave set-top box;

checking said response from said master set-top box with said slave set-top box;
and, if said response is incorrect, rendering said slave set-top box non-functional; and

rendering said slave set-top box non-functional if said communication is

interrupted.

28. The system of claim 27, further comprising a physical connection between said master

set-top box and said slave set-top box for said communication.
29. The system of claim 28, wherein said physical connection comprises an RS232 cable.

30. The system of claim 27, further comprising a wireless data link between said master set-

top box and said slave set-top box for said communication.

31. The system of claim 27, wherein said means for providing communicatton comprise:
means for sending data from said slave set-top box to said master set-top box;
means for generating a response with said master set-top box based on an authentication
key shared by said slave and master set-top boxes;

means for sending said response from said master set-top box to said slave set-top box;

means for checking said response from said master set-top box with said slave set-top

box; and,

if said response is incorrect, means for rendering said slave set-top box non-functional.

32. A system for securely providing cable or satellite television services to multiple set-top
boxes, said system comprising:
means for configuring a first set-top box as a master set-top box;

means for configuring a second set-top box as a slave set-top box; and
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means for providing a communication between said master set-top box, wherein said
slave set-top box will become non-functional if said communication is interrupted; and wherein:

sald means for providing a communication performs the steps of:

sending data from said slave set-top box to said master set-top box;

generating a response with said master set-top box based on an
authentication key shared by said slave and master set-top boxes;

sending said response from said master set-top box to said slave set-top
box;

checking said response from said master set-top box with said slave set-
top box; and, if said response is incorrect, rendering said slave set-top box non-
functional; and rendering said slave set-top box non-functional if said

communication is interrupted.

33. The system of claim 32, wherein the means for configuring a first or second set-top box
comprise:

means for inputting a unit key to the set-top box;

means for processing said unit key through a hash function;

means for comparing a result of said hash function with a previous unit key; and

It said result matches said previous unit key, means for allowing configuration of the set-

top box.

34, The system of claim 32, wherein configuring said first and second set-top boxes

comprises means for providing an authentication key to both said first and second set-top boxes.

33. The system of claim 34, further comprising means for encrypting said authentication key

when input to said set-top boxes.

36. The system of claim 33, further comprising means for obtaining said unit key from an

authorized agent of a television system operator.
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37. The system of claim 36, further comprising means for outputting a confirmation number

based on the unit key upon configuration of the set-top box.

38. The system of claim 37, further comprising means for reporting said confirmation

number to an authorized agent of a television system operator.

39. The system of claim 38, further comprising means for confirming that said confirmation
number 1s based on said unit key and, if said confirmation number is confirmed, updating a

billing system based on receipt of said confirmation number.

40. A system of securely providing cable or satellite television services to multiple set-top
boxes, said system comprising:
means for generating a hash chain of related unit keys based on a hash function:
means for storing an initial unit key of said hash chain in a set-top box; and
means tor allowing configuration of said set-top box only when a next unit key is input
to said set-top box, said next unit key being a next unit key from said hash chain;
means for configuring a first set-top box as a master set-top box;
means for configuring a second set-top box as a slave set-top box; and
means for providing communication between said master set-top box, wherein said slave
set-top box will become non-functional if said communication is interrupted; and wherein:
said means for providing communicating performs the steps of:
sending data from said slave set-top box to said master set-top box;
generating a response with said master set-top box based on an
authentication key shared by said slave and master set-top boxes;
sending said response from said master set-top box to said slave set-top
box;
checking said response from said master set-top box with said slave set-
top box; and, if said response is incorrect, rendering said slave set-top box non-
functional; and rendering said slave set-top box non-functional if said

communication is interrupted.
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41. The system of claim 40, wherein configuring a set-top box comprises:
means for inputting a next unit key from said hash chain to the set-top box;

means for processing said unit key through said hash function;
means for comparing a result of said hash function with a previous unit key; and

1If said result matches said previous unit key, means for allowing configuration of the set-

top box.
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