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(57) Abstract: An interconnected information security protection system for
electric vehicles comprises a network protection module and a file system pro-
tection module. The network protection module is used for filtering network
packets, regulating and controlling network connection actions, and recording
detailed information of network actions. The file system protection module com-
prises a tile monitoring module, a storage device control module, and a virtual
disk control module. The file monitoring module is used for monitoring file op-
erations, recording operation information of a file, and controlling file reading
and writing according to file access rights. The storage device control module is
used for controlling access to storage devices. The virtual disk control module is
used for creating virtual disks, loading/unloading virtual disks, and controlling
access to virtual disks. The information security protection system allows effec-
tively monitoring and protection of electric vehicle information platforms, better
ensuring confidentiality and integrity of computer data and providing a more re-
liable protection service for personal information.
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