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The present invention is an enhanced window-based mutual opposite
form (EW-MOF) for scalar multiplication in elliptic curve cryptography
(ECC).First, an elliptic curve and a base point on the elliptic curve are
selected. Next, essential pre-computed points for a selected window
size are calculated. Then, a private key is randomly generated and the
MOF is used to convert the private key’s binary representation into a
signed binary representation. Finally, the public key is calculated using
the enhanced window (EW) method. By greatly reducing the number of
pre-computed points, the proposed EW-MOF reduces the average key

DIDA A& 2 1.0.2

& B 4%3% A0101 £18/#£# 197 1002080953-0



201328279

generation time (including pre-computation time).
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EREFBREL #F3EZ2BHITERFARAER -
mmEAFAARE-—BEAGK(RA)BLEZLRFGHE
AfgH Ao ()@ T EK(AR)HHNTE
Bl BEIAR > AARERTEFLARDFHE -
BiEERES AR -

[0003) ARELEMBRE > FLOMAABRERGALEM
BB REEA TR 0 Lo RSAWEEZE K - DSA
mEEEE BB mEFEREX(ELliptic Curves
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[0004] | RSAsw #E EE & (bits) MR & FEEEE(bits)
1024 160
2048 224
3072 256
7680 384
15360 512
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[0009] XE—FmEKo=rr EFPROLABESL LY HMEE -
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1100111000111
X = 6399 1100111000111

= LOOILIO001LT_ 56 100i001001),
10101001001001 :

#P it Aamiesg X (Conplementary recod-
ing)Bl iRk & F % 7 8] BAdo F AT 6599 =(1100111000111),
(0011000111000},

K
X
K =2° - X -1 ={100Tio00iiT00T),

now

e psaitikm—nikia# XA (Non-Adjacent Form>
NAF) R 8 s th F B 7R B o T FRoT

K = 6599 = (11001110001 11), = {10101001001001),

e b H AT = BB R FEITHLE ¢

ik 0k —akAAER HRIFERF| ZHTELX
(NAF) X (Complement

(MOF) ary recod-
ing)

EAMER | A A I

(Hamming
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(Scanning wWAEAEL BAEEL

direction)

T sT5m | &k (large)| @ ¥ #4(small)
(Average (medium)

execution

time)
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[0020]
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100148211

X ABKERAEok(Window method) B A 8
BT B PR Ak T AT

EBOIRANWH2 MITUATFH &5 -

K =6599.= (110011 1000111),

w=2 = K={(1 00 11 1 000 11 1),

RIERER B3P -

;5*'%" D)'Q’J‘WZ%:% ’ ﬁ'JqLXTﬁd;Eﬁt .
K'=6599 = (1100111000111},

w=3 = K=(1 00 111 000 111),
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B21P -

C. ZHEEALBAFE ok EREFORIWAIAE - £
AELELIEIP-~5P~TP~9P~11P~13P~15P~17P ~
21P ~ 23P ~ 25P ~ 27P ~ 29P R 31P -

BrEmd ABBRET_AFABIAGFHRTHFRR
k> BAuK LS FE oI R IHAEKALELSE O
FERHEMBELRS " HEEUFRIBLEATAE
LBk BTRERD FPHRATHRE > ERFAKRS
WM BT HEeAXNRIRAMGRRENTS
VXA A

(AN %E]

HEN L BoHgE 2P AEAZBEORRERHK
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Bz MEAM GG mEF L ABRE AT P RREH
BEEHEBRSINTEEFMNA

BREAFTHAZBY  RE-BERAXBYE O Fiki4a
EXBHANGERIFELZZIHBAD GRENE T L
EAKRMEL—HBEASKRAAL LR - BEKRE
FzEa AN HEHRLE22zEE L (essential pre-
computed points) - KA KMMBK AL LR EAAMEEL
EEMX Bz A TABRRPRAR - K
AR RBAREBAFT o EERELE - BEFRER

VHEES RMRBEAFTETRARS 2B AE LGRS
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O [0030] R+  UFZLEMBELAALBEUA _BUAIHTEHE
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(003l] 4FLpridl dRNRARKBEZZHE > BILRETH D

MBEBALBRABEARBLHBETS I AT » BT ok
HEMEA N S EY N R ENER -

[002] ABAFAZ LA LB - BB F A S
| B FTXHBRBEEEG  ERAMAHER > Hfan
O B 4o F o

[E#5 K]

[0033] RTFHLBHEMBR RARAEAZEARRY S
HEAREIZHANGERLFE LI HBAL G &
BAERZITHRY > AEENER > THEEARM P 2E
AHHEABEZHFRBETRRA - B > s AE X

A EEEATEREYRNAELEZIA AL BABEHEE
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[0034]

[0035]

[0036]

[0037]

[0038]

[0039]

[0040]
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[0043]

(0044]

T &HA -

ABRz—HEREBRAVE oI EPRIZXABFEANG
ERFFEEFZIBAM S EME K BLAEX K
B A ALELOADL -BEREREZIEOAND HE
L B AER - RAMREERBE X e
FE kT BEEFTEIAMAERXH (nutual oppos-

ite form)ZXEATARBF R M EATA -
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2P, 4P,6P--- 3+ 25)P,(5+6S)P,{7+10S)P. -}
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2% mb(2S)PZ2BEALERESL - THE—FHRIHER

MEogEErrEo A (w)=d-

BpHlMmET o ZAEAAEIRAFATEARBAEERE
b BRBOANREAE BARALERAS AP
B ESEMN] - 2KIBF 0 L BE A E N A 0 FHT U

S =1>x%%22%{2P, 5P, 11P, 17P, 23P, 29P}
(29P + 2P)=31P > % HE L2 B Beh# E A6 -

S = 2285 4%{2P, 4P, TP, 17P, 27P}

(27P + 4P)=31P > # L 2 B2 L&y H T AD -

S = 3> x%%%{2P, 4P, 6P, 9P, 23P, 37P}

(37P + 6P)=31P> H H L BB E A6 -
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DEREEOLERELRD A5ME 0 53 5 {2P, 4P,
TP, 17P, 27P} b Th » A B HZHE BV F o5 E
EETARROBELRE -

[0046] FLBR2EAF HGHARAVEoFELABRKE R
A ARBRRANEOR D TFTZREBHSLERE - & B A
T BBV EFOREEARBATOFE EARAY
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R FETN AT BHZF S5 248ELRX% (nutual

opposite form) ¥ XAFTAFH KR _ERLEAFTX - - &

RALABRRAEREIHE BRAERIMNLERAED
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RREBKRMNEAB FTHONBLI B RTALE 5 5%
P do F AT

[0049] (S1I0)EZEA—WEM L - BEVBLEBE RS (Lo
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(SI8)EHE R ZHED T WAL ERELOHMAR
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(EX:FREFEE LD
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