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Figure 1

(57) Abstract: A computer implemented method for managing data received from a video source device is disclosed. At least a first
storage tier and a second storage tier on a storage medium are identitied for respectively storing different categories of data. As data
streams are received from the video source, the data streams are associated with at least the first storage tier or the second storage tier
and data from the received streams are stored in the associated storage tier. When the storage medium is full, or meets some other
specified maximum capacity threshold, data is deleted beginning with data that has an age that exceeds one or more specified max -
imum retention times, followed by data with the oldest age from one or both of the first and second storage tiers.
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STORAGE MANAGEMENT OF DATA STREAMED FROM: A VIDEO SOURCE
DEVICE
CROSS REFERENCE TO RELATED APPLICATIONS
[0001] This application claims benefit under 35 U.S.C. § 1 19(e) of non-provisional U.S. Patent
Application No. 14/568077, filed 11 December 2014, which claims benefit under 35 U.S.C. §
119(e) of provisional U.S. Patent Application No. 61/927923, filed 15 January 2014, the
disclosures of which are incorporated herein by reference in their entireties.
TECHNICAL FIELD
[0002] The current disclosure relates generally to managing the storage of data streamed from a
video source device.
BACKGROUND
[0003] In a typical video surveillance system, one or more cameras may be
communicatively coupled to a server system. As video data is recorded by the cameras, it is
forwarded to the server system where it is stored for subsequent retrieval. Client systems are
communicatively coupled to the server system and may be used to request and receive streams
of recorded video data.
[0004] Video surveillance systems are frequently required to be in operation twenty-four hours a
day and seven days a week. As a result, large amounts of data may be recorded and stored by
such systems. There are often physical limits to the amount of computing memory available for
storing recorded data. The large amount of data that may be recorded in
surveillance systems raises the practical issue of how to manage the data so that the desired data
may be quickly accessed, while also operating within the storage capacity limits of the system,
SUMMARY

[0004a] It is an object of the present invention to substantially overcome, or at least ameliorate,
at least one disadvantage of present arrangements.
[0004b] One aspect of the present invention provides a computer implemented method for
managing data, comprising: a computing system identifying at least a first storage area for
storing a first category of data and a second storage area for storing a second category of data;
the computing system receiving a data stream composed of a plurality of resolution encodings
that encode at least a portion of a source stream using at least one different video encoding
parameter; the computing system associating one or more of the plurality of resolution
encodings with the first storage area and associating one or more of the plurality of resolution
encodings with the second storage area; the computing system storing, in the first storage area,

data for the one or more of the plurality of resolution encodings associated with the first storage
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area and storing, in the second storage area, data for the one or more of the plurality of
resolution encodings associated with the second storage area; the computing system determining
data stored in at least one of the first storage area and the second storage exceeds a threshold;
and deleting data in excess of the threshold, wherein the threshold is based on either a specified
maximum retention time or a specified amount of data to be stored in the first storage area and
in the second storage area.

[0004c] Another aspect of the present invention provides a system for managing data,
comprising: a computing processor; computing memory communicatively coupled with the
computing processor, the computing memory having stored therein computer executable
instructions that when executed cause the system to perform operations comprising: receiving a
plurality of data streams, each composed of a plurality of resolution encodings that encode at
least a portion of a source stream using at least one different video encoding parameter;
identifying a first data stream and a second data stream in the plurality of data streams for
recording; associating the first data stream with a first storage and the second data stream with a
second storage, the first storage and the second storage allocated for storing different categories
of data; storing data from the first data stream in the first storage; and storing data from the
second data stream in the second storage.

[0004d] Another aspect of the present invention provides a computer implemented method for
managing data, comprising: a computing system receiving a data stream, the data stream
comprising a first encoding of a source stream, a second encoding of the source stream, and a
third encoding of the source stream, each of the first encoding, the second encoding, and the
third encoding encode at least a portion of the source stream using at least one different video
encoding parameter; the computing system detecting a trigger event indicating to record the data
stream; the computing system identifying from the data stream the first encoding, the second
encoding, and the third encoding; the computing system associating each of the first encoding,
the second encoding, and the third encoding with at least one of at least a first storage and a
second storage, the first storage and the second storage designated for receiving different
categories of data; the computing system detecting data in either the first storage or the second
storage exceeds a threshold; and the computing system identifying data in the first storage or the
second storage for deletion, the identified data being data that has been stored in the first storage
or the second storage for longer than a defined retention period.

[0004c] Another aspect of the present invention provides a computer implemented method of
managing data, comprising: a computing system receiving a data stream, the data stream

composed of a plurality of resolution encodings that encode at least a portion of a source video
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stream using at least one different video encoding parameter; the computing system identifying
a first storage for storing the data stream; the computing system determining whether a threshold
has been exceeded in the identified first storage; the computing system, upon determining the
threshold has not been exceeded, storing data associated with the received data stream in the
first storage; the computing system, upon determining the threshold has been exceeded in the
identified first storage, identifying first data for deletion from the first storage, deleting the
identified first data for deletion, identifying whether the threshold is exceeded after deleting the
identified first data, upon determining the threshold has not been exceeded after deleting the
identified first data, storing data associated with the received data stream in the first storage; and
upon determining the threshold is exceeded after deleting the identified first data, identifying
second data for deletion from the first storage.

[0004c] Another aspect of the present invention provides a control system, comprising: a
receiver adapted to receive a plurality of container frames collectively comprising a single data
stream over a network, the single data stream composed of a plurality of resolution encodings
that encode at least a portion of a source video stream using at least one different video encoding
parameter, each container frame comprising a plurality of virtual frames and a container
timestamp applicable to each of the plurality of virtual frames, and each of the plurality of
virtual frames being associated with one of the plurality of resolution encodings; a processor
adapted to associate each of the received plurality of virtual frames within each container frame
with an encoding, identify a storage for at least one of the received plurality of virtual frames
based upon the encoding associated with the at least one virtual frame, and to reconstruct a
virtual stream of the associated virtual frames according to the container timestamps; and a
transmitter adapted to transmit the virtual stream over the network.

[0005] Applicants disclose herein systems and computer implemented methods for managing
data received from a video source device. In an example embodiment, a storage management
system identifies at least a first storage area, which may be referred to as a storage tier, for
storing a first category of data and a second storage area or tier for storing a second category of
data. As encoded data streams are received at the storage management system, the system
associates one or more data streams with the first storage area and associates one or more data

streams with the second storage area. The data streams are stored in the associated storage
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arcas. The storage management system monitors the stored data to determine whether a storage
arca and/or the storage mediura is full or meets sowe other specified maximuro capacity
threshold. If so, the storage management system deletes data in excess of the threshold. In an
cxample embodiment, the storage managernent system deletes data having an age that exceeds
one or more specified maximum retention times. If the stored data stiil exceeds a threshold, data
with the oldest age from onc or both of the first and sccond storage tiers may be deloted.

[0006] According to another aspect of the disclosed embodiments, the storage
management system ray identify a storage ratio specifying the relative amount of data to be
stored in the first and second storage tiers. When necessary to mantain the ratio, the data with
the oldest age may be deleted from one or both of the first and second storage tiers such that the
specified storage ratio 18 maintained. In an exarple embodiment, the first storage tier may be a
long term storage tier having a long term maximum retention time, and the second storage tier
may be a short term storage tier having a short terro meaximum retention time that is shorter thao
the long term maximum retention time.

[0007] According to another aspect of the disclosed embodiments, the data streams
may comprise at feast two virtual streams of differeut resolutions. The storage management
system associates the lower resolution virtnal stream with the short term storage tier, and the
higher resolution virtual stream with the long term storage tier. In an example scenario, the
virtual sirearns may comprise multiple virtual streams with cach capturing a different region of
interest in a field of view. In such a scenario, the storage management system may associate a
first region of interest with the short terrn storage arca, and a sccond region of interest with a
long term storage area. The different regions of interest may comprise different portions of 8
field of view, in which case, a virtual stream of a central portion of the ficld of view is associated
with the loung term storage tier, and a virtual stream of a von-central portion of the ficld of view
is associated with the short term storage tier.

[0008] This Summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detatied Description of Hustrative Embodiments.
This Sammary 1s not fntended to identify key features or essential features of the claimed subject
matter, nor is it intended to be used to Himit the scope of the claimed subject matter. Other

features arc described below.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The foregoing summary and the following additional description of the
iilustrative embodiments may be better understood when read in conjunction with the appended
drawings. It 1s understood that potential embodiments of the disclosed systems and racthods are
not Hmited to those depicted.

[0010] Figure 1 depiets an example surveillance system adapted to gencrate and store
multiple resolution encodings.

[0011] Figure 2 depicts an cxample display monitor adapted to display multiple
resolution encodings.

[0012] Figure 3 depicts an example video source device and control server adapted to
generate and recerve multiple resolution encodings.

[0013] Figure 4 depicts example functional features provided by a video source device
and control server.

[0014] Figure 5 depicts example processing of a video stream comprising multiplexed
container frames.

[0015] Figure 6 depicts an example video source device response that describes
mdividual virtnal streams coraprised in multiple resolution encodings.

[0016] Figure 7 depicts an illustration of an example encoding of a region of interest at
different resolutions.

[0017} Figure 8 depicts a flow diagram of an example method for streaming data from
a video source device,

[0018] Figure 9 depicts a flow diagram of an example method for storing data streams
received from a video source device in different locations of a data storage medium.

[0019] Figure 10 depicts a flow diagram of an example method for storing data
Streams.

[0020] Figure 11 depicts a diagram of an example process for storing data streams on a
data storage medium.

[0021] Figure 12 depicts a flow diagram of an example method for deleting data from a

data storage medium.

DETAILED DESCRIPTION OF [LLUSTRATIVE EMBODIMENTS
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[0022] Generally, digital survetllance systems comprise a number of cameras
connected to a mounttoring station. The monttoring station stores video that 1s received from the
numerons cameras. The monitoring station allows the received video to be streamed to one or
more connected clients for monttoring. The carneras may be analog or digital cameras conunected
to an encoder that streams an encoding of the video at a particular resolution to the mounitoring
station. The cameras may further comprisc internct protocol (IP) careras that include an
encoder for streaming an encoding of the video at a particular resohution over an IP network to
the monitoring station,

[0023] The encoders, whether incorporated into a camera or separate from the camera,
may use various possible encoding/compression formats when encoding the video n order to
reduce the required storage size and network bandwidth for strearning the encoded video.
Commonly used formats in the surveillance industry include JPEG, MPEG-2, MPEG-4 and
H.264. A wonitoring chient will, in some circurustances, display video from multiple cameras at
once. Accordingly, the monitoring client must receive and decode multiple video encodings.
Even if the video 1s encoded to reduce the file size, it may be difficult to strearn multiple tull
resolution streams to a monitoring station over a wide area network {WAN)., Compression
techniques may further reduce the file size of an encoding without greatly reducing the quality of
the encoding for a particular resohution. However, deceding of such compression techniques is
more computationally complex. Accordingly, & monitoring client may not be able to decode ina
timely manner multiple encodings for display.

[0024] In order to provide a plurality of encodings that can be decoded and displayed at
a monitoring client, it is possible to use heavy compression on the videos to reduce the
bandwidth. However, compression techniques that allow the multiple video encodings to be
decoded and displayed in a tirocly manner at the monttoring client may significantly reduce the
video quality. While the video quality may be sufficient for viewing at the display resolution, it
may not provide sufficient quality to allow detailed viewing of a portion of the encoded video.

[0025] in order to provide video that can be streamed in real-time to a monitoring
location, as well as video that retains a substantial portion of the video details, the video may be
encoded according to various encoding parameters including, for example, resohution, frame rate,
and various other quality scttings. In an example scenario, a low resolution encoding may be
used to stream the video to monitoring clients, while a high resolution encoding may be stored at
a central muonitoring station and provided to monitoring locations when a more detatled

examination of a portion of the video is required. However, when viewing the full resolution
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encoding it must still be transmitted to the monitoring client, which may be slow given the large
size of the full resolution encoding.

[0026] While some encoding techniques, such as JPEG 2000, can encode multiple
resolutions in a single image, it may be desirablce to stream multipic independent encodings from
a video source device to a monitoring station. The multiple independent encodings may be
stored for subsequent retricval. Further, when the encodings are independent, as opposed to a
single encoding as is the case for JPEG 2000, a high resolution encoding can be deleted from
storage when no longer relevant in order to provide additional storage. The low resolution
encoding may be retained for longer periods of time.

[0027] The embodiments described herein relate generally to systems and methods for
managing the storage of data streams frow a video source device on a data storage mediuro
having finite storage capacitics. The disclosed storage management system compriscs program
code, executable by a processor, which determines when a data strear recorded by the cameras
should be stored, and where the data streams should be stored on the data storage medium. The
disclosed system further determines which previously stored data should be deleted when the
storage medium is full, or when other criteria such as, for example, a storage threshold, has been
satisfied.

[0028] in one particular series of embodiments described herein, a video source device
provides data streams comprising multiple independent resolution encodings, which may be
thought of as collectively forming a “mosaic stream,” to a control server. Une of more of the
eneodings may be a virtual stream recorded at a specified resolution of the entire ficld of view of
a camera. One or more of the other encodings may comprise a mosaic of individually encoded
virtual streams of different regions of interest. Each different region of interest may be a virtual
strearn of a particular area, which may be referved to as a “tile,” in a camera’s field of view such
that a mosaic of tiles can be assembled to represent the entire ficld of view. For cxample, a full
resolution encoding may be provided by a 2x2 mosaic of files of encoded video. Accordingly,
when a video client wishes to view a detailed view of a portion of the full frame, only a subset of
the mosaic tiles needs to be provided, which reduces the required bandwidth and processing.

[0029] Since cach of the different data streams are independently encoded, and can be
ndependently decoded, the data storage management program may be executed to direct
different data streams to be stored in different storage arcas/locations or “tiers” of the storage
medium. In some embodiments, the data storage management system may store difterent tiles of

one of the resolhution encodings in different storage tiers. For example, the system may identify a
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storage arca or ticr as a long term storage tier and store in that long term storage tier virtual
sirearos of lower resolution encodings of a full frarse. The systern may designate another tier as
being devoted to short term storage tier and store in that short term storage tier some or all of the
tiles of the full resolution encoding. In an exaraple cmbodiment, particularly relevant tiles of the
full resolution encoding, such as regions in the frame with movement, or which capture a door,
may be stored in the long torm storage ticr, and less relevant tiles may be stored in the short term
storage tier.

[0030] The dats storage management program may selectively reroove certain video
data from the storage medium pursuant to defined criteria. For exaraple, higher resolution
encodings may be removed from the short term storage tier before encodings stored on the long
term storage tier are removed. The defined criteria for removing or deleting data roay comprise
any suitable paramecters including, for example, storage capacity limits and a length of time data
has been stored.

[0031] The systems and methods disclosed herein may be employed for storage
management of a mosaic sircarn comprising multiple mdependently decodable virtual streams
wherein a full resolution stream is composed of multiple virtual streams of a region of interest,
with cach region of interest represented by a tile that covers a separate arca of the tield of view
of the camera. In such an embodiment, all of the regions of interest may be assembled into a
grid to represent the entire field of view.

[0032] While some aspects of the disclosed data storage management systems and
methods are described in the context of a mosaic stream, 1t will be appreciated that the disclosed
systems and methods may be used to manage other types of data streams. For exanple, two
cameras (or another type of video source device) may cach send a coordinated H.264 Real-Time
Transport Protocol (RTP) stream, wherein one data stream 1s a high resolution streams and the
other data stream is a low resolution stream. In such an embodiment, the high resolution stream
may be stored in the short term storage tier, and the low resolution stream may be stored 1o the
long term storage tier. According to another example, a camera may transmit one JPEG stream
serving as a primary video stream. In such an embodiment, one storage mediam tier may store
even frames of the stream and another storage medium tier may store odd frames of the stream.
In yet another example where one camera sends one H.264 RTP stream, onc storage medium ticr
is employed to store key frames of the stream and another storage medium tier is used to store P

frames, or predicted picture frames, of the stream.
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Example Encoding and Storage Management System

[0033] Figure 1 depicts an example system for encoding video and storing cocoded
data streams. In an example embodiment, the system may be a survetllance system capable of
providing multiple resolution encodings of video. The system 100 comprises a control server
102 that provides various functionality including receiving video from a plurality of video source
devices, managing the storage of the received videos, and streaming videos to one or more
clients. The control server 182 may be provided by one or more physical computers and/or by
ong or more virtual computers. In one alternative ermbodiment (not depicted), the control server
102 functionality may be implersented by one or more of the video source devices 110, 114
themselves, which can then directly send the multiple encodings to clients. The control server
may be counected to a plurality of digital IP cameras 110a, 110b, 110c¢, 110d (referred to
collectively as IP cameras 110} as well as a plurality of streaming encoders 114a, 114b {(referred
to collectively as encoders 114}, which may be coupled to one or more digital or analog carneras
112a, 112b, 112¢ (reforred to collectively as cameras 112). The IP cameras 110 and the encoders
114 may be referred to collectively as video source devices. The video source devices may
stream video to the control server over a network 116, The network 116 may comprise any
suitable technology and may be provided by one or more individual networks, including wired
focal arca networks {LANs}, wireless local area networks {WLAN), as well as wide arca
networks (WAN).

[0034] The control server 102 provides virtual stream manager functionality. In an
cxample embodiment, a virtual stream manager resident, which may be referred to as the
“server-device virtual stream manager” or “server-device VS manager,” manages the virtual
strearns that the control server 102 recetves from the recording devices. The server-device VS
manager 104 provides functionality for configuring the video source devices 110, 114 inorder to
stream independent multiple resolution encodings. The server-device VS manager 104 may also
comprise functionality to receive streams from video source devices 110, 114 and demultiplex
the received streams into the individual virtual streams. The demultiplexed virtual streams may
be combined and re-multiplexed in differcut ways, including, for example, by removing one or
more of the virtual streams. The individoal virtual streams of a stream from the video source
devices 110, 114 may be provided to the storage management functionality 108 for storage.

[0035] One or more of the individual virtual streams may be provided to additional
virtual strearmn manager functionality. For exarople, the virtual stream manager, which may be

referred to herein as the "server-client virtnal stream manager” or "server-client VS manager”
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106, manages the virtual streams that the control server 102 sends to the client 142, The
mdividual virtual sireams may be provided to the server-clhient VS mavager 106 etther from the
storage management functionality 108 or from the server-device VS manager 104. The server-
clicnt VS manager 106 streams one or more virtual streams to a monitoring chient over a network
144,

[0036] Each of the video source devices 110, 114 may be configured to provide various
virtual stream encodings depending upon the capabilities of the respective video source devices
110, 114, the capabilitics of other components, such as the bandwidth of network 116, the
bandwidth of network 144, the available storage space, and the requirements of the surveillance
system. The video source devices 110, 114 may provide a single resolution encoding, or a
plurality of individuoal resolution encodings. Further, each resolution encoding may be provided
by a number of virtual streams. Stream 118 is depicted in Figure | as being streamed from 1P
camera 110 to the countrol server 102 over network 116.

[0037] As depicted, the stream 118 comprises a number of individual resolution
encodings 120, 122, 124, The individual resolution encodings 120, 122, 124 are depicted as
encoding the same portion of the source video, which is contemplated as being substantially all
of the region of interest of a sensor of the camnera 110a. Each of the individual resolution
encodings 120, 122, 124 encodes the source video using a respective compression algorithm and
may reduce the resolution, frame rate and/or video quality. For exarople, the resolution encoding
120 may be encoded to the full resolution of the source, the resolution encoding 122 may be
encaded to a half of the source resolution, and the resohution encoding 124 may be encoded to a
quarter of the source resolution.

[0038] Each of the individual resolution encodings 120, 122, 124 may be provided by
one or more virtual streams 126, 128, 130 within the strearn 118, Each virtual siream 126, 128,
130 compriscs at least a portion of the video source encoded at the compression level of the
respective resolution encodings 120, 122, 124, As depicted, the full resolution encoding 120 18
provided by a 3x4 tiling of virtual streams. Each of the 12 virtual streams 126 is encoded with
the same compression technique, and when the twelve virtual streams are corabined they provide
the full resolution of the source video. The resolution encoding 122 is depicted as being
provided by a single virtual stream. Accordingly, the virtual stream 128 may have a resolution
of 1/2 of the video source. Similarly, the virtual stream 130 may have a resolution of 1/4 of the
video source. Although described as providing a tiling of a larger arca, the virtual streams do not

need to form tiles; rather, each virtual stream may encode a particular region of interest, which
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may comprise the full source video, or a portion thereof. The various virtual streams may
overlap the samwe region of mterest, or encode non-averlapping portions of the source video.

[0039] The server-device VS manager 104 may receive streams such as stream 118
tromn the video source devices 110, 114, The server-device VS manager 104 may demultiplex
the virtual streams of individual resolution encodings 120, 122, 124 from the received stream
118, and the demultiplexed virtual streams may be passed to the storage management
functionality 108 for storage and storage management. Additionally, one or more of the virtual
streams may be passed to the server-client VS manager 106 for streaming to the clicut.

[0040] The storage management functionality 108 comprises a data management
program that is executable by a processor in the control server 102 and adapted to manage the
storage of the resolution encodings in a data storage mediur 132 as described berein inchuding
in connection with Figures 10-12. The data management program may pass cach or a selected
nurober of the resolution encodings 134 to the data storage wediom 132, The data management
program organizes the stored data by storing different video data in different storage arcas which
may be referred to, for example, as storage sections or tiers in the data storage medium 132, In
an example embodiment, the storage tiers may comprise a short term storage tier 136, a medium
term storage ticr 138, and a long term storage tier 140, A short term storage ticr 136 may be
used to store cach of the resolution encodings. The data management program is adapted to
delete video data from cach storage ticr bascd on a set of criteria. The data storage medium 132
may be comprised in the same computing system as the confrol server 102, Additionally or
alternatively, the data store 132 may be provided by separate corputing devices (not shown},
Farther still, although depicted as being directly connected to the control server 102, it is
contemplated that the data store 132 may be coupled to the control server 102 by a network. The
data storage medium 132 may comprise one or more non~-volatile cormaputer-readable mediuros
for persistent data storage such as one or more local hard drives. Alternatively, the persistent
storage may be remote hard drives in cloud storage or in network storage.

[0041] As described above, the server-client VS manager 106 may receive resolution
encodings from cither the server-device VS manager 104 or the storage management
functionality 108 for streaming to a monitoring client 142 over network 144, The resohution
encodings may be from different video source devices. As depicted, each resolution cncoding
146a, 146D, 146¢, and 1464 may be streamed individually, or one or more of resohution
encodings may be combined together into g single strearn. In the exaruple scenario depicted

Figure T, a number of virtual streams 148a, 148b, 148¢, and 148d corresponding to the low
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resolution encodings from different video source devices are streamed to the monitoring device
142. The monttoring device 142 may receive and decode the virtual streams 148a, 148b, 14R¢,

and 148d and display the decoded video 150.

Streaming Multinle Resolution Encodings

[0042] Figure 2 depicts & monttor displaying different resolution encodings of video.
Figure 2 depicts three different views 200, 212, and 218, In an example embodiment, the
monitoring clicnt may initially display view 200, which comprises the lowest resolution
encodings 202, 204, 206, 208 of four virtual streams. For example, the virtual streams from four
may be selected for zooming in on, for example, by clicking on it with a mouse or other pointer
210. When the resolution encoding 202 is displayed full screen, the quality of the encoding nay
be lower than desired. Accordingly, the voedium resolution encoding 214 from the selected
camera view can be streamed and displayed as depicted in view 212, A user may wish to zoom
wn farther in order to view a portion 216 of the displayed resolution encoding 214, Again, the
guality of the resolution encoding 214 may not be sufficient when zoomed-in to provide the
desired image quality. Accordingly, the full resolution cncoding may be used in displaying the
zoomed in portion 220 as depicted in view 21K, As described above, the full resolution encoding
may corprise a nurnber of virtual strearss. Accordingly, only the virtual streams of the full
resolution encoding that cover the selected zoomed in region need to be streamed to the
monitoring chient. For exaraple, if the full resolution 1s provided as a 4x3 grid of virtual strcams,
the virtnal streams in the top row and the third and fourth columns may cover the desired region.

[0043] Providing multiple virtual streams allows efficient bandwidth usage when
streaming video to a monitoning location regardiess of whether video from multiple cameras is
being displayed, or if only a small portion of a single camera is zoomed in for display.
Figare 3 depicts a video source device 316 and functionality as well as a control server 102 and
functionality capable of streaming mmultiple resolution encodings. As shown, the control server
302 comprises a central processing unit 304 for processing tnstructions. Corresponding
instructions may be stored in memory 306. The control server 302 may further comprise non-
volatile storage 308 for persistent storage of data and mstructions. The control server 302 may
still further comprise one or more input/output (1/0) interfaces 310, The /O interfaces allow
input and/or output cormponcnts to be connected to the control server. For example, a network

interface card (NIC) may be connected to the control server 302 in order to connect the control
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server 302 to a communication network., The CPU 304 may execute instructions stored in
meroory. The instructions, depicted as 312, when executed may configure the control server 302
to provide the server-device VS manager 314, along with other functionality described herein.

[0044] The video source device 316, which may be, for example, a camera device or
system, comprises a central processing unit 318 for processing instructions. The instructions
may be stored in memory 320, The video source device 316 moay further comprise non-volatiic
storage 322 for persistent storage of data and instructions. The video source device 316 may
turther comprise one or more input/output (V/0) interfaces 324, The VO interfaces allow mput
and/or output compounents to be connected to the video capture. For example, a network
interface card (NIC) may be connected to the input/output interface 324 in order to connect the
video source device 316 to a communication network. Further, if the video source device 316 1s
a camera, whether IP or analog, the VO interface may further connect a sensor to the CPU for
capturing image data. The CPU 318 may execute instructions stored in meroory. The
instructions, depicted as 326, when executed may configure the video source device 316 to
provide the device virtual stream (VS) manager 328 as well as encoder functionality 330,

[0045] The server-device virtual stream {(VS) manager 314 of the control server 302
and the device VS manager 328 of the video source device 316 cooperate in order to configure
332 video source device 316, which may include, for example, a camera, as desired or required.
The encoder functionality 330 may be configured in order to provide multiple encoding
components that can cach encode video and specified settings, which may include a number of
rows and columns of individually encoded tiles. The encodings provided by the encoding
components can be streamed to the control server 302 as depicted by data stream 334,

[0046] 1t will be appreciated that while the Figures and description herein refer to video
source device 316 and server 102 separately, in some embodiments the functionality from both
described systems may oxist in a single system. For example, the video source device 316 may
be a carnera system that provides all of the functionality described herein relating to cameras and
trnage collection, as well as the functionality described herein relating to control server 102, In
such an embodiment, a caroera system may operate as a server with the ability to control and
communicate with other camera systems.

[0047] Figure 4 depicts further video source device functionality and control server
functionality capable of streaming multiple resolution encedings. The functionality may be
provided 1n, for cxample, the control server 302 described above by instructions stored in the

memory. When executed by the CPU of the control server, the instructions may provide network
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layer protoco! functionality 402, application layer protocol functionality 404, and configuration
functionality 408. It will be appreciated that other functionality may be provided in the control
server.

[0048] Similarly, video source device functionality may be provided in a video source
device such as the video source device 316 described above by executing instructions by a
processor. The video source device functionality may include network layer protocol
functionality 410, encoder functionality 412, and application layer protocol functionality 414.
The video source device may provide additional functionality not depicted in Figure 4.

[0049] The vetwork layer protocol functiounality 402, 410 of the countrol server 102 and
the video source device 316 cooperate in order to configure the video source device in the
desired manner. The network layer protocol functionality provides a standardized network
interface for video devices and allows for the discovery, configuration, management and control
of compliant devices. The network layer protocol functionality provides a common interface
between the control server 102 and the video source device 316 that allows the discovery of the
video source device 316 and s capabilitics as well as the configuration of the device, As
described further below, the network laver protocol functionality may be used to configure the
encoder functionality 416 in order to set up the device to stream roultiple independent resolution
encodings, including tiled encodings, as described above. Once configured as desired, the video
source device may encode source video using the configured encoder functionality in order to
provide a data stream of the configured resolution encodings. The data stream from the encoder
can be transnutted from the video source device to the control server using application layer
protocol functionality 404/414 which provide for real time control and transport of the data
stream 418,

[0050] Once the data stream is received at the control server 102, it may be processed
in order to group virtual strearms belonging to the same resohution encoding together. As
described above, a single resolution encoding may be composed of one or more independently
encoded tiles. The resohution encodings may then be further processed as desired, for example,
for storage or streaming to a monitoring chient.

[0051] The control server may also comprise configuration functionality 408, The
configuration functionality 408 may allow a uscr to set, view and/or roodify contiguration
parameters of components of the surveillance system. For example, the configuration

functionality may allow 4 desired encoder configuration for video source deviees.
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[0052] The portion of the video stream 118 shown in Figure 5 comprises first and
second container frames 306a-c¢ {collectively, "container frames 506"} prepared by the video
source devices prior to their transmission over the network 116 to the control server 132, Each
of the container frames S06a-¢ respectively comprises a tirac starap 5 10a-¢ coramon to all the
virtual frames 50K of that contamer frame 506a-c. Each of the virtual frame headers comprises a
frame delimiter delimiting cach of the virtual frames 508 from one another. In the tHustrated
example embodiment, the frame delimiter comprises the vstream id. The container frames 506
n Figure S cach comprises one virtual frame 508a.c.¢ for H.264 encoded video, and another
virtual frame 508b,d.f for JPEG encoded video. As opposed to sending the H.264 and JPEG
video to the control server gver separate streams cach with its own timestamyp, in the depicted
erobodiroent, placiog the H.264 and JPEG videos into the container frames 506 and theu
transmitting the container frames 506 essentially time division multiplexes the H.264 and JPEG
videos to the control server 102,

[0053] Associating a group of virtual frames 508 with a single source frame time stamp
facilitates synchronization between virtual frames 508 and, consequently, video from different
virtual streams that is displayed on the client 142, The synchronized virtual streams also result
in reduced in latency. When the server-device VS manager 314 receives the strearn 118, 118
able to demuitiplex each of the container frames 506 based on the time stamp 510 of cach frame
506, and 18 subsequently able to demultiplex the container frames 506 from cach other and cach
of the virtual frames 504 from any other virtual frames 508 within the container frame 506, The
control server 302 may subsequently process any one or more of the container frames 506 and
virtual frames 504 as desired, such as by storing the container frames 506 in the data store 132.

[0054] Figure 6 depicts a response from the video source device describing individual
virtual sireams that provide the multiple resolution encodings. The response 600, which may be
referred to as description information or a description file, describes the stream that will be
provided from the video source device. The response 600 describes cach of the virtual streams
in the video stream. The video stream may have a number of individual virtual streams 610a,
610b, 610¢, 612, and 614, The encoding parameters of cach virtual stream are provided in the
response 600. For example, cach virtual stream may include a unique identifier 602 of the
virtual stream, the area or region of interest 604 of the video source encoded by the virtual
stream, a resultant resolution 606 of the encoded virtual stream, and an indication of the quality
of the encoded virtual stream 608, As depicted schematically, virtual streams may encode

differeut regions of interest at the same encoder settings. For example, virtual streams 610a,
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610b, 610¢ encode different regions of interest of the source video at the same encoder settings.
Further, virtual streams may encode the same region of interest at different parameter settings.
For example, virtual streams 612 and 614 encode the same region of interest but result in
provides sufficient information in order to allow a component that recetves the stream, such as
control server, to properly demultiplex and identify the component virtual strearms.

[0055] Figure 7 depicts the encoding of a tile at different resolutions. A virtual stream
may cncode g particular arca of the video source to a particular size. For exarople, the source
video raay have an arca 702 of 4944x3280. A first virtual strearm may encode a portion 704 of
the total arca located at x=0, y=0, that is the top left of the source video, and having dimensions
1232x 1080, The first virtual stream roay provide a full resolution encoding of the arca 704,
which will result in the first virtual stream encoding 706 having dimensions 1232x1080. A
second virtual stream may eocode the same area 704, but the cucoding may down sample the
resolution in order to provide Y4 of the source resolution. As such, the second virtual stream 708,
which encodes the same source video area 704, will have dimensions of 308x270.

[0056] Figure 8 depicts a method 800 of streaming data from a video source device 316
to a control sever 302, At block 802, encoding components of a video source device are
configured. The configuring operation may comprise transmitting one or more configuration
cormrands from, for example, control server 302 to one or more video source devices 316 which
may comprise encoders 114, The encoding components of the video source device 316 are
configured in order to provide a mumber of virtual strearns within the stream sent from the video
source device 316. The enceding components may be configured in order to provide
independent resolution encodings of at least a portion of a source video. At least one of the
mdependeunt resolation encodings is provided by a plurality of virtual streams each of which
comprises a tile of a mosaic of the reselution encoding. An encoding component comprised in
video source device 316 may be configured to provide each virtual stream.

[0057] Once the encoding components for a stream are configured, at block 804, a
description of the stream such as is described above in connection with Figure 6 1s
communicated from the video source device 316 to the control server 302, In an example
cembodiment, the stream description may be provided by the video source device 316 to the
control server 302 in response to a description request sent by the control server 302, The
reccived description describes the plurality of individual streams the video source device s

configured to provide. Each of a desired resolution encoding may be provided by one or more
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virtual streams described in the description. The description of each virtual strean may inchide
an identifier of the virtual stream as well as encoding information of the virtual strearo and an
indication of the area of the source video that is encoded by the virtual stream.

[6058] At block 806, the data stream itself is comumunicated from video source device
316 and received at control server 302, At block K08, the control server 302 associates each
virtual sirearn with a respective resolution encoding.  Identifying which of the virtual streams is
associated with the respective resolution encodings may be done using the information in the
stream description. Additionally, if multiple virtual strecams encode the sarne arca of the source
video, it may be necessary to utilize additional information encoded in the virtual stream in order
to determine which resolution encoding the virtual stream is associated with. Once the
respective resolution encoding 1s associated with each virtual stream, the virtual strearus of the
same resohution encodings may be further processed. For example, at block 810, the virtual
streams of each resolution encoding may be provided for storage. The virtual strearas and the
strearn description 509 may be stored in relation to cach other. Additionally or alternatively, at
block 812, one or more of the virtual strecams of a resolution cncoding may be strearoed to one or
more monitoring clients. It will be appreciated that while in the above description it 15 tmplied
that a nmumber of virtual streams arc processed before the individual virtual streams are stored
and/or transmitted to a client, each of the virtual steams is independently decodable and may be

immediately stored and/or sent to 4 client.

Data Storage Manacement of Streaming Data

[0059] As noted above in conunection with Figure 1, the storage management
functionality 108 comprises a data storage ruanagement program that is cxecutable by a
processor in the coutrol server 102, The data storage management program roanages the storing
of the data streamn 118, which may comprise, for cxample, video, audio, and metadata, in
differcut arcas, sections, or tiers of the data storage medivm 132, Figure 9 depicts a method
performed by the data management storage program to determine when a data stream 118 is to
be stored, and where certain data in the data stream 1s to be stored on the data storage medivm
132. Referring to Figure 9, a processor 901 in the control server 102 executes the data storage
management prograr to perform a method coroprising detecting any of a series of trigger record
events 902 that cause a data stream 118 from a device to be recorded whenever an occurrence of
a trigger source event 902 1s detected. Triggering events may be any information that is suitable

for causing streamed data to be recorded. For example, trigger record events 902 may inchude:
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i. Scheduled recording 904: Recording of a data stream 118 from a video source
device s triggered based ou a user-defined schedule. Schedules may be defined for cach video
source device.

2. Analytics Engine 906: Recording is triggered when a certain analytic criteria is
detected in a field of view of the video source device. An example of detectable analytic criteria
is motion in a ficld of view. In a further example, detecting that analytic criteria has been
satisfied may comprise determining by analysis of meta data that is associated with a video
stream whether an cvent has occurred. For cxample, the meta data associated with a video
stream way judicate various events occurred at particular times during the course of a video
strearn. In an example scenario, the meta data may indicate that motion has occurred, or faces or
objects have been recognized, at particular times during the video. In an exarople embodiment,
the video stream may have been previously analyzed and the results of the analysis stored in the
meta data associated with a video strearn. In an example scenario, a video streara may have been
analyzed at the recording device, e.g., camera, for various events such as for motion or the
existence of people or objects and the results of that analysis stored in the meta data.

3. Mamnal recording 908: Recording is triggered manually by a user. For example,
recording may be triggered by a human operator through a user interface device on the client
while viewing a live video stream from a video source device.

4. Rulc engine 910: Recording 15 triggered when one or more user-defined rules are
met. Rule inputs may be any event source in the system, such as, for example, detection of a
pan-tilt-zoom (PTZ) cornmand, detection of an event in a recorded stream such as, for example,
the presence of a particular license plate or human face, or detection of any other specified
digital input received from another part of the digital surveillance system.

[0060] Inan example embodiment, the data storage management program may employ
a minimum record time per trigger that determines the pre-and post-recording buffer
contfiguration. In other words, where the systern employs autoroated triggering events, the
system may store the relevant video stream for a prescribed peried before the triggering ovent
and for a prescribed period after the triggering event. For example, a default value of five (5)
seconds may be used as a recording buffer. It will be appreciated that the buffer size may be any
suitable length and may be customized by the uscr.

[0061] Separate storage spaces or areas 912 in the data storage media 132, which may
be referred to as “bins,” may be allocated to cach video source device. In an example

erabodiment, each bin 312 may be subdivided into tiers 914, with each storage area or tier being
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associated with a different category of data. In the example embodiment of Figure 9, the storage
medium 132 1s shown as divided o two bins 912 (Bin A and Bin B), one for each of two video
storage devices A, B, wherein each bin 912 is subdivided into two tiers 914 (tier 0, tier 1). One
tier 914 may be designated as a long term storage (¢.g., Tier 1) and the other tier 214 may be
designated as short term storage {(e.g., Tier 0).

[0062] The data storage management program also includes a rules engine for
determining where each segment of data in the data stream 118 should be stored in the storage
medium 132, More particularly, the rules engine may determine in which of the several storage
areas a particular video segment should be stored. In an example erabodiment, the rules engine
may use metadata that is part of the data stream 118 as input for the rules engine. In an cxample
scenario, the metadata may nclude a resolution and fime stamp {or each frame of video in the
data stream 118, In such a scenario, the rules engine may inchude a rule that associates a data
segroent coraprising the virtual stream having the smallest resolution with the long term storage
tier 914, Other metadata may include the position of a virtual stream tile in the full reselution
frame. The rules engine may cmploy this metadata to associate virtual streams positioned in a
particular part of the frame (e.g., center) with the long term storage tier 914, Other metadata
may indicate whether a virtual stream has motion recorded therein, The rules cngine may
employ this metadata to associate virtual streams containing motion with the long term storage
ticr 914, In still another exaraple scenario, the ructadata roay indicate whether a virtual stream is
covered by a motion mask. The rules engine may employ this information to associate the
corresponding virtual stream with the long term storage tier 914,

[0063] Figure 10 depicts a method 900 performed by the data management program to
determine whether a data stream 118 should be recorded and, if so, associate data segments in
the data streara with a corresponding storage arca or tiers 914 in the storage mediura 132, Upon
execution by a processor in the control server 302, the data management program, at block 920,
mouttors inpuls for trigger events such as those described above. At block 922, when the data
management program determines an input indicates a trigger event 902 has occurred, the
program, at block 924, analyzes the data stream 118 and inputs metadata into the data stream i
the rules engine to associate data segments in the data stream 118 with a particular storage arca
or ticr 914, Once the data scgment has been associated with a particular storage arca, at block
926, the data segment is saved to the associated storage tier 914,

[0064] Figure 11 iHustrates processing associated with an exarnple data stream. In the

example scenario of Figure 11, the data stream 118 comprises a mosaic stream comprising three
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independent resolution encodings. In particular, in the example illustrated in Figure 11, the data
strearn comprises a full resolution encoding ‘A, a medium resolution encoding “B,” and a low
resolution encoding “C.” The full resolution enceding A comprises twelve virtual streams (tile)
in a 3x4 grid, wherein each tile represents a 1.3 megapixel (MP) portion of the full resolution
frame. Each of streams B and C comprise a single virtual stream of a full region of interest
(RO recorded at 2 MP and quarter video graphics array (QVGA) resolutions respectively.
Ounce a trigger event 302 has been detected, the data storage management program uses the
metadata in the mosaie stream 18 to identify the resolution of cach virtual stream (and in the
case of the full resolation virtual strcams, the position of that virtual strearo in the full resolation
frame). In an cxample scenario, the program associates the low resolution virtual stream € and
the two central tiles of the full resolution stream A with a long term storage avea or tier 136, The
prograrm associates the medium resolution virtual stream B and cach tile of the full resolution
virtaal stream A except for the two ceniral tiles 1o the short term storage tier 140,

[0065] While Figure 11 depicts a scenario wherein two tiers 136, 140 are associated
with the virtual streams in the mosaic stream 118 of cach video source device, any number of
storage areas may be employed. For example, three storage tiers 136, 138, 140 may be
designated such as shown in Figure 1, wherein the roedium resolution virtual stream B may be
associated with the mediom term storage tier 138 (not shown in Figure 11} instead of with the
short term storage tier 138 as described 1 the above example. Alternative embodiments may be
provided where different virtual streams in the mosaic stream 118 may be stored in the short,
medium, and long term storage tiers 136, 138, 140, For example, the full resolution virtual
streams may be stored in the long term storage tier, and the lower resolution virtual streams may
be stored in the short term storage tier.

[0066] Figure 12 depicts a process 950 performed by the data storage manageroent
program to free up space in the data storage medium 132 when the storage medium 132 is full or
meets some other specified roaximuom capacity threshold. Referring to Figure 12, at block 952,
the data storage management program determines whether the data storage medium 132 is full or
has reached some other specified threshold.. I not, processing continues at block 952 where the
data stream is saved in the associated storage tier in the manner as discussed above. However, if
at block 952 the data storage roanagement program determines a threshold for data stored in a
particular storage area or arcas has been reached or exceeded, at block 954, the program deletes
from the storage medium 132 any data from any of the video source devices that exceeds a

specified maximum retention time. At block 856, the program determines again whether the
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storage mediunt 132 is full or meets some other specified maxinmum capacity threshold. If not,
processing continues at block 932 where the data stream s saved in the associated storage tiet on
the storage medium 132, If at block 956 the data in the storage arca exceeds a threshold,
processing continucs at block 958 where dats 1s deleted. The data that 1s deleted may be, for
example, the next oldest data in one of the tiers 136, 140 on the storage medium 132,

[0067] Inan example embodiment, the storage management program may be provided
with a specified storage ratio {(“tier ratio”) between the two tiers {or between three or more tiers
if more than two ticrs are specified). The ratio defines the relative amount of data to be stored in
cach of the two ot more storage arcas. In an cxobodiment that employs a ratio, at block 960 of
Figure 12, the data storage management program deletes data from the other storage tier 136,
140 10 a wanner that maintaios the specified ratio. For examiple, if after deleting all of the data
that exceeds the maximum retention time, the storage threshold continues to be exceeded, the
program may delete the next oldest data which, in an example scenario, happens to be stored in
tier 1. In a scenario where deleting data results in the tier ratio becoming unbalanced, the
program deletes some of the oldest data stored i tier 2 until the specified tier ratio 15 ro-
established.

[0068] According to another aspect of the disclosed embodiments, a maximum
retention time may be specified for each of the long and short term storage tiers 136, 140, Inan
exarnple scenario, the maximum retention timne of the long term storage ticr may be higher than
that of the short term storage tier. The data storage management program may be configured to
delete any dats that is older than the respective maximum retention times of cach tier. 1 all
remaining data is yvounger than the maximum retention times and the storage medium 132
becomes full {or exceeds some other maximum capacity threshold), the data storage management
program is configured to delete the oldest content from one of the short and long term tier
storage tiers 136, 140, and to delete the oldest data from the other of the short and long term
storage tiers 136, 140 until the tier ratio 1s rebalanced.

[0069] Accordingly, applicant has disclosed systems and methods for managing the
storage of data streamed from a video source. In a disclosed embodiment, a data stream
comprising multiple encoded video streams is recetved. The disclosed system, tn response io a
triggering cvent, analyzes the data to determine which of several storage arcas or tiers each of the
separate enceded video streams should be stored. Each of the storage areas is designated to store
data having particular characteristics. The system sclects a particular storage arca for cach of the

encoded video streams based upon the characteristics of the video streams. The system is
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adapted to delete data from the storage arcas or tiers when predefined thresholds are reached.
When a threshold has been reached, data is selected for deletion using any suttable metric
including, for example, data that has been stored for the longest length of time.

[0070] Although the above discloses example methods and systern including, among
other components, software executed on hardware, it should be noted that such methods and
systems are merely iHustrative and should not be considered as imiting. For example, it is
contemplated that any or all of these hardware and software components could be embodied
cxchusively i hardware, exclusively in software, exclusively in firmware, or in any combination
of hardware, software, and/or firraware. For example, network server components could be
provided exclusively in the video source device. In such case, the client would interact directly
with the device, and the video source device would manage its onboard storage in this manner.
Accordingly, while the following describes example methods and apparatus, persons having
ordinary skills in the art will readily appreciate that the exaroples provided are not the only way
to implement such method and apparatus. For example, the methods may be implemented in one
or roore pieces of corputer hardware, inchuding processors and microprocessors, Application
Specific Integrated Circuits (ASICs} or other hardware components.

[0071] The present disclosure has described various systerns and methods with regard
to one or more embodiments. However, it will be apparent to persons skilled in the art that a
number of variations and modifications can be roade without departing from the teachings of the
present disclosure. For example, while the Figures and description herein refer to camera
18/video source device 316 and control server 102 separately, in some embodiments the
functionality from both described systems may exist in a single system. For example, the video
source device 316 may be a camera systermn that provides all of the functionality deseribed herein
relating to cameras and image collection, as well as the functionality described heretn relating to
control server 102, In such an embodiment, a camera system may operate as a server with the
ability to control and compunicate with other camera systems.

[0072] Although the subject matter has been described in language specific to structural
features and/or rocthodological acts, it 1s to be understood that the subject matter defived in the
appended claims is not necessarily limited to the specific features or acts described above.
Rather, the specific features and acts described above are disclosed as example forms of

implementing the claims.
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CLAIMS:
1. A computer implemented method for managing data, comprising:

a computing system identifying at least a first storage area for storing a first category of
data and a second storage area for storing a second category of data;

the computing system receiving a data stream composed of a plurality of resolution
encodings that encode at least a portion of a source stream using at least one different video
encoding parameter;

the computing system associating one or more of the plurality of resolution encodings
with the first storage area and associating one or more of the plurality of resolution encodings
with the second storage area;

the computing system storing, in the first storage area, data for the one or more of the
plurality of resolution encodings associated with the first storage area and storing, in the second
storage area, data for the one or more of the plurality of resolution encodings associated with the
second storage area;

the computing system determining data stored in at least one of the first storage area and
the second storage exceeds a threshold; and

deleting data in excess of the threshold, wherein the threshold is based on either a
specified maximum retention time or a specified amount of data to be stored in the first storage

area and in the second storage area.

2. The computer implemented method of claim 1, wherein deleting data in excess of the
threshold comprises deleting data having an age that exceeds a threshold of one or more

specified maximum retention times.

3. The computer implemented method of claim 1, further comprising:

identifying a ratio specifying a relative amount of data to be stored in the first storage
area and in the second storage area,

wherein deleting data in excess of the threshold comprises deleting data from one or both

of the first storage area and second storage area such that the ratio is maintained.

4. A system for managing data, comprising:

a computing processor;
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computing memory communicatively coupled with the computing processor, the
computing memory having stored therein computer executable instructions that when executed
cause the system to perform operations comprising:

receiving a plurality of data streams, each composed of a plurality of resolution
encodings that encode at least a portion of a source stream using at least one different video
encoding parameter;

identifying a first data stream and a second data stream in the plurality of data streams for
recording;

associating the first data stream with a first storage and the second data stream with a
second storage, the first storage and the second storage allocated for storing different categories
of data;

storing data from the first data stream in the first storage; and

storing data from the second data stream in the second storage.

5. The system of claim 4, wherein identifying the first data stream and the second data stream in

the plurality of data streams for recording comprises detecting a trigger event.

6. The system of claim 4, wherein associating the first data stream with the first storage and the
second data stream with the second storage, the first storage and the second storage allocated for
storing different categories of data, comprises allocating the first data stream to the first storage
designated for short term storage and allocating the second data stream to the second storage

designated for long term storage.

7. The system of claim 4, wherein the computing memory has stored therein computer
executable instructions that when executed cause the system to perform further operations
comprising:

determining a threshold associated with at least one of the first storage and the second
storage has been met;

deleting data from at least one of the first storage and the second storage.
8. A computer implemented method for managing data, comprising:

a computing system receiving a data stream, the data stream comprising a first encoding

of a source stream, a second encoding of the source stream, and a third encoding of the source
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stream, each of the first encoding, the second encoding, and the third encoding encode at least a
portion of the source stream using at least one different video encoding parameter;

the computing system detecting a trigger event indicating to record the data stream;

the computing system identifying from the data stream the first encoding, the second
encoding, and the third encoding;

the computing system associating each of the first encoding, the second encoding, and the
third encoding with at least one of at least a first storage and a second storage, the first storage
and the second storage designated for receiving different categories of data;

the computing system detecting data in either the first storage or the second storage
exceeds a threshold; and

the computing system identifying data in the first storage or the second storage for
deletion, the identified data being data that has been stored in the first storage or the second

storage for longer than a defined retention period.

9. The computer implemented method of claim 8, wherein the first encoding comprises a
plurality of virtual streams, the second encoding comprises a single virtual stream, and the third
encoding comprises a second single virtual stream; and

wherein associating each of the first encoding, the second encoding, and the third
encoding with at least one of at least the first storage and the second storage comprises:
associating a subset of the plurality of virtual streams comprised in the first encoding with the
first storage, and associating the plurality of virtual streams except the subset with the second
storage, associating the virtual stream comprised in the second encoding with the second storage,

and associating the second virtual stream comprised in the third encoding with the third storage.

10. The computer implemented method of claim 9, wherein associating each of the first
encoding, the second encoding, and the third encoding with at least one of at least the first
storage and the second storage comprises associating the first encoding with the first storage, the

second encoding with the second storage, and the third encoding with the third storage.

11. A computer implemented method of managing data, comprising:

a computing system receiving a data stream, the data stream composed of a plurality of
resolution encodings that encode at least a portion of a source video stream using at least one
different video encoding parameter;

the computing system identifying a first storage for storing the data stream;
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the computing system determining whether a threshold has been exceeded in the
identified first storage;

the computing system, upon determining the threshold has not been exceeded, storing
data associated with the received data stream in the first storage;

the computing system, upon determining the threshold has been exceeded in the
identified first storage, identifying first data for deletion from the first storage, deleting the
identified first data for deletion, identifying whether the threshold is exceeded after deleting the
identified first data, upon determining the threshold has not been exceeded after deleting the
identified first data, storing data associated with the received data stream in the first storage; and

upon determining the threshold is exceeded after deleting the identified first data,

identifying second data for deletion from the first storage.

12. The computer implemented method of claim 11, further comprising:

the computing system determining whether a target ratio of data stored in the first storage
and a second storage is satisfied;

the computing system, upon determining the target ratio is not satisfied, deleting data

from the second storage sufficient to satisfy the target ratio.

13. A control system, comprising:

a receiver adapted to receive a plurality of container frames collectively comprising a
single data stream over a network, the single data stream composed of a plurality of resolution
encodings that encode at least a portion of a source video stream using at least one different
video encoding parameter, each container frame comprising a plurality of virtual frames and a
container timestamp applicable to each of the plurality of virtual frames, and each of the plurality
of virtual frames being associated with one of the plurality of resolution encodings;

a processor adapted to associate each of the received plurality of virtual frames within
each container frame with an encoding, identify a storage for at least one of the received plurality
of virtual frames based upon the encoding associated with the at least one virtual frame, and to
reconstruct a virtual stream of the associated virtual frames according to the container
timestamps; and

a transmitter adapted to transmit the virtual stream over the network.
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14. The control system of claim 13, wherein: each container frame comprises a descriptor
describing the plurality of virtual frames; and the processor is further adapted to associate the

descriptor with the virtual stream.
Avigilon Corporation

Patent Attorneys for the Applicant/Nominated Person
SPRUSON & FERGUSON
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