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(57) ABSTRACT 
A network-connected object for performing a function and 
communicating with a server computing device via a network 
includes a functional object, application-specific input/output 
(I/O) device, and a gateway device. The functional object is 
configured to perform a function. The application-specific 
I/O device includes an electronic circuit configured to per 
forman application-specific function related to the functional 
object. The gateway device includes a first communication 
device configured for data communication with the applica 
tion-specific I/O device, a second communication device con 
figured for data communication with the server computing 
device, at least one processing device, and at least one com 
puter readable storage device. The gateway device is config 
ured to receive a command and a profile identifier from the 
application-specific I/O device, determine a client identifica 
tion key associated with the profile identifier, and transmit the 
command with the client identification key to the server com 
puting device. 
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GATEWAY-FACILITATED 
COMMUNICATIONS FOR 

RESOURCE-CONSTRAINED DEVICES 

CROSS REFERENCE TO RELATED 
APPLICATION 

0001. This application claims priority to U.S. Application 
Ser. No. 62/009,444, filed on Jun. 9, 2014, entitled GATE 
WAY-FACILITATED COMMUNICATIONS FOR 
RESOURCE-CONSTRAINED DEVICES, the disclosure of 
which is hereby incorporated by reference in its entirety. 

BACKGROUND 

0002 Remote observation and management of everyday 
objects is becoming quite common. These objects may con 
nect to a server on the Internet to record status information or 
measurements that relate to the object. Additionally, the 
objects can receive information, instructions, and new soft 
ware from the server as well. For example, using this capa 
bility, a manufacturer may deploy a firmware upgrade for 
Some of the objects without requiring any user interaction 
with the object by its owner. 
0003 Generally, these network-enabled objects generate 
machine-to-machine communication. That is, one machine, 
the object, communicates with another machine, the server. 
However, this machine-to-machine communication is only 
possible when the object and the server are able to connect to 
one another through a network. 
0004. It may be expensive and complicated to provide 
custom-designed network access capabilities in each device 
or object. 

SUMMARY 

0005. In general terms, this disclosure is directed to using 
a gateway device to facilitate communication for network 
connected objects and maintaining profiles for network-con 
nected objects. In one possible configuration and by non 
limiting example, the network-connected object includes a 
plurality of component devices, including a gateway device, 
and profiles are maintained for the component devices. Vari 
ous aspects are described in this disclosure, which include, 
but are not limited to, the following aspects. 
0006. In a first aspect, a network-connected object for 
performing a function and communicating with a server com 
puting device via a network, the network-connected object 
comprising: a functional object, the functional object being 
configured to perform a function; an application-specific 
input/output (I/O) device, comprising: an electronic circuit 
configured to performan application-specific function related 
to the functional object; and a gateway device, comprising: a 
first communication device configured for data communica 
tion with the application-specific I/O device; a second com 
munication device configured for data communication with 
the server computing device; at least one processing device 
that is configured to control the gateway device; and at least 
one computer readable data storage device storing instruc 
tions that, when executed by the at least one processing 
device, cause the gateway device to: receive using the first 
communication device an activation command from the 
application-specific I/O device, the activation command 
including a device identifier, transmit using the second com 
munication device the activation command to the server com 
puting device; receive using the second communication 

Dec. 10, 2015 

device a response to the activation command from the server 
computing device; and transmit using the first communica 
tion device the profile identifier to the application-specific I/O 
device. 
0007. In another aspect, a method for activating an appli 
cation-specific input/output (I/O) device of a network-con 
nected object on a server computing device using a gateway 
device of the network-connected object, the method compris 
ing: receiving using a first communication device of the gate 
way device an activation command from an application-spe 
cific I/O device, the activation command including a device 
identifier, transmitting using a second communication device 
of the gateway device the activation command to the server 
computing device; receiving using the second communica 
tion device of the gateway device a response to the activation 
command from the server computing device, the response 
including a client identification key for the application-spe 
cific I/O device; storing the client identification key; storing 
an association between the client identification key and a 
profile identifier, and transmitting using the first communi 
cation device of the gateway device the profile identifier to the 
application-specific I/O device. 
0008. In yet another aspect, a network-connected object 
for performing a function and communicating with a server 
computing device via a network, the network-connected 
object comprising: a functional object, the functional object 
being configured to perform a function; a gateway device, 
comprising: an electronic circuit configured to communicate 
With a server computing device; an application-specific input/ 
output (I/O) device, comprising: an electronic circuit config 
ured to performan application-specific function related to the 
functional object; a communication device configured for 
data communication with the gateway device; at least one 
processing device that is configured to control the applica 
tion-specific I/O device; and at least one computer readable 
data storage device storing instructions that, when executed 
by the at least one processing device, cause the application 
specific I/O device to: transmit using the communication 
device an activation command to the gateway device, the 
activation command including a device identifier; and receive 
using the communication device a response to the activation 
command from the gateway device, the response including a 
profile identifier and a client identification key, the client 
identification key being assigned by the server computing 
device in response to the activation command. 
0009. In another aspect, a method for activating an appli 
cation-specific input/output (I/O) device of a network-con 
nected object on a server computing device using a gateway 
device of the network-connected object, the method compris 
ing: transmitting using a communication device of the appli 
cation-specific I/O device an activation command to the gate 
way device, the activation command including a device 
identifier, and receiving using the communication device of 
the application-specific I/O device a response to the activa 
tion command from the gateway device, the response includ 
ing a profile identifier and a client identification key, the client 
identification key being assigned by the server computing 
device in response to the activation command. 
0010. In yet another embodiment, a network-connected 
object for performing a function and communicating with a 
server computing device via a network, the network-con 
nected object comprising: a functional object, the functional 
object being configured to perform a function; an application 
specific input/output (I/O) device, comprising: an electronic 
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circuit configured to performan application-specific function 
related to the functional object; and a gateway device, com 
prising: a first communication device configured for data 
communication with the application-specific I/O device; a 
second communication device configured for data communi 
cation with the server computing device; at least one process 
ing device that is configured to control the gateway device; 
and at least one computer readable data storage device storing 
instructions that, when executed by the at least one processing 
device, cause the gateway device to: receive using the first 
communication device an add profile command from the 
application-specific I/O device, the activation command 
including a client identification key, the client identification 
key having been previously assigned by the server computing 
device; store the client identification key; store an association 
between the client identification key and a profile identifier; 
and transmit using the first communication device the profile 
identifier to the application-specific I/O device. 
0011. In another aspect, a method for adding a profile for 
an application-specific input/output (I/O) device of a net 
work-connected object to a gateway device of the network 
connected object, the method comprising: receiving using a 
communication device of the gateway device an add profile 
command from the application-specific I/O device, the acti 
Vation command including a client identification key, the 
client identification key having been previously assigned by a 
server computing device; storing the client identification key: 
storing an association between the client identification key 
and a profile identifier; and transmitting using the communi 
cation device the profile identifier to the application-specific 
I/O device. 

0012. In yet another aspect, a network-connected object 
for performing a function and communicating with a server 
computing device via a network, the network-connected 
object comprising: a functional object, the functional object 
being configured to perform a function; an application-spe 
cific input/output (I/O) device, comprising: an electronic cir 
cuit configured to perform an application-specific function 
related to the functional object; and a gateway device, com 
prising: a first communication device configured for data 
communication with the application-specific I/O device; a 
second communication device configured for data communi 
cation with the server computing device; at least one process 
ing device that is configured to control the gateway device; 
and at least one computer readable data storage device storing 
instructions that, when executed by the at least one processing 
device, cause the gateway device to: receive using the first 
communication device a first publish command from the 
application-specific I/O device, the first publish command 
including a profile identifier and data related to the functional 
object; determine a client identification key associated with 
the profile identifier; and transmit using the second commu 
nication device the second publish command to the server 
computing device, the second publish command including 
the client identification key and the data related to the func 
tional object. 
0013. In another aspect, a method for publishing from an 
application-specific input/output (I/O) device of the network 
connected object to a server computing device using a gate 
way device of the network-connected object, the method 
comprising: receiving using a first communication device of 
the gateway device a first publish command from the appli 
cation-specific I/O device, the first publish command includ 
ing a profile identifier and data related to a functional object of 
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the network-connected object; determining a client identifi 
cation key associated with the profile identifier; and transmit 
ting using a second communication device of the gateway 
device the second publish command to the server computing 
device, the second publish command including the client 
identification key and the data related to the functional object. 
0014. In yet another aspect, a network-connected object 
for performing a function and communicating with a server 
computing device via a network, the network-connected 
object comprising: a functional object, the functional object 
being configured to perform a function; an application-spe 
cific input/output (I/O) device, comprising: an electronic cir 
cuit configured to perform an application-specific function 
related to the functional object; and a gateway device, com 
prising: a first communication device configured for data 
communication with the application-specific I/O device; a 
second communication device configured for data communi 
cation with the server computing device; at least one process 
ing device that is configured to control the gateway device; 
and at least one computer readable data storage device storing 
instructions that, when executed by the at least one processing 
device, cause the gateway device to: receive using the first 
communication device a first list content command from the 
application-specific I/O device, the first list content command 
including a profile identifier; determine a client identification 
key associated with the profile identifier; transmit using the 
second communication device a second list content command 
to the server computing device, the second list content com 
mand including the client identification key; receive using the 
second communication device a response to the second list 
content command from the server computing device, the 
response including data representing at least one file available 
on the server computing device; and transmit using the first 
communication device the data to the application-specific I/O 
device. 

0015. In another aspect, a method for receiving a list of 
content available on a server computing device by an appli 
cation-specific input/output (I/O) device of the network-con 
nected object using a gateway device of the network-con 
nected object, the method comprising: receiving using a first 
communication device of the gateway device a first list con 
tent command from the application-specific I/O device, the 
first list content command including a profile identifier, deter 
mining a client identification key associated with the profile 
identifier, transmitting using a second communication device 
of the gateway device a second list content command to the 
server computing device, the second list content command 
including the client identification key; receiving using the 
second communication device of the gateway device a 
response to the second list content command from the server 
computing device, the response including data representing at 
least one file available on the server computing device; and 
transmitting using the first communication device of the gate 
way device the data representing at least one file to the appli 
cation-specific I/O device. 
0016. In yet another aspect, a network-connected object 
for performing a function and communicating with a server 
computing device via a network, the network-connected 
object comprising: a functional object, the functional object 
being configured to perform a function; an application-spe 
cific input/output (I/O) device, comprising: an electronic cir 
cuit configured to perform an application-specific function 
related to the functional object; and a gateway device, com 
prising: a first communication device configured for data 
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communication with the application-specific I/O device; a 
second communication device configured for data communi 
cation with the server computing device; at least one process 
ing device that is configured to control the gateway device; 
and at least one computer readable data storage device storing 
instructions that, when executed by the at least one processing 
device, cause the gateway device to: receive using the first 
communication device a first command from the application 
specific I/O device, the first command including a profile 
identifier, determine a client identification key associated 
with the profile identifier, transmit using the second commu 
nication device a second command to the server computing 
device, the second command including the client identifica 
tion key; receive using the second communication device a 
response to the second command from the server computing 
device; and transmit using the first communication device the 
response and the profile identifier. 
0017. In another aspect, a method for processing a com 
mand for a server computing device from an application 
specific input/output (I/O) device of a network-connected 
object using a gateway device of the network-connected 
object, the method comprising: receiving using a first com 
munication device of the gateway device a first command 
from the application-specific I/O device, the first command 
including a profile identifier; determining a client identifica 
tion key associated with the profile identifier, transmitting 
using a second communication device of the gateway device 
a second command to the server computing device, the sec 
ond command including the client identification key; receiv 
ing using the second communication device of the gateway 
device a response to the second command from the server 
computing device; and transmitting using the first communi 
cation device of the gateway device the response and the 
profile identifier. 
0018. In yet another aspect, a gateway device of a net 
work-connected object for performing a function and com 
municating with a server computing device via a network, the 
gateway device comprising: at least one computer readable 
data storage device storing: profile identifier data to identify 
at least one component device of the network-connected 
object, the profile identifier data including a unique numerical 
value for each component device, the numerical value being 
assigned by the gateway device; client identification key data 
to identify at least one component device of the network 
connected object, the client identification key data including 
a character string for each component device, the character 
string being assigned by the server computing device; and 
association data to associate at least one of the unique numeri 
cal values of the profile identifier data with at least one of the 
character strings of the client identification key data. 
0019. In another aspect, a system for communicating with 
a server computing device via a network, the system compris 
ing: a first network-connected object and a second network 
connected object; the first network-connected object com 
prising: a first functional object, the first functional object 
being configured to perform a function; an application-spe 
cific input/output (I/O) device, comprising: an electronic cir 
cuit configured to perform an application-specific function 
related to the functional object; and a first local communica 
tion device, comprising: a first communication device con 
figured for data communication with the application-specific 
I/O device; a second communication device configured for 
data communication with the second network-connected 
object; at least one processing device that is configured to 
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control the first local communication device; and at least one 
computer readable data storage device storing instructions 
that, when executed by the at least one processing device, 
cause the first local communication device to: receive using 
the first communication device an activation command from 
the application-specific I/O device, the activation command 
including a device identifier, transmit using the second com 
munication device the activation command to the second 
network-connected object; receive using the second commu 
nication device a profile identifier for the application-specific 
I/O device; and transmit using the first communication device 
the profile identifier; and the second network-connected 
object comprising: a second local communication device and 
a gateway device; the second local communication device, 
comprising: a third communication device configured for 
data communication with the first network-connected object; 
a fourth communication device configured for data commu 
nication with the gateway device; and at least one processing 
device that is configured to control the second local commu 
nication device; and at least one computer readable data Stor 
age device storing instructions that, when executed by the at 
least one processing device, cause the second local commu 
nication device to: receive using the third communication 
device the activation command; transmit using the fourth 
communication device the activation command; receive 
using the fourth communication device a profile identifier for 
the application-specific I/O device; and transmit using the 
third communication device the profile identifier; and the 
gateway device comprising: a fifth communication device 
configured for data communication with the local communi 
cation device; a sixth communication device configured for 
data communication with the server computing device; a 
central processing unit that is configured to control the gate 
way device; and at least one processing device that is config 
ured to control the gateway device; and at least one computer 
readable data storage device storing instructions that, when 
executed by the at least one processing device, cause the 
gateway device to: receive using the fifth communication 
device the activation command; transmit using the sixth com 
munication device the activation command to the server com 
puting device; receive using the second communication 
device a response to the activation command from the server 
computing device, the response including a client identifica 
tion key for the application-specific I/O device; store the 
client identification key; store an association between the 
client identification key and a profile identifier; and transmit 
using the fifth communication device the profile identifier. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0020 FIG. 1 illustrates an exemplary embodiment of a 
system for managing network profiles for a network-con 
nected object. 
0021 FIG. 2 illustrates an exemplary architecture of a 
computing device that can be used to implement aspects of 
the present disclosure. 
0022 FIG. 3 illustrates an exemplary embodiment of the 
component device of FIG. 1. 
0023 FIG. 4 illustrates an exemplary embodiment of the 
application-specific I/O device of FIG. 1. 
0024 FIG. 5 illustrates an exemplary embodiment of the 
gateway device of FIG. 1. 
0025 FIG. 6 is an example device profile data table that is 
stored in the memory of some embodiments of the gateway 
device of FIG. 1. 
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0026 FIG. 7 illustrates an exemplary embodiment of the 
server computing device of FIG. 1. 
0027 FIG. 8 illustrates an example table structure of the 
device profiles data of the server computing device of FIG.1. 
0028 FIG. 9 illustrates an example process for activating 
an application-specific I/O device with the system of FIG. 1. 
0029 FIG. 10 illustrates an example process for adding a 
profile for an application-specific I/O device to the gateway 
device with the system of FIG. 1. 
0030 FIG. 11 illustrates an example process for publish 
ing data from an application-specific I/O device to the server 
computing device of FIG. 1. 
0031 FIG. 12 illustrates an example process for subscrib 
ing by the application-specific I/O device to data available on 
the server computing device of FIG. 1. 
0032 FIG. 13 illustrates an example process for listing 
content available on the server computing device for the 
application-specific I/O device of FIG. 1. 
0033 FIG. 14 illustrates an example process for retrieving 
content available on the server computing device by the appli 
cation-specific I/O device of FIG. 1. 
0034 FIG. 15 illustrates an example method performed by 
embodiments of the gateway device of FIG. 1 for processing 
a command. 
0035 FIG. 16 illustrates another exemplary embodiment 
of a system for managing network profiles for multiple net 
work-connected objects. 
0036 FIG. 17 illustrates another exemplary embodiment 
of a system for managing network profiles for multiple func 
tional objects. 
0037 FIG. 18 illustrates an example embodiment of the 
control and monitoring device of FIG. 17. 
0038 FIG. 19 illustrates another exemplary embodiment 
of a system for managing profiles and data for a functional 
object. 
0039 FIG. 20 illustrates another exemplary embodiment 
of a system for managing profiles and data for a functional 
object. 

DETAILED DESCRIPTION 

0040 Various embodiments will be described in detail 
with reference to the drawings, wherein like reference numer 
als represent like parts and assemblies throughout the several 
views. Reference to various embodiments does not limit the 
Scope of the claims attached hereto. Additionally, any 
examples set forth in this specification are not intended to be 
limiting and merely set forth some of the many possible 
embodiments for the appended claims. 
0041. In general, the present disclosure describes systems 
and methods for generating and using network profiles for a 
network-connected object. In at least Some embodiments, the 
network-connected object provides network-based monitor 
ing or control capabilities. For example, a network-connected 
object can be an appliance, such as a water heater, furnace, or 
garage door, that can be monitored or controlled from a net 
work-based computing device. As another example, a net 
work-connected object can monitor and control a light or 
another electronic device that is connected to a power outlet. 
There are many other embodiments of network-connected 
object as well. A Smart object is an example of a network 
connected object. 
0042. In at least some embodiments, the network-con 
nected object transmits measurements or status information 
and other data to a server computing device through a net 
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work. Additionally, in at least some embodiments, a network 
connected object receives commands, instructions, or data 
from the server computing device through the network. For 
example, the server computing device can be a cloud-based 
server that the network-connected object connects to over the 
Internet. Alternatively, the network-connected object con 
nects to a different type of server computing device over a 
different network. 
0043. In at least some embodiments, the network-con 
nected objects is formed from a functional object and a plu 
rality of component devices. For example, a network-con 
nected object can include some or all of the following 
component devices: an application-specific input/output 
(I/O) device, a gateway device, a battery device, and a local 
communication device. In some embodiments, the gateway 
device, battery device, and local communication device can 
all be standard components that are used in many different 
embodiments of the network-connected objects. A potential 
benefit of using standard components is that the standard 
components can be less expensive than custom components. 
0044. In at least some embodiments, the component 
devices of a network-connected object communicate with 
each other using an internal communication technology. Such 
as Universal Asynchronous Receiver/Transmitter (UART), 
Inter-Integrated Circuit (I2C), or Serial Peripheral Interface 
(SPI) bus communication technology. In at least some 
embodiments, the internal communication technology is 
simple and inexpensive to implement on the component 
devices. 

0045. In at least some embodiments, the server computing 
device maintains a profile for Some or all of the component 
devices. Some or all of the component devices of the network 
connected object communicate with the server computing 
device to receive and transmit data and commands. In at least 
Some of embodiments, not all of the component devices can 
communicate directly with the server computing device. 
Instead, the component devices communicate with the gate 
way device using the internal communication technology. 
The gateway device can then communicate with the server 
computing device on behalf of the component devices using a 
wired or wireless communication technology. In at least some 
embodiments, the server computing device maintains profiles 
for Some or all of the component devices. 
0046. In at least some embodiments, the component 
devices transmit commands structure according to a defined 
command structure over the internal communication technol 
ogy to the gateway device. The gateway device processes the 
commands using information from the component device 
profile and dispatches the commands to the server computing 
device. The gateway device also receives responses from the 
server computing device, processes the responses using infor 
mation from the component device profile, and dispatches the 
response to the appropriate component device. 
0047 FIG. 1 illustrates an exemplary embodiment of a 
system 100 for managing profiles and data for a network 
connected object 102. The system 100 includes a network 
connected object 102, a server computing device 104, and a 
network 106. Also shown is a local environment 50. 

0048. The local environment 50 is the environment where 
the network-connected object is used. The local environment 
50 can be any type of environment. Examples of the local 
environment 50 include residential, commercial, industrial, 
natural, healthcare, and military environments. Other 
examples of local environment 50 are possible as well. 
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0049. The network-connected object 102 is a device that 
performs a function and transmits information to or receives 
information from the server computing device 104 through 
the network 106. For example, in at least some embodiments, 
the network-connected object 102 transmits measurements or 
status information to the server computing device 104 and 
receives instructions from the server computing device 104. 
In at least Some other embodiments, the network-connected 
object 102 is used in a different environment. 
0050. In at least some embodiments, the network-con 
nected object 102 includes a functional object 108, an appli 
cation-specific I/O device 110, and a gateway device 112. The 
application-specific I/O device 110 and gateway device 112 
are examples of component device 109 and are referred to 
collectively as component devices 109. Some embodiments 
of the functional object 108 include additional component 
devices 109, such as battery devices, local communication 
devices, or multiple application-specific I/O devices. In at 
least some embodiments, at least one of the component 
devices 109 is a resource-constrained device that has limited 
capabilities (e.g., computation, memory, I/O, power con 
Sumption, etc.). For example, some resource-constrained 
devices do not have enough memory to perform Internet 
Protocol (IP) communication. Other examples of resource 
constrained devices are possible as well. 
0051. The functional object 108 is a physical object that 
performs a function in the local environment 50. Examples of 
the functional object 108 include solar panels that perform the 
function of collecting and storing solar energy, elevators that 
perform the function of transporting people and objects, and 
ovens that perform the function of heating food. Additional 
examples of functional object 108 include water heaters, fur 
naces, electrical outlets, garage doors, trash compactors, 
refrigerators, air conditioners, animal traps, and medical 
devices. These are just a few examples of embodiments of the 
functional object 108; there are countless other examples of 
the functional object 108. 
0052. The application-specific I/O device 110 is device 
that is configured to interact with the functional object 108. 
The application-specific I/O device 110 interacts with the 
functional object by performing one or both of monitoring 
and controlling the functional object 108. Various embodi 
ments of the application-specific I/O device 110 are config 
ured to interact with specific embodiments of the functional 
object 108. For example, an embodiment of the application 
specific I/O device 110 may be configured to interact with an 
embodiment of the functional object 108 that is an oven by 
measuring the current temperature of the oven or sending a 
signal to turn the oven off. Just as there are countless 
examples of the functional object 108, there are also countless 
examples of the application-specific I/O device 110 that are 
configure to interact with the embodiments of the functional 
object 108. 
0053. The gateway device 112 is a device that is config 
ured to communicate with the server computing device 104 
through the network 106. Various embodiments of the gate 
way device 112 are configured to access the server computing 
device 104 through the network 106. The gateway device 112 
can include one or more wired communication systems or 
wireless communication systems. In at least Some embodi 
ments, the gateway device 112 connects to the network 106 
using one or more wired or wireless communication tech 
nologies. The gateway device 112 is also configured to com 
municate with the application-specific I/O device 110. 
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0054 The server computing device 104 is a device that 
operates to receive and transmit information to the network 
connected object 102. In at least some embodiments, the 
server computing device 104 includes a profile and data man 
agement engine 114 and a database 116. 
0055. The profile and data management engine 114 oper 
ates to generate and maintain a profile and data for the com 
ponent devices 109 such as the application-specific I/O 
device 110 and the gateway device 112. In at least some 
embodiments, the profile and data management engine 114 
operates to provision resources, such as an API key (or client 
identification key), to the component devices in 109. Addi 
tionally, the profile and data management engine 114 may 
associate the component devices 109 with one or more enti 
ties, such as a location, an end-user, or an owner. Alterna 
tively, the profile and data management engine 114 associates 
the component devices 109 with a different type of entity. 
0056. In at least some embodiments, the profile and data 
management engine 114 includes a web server, such as Inter 
net Information Service (IIS) from Microsoft Corporation of 
Redmond, Wash. The network-connected object 102 commu 
nicates with the profile and data management engine 114 
through one or more web services. For example, the network 
connected object 102 transmit data or commands to the pro 
file and data management engine 114 using HTTP POST or 
HTTP GET requests. 
0057 The database 116 is a data storage device configured 
to store a variety of information. Examples of the database 
116 include a hard disk drive, a collection of hard disk drives, 
digital memory (such as random access memory), a redun 
dant array of independent disks (RAID), or other data storage 
devices. In some embodiments information is distributed 
across multiple local or remote data storage devices. The 
database 116 stores data in an organized manner, Such as in a 
hierarchical or relational database structure, or in lists and 
other data structures such as tables. Although the database 
116 is illustrated as being a component of the server comput 
ing device 104, in at least Some embodiments the database 
116 is separate from the server computing device 104. 
0058. The network 106 communicates digital data 
between one or more computing devices. Such as between the 
server computing device 104 and the network-connected 
object 102. Examples of the network 106 include one or more 
of a local area network and a wide area network, Such as the 
Internet. 

0059. In some embodiments, the network 106 includes a 
wireless communication system, a wired communication sys 
tem, or a combination of wireless and wired communication 
systems. A wired communication system can transmit data 
using electrical or optical signals in various possible embodi 
ments. Wireless communication systems typically transmit 
signals via electromagnetic waves, such as in the form of 
optical signals or radio frequency (RF) signals. A wireless 
communication system typically includes an optical or RF 
transmitter for transmitting optical or RF signals, and an 
optical or RF receiver for receiving optical or RF signals. 
Examples of wireless communication systems include Wi-Fi 
communication devices (such as devices utilizing wireless 
routers or wireless access points), cellular communication 
devices (such as devices utilizing one or more cellular base 
stations), and other wireless communication devices. 
0060 FIG. 2 illustrates an exemplary architecture of a 
computing device that can be used to implement aspects of 
the present disclosure, including the network-connected 
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object 102 and the server computing device 104 and will be 
referred to herein as the computing device 118. One or more 
computing devices, such as the type illustrated in FIG. 2, are 
used to execute the operating system, application programs, 
and Software modules (including the Software engines) 
described herein. 
0061 The computing device 118 includes, in at least some 
embodiments, at least one processing device 120. Such as a 
central processing unit (CPU). A variety of processing 
devices are available from a variety of manufacturers, for 
example, Intel or Advanced Micro Devices. In this example, 
the computing device 118 also includes a system memory 
122, and a system bus 124 that couples various system com 
ponents including the system memory 122 to the processing 
device 120. The system bus 124 is one of any number of types 
of bus structures including a memory bus or memory control 
ler, a peripheral bus, and a local bus using any of a variety of 
bus architectures. 
0062) Examples of computing devices suitable for the 
computing device 118 include a desktop computer, a laptop 
computer, a tablet computer, a mobile phone device Such as a 
Smart phone, or other devices configured to process digital 
instructions. 
0063. The system memory 122 includes read only 
memory 126 and random access memory 128. A basic input/ 
output system 130 containing the basic routines that act to 
transfer information within computing device 118. Such as 
during start up, is typically stored in the read only memory 
126. 

0064. The computing device 118 also includes a second 
ary storage device 132 in Some embodiments, such as a hard 
disk drive, for storing digital data. The secondary storage 
device 132 is connected to the system bus 124 by a secondary 
storage interface 134. The secondary storage devices and 
their associated computer readable media provide nonvolatile 
storage of computer readable instructions (including applica 
tion programs and program modules), data structures, and 
other data for the computing device 118. 
0065. Although the exemplary environment described 
herein employs a hard disk drive as a secondary storage 
device, other types of computer readable storage media are 
used in other embodiments. Examples of these other types of 
computer readable storage media include magnetic cassettes, 
flash memory or other solid state memory technology, digital 
Video disks, Bernoulli cartridges, compact disc read only 
memories, digital versatile disk read only memories, random 
access memories, or read only memories. Some embodiments 
include non-transitory media. 
0066. A number of program modules can be stored in 
secondary storage device 132 or memory 122, including an 
operating system 136, one or more application programs 138, 
other program modules 140, and program data 142. The data 
used by the computing device 118 may be stored at any 
location in the memory 122. Such as the program data 142, or 
at the secondary storage device 132. 
0067. In some embodiments, computing device 118 
includes input devices 144 to enable the caregiver to provide 
inputs to the computing device 118. Examples of input 
devices 144 include a keyboard 146, pointer input device 148, 
microphone 150, and touch sensor 152. A touch-sensitive 
display device is an example of a touch sensor. Other embodi 
ments include other input devices 144. The input devices are 
often connected to the processing device 120 through an 
input/output interface 154 that is coupled to the system bus 
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124. These input devices 144 can be connected by any num 
ber of input/output interfaces, such as a parallel port, serial 
port, game port, or a universal serial bus. Wireless communi 
cation between input devices 144 and interface 154 is pos 
sible as well, and includes infrared, BLUETOOTHR wireless 
technology, 802.11a/b/g/n, cellular or other radio frequency 
communication systems in some possible embodiments. 
0068. In this example embodiment, a touch sensitive dis 
play device 156 is also connected to the system bus 124 via an 
interface, such as a video adapter 158. In some embodiments, 
the display device 156 is a touch sensitive display device. A 
touch sensitive display device includes sensor for receiving 
input from a user when the user touches the display or, in 
Some embodiments, or gets close to touching the display. 
Such sensors can be capacitive sensors, pressure sensors, 
optical sensors, or other touch sensors. The sensors not only 
detect contact with the display, but also the location of the 
contact and movement of the contact over time. For example, 
a user can move a finger or stylus across the screen or near the 
screen to provide written inputs. The written inputs are evalu 
ated and, in Some embodiments, converted into text inputs. 
0069. In addition to the display device 156, the computing 
device 118 can include various other peripheral devices (not 
shown). Such as speakers or a printer. 
0070. When used in a local area networking environment 
or a wide area networking environment (such as the Internet), 
the computing device 118 is typically connected to the net 
work through a network interface. Such as a wireless network 
interface 160. Other possible embodiments use other com 
munication devices. For example, Some embodiments of the 
computing device 118 include an Ethernet network interface, 
or a modem for communicating across the network. 
0071. The computing device 118 typically includes at 
least some form of computer-readable media. Computer read 
able media includes any available media that can be accessed 
by the computing device 118. By way of example, computer 
readable media include computer readable storage media and 
computer readable communication media. 
0072 Computer readable storage media includes volatile 
and nonvolatile, removable and non-removable media imple 
mented in any device configured to store information Such as 
computer readable instructions, data structures, program 
modules, or other data. Computer readable storage media 
includes, but is not limited to, random access memory, read 
only memory, electrically erasable programmable read only 
memory, flash memory or other memory technology, com 
pact disc read only memory, digital versatile disks or other 
optical storage, magnetic cassettes, magnetic tape, magnetic 
disk storage or other magnetic storage devices, or any other 
medium that can be used to store the desired information and 
that can be accessed by the computing device 118. Computer 
readable storage media is an example of a computer readable 
data storage device. 
0073 Computer readable communication media typically 
embodies computer readable instructions, data structures, 
program modules or other data in a modulated data signal 
Such as a carrier wave or other transport mechanism and 
includes any information delivery media. The term “modu 
lated data signal” refers to a signal that has one or more of its 
characteristics set or changed in Such a manner as to encode 
information in the signal. By way of example, computer 
readable communication media includes wired media Such as 
a wired network or direct-wired connection, and wireless 
media Such as acoustic, radio frequency, infrared, and other 
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wireless media. Combinations of any of the above are also 
included within the scope of computer readable media. 
0074. In at least some embodiments of the computing 
device 118 that are used to implement aspects of the network 
connected object 102 or the server computing device 104 do 
not include all of the elements illustrated in FIG. 2. For 
example, in at least Some embodiments of the computing 
device 118 used to implement aspects of the network-con 
nected object 102, the video adapter 158 is not included. In at 
least some other embodiments of the computing device 118 
other elements are not included as well. 
0075 FIG. 3 illustrates an exemplary architecture of the 
memory 122 and program modules 140 of the component 
devices 109. The memory 122 includes a device identifier 210 
and a profile identifier 212. The memory 122 can include 
more, fewer, or different types of data than the data shown in 
FIG. 3. Alternatively, at least one of the device identifier 210 
and the profile identifier 212 are stored on the secondary 
storage device 132. 
0076. The program modules 140 include a one or more 
modules that, when executed by the processing device 120 
(shown in FIG. 2), perform one or more operations of the 
component devices 109. The modules include an internal 
communication engine 220. The program modules 140 can 
include more, fewer, or different modules than those shown in 
FIG. 3. 

0077. The device identifier 210 is a value that uniquely 
identifies a particular component device 109. The device 
identifier 210 can take the form of a Universally Unique 
Identifier (UUID). Alternatively, the device identifier 210 
may be configured to be unique among the component 
devices 109 that are configured to connect to the server com 
puting device 104, but is not configured to be universally 
unique. In at least some embodiments, the device identifier 
210 is formed from the vendor ID, the model number, and the 
serial number of the component device 110. The device iden 
tifier 210 can be stored in the ROM 126 and is immutable. In 
at least some embodiments, the device identifier 210 is stored 
elsewhere in the memory 122 and can be changed. 
0078. The profile identifier 212 is a value that uniquely 
identifies the component device 109 to the gateway device 
112. The profile identifier 212 is received from the gateway 
device 112 and stored in the memory 122. Alternatively, the 
component device 109 selects a profile identifier 212 and 
communicates that profile identifier 212 to the gateway 
device 112. The profile identifier 212 can be stored in the 
RAM 128. Alternatively, the profile identifier 210 is stored 
elsewhere in the memory 122. 
007.9 The internal communication engine 220 operates to 
communicate with Some orall of the other component devices 
109. In at least some embodiments, the internal communica 
tion engine 220 communicates using one or more of Univer 
sal Asynchronous Receiver/Transmitter (UART). Inter-Inte 
grated Circuit (I2C), and Serial Peripheral Interface (SPI) bus 
communication technologies. Other communication tech 
nologies are used in at least some embodiments as well. 
0080 FIG. 4 illustrates an exemplary architecture of the 
memory 122 and program modules 140 of the application 
specific I/O device 110. The application-specific I/O device 
110 is an embodiment of a component device 109. The 
memory 122 includes a device identifier 230 and a profile 
identifier 232. The device identifier 210 is an example of the 
device identifier 230. The profile identifier 212 is an example 
of the profile identifier 232. The memory 122 can include 
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more, fewer, or different types of data than the data shown in 
FIG. 4. Alternatively, at least one of the device identifier 230 
and the profile identifier 232 are stored on the secondary 
storage device 132. 
I0081. The program modules 140 include a plurality of 
modules that, when executed by the processing device 120 
(shown in FIG. 2), perform one or more operations of the 
application-specific I/O device 110. The modules include an 
internal communication engine 240 and a functional object 
I/O engine 242. The internal communication engine 220 is an 
example of the internal communication engine 240. The pro 
gram modules 140 can include more, fewer, or different mod 
ules than those shown in FIG. 4. 
I0082. The functional object I/O engine 242 operates to 
perform one or more of controlling and monitoring the func 
tional object 108. The functional object I/O engine 242 may 
include one or more sensors configured to measure a property 
or status of the functional object 108. In at least some embodi 
ments, the sensors monitors a temperature, pressure, or status 
(e.g., on/off) of the functional object 108. Additionally, the 
functional object 108 can include electronic control circuits 
configured to control the functional object 108. Various 
embodiments of the application-specific I/O device 110 will 
include various sensors and electronic control circuits based 
on the type of functional object 108 it is configured to interact 
with. For example, an embodiment of the application-specific 
I/O device 140 included in an embodiment of the network 
connected object 102 that operates as a garage door will 
include different sensors and electronic control circuits than 
an embodiment of the application-specific I/O device 140 
included in an embodiment of the network-connected object 
102 that operates as an animal trap. 
I0083 FIG. 5 illustrates an exemplary architecture of the 
memory 122 and program modules 140 of the gateway device 
112. The gateway device 112 is an embodiment of a compo 
nent device 109. The memory 122 includes a device identifier 
260, a profile identifier 262, server access data 264, and 
device profiles data 266. The device identifier 210 is an 
example of the device identifier 260. The profile identifier 212 
is an example of the profile identifier 262. The memory 122 
can include more, fewer, or different types of data than the 
data shown in FIG. 5. Alternatively, at least one of the device 
identifier 260, profile identifier 262, server access data 264, 
and device profiles data 266 are stored on the secondary 
storage device 132. 
I0084. The program modules 140 include a plurality of 
modules that, when executed by the processing device 120 
(shown in FIG. 2), perform one or more operations of the 
gateway device 112. The modules include an internal com 
munication engine 270 and a network interface engine 272. 
The internal communication engine 220 is an example of the 
internal communication engine 270. The program modules 
140 can include more, fewer, or different modules than those 
shown in FIG. 5. 
I0085. The server access data 264 comprises information 
for connecting to the server computing device 104 over the 
network 106. In at least some embodiments, the server access 
data includes one or more of an Internet Protocol (IP) address, 
a port number, a communications protocol (e.g. http), and a 
uniform resource locator (URL). Additionally, the server 
access data 264 can include security information Such as a 
password or encryption key. 
I0086. The device profiles data 266 comprises information 
about the component devices 109 (e.g., the application-spe 
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cific I/O device 110) that are using the gateway device 112 to 
communicate with the server computing device 104. In at 
least some embodiments, the device profiles data 266 
includes a client identification key (CIK) and a profile iden 
tifier for each device that uses the gateway device. The CIK is 
assigned by the server computing device 104. The profile 
identifier is assigned by the gateway device 112 or requested 
by the device. 
0087. The network interface engine 272 operates to trans 
mit and receive data from the server computing device 104. 
The network interface engine 272 uses the server access data 
264 to communicate with the server computing device 104. 
Additionally, the network interface engine 272 uses one or 
more communication technologies to access the server com 
puting device 104. 
0088 FIG. 6 illustrates an example format of the device 
profiles data 266. In this example, the device profiles data 266 
is contained in a plurality of data structures in the form of 
tables utilizing primary keys (PK). The device profiles data 
266 includes a device profiles table 310, and a command table 
312. Additional tables are included in other embodiments as 
needed. Further, some embodiments include different table 
structures. For example, the data from multiple tables can be 
merged into a single table or the data from a single table can 
be separated into multiple tables. 
I0089. The device profiles table 310 includes information 
about the component devices 109 that use the gateway device 
112 to communicate with the server computing device 104. In 
at least some embodiments, the device profiles table 310 
includes profile ID and client identification key (CIK) fields. 
The profile ID stores data to uniquely identify a particular 
device to the gateway device 112. The profile ID data can be 
generated by the gateway device 112 or requested by a device 
that uses the gateway device 112. The CIK field stores data 
that uniquely identifies the component device 109 to the 
server computing device 104 and is generated by the server 
computing device 104. The server computing device 104 can 
use the CIK to access or store additional profile information 
or data for a component device 109. 
0090. The command table 312 includes information 
related to commands that the gateway device 112 has received 
from component devices 109. In at least some embodiments, 
the command table includes ID, command, profile ID, and 
protocol fields. The ID field stores data that uniquely identi 
fies records in the command table 312 and is the primary key 
to the command table 312. The command field stores data that 
represents the command that was received (e.g., a character 
string). The profile ID field stores a foreign key to the device 
profiles table 310 that associates the command with a record 
in the device profiles table 310. In this manner, the command 
can be associated with a particular component device 109 and 
profile in the gateway device 112 and on the server computing 
device 104. The protocol field includes data that represents 
the communications protocol that was used to transmit the 
command to the gateway device 112. In this manner, the 
gateway device 112 can respond to a command using that 
same communication protocol. 
0091. The gateway device 112 supports many different 
types of commands. In at least Some embodiments, the gate 
way device 112 transmits a response to the component send 
ing component device 109 for each command it receives. That 
response may include data that was requested or a simple 
acknowledgment that the command was received and pro 
cessed. For some commands (e.g., Subscriptions), the gate 
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way device 112 may at an unspecified time transmit one or 
more additional messages to the component device 109. 
These messages are referred to as unsolicited communication 
because they are not sent as an immediate response to a 
command. 
0092. In some embodiments, the command table 312 
includes data representing only those commands that may 
generate unsolicited communication. Alternatively, the com 
mand table 312 may include data representing all of the 
commands the gateway device 112 has received. As another 
alternative, the command table 312 may include data repre 
senting a predetermined number of the most recently received 
commands. The predetermined number can be based on the 
amount of memory 122 available for the command table 312 
or other criteria. Other embodiments of the command table 
312 are possible as well. 
0093. This example structure of the device profiles data 
266 illustrated in FIG. 6 is an example of one possible struc 
ture. Various other embodiments utilize other data structures 
and contain more or fewer data tables and data fields. 
0094 FIG. 7 illustrates an exemplary embodiment of the 
profile and data management engine 114 and database 116 of 
the server computing device 104. The profile and data man 
agement engine 114 includes a provisioning engine 350, a 
recording engine 352, a publishing engine 354, and a file 
transfer engine 356. The database 116 includes device pro 
files data 360, received data 362, device type data 364, and 
device configuration data 366. 
I0095. The provisioning engine 350 operates to identify the 
component devices 109 and to associate the component 
device 109 with device profile information. In at least some 
embodiments, the component devices 109 are associated with 
the device profile information based on the device identifier 
210. Additionally, the provisioning engine 350 operates to 
assign a CIK to the devices. The CIK may be included by the 
devices with future communication so that the profile and 
data management engine 114 is able to identify the compo 
nent device 109 that sent the communication. 
0096. The recording engine 352 operates to process and 
store data received from the component devices 109. The 
publishing engine 354 operates to transmit data to one or 
more of the component devices 109. The file transfer engine 
356 operates to transmit file information, such as file listings 
or file content, to the component devices 109. 
(0097. The device profiles data 360 includes data repre 
senting the component devices 109. The received data 362 
includes data, such as measurement or status information, 
received from the component devices 109. The device type 
data 364 includes information about the type of component 
devices 109 that the server computing device 104 is config 
ured to interact with. The device configuration data 366 
includes information about the software available on the 
server computing device 104 for the component devices. For 
example, the device configuration data 366 can indicate that a 
new version of firmware is available for a particular type of 
the component devices 109. 
(0098 FIG. 8 illustrates an example format of data 390 that 
is stored in at least some embodiments of the database 116. In 
this example, the data 390 is contained in a plurality of data 
structures in the form of tables utilizing primary keys (PK). 
The data 390 includes a device profiles table 392, a received 
data table 394, a device type table 396, and an owner table 
398. Additional tables are included in other embodiments as 
needed. Further, some embodiments include different table 
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structures. For example, the data from multiple tables can be 
merged into a single table or the data from a single table can 
be separated into multiple tables. 
0099. The device profiles table 392 includes information 
about the component devices 109 that the server computing 
device 104 is configured to interact with. For example, the 
device profiles table 392 can store the device profiles data 
360. In at least some embodiments, data representing the 
component devices 109 is added to the device profiles table 
392 by the vendor of the network-connected object 102 at or 
around the time the network-connected object 102 is sold to 
an end-user. In at least some embodiments, the device profiles 
table 392 includes device ID, provision status, and client 
identification key (CIK), type ID, serial #, communication 
address, and owner ID fields. 
0100. The device ID field stores data to uniquely identify 
a particular component device 109 to the server computing 
device 104. For example, the device ID can be automatically 
generated as unique key by the database 116. The provision 
status field stores data that indicates whether the device has 
been provisioned to an owner. 
0101 The CIK field stores data, such as a character string, 
that is configured to uniquely identify and associate commu 
nication received with a particular component device 109. 
The data stored in the CIK field is regenerated upon the 
occurrence of certain events (e.g., the component device 109 
requesting a new CIK, a change to the ownership information 
for the component device 109, etc.). In at least some embodi 
ments, the CIK field references a secondary table that 
includes detailed information about the CIK (e.g., a times 
tamp indicating when the CIK was generated, a Boolean 
value indicating whether the CIK is valid, etc.). 
0102 The type idfield stores data that references a record 
in the device type table 396 that corresponds to the type of 
device. The serial it field stores data representing the serial 
number of the device. The communication address field 
stores data used to communicate with the device. Such as an IP 
address and a port. The data stored in the communication 
address field for the application-specific I/O device 110 may 
correspond to the communication address of the gateway 
device 112. Other embodiments store other data that is used to 
communicate with the devices. The owner ID field stores data 
that references a record in the owner table 398 that corre 
sponds to the owner the device is provisioned to. Alternatively 
or additionally, a device can provisioned to an operator or a 
location. Additional fields can be included to reference an 
operator or location. 
(0103. The received data table 394 includes information 
representing data received from the component devices 109 
that the server computing device 104 is configured to interact 
with. For example, the received data table 394 can store the 
received data 362. In at least some embodiments, the received 
data table 394 includes data ID, device ID, timestamp, alias, 
and value fields. 
0104. The data ID field stores data to uniquely identify a 
particular record in the received data table 394. For example, 
the data ID can be automatically generated as a unique key by 
the database 116. The device ID field stores data that refer 
ences a record in the device profiles table 392 that corre 
sponds to the device that transmitted the data. The timestamp 
field stores data corresponding to the time the data was 
received. Alternatively, the timestamp stores data specified by 
the device that transmits the data and that corresponds to the 
time the data was generated. The alias field stores data (e.g., 
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a character string) that indicates the type of data that was 
received. Examples of the alias data include the character 
strings “TEMPERATURE.” “WEIGHT,” “VOLTAGE.” and 
“STATUS. The value field stores the data that was transmit 
ted by the device. In at least some embodiments, multiple 
value fields are included and are used to store different types 
of data. Alternatively, the value field stores data that identifies 
a record in one or more other tables that are configured to 
store various types of data. The other table can be identified 
based on the data stored in the alias field or another identifier 
of data type. 
0105. The device type table 396 includes information rep 
resenting the types of devices the server computing device 
104 is configured to interact with. For example, the device 
type table 396 can store the device type data 364. In at least 
some embodiments, the device type table 396 includes type 
ID, vendor, and model fields. 
0106 The type ID field stores data to uniquely identify a 
particular record in the device type table 396. For example, 
the type ID can be automatically generated as a unique key by 
the database 116. The vendorfield stores data representing the 
vendor of the device. In at least some embodiments, the 
vendor field stores an ID that can be used to uniquely identify 
a particular vendor. Alternatively or additionally, the vendor 
field stores a character string that corresponds to the name of 
the vendor. The model field stores data representing the 
model of the device. In at least some embodiments, the model 
field stores an ID that when combined with the data stored in 
the vendor field can be used to uniquely identify a particular 
device model. Alternatively or additionally, the model field 
stores a character string that corresponds to the name of the 
device model. 

0107 The owner table 398 includes information repre 
senting potential owners of the component devices 109 that 
the server computing device 104 is configured to interact 
with. In at least some embodiments, the owner table 398 
includes owner ID, name, and contact information fields. 
0108. The owner ID field stores data to uniquely identify a 
particular record in the owner table 398. For example, the 
ownerID can be automatically generated as a unique key by 
the database 116. The name field store data, such as a char 
acter String, that represents the name of the owner of the 
device. The contact information stores data, Such as character 
strings, representing the contact information for the owner. 
The contact information can include one or more e-mail 
addresses, physical addresses, and phone numbers. In at least 
some embodiments, the owner ID field includes more than 
one field to store contact information. 

0109. This example structure of the data 390 illustrated in 
FIG. 8 is an example of one possible structure. Various other 
embodiments utilize other data structures and contain more or 
fewer data tables and data fields. 

0110 FIG. 9 illustrates an example method 450 for oper 
ating at least some embodiments of the system 100 to activate 
the application-specific I/O device 110. In this example, the 
method 450 includes operations 452,454, 456, and 458. The 
method 450 includes operations that are performed by one or 
more processors (such as the processing device 120, shown in 
FIG. 2). 
0111. In at least some embodiments, the method 450 is 
performed when the network-connected object 102 is acti 
vated and connected to the network 106 for the first time. 
Alternatively, the method 450 is performed when the appli 
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cation-specific I/O device 110 is activated and does not have 
a profile identifier 232. Other embodiments perform method 
450 at other times as well. 

0112 At operation 452, the application-specific I/O 
device 110 transmits an activate command to the gateway 
device 112 and the gateway device 112 receives the active 
command from the application-specific I/O device 110. The 
activate command includes data that represents the device 
identifier 230 (shown in FIG. 4). The activate command may 
be transmitted by the application-specific I/O device 110 to 
the gateway device 112 using UART or I2C. Alternatively, 
other methods of transmitting the activate command are used. 
In at least Some embodiments, the gateway device 112 gen 
erates a profile ID for the application-specific I/O device 110 
and stores the profile ID in the device profiles data (shown in 
FIG. 6). Alternatively, the application-specific I/O device 110 
includes a profile ID with the activate command. 
0113. At operation 454, the gateway device 112 transmits 
the activate command to the server computing device 104. 
and the server computing device 104 receives the activate 
command from the gateway device 112. The activate com 
mand includes the data that represents the device identifier 
230 (shown in FIG. 4) that the gateway device 112 received 
from the application-specific I/O device 110 in operation 452. 
The activate command may be transmitted over the network 
106 by the gateway device 112 to the server computing device 
104. 

0114. In response to receiving the activate command, the 
server computing device 104 generates a CIK for the appli 
cation-specific I/O device 110. The CIK is stored in the device 
profiles table 392 in a record associated with the application 
specific I/O device 110. Alternatively, in at least some 
embodiments, if a CIK has previously been generated for the 
application-specific I/O device 110, the server computing 
device 104 returns that CIK rather than generating a new CIK. 
0115. At operation 456, the server computing device 104 
transmits a response to the activate command to the gateway 
device 112, and the gateway device 112 receives the response 
from the server computing device 104. The response includes 
a CIK (shown in FIG. 8). Additionally, in at least some 
embodiments, the response also includes a status message, 
such as OK or ERROR. In response to receiving the CIK, the 
gateway device 112 stores the CIK in the device profiles data 
(shown in FIG. 6) and associates the CIK with the profile ID 
of the application-specific I/O device 110. 
0116. At operation 458, the gateway device 112 transmits 
a response to the activate command to the application-specific 
I/O device 110, and the application-specific I/O device 110 
receives the response from the gateway device 112. The 
response includes the profile ID that the gateway device 112 
has associated with the application-specific I/O device 110. 
Additionally, in at least some embodiments, the response 
includes the CIK. The application-specific I/O device 110 
stores the profile ID as the profile identifier 232 (shown in 
FIG. 3). Additionally, in at least some embodiments, the 
application-specific I/O device 110 also stores the CIK. 
0117 FIG. 10 illustrates an example method 490 for oper 
ating at least some embodiments of the system 100 to add a 
profile to the gateway device 112 for the application-specific 
I/O device 110. In this example, the method 490 includes 
operations 492 and 494. The method 490 includes operations 
that are performed by one or more processors (such as the 
processing device 120, shown in FIG. 2). 
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0118. In at least some embodiments, the method 490 is 
performed when the application-specific I/O device 110 is 
activated (e.g., powered-on) and has a CIK. Other embodi 
ments perform method 490 at other times as well. 
0119. At operation 492, the application-specific I/O 
device 110 transmits an add profile command to the gateway 
device 112 and the gateway device 112 receives the add 
profile command from the application-specific I/O device 
110. The add profile command includes data that represents 
the CIK. In at least some embodiments, the gateway device 
112 stores the CIK in the device profiles data (shown in FIG. 
6) and associates it with the application-specific I/O device 
110. In at least some embodiments, the gateway device 112 
generates a profile ID for the application-specific I/O device 
110 and stores the profile ID in the device profiles data (shown 
in FIG. 6). Alternatively, the application-specific I/O device 
110 includes a profile ID with the add profile command. 
0.120. At operation 494, the gateway device 112 transmits 
a response to the add profile command to the application 
specific I/O device 110, and the application-specific I/O 
device 110 receives the response from the gateway device 
112. The response includes the profile ID that the gateway 
device 112 has associated with the application-specific I/O 
device 110. The application-specific I/O device 110 stores the 
profile ID as the profile identifier 232 (shown in FIG. 4). 
I0121 FIG. 11 illustrates an example method 540 for oper 
ating at least some embodiments of the system 100 to publish 
data from the application-specific I/O device 110 to the server 
computing device 104. In this example, the method 540 
includes operations 542, 544, 546, and 548. The method 540 
includes operations that are performed by one or more pro 
cessors (such as the processing device 120, shown in FIG. 2). 
I0122. At operation 542, the application-specific I/O 
device 110 transmits a publish command to the gateway 
device 112 and the gateway device 112 receives the publish 
command from the application-specific I/O device 110. The 
publish command includes the profile identifier 232 (shown 
in FIG. 4) and one or more alias-value pairs. In at least some 
embodiments, the gateway device 112 stores the alias-value 
pairs. 
I0123. At operation 544, the gateway device 112 transmits 
the publish command to the server computing device 104, and 
the server computing device 104 receives the publish com 
mand from the gateway device 112. The publish command 
includes the CIK associated with the application-specific I/O 
device 110 that transmitted the publish command to the gate 
way device 112 in operation 542. In at least some embodi 
ments, the gateway device 112 uses the profile identifier 232 
and the device profiles data 266 to determine the CIK asso 
ciated with the application-specific I/O device 110. The pub 
lish command also includes one or more alias-value pairs 
received from the application-specific I/O device 110. In at 
least some embodiments, the gateway device 112 transmits 
each publish command to the server computing device 104 as 
it is received. Alternatively, the gateway device 112 stores the 
publish command for a duration of time before transmitting 
the publish command to the server computing device 104. 
Additionally, the gateway device 112 can aggregate multiple 
publish commands received from the application-specific I/O 
device 110 into a single or fewer publish commands for 
transmission to the server computing device 104. 
0.124 Upon receiving the publish command, the server 
computing device 104 stores the data represented by the 
alias-value pairs in the received data 362 and associates the 
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alias-value pairs with the application-specific I/O device, 
which is identified with the CIK. Additionally, in some 
embodiments, the server computing device 104 publishes the 
data represented by the alias-value pairs to other devices that 
have subscribed to the data. An example method for subscrib 
ing to data is illustrated in FIG. 12. 
0.125. At operation 546, the server computing device 104 
transmits a response to the publish command to the gateway 
device 112, and the gateway device 112 receives the response 
from the server computing device 104. The response includes 
a status message, such as OK or ERROR. If the status mes 
sage indicates that server computing device 104 Successfully 
received and stored the data included with the publish com 
mand sent in operation 544, the gateway device 112 deletes 
the alias-value pairs it optionally stored in operation 542. 
Alternatively, if the status message indicates that an error 
occurred, the gateway device 112 may try to resend the pub 
lish command to the server computing device 104 if the 
alias-value data was stored. 
0126. At operation 458, the gateway device 112 transmits 
a response to the publish command to the application-specific 
I/O device 110, and the application-specific I/O device 110 
receives the response from the gateway device 112. The 
response includes the status information generated by the 
server computing device 104. If the gateway device 112 tried 
to transmit the alias-value pair data to the server computing 
device 104 multiple times, only the final status message is 
transmitted to the application-specific I/O device. Addition 
ally, if the gateway device 112 combined alias-value pairs 
from multiple individual publish commands into a single 
aggregate publish command, the gateway device 112 trans 
mits a response to each of the individual publish commands to 
the application-specific I/O device 110. 
0127 FIG. 12 illustrates an example method 580 for oper 
ating at least some embodiments of the system 100 to cause 
the application-specific I/O device 110 to subscribe to data 
from the server computing device 104. In this example, the 
method 580 includes operations 582,584,586, and 588. The 
method 580 includes operations that are performed by one or 
more processors (such as the processing device 120, shown in 
FIG. 2). 
0128. At operation 582, the application-specific I/O 
device 110 transmits a subscribe command to the gateway 
device 112 and the gateway device 112 receives the subscribe 
command from the application-specific I/O device 110. The 
subscribe command includes the profile identifier 232 (shown 
in FIG. 4), an alias, and a timeout value. The alias value can be 
a character string that specifies the type of data being Sub 
scribed to. The timeout value specifies how frequently data 
should be sent back to the application-specific I/O device 110. 
In at least Some embodiments, if the timeout value is not 
specified, data is sent back to the application-specific I/O 
device 110 as the data is available. 

0129. At operation 584, the gateway device 112 transmits 
the subscribe command to the server computing device 104, 
and the server computing device 104 receives the publish 
command from the gateway device 112. The gateway device 
112 transmits the subscribe command as it was received dur 
ing operation 582 except that it includes the CIK associated 
with the application-specific I/O device 110 rather than the 
profile ID. As described elsewhere, the gateway device 112 
can use the profile ID to determine the CIK associated with 
the application-specific I/O device before transmitting the 
subscribe command to the server computing device 104. 
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0.130. At operation 586, the server computing device 104 
transmits a response to the Subscribe command to the gateway 
device 112, and the gateway device 112 receives the response 
from the server computing device 104. The response includes 
a status message, such as OK or ERROR. If the status mes 
sage indicates that an error occurred, the gateway device 112 
may try to resend the Subscribe command to the server com 
puting device 104. 
I0131. At operation 588, the gateway device 112 transmits 
a response to the Subscribe command to the application 
specific I/O device 110, and the application-specific I/O 
device 110 receives the response from the gateway device 
112. The response includes the status information generated 
by the server computing device 104. 
0.132. At operation 590, the server computing device 104 
transmits an unsolicited publish command to the gateway 
device 112, and the gateway device 112 receives the unsolic 
ited publish command from the server computing device 104. 
The publish command includes the CIK of the application 
specific I/O device 110 and one or more alias-value pairs 
corresponding to the data matching the Subscription com 
mand of operation 582. In at least some embodiments, the 
server computing device 104 performs operation 586 any 
time it receives data that that the application-specific I/O 
device 110 has subscribed to. Alternatively, the server com 
puting device 104 performs operation 586 after a duration of 
time specified by the timeout parameter of the subscribe 
command of operation 582. 
I0133. At operation 592, the gateway device 112 transmits 
the unsolicited publish command to the application-specific 
I/O device 110, and the application-specific I/O device 110 
receives the unsolicited publish command from the gateway 
device 112. The unsolicited publish command includes a 
profile identifier and the one or more alias-values pairs pro 
vided by the server computing device 104. In at least some 
embodiments, the gateway device 112 uses the CIK and the 
device profiles data 266 to determine the profile ID associated 
with the application-specific I/O device 110. 
0.134 FIG. 13 illustrates an example method 620 for oper 
ating at least some embodiments of the system 100 to cause 
the application-specific I/O device 110 to receive a list of 
content from the server computing device 104. In this 
example, the method 620 includes operations 622,624, 626, 
and 628. The method 620 includes operations that are per 
formed by one or more processors (such as the processing 
device 120, shown in FIG. 2). As an example, the method 620 
is used to determine whether the server computing device 104 
contains a new version of the firmware for the application 
specific I/O device 110. 
I0135. At operation 622, the application-specific I/O 
device 110 transmits a list content command to the gateway 
device 112 and the gateway device 112 receives the list con 
tent command from the application-specific I/O device 110. 
The list content command includes the profile identifier 232 
(shown in FIG. 4). In at least some embodiments, the list 
content command also includes data associated with the ven 
dor and model of the application-specific I/O device. Alter 
natively, the vendor and model are not included with the list 
content command because the server computing device 104 
retrieves this information from the device type data 364 
instead. 
0.136. At operation 624, the gateway device 112 transmits 
the list content command to the server computing device 104. 
and the server computing device 104 receives the list content 
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command from the gateway device 112. The gateway device 
112 transmits the list content command as it was received 
during operation 622 except that it includes the CIK associ 
ated with the application-specific I/O device 110 rather than 
the profile ID. As described elsewhere, the gateway device 
112 can use the profile ID to determine the CIK associated 
with the application-specific I/O device before transmitting 
the list content command to the server computing device 104. 
0.137. At operation 626, the server computing device 104 
transmits a response to the list content command to the gate 
way device 112, and the gateway device 112 receives the 
response from the server computing device 104. The response 
includes a list of content available on the server computing 
device 104 for the application-specific I/O device 110. 
Examples of the list of content include a list of file names and 
a list of file identifiers. Additionally, in at least some embodi 
ments, the response also includes a status message, such as 
OK or ERROR. 
0.138. At operation 628, the gateway device 112 transmits 
a response to the list content command to the application 
specific I/O device 110, and the application-specific I/O 
device 110 receives the response from the gateway device 
112. The response includes the list of content available on the 
server computing device 104 for the application-specific I/O 
device 110. Additionally, the response includes the profile ID 
that the gateway device 112 has associated with the applica 
tion-specific I/O device 110. 
0139 FIG. 14 illustrates an example method 670 for oper 
ating at least some embodiments of the system 100 to cause 
the application-specific I/O device 110 to receive content 
from the server computing device 104. In this example, the 
method 670 includes operations 672, 674, 676, and 678. The 
method 670 includes operations that are performed by one or 
more processors (such as the processing device 120, shown in 
FIG. 2). As an example, the method 670 is used to retrieve a 
new version of firmware for the application-specific I/O 
device 110 that is available on the server computing device 
104. 
0140. At operation 672, the application-specific I/O 
device 110 transmits a get content command to the gateway 
device 112 and the gateway device 112 receives the get con 
tent command from the application-specific I/O device 110. 
The get content command includes the profile identifier 232 
(shown in FIG. 4), and a file ID. Examples of the file ID 
include a character String representing the file name and a 
numeric value representing an ID associated with the file. In 
at least some embodiments, the get content command also 
includes file position and chunk size values. The file position 
and chunk size values can be used to request portions of a file 
rather than the entire file. The file position value is numeric 
value that indicates an offset into the file of the first data the 
server computing device 104 should transmit. The chunk size 
value is a numeric value that indicates the amount of file data 
the server computing device 104 should transmit. 
0141. As an example, the application-specific I/O device 
could request a 24-byte file named version2 as three 8-byte 
chunks using the following commands: 
0142 get content: version2, 0, 8: 
0143 get content: version2, 8, 8; and 
0144 get content: version2, 16, 8. 
0145 At operation 674, the gateway device 112 transmits 
the get content command to the server computing device 104. 
and the server computing device 104 receives the get content 
command from the gateway device 112. The gateway device 
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112 transmits the get content command as it was received 
during operation 672 except that it includes the CIK associ 
ated with the application-specific I/O device 110 rather than 
the profile ID. As described elsewhere, the gateway device 
112 can use the profile ID to determine the CIK associated 
with the application-specific I/O device before transmitting 
the get content command to the server computing device 104. 
0146. At operation 676, the server computing device 104 
transmits a response to the get content command to the gate 
way device 112, and the gateway device 112 receives the 
response from the server computing device 104. The response 
includes the requested content. Additionally, in at least some 
embodiments, the response also includes a status message, 
Such as OK or ERROR. 
0.147. At operation 628, the gateway device 112 transmits 
a response to the get content command to the application 
specific I/O device 110, and the application-specific I/O 
device 110 receives the response from the gateway device 
112. The response includes the requested content. Addition 
ally, the response includes the profile ID that the gateway 
device 112 has associated with the application-specific I/O 
device 110. 
0148 FIG. 15 illustrates an example method 720 for oper 
ating at least Some embodiments of the gateway device 112 to 
process a command received from another device (e.g., the 
application-specific I/O device 110). In this example, the 
method 670 includes operations 672, 674, 676, and 678. The 
method 670 includes operations that are performed by one or 
more processors (such as the processing device 120, shown in 
FIG. 2). Although FIG. 15 illustrates the method 720 with 
respect to commands received from the application-specific 
I/O device 110, in other embodiments the method 720 is 
performed to process commands received from other devices 
as well. 
0149. At operation 722, the gateway device 112 receives a 
command from the application-specific I/O device 110. The 
command includes the profile identifier 232 (shown in FIG. 4) 
and the command data. The command data may include a 
character string or numeric value to identify the requested 
command. Additionally, the command data may include 
parameters that are required or optional for the command. In 
at least Some embodiments, the command is received using 
UART or I2C. Receiving commands using UART or I2C can 
simplify the hardware and processing required to transmit 
commands on the application-specific I/O device 110. How 
ever, in at least some other embodiments, commands are 
received using other technologies. 
0150. At operation 724, the gateway device 112 deter 
mines the CIK for the application-specific I/O device 110 
based on the profile identifier 232. The gateway device 112 
uses the device profiles data 266 to identify the device profile 
associated with the specified profile identifier 232. The gate 
way device 112 then determines the CIK associated with that 
device profile. 
0151. At operation 726, the gateway device 112 transmits 
the CIK and command data to the server computing device 
104. The CIK and command data are transmitted to the server 
computing device using the Transmission Control Protocol/ 
Internet Protocol (TCP/IP). Alternatively, other protocols, 
such as User Datagram Protocol (UDP) or Constrained Appli 
cation Protocol (CoAP), are used by the gateway device 112 
to transmit commands to the server computing device 104. 
0152. At operation 728, the gateway device 112 receives a 
response to the command from the server computing device 
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104. In at least some embodiments, the response is received 
using TCP/IP. In at least some other embodiments, the 
response is received using a different protocol. 
0153. At operation 730, the response is transmitted by the 
gateway device 112 to the application-specific I/O device 
110. The gateway device 112 includes the profile identifier 
232 with the response. The response can be transmitted to the 
application-specific I/O device using the same communica 
tion technology (e.g., UART, I2C, etc.) that was used to 
receive the command. 
0154 The method 720 can be used by the gateway device 
112 to process a variety of commands that are received form 
the application-specific I/O device 110, or any other request 
ing device for that matter. A benefit of at least some embodi 
ments of the gateway device 112 that operate according to 
method 720 is that the application-specific I/O device 110 can 
include relatively simple and inexpensive communication 
hardware and processing capabilities. 
0155 FIG. 16 illustrates an exemplary embodiment of a 
system 770 for managing profiles and data for multiple net 
work-connected objects. The system 770 includes network 
connected objects 772a, 772b, 772c, and 772d (referred to 
collectively as network-connected objects 772), the server 
computing device 104, and the network 106. Also shown is 
the local environment 50. 
0156 The network-connected objects 772 each include 
the functional object 108 and a plurality of component device 
109, including the application-specific I/O device 110 and a 
local communication device 774. Additionally, the network 
connected object 772b includes the gateway device 112 as an 
additional component device 109. Beneficially, in the system 
770, multiple network-connected objects 772 use the gateway 
device 112 to communicate with the server computing device 
104. 

0157. The local communication device 774 is a compo 
nent device configured to allow the network-connected 
objects 772 to communicate with each other. In at least some 
embodiments, the local communication device 774 imple 
ments a wireless mesh network protocol or ad-hoc network. 
In a mesh network, each local communication device 774 
relays data for the network. In this manner, each of the net 
work-connected objects 772 can transmit commands to any of 
the other network-connected objects 772, which will then be 
relayed to the intended destination. Beneficially, a mesh net 
working may allow the local communication device 774 to 
utilize an inexpensive and low-powered communication pro 
tocol, such as ZigBee or Bluetooth Low Energy. Alterna 
tively, the local communication device 774 can use a different 
wireless communication protocol or a wired communication 
protocol. 
0158. In the example shown in FIG. 16, the network-con 
nected objects 772a, 772c, and 772d transmit commands and 
data over to the network-connected object 772b. The gateway 
device 112 in network-connected object 772b then transmits 
the data and commands to the server computing device 104. 
Additionally, the gateway device 112 can maintain profiles 
for some or all of the component devices in some or all of the 
network-connected objects 772. As described elsewhere, the 
server computing device 104 can also maintain profiles for 
some or all of the component devices 109 in some or all of the 
network-connected objects 772. 
0159 FIG. 17 illustrates an exemplary embodiment of a 
system 810 for managing profiles and data for multiple func 
tional objects. The system 810 includes a control and moni 
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toring device 812, functional objects 108a and 108b (referred 
to collectively as functional objects 108), server computing 
device 104, and network 106. Also shown is the local envi 
ronment 50. 

0160 The control and monitoring device 812 is a device 
that is configured to do one or more of monitoring and con 
trolling one or more functional objects 108. The control and 
monitoring device 812 includes a plurality of component 
devices 109, including the application-specific I/O device 
110 and the gateway device 112. 
0.161. One benefit of some embodiments of the system 810 

is that expense of the application-specific I/O device 110 and 
the gateway device 112 do not need to be incurred for each of 
the functional objects 108. As an example, the system 810 can 
be used to monitor the temperatures of multiple ovens. As 
another example, the system 810 can be used to monitor the 
voltage levels of multiple batteries. There are many other uses 
for the system 810 as well. 
(0162. In at least some other embodiments, the control and 
monitoring device 812 include more than one application 
specific I/O device 110. For example, some embodiments 
include one application-specific I/O device 110 for each of 
the functional objects 108 being monitored. As another 
example, Some embodiments include more than one applica 
tion-specific I/O device 110 to monitor different parameters. 
For example, the application-specific I/O device 110 could be 
configured to measure temperature, while another applica 
tion-specific I/O device could be configured to measure volt 
age. 

0163 FIG. 18 illustrates an example embodiment of the 
control and monitoring device 812. The control and monitor 
ing device 812 includes a plurality of component devices 109. 
In this example, the control and monitoring device 812 
includes the gateway device 112, the application-specific I/O 
device 110, and another component device 850. In some 
embodiments, the component device 850 is an additional 
application-specific I/O device, a local communication 
device, or another type of component device (e.g., a battery 
device). 
0164. Although the control and monitoring device 812 is 
shown as being comprised of three physically separate 
devices. In at least some embodiments, the component 
devices are implemented as separate integrated circuits in a 
single physical structure or as separate components on a 
single integrated circuit. Other embodiments are possible as 
well. 

0.165 Additionally, in some embodiments, the network 
connected object 102 is comprised of the control and moni 
toring device 812 and the functional object 108. Other 
embodiments are possible as well. 
0166 FIG. 19 illustrates another exemplary embodiment 
of a system 910 for managing profiles and data for a func 
tional object 108. The system 810 includes a printed circuit 
board 912, the functional object 108, the server computing 
device 104, and the network 106. Also shown is the local 
environment 50. 

0167. The printed circuitboard 912 is a device that physi 
cally supports and electronically joins electronic compo 
nents. The printed circuit board 912 includes the gateway 
device 112 and the application-specific I/O device 110. In at 
least some embodiments, the gateway device 112 and the 
application-specific I/O device 110 are electronically con 
nected by a conductive track of the printed circuit board 912. 
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In at least some embodiments, the printed circuit board 912 
includes other component devices 109 as well. 
0168 FIG. 20 illustrates another exemplary embodiment 
of a system 950 for managing profiles and data for a func 
tional object 108. The system 950 includes a printed circuit 
board 952, the functional object 108, the server computing 
device 104, and the network 106. Also shown is the local 
environment 50. 
(0169. The printed circuitboard 952 is a device that physi 
cally Supports and electronically joins electronic compo 
nents. The printed circuit board 912 includes an integrated 
circuit 954. The integrated circuit 954 is an electronic device 
that includes a plurality of electronic circuits and is formed 
from a semiconductor material. The integrated circuit 954 
includes the gateway device 112, the application-specific I/O 
device 110, and the processing device 120. In at least some 
embodiments, one or both of the printed circuit board 912 and 
the integrated circuit 954 include other component devices 
109 as well. 

0170 The various embodiments described above are pro 
vided by way of illustration only and should not be construed 
to limit the claims attached hereto. Those skilled in the art will 
readily recognize various modifications and changes that may 
be made without following the example embodiments and 
applications illustrated and described herein, and without 
departing from the true spirit and scope of the following 
claims. 

1. A network-connected object for performing a function 
and communicating with a server computing device via a 
network, the network-connected object comprising: 

a functional object, the functional object being configured 
to perform a function; 

an application-specific input/output (I/O) device, compris 
ing: 
an electronic circuit configured to perform an applica 

tion-specific function related to the functional object; 
and 

a gateway device, comprising: 
a first communication device configured for data com 

munication with the application-specific I/O device; 
a second communication device configured for data 

communication with the server computing device; 
at least one processing device that is configured to con 

trol the gateway device; and 
at least one computer readable data storage device stor 

ing instructions that, when executed by the at least one 
processing device, cause the gateway device to: 
receive using the first communication device an acti 

Vation command from the application-specific I/O 
device, the activation command including a device 
identifier; 

transmit using the second communication device the 
activation command to the server computing 
device; 

receive using the second communication device a 
response to the activation command from the server 
computing device; and 

transmit using the first communication device the pro 
file identifier to the application-specific I/O device. 

2. The network-connected object of claim 1, wherein the 
response includes a client identification key for the applica 
tion-specific I/O device; and the at least one computer read 
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able data storage device storing instructions that, when 
executed by the at least one processing device, further cause 
the gateway device to: 

store the client identification key; and 
store an association between the client identification key 

and a profile identifier. 
3. The network-connected object of claim 2, wherein the 

client identification key associates the application-specific 
I/O device with a profile on the server computing device. 

4. The network-connected object of claim 2, wherein the at 
least one computer readable data storage device storing 
instructions that, when executed by the at least one processing 
device, further cause the gateway device to: 

transmit using the first communication device the client 
identification key to the application-specific I/O device. 

5. The network-connected object of claim 1, wherein the 
gateway device assigns the profile identifier. 

6. The network-connected object of claim 1, wherein the 
application-specific I/O device specifies the profile identifier, 
and the activation command includes the profile identifier. 

7. The network-connected object of claim 1, wherein the 
first communication device uses at least one of Universal 
Asynchronous Receiver/Transmitter (UART), Inter-Inte 
grated Circuit (I2C) communication technology, and Serial 
Peripheral Interface (SPI) bus for data communication with 
the application-specific I/O device. 

8. The network-connected object of claim 1, wherein the 
second communication device uses Internet Protocol (IP) for 
communication with the server computing device. 

9. The network-connected object of claim 1, wherein the 
second communication device uses at least one of Transmis 
sion Control Protocol/Internet Protocol (TCP/IP), User Data 
gram Protocol (UDP), and Constrained Application Protocol 
(CoAP) for communication with the server computing 
device. 

10. The network-connected object of claim 1, wherein the 
application-specific function determines a status of the func 
tional object. 

11. The network-connected object of claim 1, wherein the 
application-specific function controls the functional object. 

12. The network-connected object of claim 1, wherein the 
application-specific function measures a parameter of the 
functional object. 

13. The network-connected object of claim 1, further com 
prising a battery device. 

14. The network-connected object of claim 1, further com 
prising a local communication device configured for data 
communication with a second network-connected object. 

15. The network-connected object of claim 14, wherein the 
local communication device uses mesh networking to com 
munication with the second network-connected object. 

16. The network-connected object of claim 1, wherein the 
device identifier comprises values associated with the vendor, 
model, and serial number of the application-specific I/O 
device. 

17. The network-connected object of claim 1, wherein the 
gateway device uses at least one of wired or wireless technol 
ogy for data communication with the server computing 
device. 

18. The network-connected object of claim 1, wherein the 
application-specific I/O device is a resource-constrained 
device. 

19. A method for activating an application-specific input/ 
output (I/O) device of a network-connected object on a server 
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computing device using a gateway device of the network 
connected object, the method comprising: 

receiving using a first communication device of the gate 
way device an activation command from an application 
specific I/O device, the activation command including a 
device identifier; 

transmitting using a second communication device of the 
gateway device the activation command to the server 
computing device; 

receiving using the second communication device of the 
gateway device a response to the activation command 
from the server computing device, the response includ 
ing a client identification key for the application-specific 
I/O device; 

storing the client identification key: 
storing an association between the client identification key 
and a profile identifier; and 

transmitting using the first communication device of the 
gateway device the profile identifier to the application 
specific I/O device. 

20-34. (canceled) 
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35. A gateway device of a network-connected object for 
performing a function and communicating with a server com 
puting device via a network, the gateway device comprising: 

at least one computer readable data storage device storing: 
profile identifier data to identify at least one component 

device of the network-connected object, the profile 
identifier data including a unique numerical value for 
each component device, the numerical value being 
assigned by the gateway device; 

client identification key data to identify at least one 
component device of the network-connected object, 
the client identification key data including a character 
string for each component device, the character string 
being assigned by the server computing device; and 

association data to associate at least one of the unique 
numerical values of the profile identifier data with at 
least one of the character strings of the client identi 
fication key data. 

36-37. (canceled) 


